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Welcome to the Thread Validator software tool. Thread
Validator is a software tool designed to detect threading
errors and thread deadlocks in software applications.

Thread Validator provides metrics about each lock in your
application, monitors historical data about lock entry, lock
exit and thread state and has the ability to detect thread
deadlocks and display the cause of the deadlock.

We hope you will find this document useful.
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Overview

Hi, welcome to the Thread Validator help manual.

This help manual is available in Compiled HTML Help (Windows Help files), PDF, and online.

Windows Help https://www.softwarewverify.com/documentation/chm/threadValidator.chm

PDF https://www.softwarewverify.com/documentation/pdfs/threadValidator. pdf
Online https://www.softwareverify.com/documentation/html/threadValidator/index.html

Tutorials for Thread Validator are available at https://www.softwareverify.com/tutorial/thread- validator-
tutorial/.

Before reading this manual, it's worth taking a quick look at the notation used.

Read background information

The oveniew section cowvers things like:

e the capabilities of Thread Validator
e how it works
e what's supported

e how to purchase

If you've already purchased, thank you!

Learn about getting started

You can skip the background information, but do make sure you're aware of how to prepare your target
program in the getting started section.

Dive right in
The quick start section shows how to launch your application.

To find your way around the rest of the features and settings then read about the user interface, or
browse the examples.

If you're already feeling confident you can learn about some of the advanced features such as comparing
sessions.
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1.1  Notation used in this help

> Instruction > steps
E Menu action > steps

Throughout the help you'll find instruction steps like this:
e Filter... *» shows the session comparison private filters dialog

or

E| Settings Menu * Edit Settings... * Data Collection in the list * Trace Hooks
This is a shorthand notation for performing consecutive steps in the user interface.

The first example indicates that the action of clicking the Filter... will result in showing the dialog
described.

The second example directs you to open the Settings menu (from the menu bar in this case), and

then choose the Settings item, and in the dialog that appears, open the Data Collection option via
the list and select the Trace Hooks child entry.

® Right mouse button menu

Where you see this mouse menu the instruction is to use the right mouse button menu (a.k.a.
popup menu or context menu) and select the menu option that follows this symbol.

For example: use E' Edit Source Code...

‘h Interactive images

Shown next to a picture, the hand symbol i indicates the image is interactive and can be clicked
on in order to jump directly to the help section most relevant to the part of the image under the
cursor.

* External Links
You may see this symbol [@ after some links. Those links lead to an external website (shown in
your default browser), as opposed to jumping to another section in the help. Naturally, if you have no

internet access, these links will be unavailable.

For example: Software Verifiy Limited[?

= Notes
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1.2

& Warning notes

Notes pertaining to the current topic are indicated by the A= | symbol. Notes may include
exceptions to a rule, items to watch out for, or other asides to the main topic.

Notes that act as warnings will use the similar = symbol, for example where there's a danger of
crashing your application. Don't panic though - there aren't many of these!

= See also
Where there are other pages in the help that have more detail on the topic at hand, or if there is

additional reading that is not already linked within the content, you will find these sections linked
after the = symbol.

Introducing Thread Validator

What is Thread Validator?

Thread Validator is an automatic deadlock detector for Windows.

It works with versions of Windows from NT® 4.0 and abowe, running on the Intel i386 (and compatible)
family of processors.

For the purposes of this documentation, we'll call Thread Validator just Thread Validator'.

What does Thread Validator do?

Thread Validator can:
o detect deadlocks
e detect potential deadlocks
¢ find bad lock strategies

When deadlocks, potential deadlocks and bad lock strategies are detected, you can examine the
order in which each lock was acquired, complete with a stack trace for each lock.

e perform deadlock postmortem analysis

If your program deadlocks you can attach to it with Thread Validator and ask for a complete stack
trace for each thread in the application.

Typically if you try to do this with a debugger, each deadlocked thread just shows one or two
stack entries inside NTDLL.DLL and no stack entries for your program, so you don't know which
part of your program deadlocked.

Copyright © 2003-2025 Software Verify Limited
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Thread Validator uses proprietary stack-walking routines to walk the entire stack, so that a
complete stack trace can be displayed for deadlocked threads.

The results are displayed as a variety of comprehensive but easily explorable tabulated and hierarchical
formats.

Source code editing is provided with colour coded lines so that you can see at a glance which functions
consume more time than others.

The performance overhead is very low and there is no need to recompile or relink the target program.

Thread Validator can also be used as part of a regression testing strategy by Quality Assurance teams.

The main sections of Thread Validator

The user interface is split into tabbed report sections (plus Tutorials), each presenting or analysing locks
in the target program at different levels of granularity.

W

Summary Locks Wait Chains Threads Analysis Diagnostic Tutorial

Here's a summary of those sections, each of which is covered in full in The User Interface section.

Summary A high level oveniew of all threading activity, showing data on threads, locks,
contentions, recursions, waits, errors and thread coverage.

Locks Master tab for three different tabs, each providing a different view of all the locks,
waits and threads in the application.

Wait Chains Displays information about the lock wait chains

Threads This display provides a graphical view of thread activity over time.

Analysis Master tab for four different tabs providing query, thread coverage, object creation

data, and object handles.

Diagnostic Logs diagnostic information collected by the stub, including functions that could
not be hooked.

1.3 Why Thread Validator?

Adapts to everyone's workflow

Thread Validator allows you to find otherwise hard to isolate errors using an intuitive colour-coded user
interface.
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Data can be collected using a variety of different query methods. When faced with a large amount of data
you can search or filter the data.

If you want to see the source code that caused a deadlock, just double click on the display entry to view
source code in the adjacent window.

Alternatively, to edit the code, double click on a code fragment shown and the appropriate source code
file will be loaded into Thread Validator's colour-coded editor, or into Microsoft® Visual Studio®, or you
can choose your preferred awesome editor.

You can save sessions, reload them at a later date and still interact with the analysis data.

You can also export session data to HTML or XML which can be used to create reports targeted to the
appropriate audience: the management team; quality assurance team; or to create detailed stack trace
reports for the software engineers.

Designed with principles

Thread Validator and the other products in our suite of tools have been created with the following
principles in mind:

MINIMUM IMPACT
INDEPENDENT
RELIABLE
FLEXIBLE
DO NO HARM

e must not adversely Any hooks placed into the target program's code must not affect the
effect the program's registers or the condition code flags of that program. The program
behaviour must behave in the same way when being inspected by Thread

Validator as without.

e must be reliable and Since we can't know exactly which DLLs and other components are
avoid causing the target present on every computer that Thread Validator is installed on, every
program to crash hook can be enabled or disabled, and/or installed or not installed.

Thus if a new DLL is released in the future that causes problems with
certain functions, you can disable the hooks for those functions, and
continue using Thread Validator until a fix for the new DLL's behaviour

is available.
e must have as little Thread Validator has very little effect on the target applications
impact on the target performance, but you can also enable and disable as many or as few
program's performance threading hooks as you wish.

as possible
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For example:

If you're only interested in monitoring performance of a particular
area of code, you can pick only that directory to be hooked.

If you're only interested in a selection of in-house DLLs, choose
only those modules to be hooked.

e must have a user Thread Validator's user interface is independent of the target program.
interface independent
of the target program This means:

If the target program crashes, the user interface will not crash -
you will still have data to work with.

If the target program is stopped in the debugger, Thread
Validator's user interface will continue to work.

In the unlikely event that the Thread Validator's own user interface
crashes, your target program will not crash.

e must be flexible We know our users like choices! Where there are multiple ways of
presenting the data, the user is given a choice over how that display
works, so that not all users have to work with the same settings.

1.4 What do you need to run Thread Validator?

Compilers
The following makes of compiler are supported:

Microsoft® Visual Studio®
Borland C++

Borland Delphi

Intel

Metrowerks

MinGW

QtCreator

Fortran (various)

=» Supported compilers for more details regarding versions and caveats.

User Privileges
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Thread Validator uses the CreateRemoteThread () Win32 function. You must have access privileges that
allow you to create threads in other programs.

Typically Administrator and Power User user types have the appropriate privileges. Ordinary user
accounts can be easily modified to have the required privileges.

= Learn more about user privileges in the section on User Permissions.

Registry Access Privileges
Thread Validator requires read and write access to:
e HKEY CURRENT USER\Software\SoftwareVerification\Threadvalidator
e HKEY USERS\.DEFAULT\Software\SoftwareVerification\Threadvalidator.
This is used when working with senices
If read and write access is not allowed:
e Thread Validator will use default settings (thus any user selections will not apply)
e Error messages will be displayed when Thread Validator tries to access the registry key
These error messages can be suppressed if they are not desired. For example, if you're not

working with senices, then there's no requirement to access the second registry key, and all
error messages relating to it can be ignored.

= The question relating to creating Power User accounts for Windows XP.

Operating System
Any 'modern' windows machine is suitable to run Thread Validator.
At a minimum, Thread Validator requires Windows NT® 4.0 or better.

Thread Validator will not run on the following platforms, because the CreateRemoteThread () Win32
function and named pipes are not available:

e Windows 95®
e Windows 98®
e Windows Me®

Any newer operating systems do not need any additional senvice packs but we generally recommend
being up to date where possible anyway.

For older systems, we recommend using the minimum senice pack levels below:
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e Windows NT 4.0: Senvice Pack 6

e Windows 2000: Senice Pack 2

1.5 Buying Thread Validator and Support

The best way to purchase Thread Validator is online from Software Verify Limited[® - just click the
Purchasing link at the top of the website.

Purchase options

There are options for single or multiple licenses, per-user or floating licenses, and although you can of
course purchase it as a single product, you can save significantly by buying Thread Validator as part of a
suite of products. All the details are online.

Pre-purchase questions?

If you have any pre-purchase questions not answered in this help manual, or niggling little doubts about
something, we can be contacted as below.

email: sales@softwareverify.com (recommended)

web: https://www.softwareverify.com%

or by old fashioned post:

Software Verify Limited
Suffolk Business Park
Eldo House

Kempson Way

Bury Saint Edmunds
IP32 7AR

United Kingdom

After sales support

If you need support after purchase, check our frequently asked questions and then drop us a line below
with as much detail as possible about your problem.

email: support@softwareverify.com

Copyright © 2003-2025 Software Verify Limited
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1.6

1.7

How does Thread Validator work?

The Stub and the Ul - more than the sum of its parts

Thread Validator has two main parts - the stub and the user interface.

The stub is typically injected into the target program and communicates with the Thread Validator user

interface.

The stub is injected into the target program using the CreateProcess () Or CreateRemoteThread ()
Win32 function. Communication between the stub and the user interface is via named pipes. There is no
human readable data sent between the two parts of the program. Both the stub and the user interface are
multi-threaded. If required the stub can be linked into the program so that it doesn't need to be injected
into the program.

The stub walks the entire program image detecting the start of each source code line using PDB and/or
MAP files.

The stub rewrites the DLL import address table to make functions call into the stub's hooks. Each
function is checked to see if it can safely be hooked without corrupting the code for another line or
function, or changing the function of the program. The line is hooked if possible, otherwise the user
interface is informed of the function hook failure.

The stub monitors thread and lock related data and stores the information in data structures to be
displayed by the user interface.

Supported Compilers

Thread Validator will work with any portable executable (PEER) file format and supports C++, Delphi,
Fortran 95 and Visual Basic.

C/C++ runtime functions are provided by individual compiler vendors, not all of whom still maintain,
support the products listed.

The following C / C++ compilers are supported by Thread Validator.
Microsoft http://www.microsoft.com?

Thread Validator requires your application to be built using Microsoft® Visual Studio® 6.0 senice pack 3
or later.

In practice, you may find that applications built with Developer Studio 4.2 and later can be used with
Thread Validator.

e Microsoft Developer Studio 4.0
e Microsoft Developer Studio 5.0

Copyright © 2003-2025 Software Verify Limited
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Microsoft Developer Studio 6.0
Microsoft Visual Basic 6.0

Microsoft Visual Studio 6.0 - senice pack 3 or later
Microsoft Visual Studio 7.0 / .net 2002
Microsoft Visual Studio 7.1/ .net 2003
Microsoft Visual Studio 8.0 / .net 2005
Microsoft Visual Studio 9.0 / .net 2008
Microsoft Visual Studio 10.0 / .net 2010
Microsoft Visual Studio 11.0 / .net 2012
Microsoft Visual Studio 12.0 / .net 2013
Microsoft Visual Studio 14.0 / .net 2015
Microsoft Visual Studio 15.0 / .net 2017
Microsoft Visual Studio 16.0 / .net 2019
etc...

Microsoft Developer Studio and Microsoft Visual Studio products support both C++ and Visual Basic.

=% Visual Studio and Visual Basic 6 in the Getting Started section.

Intel http://www.intel.com?

¢ Intel performance compiler - The Intel compiler uses the Microsoft runtime already installed on
your computer rather than supply its own

¢ Intel Fortran
Intel use Microsoft's PDB proprietary symbol information format. If your compiler uses PDB symbol
information Thread Validator will be able to use it.

Metrowerks

e Metrowerks CodeWarrior for Windows Version 8.0
e Metrowerks CodeWarrior for Windows Version 9.0

You will need to ensure the debug information is stored as CodeView information and not a custom
Metrowerks debug format. Metrowerks symbolic information is embedded in the .exe/.dll as CodeView

information. Please consult the documentation for CodeWarrior to include debug information (including
filenames and line numbers) in the CodeView information.

Embarcadero https://www.embarcadero.com/[3
This includes compilers formerly produced by Borland.
e C++ Builder 5.0 to C++ Builder 11

¢ Delphi 6.0 to Delphi 11

¢ Rad Studio

= C++ Builder and Delphi in the Getting Started section.
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1.8

MinGW http://www.mingw.orgE3

e MinGW (Minimalist GNU for Windows)

MinGW can create symbols in a variety of formats. If you configure MinGW to produce DWARF
symbols, STABS symbols or COFF symbols Thread Validator can read them.

= MinGW compiler in the Getting Started section.

Qt (Digia, Nokia, Trolltech) http:/qt.iol?
e QtCreator

= Ensure that debug information is created in DWARF, STABS or COFF formats.

Salford Software now maintained by SilverFrostE3
o Salford Software Fortran 95

Salford Software Fortran 95 uses COFF symbol information. If your compiler uses COFF symbol
information Thread Validator will be able to use that information.

= Note: While Fortran 95 provides multi-threading capabilities, FORTRAN 90 Standard does not.

Compaq
e Compagq Visual Fortran 6.6

The Compaq Visual Fortran product may be compatible with Thread Validator. If you are using Compagq
Visual Fortran and wish to use Thread Validator please contact us.

Other...?

If the compiler you are using is not listed here, please contact us for advice. We add compilers as we
receive requests for them, and many of the above were added at the request of customers.

User Permissions

This section details the privileges a user requires to successfully run Thread Validator.

A= | Typically, Administrator and Power User user types will already have the appropriate privileges.
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Why do user privileges matter?

Debugging tools such as Thread Validator are intrusive tools - they require specific privileges not
normally granted to typical applications.

Thread Validator requires specific privileges to write to the default user profile in the registry.

This is so that when Thread Validator is working with services (or any application run on an account
which is not the current user's account) it can read the registry and the correct configuration data.

If the account upon which a senice or application is running is not the user's account, the fallback
position is the DEFAULT account in HKEY USERS\.DEFAULT.

You can enable and disable various warnings using the User Permissions Warnings dialog.

User privileges
Thread Validator requires the following privilege to allow debugging of applications and senvices:
Debug Programs (SE_DEBUG_NAME)

Ordinary users will need to be granted these permissions using the Administrative User Manager tool.
The example below shows the NT4 User Manager - the Windows 2000 User Manager and Windows XP
User Manager will be different but similar in principle.

» User Manager

Usger Policies Optionz  Help

\!EIE

Username

|Fu|| Name

|Description

€ Administratar

'€ VUSE, LORNA

Built-in account for administering the computer/domain
Built-in account for guest access to the computer/domain
Tes fith minimal rights for using S

Joe Blogos

WoA Serser Account

Account for the Wisual Studio Analyzer senver components

Groups

Description

Administrators
Backup Operators

Members can fully administer the computer/domain
Members can bypass file security to back up files

Guests Users granted guest access to the computer/domain
Fower Users tembers can share directories and printers
Replicator Suppors file replication in a domain

Usgers Ordinary users

In the User Manager select the user - in this case "Test User".

Choose: Policies Menu *» User Rights * check Show Advanced User Rights * select Debug
Programs in the Right drop down list
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User Rightz Policy

Computer:  LORMA

Tl 1o i =buig prograrms Cancel

Grant Tex Help

Adrinistrators
Test Uszer [Joe Eloggs)

EEN
_tide |

Bemove

¥ Show Advanced User Rights

Click Add.... * Show Users

Add Users and Groups h h

List Mames From: I WLOR A j
M ames:
E.,,- HETWORE. |lzerz accessing thi object remotely ;I
Poweer Users tembers can share directories and print
R eplicataor Supports file replication in a domain
|lzers Ordinary users
ﬁ Adrministratar Buil-in account for administening the cor
ir Guest Built-in account for guest access to the

¥ Test User [Jos Bloggs] Test uger with minimal rights for using 5%
ﬁ WIISH_LORMA WSA Server Acc Account for the Wizual Studio Analyzer = =

Add Stiat [Users Embers... Search... |

Add Mames:
LORMNANT est User =]

k. Cancel Help

Select [ComputerName]\Test User in the top list. Click Add *» OK » OK * Close the User Manager.

Registry access privileges
Thread Validator requires read and write access to:

e HKEY CURRENT USER\Software\SoftwareVerification\Threadvalidator
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e HKEY USERS\.DEFAULT\Software\SoftwareVerification\ThreadvValidator.
This is used when working with senvices
If read and write access is not allowed:
e Thread Validator will use default settings (thus any user selections will not apply)
e Error messages will be displayed when Thread Validator tries to access the registry key
These error messages can be suppressed if they are not desired. For example, if you're not
working with services, then there's no requirement to access the second registry key, and all

error messages relating to it can be ignored.

You can modify the registry access permissions using the regedt32.exe tool Security menu (or similar).
Ask your administrator to modify your registry access permissions if you can't do this yourself.

=» What's the difference between Regedit and Regedt32?[4

Error notifications

When Thread Validator fails to gain access for read or write to the registry a message box is displayed
indicating if the error is for the user interface (Ul) or Senices. The message indicates the name of the
registry key that failed and the failure reason.

This simple message box is displayed during early startup and late close-down of Thread Validator:

Thread ¥alidator Uszer Interface unable to access Registry k E

& Ul: Failure accessing registry key: HKEY _CURREMT_USERAS oftwarehSoftwareerificationsThready alidator  Access is denied.

Message boxes like the following are displayed when Thread Validator is not starting up or closing down.
The messages differ in the registry key.

C++ Thread Validator User Interface unable to access Reqgistry &

Ul: Failure accessing registry key:
HKEY CURRENT_ USER\SoftwareVerification\C++ThreadValidator

Access is denied.

4

™ Don't show this Ul registry error dialog again ok Help
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C++ Thread Validator User Interface unable to access Registry EY

Ul: Failure accessing registry key: &
HKEY_USERS\.DEFAULT

Access is denied.

4 [

™ Don't show this Ul registry error dialeg again 0K Help

Detailed registry access error messages

The following detailed registry access error message is also displayed when failing to gain access to the
registry keys.

R eqgistiy Permiszion Warming h

Reqgisty permizzions far uge with Applications need madifying.
Fegquired permissions are:;
Read [Read Control, Quer Yalue, Create Subkey, Enumerate Subkens, Matify]
Wirite [Seffalue, Delete]
Failure acceszing registry kew:
HEEY _CURRENT_LUSERMS oftwarehS oftwaretenfic ationsT hread alidator

Aoceszs iz denied.

Fleaze read the Permizzions section in the help file.

Thread YW ahdator will not execute carrectly withaut the corect Reagistry permizzions.

Insufficient user privileges

The following dialog is displayed if a user has insufficient privileges to use the software correctly.
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Failure zetting SE_DERBUG_HAME privilege:
Mat all privileqes referenced are assigned to the caller.

Failure zetting SE_SECURITY_MAME privilege:
Mat all privileges referenced are assigned to the caller.

Fleaze read the Uszer Permizzionz zection of the help manual,

Thread Y alidator will not vaork, correctly without these Uszer Privileges.

<]

[T Dron't show this User Privileges dislog again.

&= without the Debug Programs privilege, Thread Validator will not work correctly with Services, and

may not work correctly with Applications.

=% How to create Power User accounts for Windows XP.
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2.1

Getting Started

For those that wish to 'dive in', this section will make you aware of how to prepare your target program
before giving a quick start introduction.

Otherwise skip right on to the next chapter - The User Interface.

Diving in?

You're probably wanting to 'dive in' and start analysing the threads in your application, looking for
deadlocks right away.

However, if you choose to read this manual first, you'll find out more about Thread Validator and how to
leverage it to its full advantage.

For new users of Thread Validator, a configuration wizard appears the first time you run the application.
This ends with a brief overview video.

We also recommend watching the tutorials onlineld - it's an easy way to explore the functionality
available.

Enabling Debugging

To get the best from our tools you will need to enable debugging information for your compiler and your
linker.

Detailed instructions are available for these IDEs / compilers:

Visual Studio
Visual Basic 6
C++ Builder

Delphi

MingW, gcc, g++
Dev C++

Salford Software FORTRAN 95
Metrowerks Code Warrior

Debug Information Formats
Thread Validator can understand debugging information in the following formats:

e Microsoft Program Database (PDB)
e Turbo Debugger Symbols (TDS)

e COFF

o DWARF

e STABS

The Intel Performance Compiler and Intel Fortran compilers produce symbols in Microsoft's PDB format.
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2.2

Quick Start

If you are:
e an admin level user
e using Microsoft compilers
e on a modern OS
e already know that you create debug info in your debug and release product

...then you're more than likely good to go and dive in!

Otherwise, we recommend reading these topics from the Ovenview section before starting:

e What do you need to run Thread Validator?
e Supported Compilers

e User Permissions
Testing on the Example Program

You can test drive the capabilities of Thread Validator by launching the example program supplied with
Thread Validator - nativeExample.exe.

The example program can be used in conjunction with the Thread Validator tutorials.

Ensure you have debugging information

Your application needs to be compiled to produce debugging information and linked to make that
debugging information available.

We provide some details for enabling debugging information with Visual Studio, C++ Builder, Delphi,
MinGW, and other compilers.

If you have no PDB debugging information but you do have a Microsoft format MAP file available, it must
contain line number information by using the /MAPINFO:LINES linker directive.

Launching

To start your program click on the launch icon on the Session toolbar.

% [Fw 7 O

What you see next depends on the user interface mode (wizard or dialog style).

The Launch Wizard...
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If you've just installed the software you will be shown the launch wizard:

Click Browse... to choose a program to launch » Next * Next * Next » Start Application...

=2 Start application wizard ? X

Select an application to start.

Previously started applications are shown in the list at the battom of the wizard, with their startup directony and
caommand ling arguments. [F your application iz displaved in the list, you can select it repeat the launch of the
application.

Application to start:

IE:\om\c\threadValidator\lvExample'\DebugNonLinH 0_DhtvEnarmple. exe Browse...

Application to monitor [*.exe]:

IE:\om'\c'\thread\ialidator\tvE wamplesDebugMonLink10_04vE sample.exe j Edi...

Carmmand Line Argurents: Launch court: |1 "I

Startup Directary:
IE Somichthready slidatorstvE xample'sD ebugh onLink10_0 Dir

e

E nvironment ¥ ariables [override global environment vaniables)

| Edi...

File to supply to stdin (leave blank for none):

I Browse...

File to supply to stdout [leave blank for none]:

FrEL

I Browse...

Click the Reset button to clear the list. @ FulPath (" Image Mame Daleiz | = |

Admin Application Arguments Directory Environment
Ehomicimemory32itabsens\Releas... Evomicimemory32itabsens\Release
Efvom\chthreadValidator\tvExample... EvomichthreadValidatortvExample...
Efvom\c\testAppsitestCreateMany... E\omic\testhppsitestCreateMany...
Ehomc\testAppsh ColnitializeTest\... EhomicitestAppsi ColnitializeTest\...

<< Prev |I Mext > _IEIC|SE

...or the Launch Dialog

If you have switched to Dialog mode you will be shown the launch dialog:

Click Browse... to choose a program to launch * Launch
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g Start an application and inject Validator into the process

¥ Collect data from application [~ Collect Stdout

- Launch
Application ta launch [*.exe or = bat]: =

IE Ssombesthready slidatorstvE xamplehD ebugh onlink 10_04vE xample.exe Browse. ..

Application ta monitar [© exe]:

IE:'\Dm\c'\thlead\ialidator\tvE wampletDebugMonLink 10_04wE sample. exe ;I Edi...

Arguments: Launch caunt: |1 'I

Startup Directory:
IE Sombcithready alidatorstvE samplehD ebugM onlink10_0 Duir....

¢ ()

Enviranment ' ariables [override alobal environment variables]
| Edi..

File to supply to ztdin [leave blank for none):

I Browse. ..

File to zupply to stdout [lzave blank for none):

Pk

I Browse...

Previously started applications [double click to relaunch) & FulPath © Image Mame Delete | Resst |

Admin Application Arguments Directory Environment
Efvomicimemory32\tabsens\Releas... Ef\omicimemory32itabsen\Release
E\omi\c\threadValidater\tvExample... E\om\c\threadValidateritvExample...
Eomi\c\testAppsitestCreateMany... Ef\omicitestAppsitestCreateMany...
Ehvomi\citestApps' ColnitializeTest\... Eh\omicitestAppst Colnitialize Test\...

During launch

Thread Validator will start and inject the stub into the target program. Progress during this phase is
displayed in the title header of the main window.

[gz Hooking: Synchronization [ 67 of 69: 97%) [C:\Windows\WinSxS'wB6_microsoft.vc90.debugmfc_1fcBb3b%alel8e3b_9.0.30729.6161_ncne_2{2f658c522a6590\mfc0ud.dll]

Once correctly installed in the target program, the stub will establish communications with Thread
Validator and data can be collected and viewed until the target program exits.

When a deadlock or a bad lock strategy is detected, the data relating to this on each tab is displayed in
the relevant colours.

Most tabs will update at intervals (unless set otherwise) to show data collected so far.

After exit - examining the output

When the target program exits, Thread Validator stops collecting more data but keeps all the session
data active for you to explore. The data collection icons on the session toolbar are disabled, and the
launch icons are enabled again.

Most tabs are automatically updated to reflect the final data, and the other tabs also continue to let you
explore the data until the session is closed.
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Ending the session

Even though the target program has exited, the session is still active and can be examined or saved until
the session is closed:

El File menu * Close Session

You can have more than one session open at a time.
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3 The User Interface

The part of Thread Validator that you get to see and interact with, is the user interface, but that's only
one half of the story.

Behind the scenes, the stub installs and controls the data hooks in the target program and interacts with
the user interface.

This section describes the various functions of the user interface so that you can get the most from using
Thread Validator.

Typical workflow

Typical usage of Thread Validator is very simple:

o Start your target program

e Examine the thread lock acquisition strategy of the program
e Close the program

¢ Analyse final data - saving or exporting data if needed

Howevwer, there is much more to Thread Validator than this simple workflow. For example, whilst your
program is running, you can display data and gain insight into a specific bug you are looking at in the
debugger, or you can monitor the program as a whole, looking out for potential deadlock issues and
check coverage of thread related functions.

The user interface

The user interface consists of the menus, toolbars, status bar and the main display tabs.

Read on to find out about all those features, or click parts of the image below to jump directly to any of
the menus, tabs or other sections of interest.

2 Ready - Thread Validator - — O *
File Launch Edit Settings Managers CQuery Tools DataViews Software Updates Help

mH B AA/O

Summary Locks Wait Chains Threads Analysis Diagnostic Tutorial

PReady Collect:On 0 0 0 Ready 1

3.1  First run configuration

First run configuration
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For new users of Thread Validator, a configuration wizard appears the first time you run the application.

The wizard collects a few details about environment, tools, update requirements (for non-evaluation
users) and ends with a short video tutorial.

H First Run Configuration ? >

Let'z zet up Thread ¥alidator
Before you gtart uzing Thread Yalidator we need to zet up a few bazic things.
+ Environment variables that contral the spmbol search path for Visual Studio
+ Which compiler/linker/IDE you are uzing
& Automatic software update infarmation

+ Short tutorial demonstrating how to use Thread W alidator

| Mewut = |

User interface mode

After the introductory page, the wizard presents options for configuring the how the launch, inject and
wait dialogs present information to you.
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User Interface Mode

Thread Validator provides two user interface levels, an easy-to-use wizard user interface and a
faster, terse, dialog user interface. You can switch between interface styles at any time.

" \Wizard

The wizard interface provides wizards for launching, attaching to and wait for applications.
The wizard interfaces contain explanatory text to help you make your choices.

{* Dialog

The dialog interface provides dialogs for launching, attach to and waiting for applications.
Very litte explanatory text is used.

<< Prev | M et w3 |

ﬁ First Run Configuration ? >

e Wizard mode * guides you through the tasks in a linear fashion
e Dialog mode * all options are contained in a single dialog

Experienced users will find this mode quicker to use

These settings can be changed at any time via the User Interface Mode option on the Settings menu.

Symbol search path environment variables

After the introductory page, the wizard presents options for using environment variables for symbol
search paths when finding PDB symbols.

You don't have to choose any of these options as Thread Validator will try to automatically determine

symbol path information.
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H First Run Configuration 7 b4

Symbol Search Path Environment Yariables

Choose the environment wariables you wizh to uze to supply symbol path and symbol server
information,

You can leave these all unselected - pou don't have to uze these environment variables - the software
can determing symbal path infarmation automatically.

[~ Usze NT_SYMBOL_PATH to supply syrbal search paths
[ Use MNT_ALT_S¥MBOL_PATH to supply syrbol search paths
[ Use MNT_ALTERMATE_SYMBOL_FPATH to supply symbol search paths

[~ Usze NT_SYMCACHE_PATH to supply symbol search paths

<< Prey | M et = |

These environment settings can be changed at any time via the Configure Symbol Handling Environment
Variables on the Symbol Server page of the Settings Dialog.

Symbol lookup

The next page of the wizard allows you to specify which IDE, Compiler or Linker you're using.

This is important as it affects how symbol lookup is performed. Visual Studio has various quirks in its
history of symbol handling and we have to work around that.

The default settings are shown below, although the Visual Studio version may vary.
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H First Run Configuration 7 b4

Symbol Lookup
DboHelp.dll iz uzed tointerpret Microzaft/|nkel debug infarmation.

{* ‘we can provide a DbgHelp.dll version matching the compiler the application was built with,

Wigual Studio 11.0 (2012 [Supplied by Thread Y alidator) j
DboHelp version: 6.17.0007.404

" 0r, you may locate a version of DbgHelp.dll that best matches your build.

" MinGW waz uzed to build the application.

" Delphi or C++ Builder was used to build the application.

<< Prey | M et =

These lookup settings can be changed at any time on the Symbol Lookup page of the Settings Dialog.

Hook Insertion

The next page of the wizard allows you to specify which synchronization functions will be monitored.
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=4

Hook Insertion

Thiz tab allows pou to control which data items will be tracked when Thread Yalidator attaches bo an
exizting process. Y'ou cannot change thesze items once Thread Y alidator iz attached to the process.

[f pou wizh to have finer contral ower which itemz are racked, enable the item here and
enable/dizable the individual function on the Hook:s tab,

[+ Sprchronization functions
Critizal Section Enter/Leave will be tracked.
| [v Track additional functions working with waitable handles

Each item enabled will conzume maore memaony when tracking data.

[v Critizal Section Iv ‘W aitable Tirmer I Duplicate Handle/Cloze Handledete
| [v Ewent Iv Job Object Iv¥ Change Matification
v Putex v Process v Timer Queue
v Sermaphore [ Thread
v Fegister ' ait [+ File Iv¥ Sleep [not recommended)
Select Al | Deselect Al | [ Collect MULL and Invalid Handles
<< Prey | Mext = |

Two check boxes control which groups of hooks are inserted into your application.

e Synchronization functions *> inserts hooks for tracking synchronization objects into the target
program

If enabled, the default behaviour is that critical section enter and leave events will be tracked.
Additional functions can then be specified below.

¢ Functions working with waitable handles > hooks (below) for tracking functions that create,
manage and destroy waitable handles will be inserted into the target program

A few additional functions (Sleep, and critical section related functions) are also monitored.

Specify which groups of functions should have data collected from them using the individual check
boxes. (See note about memory below).

Any collected data can be viewed on the Active Objects and Analysis tabs.

Groups of items Functions that...
o Critical Section initialize, modify and destroy
e Event create, open and destroy

e Mutex create, open and destroy
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e Semaphore create, open and destroy
¢ Register Wait register and unregister

o Waitable Timer create, open and destroy

¢ Job Object create, open and destroy

e Process create, open and destroy

e Thread create, open and destroy

o File create, open and destroy files (of any type)

¢ Duplicate miscellaneous handle functions
Handle

e Change create, open and destroy file change notifications
Notification

e Timer Queue create, open and destroy timer queues and timer queue timers

Other options:
e Sleep Sleep and SleepEx

For many applications, enabling s1eep will generate a lot of data,
as various threads sleep from time to time.

e Collect NULL information about failed handle creation
and Invalid
Handles When collecting waitable handles, you may also want to collect

information about failed handle creation using this option.

o Select/Deselect All > switches all the above functions allocating waitable handles - i.e. not sieep
and invalid handles

E It's recommended that options in this section are only enabled if you need to monitor the data. If you
subsequently find that memory consumption is very high, consider changing the settings here, or on the
Historical Data tab.

These hook insertion settings can be changed at any time on the Hook Insertion page of the Settings
Dialog.

Software update credentials

The software updates page of the wizard is only shown to non-evaluation users.

You can configure your software update credentials within the application and where updates are
downloaded to.
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}’J: First Run Configuration ? >

Software Update Credentials

To enable automatic software updates you need to specify your login details,

Theze detailz were provided to wou when pou purchased Thread Yalidator,

Email &ddress; |dav@null_cum

HEHRHRKHRAERE

Paszward:

Test Login Details...

Setting theze values iz optional. %'ou can zet them anytime pou want on the Software Updates menu.
Software Update Download Location

Software updates will be downloaded to the location specified below:

C:Azers'StephentdppDatabLocalhTemp Browse...

Reset

<< Prey | M et = |

You can test the login details to ensure they are valid:

o Test login details > click to check your entered details are valid (requires an internet connection)

Valid details will be confirmed:

Legin details *

Login details are valid.

Invalid details may mean you entered credentials for another application in the Validator suite,
or they could have been entered incorrectly.
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Legin details *

Login details are not valid for Thread Validator,

Please check that you have the correct login details far this
software tool,

You should have received the correct credentials when you purchased Thread Validator.
If you experience problems, check with your system administrator or contact Software Verify.

These update credentials can be changed at any time from the Software Updates menu.

Software update download location

It’'s important to be able to specify where software updates are downloaded to because of potential
security risks that may arise from allowing the Tvp directory to be executable.

We use the TvPp directory as a default, but if you're not comfortable with that you can specify your
preferred download directory. This allows you to set permissions for TP to deny execute privileges if you

wish.

An invalid directory, e.g. one that does not exist, will show text in red and will not be accepted until a
valid folder is entered.

o Reset > rewerts the download location to the user's Tvp directory
The default location is c:\users\ [username] \AppData\Local\Temp

The download location can be changed at any time from the Software Updates menu.

Build example projects
The next page of the wizard allows you to build the example projects that ship with Thread Validator.

The example projects demonstrate various application types containing bug you may wish to investigate
with Thread Validator.
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' First Run Configuration ? *

Build example projects

Dptional: Build the example projects.

Yizual Studio

Open the esample projects solution with Yisual Studio.

Vizual Studio...
Download
Download the prebuilt examples from Software Yerify, Dawnload.

|deal far uze if pou don't have Yizual Stadio.
YWorks best if pou have inztalled in the default location.

[Becauze the paths in the debug infarmation are fiked in the prebuilt examples. ]

Open example projects folder. . |

<< Prev | M et w3 |

e Visual Studio... * opens the example projects solution with the version of Visual Studio selected

e Download... * downloads a prebuilt version of the example projects, unzips them and installs them
in the examples folder in the Thread Validator installation directory

If you choose this option and you have not installed Thread Validator in the default location
(assuming a 64 bit OS) the source file paths in the debug information will be incorrect - you will need
to use the File Locations settings to inform Thread Validator of the correct location(s).

e Open example projects folder... > opens the folder that contains all example projects

Video overview of application

The final page of the wizard presents a short video overview of Thread Validator.

E The video has audio
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E First Run Configuration

Thread Yalidator overview

H-l-:ﬂ,—n.n-_.-ﬁ-,r—l.n.h
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You can find topic specific tutanalz on the main Tutarals tab and the Help menu.

FATSSTSET TS e s DRSS SRRt
HUT ESe N f.rﬁdl—@ll HY ANSEETTE 00

[0 Tungacscys

<< Prey | Finizh I

More help is available via the Tutorials tab and the Help menu.

The video is also available on the product website. Visit https://www.softwareverify.com/products.php and

find the product link for Thread Validator.

e Finish » closes the First Run Configuration dialog leaving the application ready to use

3.2 Menu Reference

The menus provide access to all the major features in Thread Validator. The most common ones are also

directly accessible via the toolbars.

The next few pages provide a convenient collection of links to the detailed help pages on each menu

item.

Alternatively, click in the picture below to jump to the page for any menu:

W

File Launch Edit Settings Managers Cuery Tocls Data Views

Software Updates

Help
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3.21 File menu

Files and sessions
The File menu allows you to:

e open, close and save sessions

e manage the launching of an application
e control the collection of data

exit the application

Most of these actions (those with an icon to the left) are also available via the standard or session
toolbars.

Near the bottom of the menu, a list of recently used filenames allows you to easily reload a previously
saved session.

'h Click on an item in the picture below to find out more:

H Open Session... Ctr+0
E Save Session Ctrl+5
E Save Session As..

Export Session L

Close Session

Exit

&= The last two items are not linked to topics. Exit is self explanatory and abowe that is a list of
recently opened files that will vary for each user.

3.2.2 Launch menu

The Launch menu allows you to:

o start applications and restart applications

e inject into running applications

o wait for applications to start then attach to them
e monitor senvices and ISAPI extensions

e stop monitoring an application

Most of these actions are also available via the standard or session toolbars.
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These actions are grouped into submenus according to whether they involve applications or senices.

* Click on an item in the pictures below to find out more:

| Applications

Services ¥

Command Line Builder...

Applications
| 4 Start Application... F4
o Re-Start Application F5
# niectinto process.. 3
{tj Wait For Application... F2

Services

| Maonitor a service... F&

Maonitor 115 and ISAPL... F7

Reset |15
Stop 115

E In addition to the function key short cuts shown abowe, you can redisplay the previously chosen
launch dialog by using +

3.2.3 Editmenu

Using the clipboard and selections
The Edit menu options can be used to:
e clear all selected items in a table or tree
e copy selected items (and relevant data where applicable) to the clipboard

e select all the items available

Selected data is formatted into one line per row with a single tab-space used to separate column data
(tsv format).
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Clear
|:D Copy Cirl+C
Select Al Ctd+A

= Select All will include the header row as well as the data, and Copy will include the column titles.

For example, after running the example application, Select All on the Locks Per Thread tab might
show:

HWai! Time H Sequence iti H Owning Module

88ms| WrAl

This would result in the following tab separated content being copied to clipboard:

Address Lock Recursion Contention C/L Ratio Wait Time Sequence L
ThreadId:16216 (CTeststakView::threadProc badB) 36 0 30 83.33% 2,188ms W1
0x03233284 18 0 14 77.78% 2,862ms - - - 0x00404b63 : c:
0x03233264 18 0 16 88.89% 3,227ms - - - 0x00404b5a : c:
ThreadId:13284 (CTeststakView::threadProc goodC) 9 0 1 11.11% 4,110ms

0x032332fc 3 0 0 0.00% - 6,267 Abandoned - 0x00404d18 : c:
0x032332dc 3 0 0 0.00% - 6,266 Abandoned - 0x00404d0f : c:
0x032332bc 3 0 1 33.33% 8,221ms 6,265 Abandoned - 0x00404d(
ThreadId:12756 (TpCallbackIndependent) 0 0 0 0.00% - WrQueue -
ThreadId:10900 (CTeststakView::threadProc?2) 2 0 1 50.00% 14,261ms W1

3.24 Settings menu

Settings and Ul mode
The Settings menu allows you to:

e choose the user interface mode (wizards or dialogs)
e change settings for global data and how it is displayed

Global settings are also accessible via the session toolbar.

« Click on an item in the menu below to find out more:
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E

Edit Settings. .. F&

Load Settings...
Save Settings...

User Inteface Mode...
LI Theme. ..

First-Run Settings Wizard ...

User Permissions Wamings...

3.25 Managers menu

Managers and markers

The Managers menu provides tools for

e managing sessions including limiting the number that can be open
e managing watermarks and bookmarks
o exclude thread data using thread filters

\h Click on the menu item in the picture to find out more:

o]

L

Ix

=
W

Session Manager...
Watemmark Manager...
Bookmark Manager...
Thread Fitter. ..

Add watermark at most recent trace
Add a bookmark at most recent trace

3.26 Query menu

Query and Search

The query and search tools enable you to find particular thread data collected in each session.

Some of these options are also available from the Query toolbar.

* Click on an item in the picture below to find out more:

39
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Q) Search...
'@\ Find function. ..

@ Single Thread Critical Section Detector...
Display stack traces for all threads
Deadlock detection

Display lock order

3.2.7 Tools menu

Tools and Information

The Tools menu provides access to a few different tools including a couple not found on the Tools
toolbar:

¢ A list of the modules loaded by your target application

¢ A list of the debug information status of modules loaded by your application

'h Click on an item in the picture below to find out more:

| Edit Source Code...
(E% Refresh
&, Refresh Al

Loaded Modules...
DLL Debug Information...
Out Of Date DLLs. ..

3.2.8 Data Views menu

Data Views

The Data Views menu provides easy control of which tabs are displayed in the main view.
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Summary
Locks

Wait Chainz
Threads
Analysis
Diagnostic
Tutorial

Hide All Views
Show All Views
Reset All Views

Selecting any of the items shows the relevant tab (if it's not visible already), and makes it the current
selected tab.

e Hide All Views * hides all tabs except the one that's currently visible
e Show All Views * shows all the listed tabs, and in their normal order

¢ Reset All Views » shows only the most popular tabs, so excludes the Analysis, and the Line
Times tabs

This is the default setting when you first use the software

When you hide a tab (by clicking the cross on the right of the tab header), you'll initially be reminded of
where to go to show it again, but you can choose not to keep seeing this reminder.

Analysis ? >

'ou can re-dizplay thiz tab by choozing “Analyzis" o
the Data Yiews menu

[ Dan't show thiz dialog again

Hidden views are remembered between sessions.
3.29 Software Updates menu

Software updates

All three items in this menu are cowvered in the Software Updates topic.

W
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£ Check for software updates...
Corfigure software updates...

Renew software updates ...

Reset software update credentials...
Set software update credertials...

Set software update directory ...

3.210 Help menu

3.3

Help

The help menu provides access to this manual in different formats as well as tips and tutorials.

‘h Click on an item in the picture below to find out more about each item in the Help topic:

i Tips...

0 Ahout Thread Validator...
Cwverview Video...

Readme and Version Histony...

E Help Topics... F1
Help PDF...

Help on softwareverify com...

Blog...
Library...

|___]:| Tutorials...

Tutorials on softwareverfy.com...

Cortact customer suppaort...
How do |7

Report a crash L4

= Check out the Frequently Asked Questions as well!

Toolbar Reference

This reference section lists the various toolbars in Thread Validator, with quick links to their own section

of the help manual.

The items are listed in left to right order.

=]=§? AN/ N Ne

QOELEIEE
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You can click on any part of the pictures below to jump straight to the topic:

Standard toolbar

=12

e | 0ad session
e Save session

e Help

Session toolbar

v % o|®®

Settings
Inject into application

Launch application
Relaunch application

Wait for application to start
Stop application

Enable collecting data
Disable collecting data

Watermarks

.

o Watermark manager

o Bookmark manager
o Add watermark at most recent trace

e Add bookmark at most recent trace

Query

YO Q9 E]

e Search synchronization objects

e Find function

e Single thread critical section detector

e Display stack traces for all threads in application
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Tools

YE@E

o Refresh view
o Refresh all views

3.4 The status bar

Elements of the status bar

The status bar has three main sections, from left to right:
o the message line
e program information
o data collection statistics

The message line

Most of the time, youl'll just see this:

| Ready

When you hover your mouse over a toolbar button or a menu item for a short time, a help message
appears in the status bar describing the button's action.

Data collection statistics

The data statistics counts give a guideline indicator of how data is being collected by the stub and sent
to Thread Validator.

This collection data has a few counters and a collection status:
e Status indicating whether collection is currently on or off
e Data items sent from stub that are waiting to be processed
e Number of data items processed
e Number of data items not yet resolved

Collect:On 1 1,575 53

The boxes stay gray when the values are static, but will be coloured for a few seconds when the value
changes:

I:l The value increased
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|:| The value decreased

Profiling status

The status of the flow trace indicates what is currently happening.

e Ready. Waiting to start a run, or a run has finished and is waiting for you to analyze the data.
Starting. Starting a run (hooks being installed etc).

Running. Target executable is hooked and running.

Terminating. Target executable has entered ExitProcess but has not yet finished executing.
Post Processing. Target executable has finished executing. There is data that still needs to be
processed.

Running

Target program name
This displays No active session when there is no session running, terminating or loaded.

Mo active session

When a session is running, terminated or loaded, this displays the name of the target program followed
by a timestamp.

cvExample.exe:Fri Jul 03 10:0%:24 2020

3.5 Keyboard Shortcuts

Keyboard shortcuts

The following shortcuts are available:

B0+ B seiect
Cui [ C O
B + B open session

+ Sawe session

Help (contextual for current view or dialog)
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Wait for application

Inject into process

Start application

Restart application

Monitor a Senvice

Monitor IS and ISAPI

3.6 Icons

Some of the displays include an icon on the left border of the scrolled list/tree to indicate the type of data
that is present on that line. The icons are shown below, with an explanation.

Icons used in settings, views and editors

Option enabled
[] Option disabled

Source code line indicator
Source code

Icons used in the data displays

Some of the displays include an icon on the left border of the scrolled list/tree to indicate the type of data
that is present on that line.

© Watermark placed by the user

H Critical section allocation

[ Critical section deallocation

@ Trace message, or OutputDebugString () message
@ Trace from an exception

® Trace from an ASSERT

3.7 The main display

The tab windows
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The main display of Thread Validator consists of tabbed windows. Not all the tabs may be visible - see
the Data Views menu to show any hidden tabs.

Each tab allows the data collected to be viewed, inspected and queried in different and complementary
ways.

Typical usage might be to use the Summary, or various Locks tabs to monitor the thread activity in the
target program, and then use another view to gain insights at a different granularity or about related
functions and callstacks.

\h Click on an item in the picture below to find out more about each of the tabbed windows, or use the
list further below:

Summary Locks Wait Chains Threads Analysis Diagnostic Tutorial

Summary
Locks

Wait Chains
Threads
Analysis

Diagnostic
Tutorial

Hiding and showing tabs

Each tabbed window can be closed by clicking the small [x] on the right hand side of the tab. The
window can be redisplayed from the Data Views menu.

Ilcons

Most windows use a small number of icons to indicate different types of data.

3.71  Summary

The Summary tab displays a dashboard showing high level information about the threading behaviour of
the current application.
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Summary Locks Vit Chains Threads. Analysis Diagnostic Tutarial
Threads Locks Contentions Recursions Waits (ms) Errors Coverage 3
Threads 12 Locks 51 Contended locks 6 Locks restered 1 Locks: Total wak 59 316 18 [ ]
— - I I Unistad Full Visited
smed Tresads 12 Locksdlocks N Coniandodthrends Do s s 1| Lncks: M umit 598 W  Extnot niar O T
Tho - 7 A st any bme ] 173 Tolal aring 7 Locks: Average el ;5T Abandoned ]
] ]
Thres usig locks ©  Locks lacked by any thiead 2 T3 Mareenties 2 andles: Total wat 000 Theading emors ]
E—— | I
Locked thvears T Busylocks ] 100 Handles: Max wat m
I
Toiallocks sniared 14 Siow ocks ‘ Handles: Ausrage wal 000 Duadiocked locks 1
I I
Comments
@3 : Symbols will ol be avastabie Tor hese modues, View,
Data Collsction
Summary dala about locks, locks used by each thread, sl lcks cumently locked Edit
Cokéct irformation about each lockiwas calstack. Keep calstacks for detection (on P Tor contended lacks Keep callstacks for recursing locks

Hook Insertion

Track CriticalSection enterleave events, event handes, mutexes. semaphores, limer quees, registered waits, job objects, processes, treads. files, change notifications. handies. ciical sections, waitable timess. Sleep(). Edit
Ermar Detection

Detect disdiocks Detec! ofher locking eerors. Edil
Filter summary

Al DLLs hooked Edi..
Instrumertation log data is available, find out why code is not instrumented View.

Thsad Caverage
Thread coverage data is being colected. Edit

Session Manager cantains 1 sassion. Edit
Automatic ihread coverage merging is disabled. Edit

The Summary tab

The summary shows a visual oveniew with statistics of threads and locks with percentages where
appropriate.

Each bar or dial summarises the thread, lock, wait or error information found in the main tabs.

Threads
Locks
Contentions
Recursions
e Waits
Errors
Coverage

Clicking on a bar or dial takes you to the corresponding main tab to explore in more detail.

Most of the bars take you to the All Locks summary tab, with each one sorting on a specific column
related to the data at hand.

Examples:
¢ Clicking on the Contended locks bar shows the All Locks tab sorted by Contention Count
o The Max Contention Ratio bar shows the same tab sorted by Contention Ratio
e The Recursions Locks re-entered bar shows the All Locks tab sorted by Recursion Count

e The Coverage dial shows the Coverage tab

Understanding the bars
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Each bar displays the name of the statistic underneath with its value.
Bars are filled to represent the fraction of the value it is related to.
In the example below, the bars show that:

e the number of contended locks is 6, shown as a fraction of the number of locks (in this case 51
which was displayed separately on the Locks panel)

o the number of contended threads is 7, shown as a fraction of the 12 threads being monitored in the
application (displayed on the Threads panel)

o the total number of contentions is 676, of which one of the locks is responsible for 283 of those
contentions

e the maximum contention ratio is 100%.

Contentions

Contended locks 3]
Contended threads 7
]

Total contentions 676

Max contentions 283

Mazx Contention Ratio (% 100

Understanding the dial

The Coverage dial displays:

numeric statistics on visited and unvisited items, and those items with 100% coverage

¢ the unvisited/visited information as angular data

the 100% cowverage as inner radial data

the partial coverage distribution as outer radial data
Example:

The following dial summarises thread coverage data on a total of 151 known files in a complex target
program
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Coverage
Unvisited Full Visited
102 9 49
B7.55% 5.96% 32.45%

E The radius of the inner area may grow or shrink as the target program runs, since the proportion of

visited functions that have 100% coverage can go up or down.

Status summary area

Below the dials is a status area showing any comments or special notices related to the current

session.

Underneath the comments youl'll find the status of any data collection, error detection, filters, or session

merging.

Clicking Edit... or View... opens a dialog to edit or view the relevant settings.

In most cases the settings shown are identical to the relevant page of the global settings dialog.

Comments:

e Debug modules

Data Collection:

e Locks and callstacks

Hook Insertion:

e Locks and handles

Edit... > Collect settings

View... » Module debug information dialog

Edit... > Hook Insertion Settings
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3.7.2

Error Detection:

e Threading errors Edit... > Detect settings

Filter Summary:

e DLLs Hooked Edit... » Hooked DDLs settings
¢ Instrumentation logging Edit... > Instrumentation Logging settings (If logging is off)

View... > Instrumentation Log dialog (If logging is on)

Thread Coverage:

e Thread cowerage collection Edit... » Thread Coverage Settings

e Session manager status Edit... > Session Chooser dialog
e Session merging status Edit... » Auto Merge settings
Locks

The Locks tab contains three different sub tabs, each providing a different view onto the Critical Sections
in use and the Waits that are taking place in the program.

All Locks Locks Per Thread Active Locks

All Locks

Displays all locks in use by the program. Also displays any waits in progress.

Locks Per Thread

Displays all locks in use by the program. Also displays any waits in progress. Data is grouped by
thread.

Active Locks

Displays all locks that are currently locked by the program. Also displays any waits in progress.
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3.7.2.1 All Locks

The All Locks tab displays information about all critical sections, and waitForxxxobject calls in the
application being monitored.
h Read on, or click a part of the image below to jump straight to the help for that area.

Botwh | Do | Ltse ksl ot 10 =

Tok [ Recursion [Contention [C/LRatia [Wait Tima [Sequence | Thresd

nm -
7085 E172(1) ke

[
—
[Sm—
-
| suress

The Locks View

The Locks view shows information about each critical section used by the target application.

Each critical section is shown once and the display can be sorted by different criteria by clicking on the
appropriate column header.

The table highlights error and status conditions using the user defined lock colours. In the example
abowe, red . indicates a deadlock, yellow |:| contention and cyan |:| recursion.

Lines highlighted in grey denote an active status, meaning that the critical section has been entered,
while the white lines show sections where nothing of interest has happened yet.

What data is available?

The following table lists all the available columns of data:

Attribute Description

e Address Address of the critical section, the handle for a waitForSingleObject call, or
the number of handles for a WwaitForMultipleObjects call.

e Lock Number of times the critical section has been locked by any thread.
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e Recursion Number of times the critical section has been re-entered whilst locked by the
current thread.

e Contention Number of attempts a thread has made to acquire the critical section but has had
to wait because it is owned by another thread.

o Wait Time Total time spent waiting by all threads to gain access to this critical section.

e Sequence The sequence id is an internal monotonic integer that is incremented for each
synchronization object event. This integer allows you to identify the order in
which events occurred.

Note that this can be misleading if the windows scheduler switches threads at
the wrong time.

e Thread Thread id (in decimal notation) of the thread that currently owns the critical
section.
A number in brackets is the number of other threads waiting to gain access.

If the thread has been given a name, it is displayed.

o State Current state of the thread, obtained by polling the operating system for data at
regular intervals.
This information may not match the other data at all times, but it's very useful for
identifying thread conditions when thread states don't change for long periods,
e.g. long wait states and deadlocks.

e Owning One or more of the following values if available, shown in order of priority with
Module most important first:

e Symbol name (within 256 bytes of the critical section address) for the critical
section

¢ Filename and line number of the code location that acquired the lock,
determined from the callstack (if collected)

e Filename and line number of the critical section

e Name of the owning module, if the critical section is static data inside a
module (DLL or EXE)

¢ Data indicating dynamic memory or stack space

Some of these details can be optionally hidden using the Display options.

Percentage bars and markers

All the cells in the table that show timing or count data have a percentage bar indicating the item's value
relative to the maximum value in the column.
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Lock v| Recursion |Contention |C/L Ratio Wait Time
626,632,516 ] 44 315,952 7.07% Oms
626,632,518 0 7,045,823 112% Oms

0 0 0.00% =
0 0 0.00% =
0 0 0.00% =
0 13,952 7572% B32ms
0 0 0.00% =
0 0 0.00% =
11,502 ] 1,987 69.44% 550ms

Not all bars are percentages. In the Sequence column, the markers indicate the relative position of the
sequence id (see table above) with respect to the first sequence id and most recent sequence id.

| Sequence

Updating the display

o Update Interval » automatically updates the display at your choice of interval, from 0.1 to 60
seconds

This should be set depending on the complexity of your application.

= an update interval that is too short may mean Thread Validator spends too much time
updating the display.

o Refresh » updates the display - as does the Q’ button on the Tools menu and toolbar

Sorting the data

You can sort the data in the table by clicking in the table header.

See what data is available for descriptions of each column.
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= Note that while your application is executing, the sorted data is live. Sorting may not complete
correctly as the data may change during the sort. Only when your program has finished executing is the
sorted data guaranteed accurate.

Display settings

The Locks Settings dialog controls a small number of highlighting and display options.

e Display... * show the Locks Settings dialog:

Locks Settings [} X
Highhghting

v Highlight active

I+ Highlight contended

Iv Highlight recursion

Detail

v Podule

Iv Filename

[v Clasz

Rezet Help [F1] | k. | Apply Cancel

Highlighting settings:

o Highlight active » initialised (entered) critical sections are shown in the active colour (grey |:| by
default)

» Highlight contended > critical sections that have had to wait are shown in the contending colour
(vellow )

o Highlight recursion » re-entered critical sections are shown in the recursion colour (cyan |:| )

The next three display settings control the display of Module, Filename and Class in the Owning
Module data column.

Other options include:
o Reset » resets these values to their startup values (all checked)

o Apply * apply the settings to the Locks view without closing the dialog

Locks menu optionsME'
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The following popup menu is available over the data area to add filters, examine more details or edit
code.

Menu actions apply to the function for the row at the menu-click location.

Information About Lock Wait ..
Lock Acquisition Order...
Edit Source Code. ..

Show Creation Callstack. ..
Show Contending Lock Callstacks...

Show Busy Lock Callstacks...

Show Lock Callstacks...

® Menu options: Information about lock or wait

o Information about lock/wait... * shows the relevant information dialog from those below, and
depending on the type of item selected

These information dialogs do not block the application so you can show as many as you need,
either from this tab or others, and leave them open to compare or investigate later.

& Thread Information =
Attribute Value
Thread Id 4004 (tppotlB)

Deadlock Count 0
Potential Deadlock Count 2
Exit Mot Entered Count 0
Exit Out OFf Order Count 0
Wait Time 160,385,9%90ms

Error Potential deadlock count (2)
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g Critical5ection Informaticn by
Attribute Value
Address 0x02392ab4
Module tvexample.exe
Lock Symbol Name CTeststakView:sect1A_2ThreadDeadlo
Leck Count 0
Recursion Count 0
Contention Count 1
Wait Tirne Oms
Thread Id 9344 (t3pE)
Sequence Id 0
E WaitForSingleObject Information
Attribute Value ~
Object Handle (00000604
Handle Type Thread
Wait Timeout INFINITE
Wait Time 12,998ms
Thread Id 10244 (tpinfB)
Sequence Id 3
Handle Creation Callstack
(00408461 tvexample.exe CTeststakView:OnTestStart3th ddeadlockwithinfini it : [e:\om\c\th dvalidatoritvex
O 77c47c0d mfc100ud.dil _AfxDispatchCmdMsg : [fA\dd\wctools\wcTlibs\ship\atimfc\src\mfc\cmdtarg.cpp Line 81]
0x77c48355 mfc100ud.dil CCmdTarget::OnCmdMsg : [f\dd\vctools\vcTlibs\ship\atimfc\src\mfc\cmdtarg.cpp Line 381]
x77d3c34d mfc100ud.dll CView:OnC g : [FA\dd\wctools\wcTlibs\shipyatimfcisrc\mfc\wiewcore.cpp Line 166]
0x77da3d86 mfc100ud.dll CFrameWnd::OnCmdMsg : [fAdd\wctools\vcTlibs\ship\atimfc\src\mfc\winfrm.cpp Line 969]
O 77d716f mfc100ud.dIl CWnd::OnG 1: [f\dd\wctools\wcTlibs\ship\atimfc\src\mfc\wincore.cpp Line 2728]
x77da482c mfc100ud.dll CFrameWnd::0OnC  : [f\dd\wctools\wcTlibs\ship\atimfc\src\mfc\winfrm.cpp Line 370]
(x77d7dd24 rnfc100ud.dll CWnd:OnWndMsg : [fA\dd\wctools\wcTlibs\ship\atimfc\src\mfc\wincore.cpp Line 2101] e
£ >

® Menu options: Lock acquisition order

e Lock Acquisition Order » shows the Locks and Waits in Sequence Order dialog

This dialog displays

the order...

e in which critical sections are locked and waited upon

¢ that waits are entered into
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¢ in which threads sleep and are suspended

® Menu option: editing source code

o Edit Source Code... * opens the default or preferred editor to edit the source code

® Menu options: creation callstack

o Show Creation Callstack... *» shows the Critical Section Callstack dialog for the creation of this
item, i.e. the locked or waiting critical section and thread

® Menu options: contended / recursion callstack

The following menu item is only available over contended critical sections (highlighted in yellow |:| by
default)

 Show contended callstacks... > shows the Contended Critical Sections dialog for this item
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E Contended Critical Sections: (e0372209C x

Critical Section:  0x03722d3c CT eststalkMiew:: sectld_2ThreadDeadlock; sect24,_2ThreadDeadlock; secta_1; zecth_1;
Mum callstacks 2

Critical Sections

= wr Critical Section:

[ (x32b1a8c1 mfc100ud.dll CCriticalSection:Lock : [FAdd\wctools\vcTlibs\ship\atimfc\include?
= [ 00040772 tvexample.exe CTeststakView:threadProc_badB : [e\om\c\threadvalidator\tves
[» 10067239 svlthreadvalidatorstub.dll local_threadProc : [eNom\c\threadvalidator\stub\hand
[» (x76186354 kernel32.dll AcquireSRWLockExclusive : [MoFileName Line 0]

[r 0x775a7c1f ntdll.dll _RtlUserThreadStart : [MoFileName Line 0]

[» C775a7bef ntdil.dll _RtlUserThread5tart : [NoFileName Line 0]

= wr Critical Section:

[ Cx32b1a8c1 mfc100ud.dil CCriticalSection:Lock : [fAdd\wctools\wcTlibs\ship\atimfcinclude!
[ CcD0407eS?2 tvexample.exe CTeststakView:threadProc_badA : [eom\c\threadvalidator\tve:
[» (10067239 svithreachvalidatorstub.dll local_threadProc : [e\om\c\threadvalidator\stub\hand
[» (706186334 kernel32.dIl AcquireSRWLockExclusive : [MoFileName Line 0]

[» C7753a7c1f ntdll.dll _RtlUserThread5tart : [NoFileName Line 0]

[» Ox775a7bef ntdll.dll _RtlUserThreadStart : [MoFileName Line 0]

—

Expand &l | El:ullapse.-'l'-.lll Close |

E

BE B B

BEH BB @

This dialog can only be shown if the callstack information is still available. If not you'll hear a
beep.

The following menu item is only available over recursing critical sections (highlighted in light blue |:| by
default)

e Show recursion callstacks... * shows the Recursing Critical Sections dialog for this item
This dialog is very similar to the one for contentions, abowe.

As abowe, this dialog can only be shown if the callstack information is still available. If not you'll
hear a beep.

e Show busy lock callstacks... > shows the busy Critical Sections dialog for this item
This dialog is very similar to the one for contentions, abowe.

As abowe, this dialog can only be shown if the callstack information is still available. If not you'll
hear a beep.
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e Show slow lock callstacks... * shows the slow Critical Sections dialog for this item

This dialog is very similar to the one for contentions, abowe.

As abowe, this dialog can only be shown if the callstack information is still available. If not you'll

hear a beep.

» Show lock callstacks... * shows the Critical Sections dialog for this item

This dialog is very similar to the one for contentions, abowe.

As abowe, this dialog can only be shown if the callstack information is still available. If not you'll

hear a beep.

3.7.2.2 Locks Per Thread

The Locks Per Thread displays information about the critical sections and waitForxxxobject calls
used by each thread in the application being monitored.

"b Read on, or click a part of the image below to jump straight to the help for that area.

Befesh Digtyr. | Updselweraist 10 =]

[Waiting | Owning Module
(it Mam LT 5200 hwesdProc2CTectata Vo CGRRAXZ) [DEADLOCKED) s thread staled?)

Cus2caubet |
€652 Harme: TpCallbackindependent [Has thread stalled?]

Ov52cdabiet;

Ctx54 Hernes Ty Callbeckindependent [Has thread stabed?]

Oes2calieh
OeS2eBaet:

(Che47 Marne: TCallbackingap endent [Has thiesd stabed?]

feS2cHatit:

The Locks Per Thread View

The view shows information about critical sections used by each thread in the target application.

In the example above, information for six threads are displayed, with each thread having with a summary
header row identified by the ThreadTd:nnn in the Address field.

An additional three threads (TpCallbackindependent) are shown but have no associated locks or waits.

Thread rows will be highlighted orange . (thread information colour), or pale red |:| (the stalled thread
colour) unless you customise these colours.

Each relevant critical section is shown once underneath each thread and the display can be sorted by
different criteria by clicking on the appropriate column header.
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The table highlights error and status conditions using the user defined lock colours. In the example
abowe, red . indicates a deadlock, and cyan |:| for recursion.

Lines highlighted in grey |:| denote an active status, meaning that the critical section has been entered.

Unlike the All Locks tab, critical sections where nothing of interest has happened are not displayed.

Any wWaitForxxxObject calls used by each thread in the application are also listed.

What data is available?

The following tables list all the available columns of data.

b= Note that the thread header rows display different information to the critical section rows.

For critical section rows:

Attribute

Address

e Lock

e Recursion

e Contention

e Wait Time

e Sequence

e Locked

e Waiting

e Owning
Module

Description

Address of the critical section, the handle for a waitForSingleObject call, or
the number of handles for a waitForMultipleObjects call.

Number of times the critical section has been locked by any thread.

Number of times the critical section has been re-entered whilst locked by the
current thread.

Number of attempts a thread has made to acquire the critical section but has had
to wait because it is owned by another thread.

Total time spent waiting by all threads to gain access to this critical section.

The sequence id is an internal monotonic integer that is incremented for each
synchronization object event. This integer allows you to identify the order in
which events occurred.

Note that this can be misleading if the windows scheduler switches threads at
the wrong time.

Shows "Locked" if the critical section is locked.

Shows "Waiting" if the critical section is waiting.

One or more of the following values if available, shown in order of priority with
most important first:
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e Thread name only if the thread has been given a name, the thread name is
also displayed

¢ Filename and line number of the code location that acquired the lock,
determined from the callstack (if collected)

¢ Filename and line number of the critical section

e Name of the owning module, if the critical section is static data inside a
module (DLL or EXE)

¢ Data indicating dynamic memory or stack space

Some of these details can be optionally hidden using the Display options.

For thread header rows, the information is typically a total for the thread as a whole, or an indication of

thread state.

Attribute

e Address

e Lock

e Recursion

e Contention

e C/L Ratio

¢ Wait Time

e Sequence

e Locked

e Waiting

e Owning
Module

Description

Thread Id

The total number of locks acquired by this thread

The total number of context switches performed by this thread

The total number of critical section contentions for this thread

The percentage of the total contentions over the total number of locks for this
thread

The total number time spent waiting for access to critical sections

Not used

Not used

The current state of the thread - as obtained by polling the operating system for
data at regular intervals. As such this information may not match the other data
at all times.

This information is very useful for identifying thread conditions when thread states
do not change for long time periods (long wait states and deadlocks).

Information about thread errors.

As an example, in the image at the top of this page the thread entry lines
(starting with Thread1d: :nnn in the Address column), you can see that the data
for deadlocked threads reads [I[DEADLOCKED] and the data for threads with
recursions reads [!Locking errors], indicating serious errors for these threads.
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Other messages might indicate that the thread is suspended, sleeping, stalled or
has had an exit from a critical section that has not been entered.

If nothing of interest is happening the cell will just be left blank.

Percentage bars and markers

All the cells in the table that show timing or count data for critical sections have a percentage bar
indicating the item's value relative to the maximum value in the column.

Threadld:41600 5,270,139 bc4,294,967,295 2,091,809 39.69% !,709,551,615ms
0:00311e24 2,635,069 0 1,254,031 4762% Oms 10,549,452 Locked
0:00311e48 2,635,068 0 836,878 31.76% Oms

00063888 1 0 0 0.00%

0:006388¢0 1 0 0 0.00%

Not all bars are percentages. In the Sequence column, the markers indicate the relative position of the
sequence id (see table abowe) with respect to the first sequence id and most recent sequence id. Thread
header rows show the marker position for the highest sequence id of any locks in that thread.

Updating the display

o Update Interval * automatically updates the display at your choice of interval, from 0.1 to 60
seconds

This should be set depending on the complexity of your application.

E An update interval that is too short may mean Thread Validator spends too much time
updating the display.

o Refresh » updates the display - as does the Q button on the Tools menu and toolbar

Sorting the data

You can sort the data in the table by clicking in the table header.

See what data is available for descriptions of each column

&= Note that while your application is executing, the sorted data is live. Sorting may not complete
correctly as the data may change during the sort. Only when your program has finished executing is the
sorted data guaranteed accurate.

Display settings

The Locks Settings dialog controls a small number of highlighting and display options.
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o Display... » show the Locks Per Thread Settings dialog:

Per Thread Locks Settings *

Highlighting

Iv Highlight recursion

Dretail
v Module
[+ Filename

[+ Class

Beset Help [F1] | 2k, | Apply Cancel

Highlighting settings:

o Highlight active » initialised (entered) critical sections are shown in the active colour (grey |:| by
default)

« Highlight contended > critical sections that have had to wait are shown in the contending colour
(yellow |:| )

o Highlight recursion * re-entered critical sections are shown in the recursion colour (cyan |:| )

The next three display settings control the display of Module, Filename and Class in the Owning
Module data column.

Other options include:
o Reset » resets these values to their startup values (all checked)

o Apply > apply the settings to the Locks view without closing the dialog

Locks Per Thread menu optionsME'

The following popup menu is available over the data area to add filters, examine more details or edit
code.

Menu actions apply to the function for the row at the menu-click location.
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Irformation about lock.fwait ..

Lock Acquisition Order...

Edit Source Code. ..

Show Creation Callstack...

Show Lock Callstack...

Show All Lock Callstacks ithis thread)...
Show All Lock Callstacks (all threads)...

Show recursing callstacks

5 Menu options: Information about lock or wait

o Information about lock/wait... > shows the relevant information dialog from those shown for the
same menu option on the All Locks tab

2 Menu options: Lock acquisition order
e Lock Acquisition Order » shows the Locks and Waits in Sequence Order dialog
This dialog displays the order...
¢ in which critical sections are locked and waited upon
e that waits are entered into

¢ in which threads sleep and are suspended

® Menu option: editing source code

o Edit Source Code... * opens the default or preferred editor to edit the source code

® Menu options: show ... callstacks
Each of these four options show the Critical Section Callstack dialog for the selected item's callstack

Show Creation Callstack... * shows the callstack for the creation of this item, i.e. the locked or
waiting critical section and thread

o Show Lock Callstack... > shows the callstack for the locked or waiting critical section and thread

Show All Lock Calistacks (this thread)... > shows all callstacks for this critical section and only
this thread

Show All Lock Calistacks (all threads)... *» as abowe but for any thread
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The following menu item is only available over recursing critical sections (highlighted in light blue |:| by
default)

e Show recursing callstack... * shows the Recursing Critical Sections dialog for this item
The critical section in question is shown at the top.

This dialog can only be shown if the callstack information is still available. If not you'll hear a
beep.

FQJ Recursing Critical Sections: (00423468 *

Critical Section:  0x004234E8 CT eststakApp:crtSectRecurseH eldLongT ime
Mum callztacks 3

Critical Sections ]

wr Critical Section:
[» Cx0040b2eb tvexample.exe CTeststakApp:CTeststakApp : [e\om\c\threadvalidator\tvex
[» Ox00417fal tvexample.exe “dynamic initializer for "theApp™ : [e\om\c\threadvalidatorith
[ Ox7bcBB66T meverl00d.dll _initterm : [fAdd\wctools\crt_bld\self_x86\crt\src\crtOdat.c Lin
[+ Oc0040cBad tvexample.exe _tmainCRTStartup : [FAdd\wctools\crt_bld\self_x86\crivsrc\o
[» Cx0040c56a tvexample.exe wiWinMainCRTStartup : [fAdd\wctools\crt_bld\self_x86\crt\sr
[» 076126354 kernel32.dl BaseThreadInitThunk
[ Cx775a7clf ntdil.dil _RtlUserThreadStart
[ Cx775a7bef ntdil.dll _RtlUserThreadStart

wr Critical Section:
[ CxO040b2ff tvexample.exe CTeststakAppaCTeststakApp : [e\om\c\threadvalidator\tvexa
[» 0x00417fad tvexample.exe “dynamic initializer for "theApp"’ : [e\om\c\threadvalidatorih
[ Ox7bcBB6ET meverl00d.dll _initterm : [fA\dd\wctools\crt_bld\self_x86\crt\src\crtOdat.c Lin
[ C0040cEal tvexample.exe _tmainCRTStartup : [fAdd\wctools\crt_bld\self_x86\crt\srcic

[+ 0x0040c56a tvexample.exe wiWinMainCRTStartup : [fAdd\vctools\crt_bld\self_x86\crt\sn .,
£ >

Expand All | Collapze Al Cloze

The following menu item is only available over contended critical sections (highlighted in yellow |:| by
default)

e Show contended callstacks... > shows the Contended Critical Sections dialog for this item
This dialog is very similar to the one for recursions, abowe.

As abowe, this dialog can only be shown if the callstack information is still available. If not you'll
hear a beep.
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The following menu item is only available over recursing critical sections (highlighted in light blue |:| by
default)

e Show recursion callstacks... > shows the Recursing Critical Sections dialog for this item
This dialog is very similar to the one for contentions, above.

As abowe, this dialog can only be shown if the callstack information is still available. If not you'll
hear a beep.

e Show busy lock callstacks... > shows the busy Critical Sections dialog for this item
This dialog is very similar to the one for contentions, above.

As abowe, this dialog can only be shown if the callstack information is still available. If not you'll
hear a beep.

* Show slow lock callstacks... > shows the slow Critical Sections dialog for this item
This dialog is very similar to the one for contentions, above.

As abowe, this dialog can only be shown if the callstack information is still available. If not you'll
hear a beep.

e Show lock callstacks... > shows the Critical Sections dialog for this item
This dialog is very similar to the one for contentions, above.

As abowe, this dialog can only be shown if the callstack information is still available. If not you'll
hear a beep.

e Show all lock callstacks (this thread)... > shows the Critical Sections dialog for this item
This dialog is very similar to the one for contentions, above.

As abowe, this dialog can only be shown if the callstack information is still available. If not you'll
hear a beep.

e Show all lock callstacks (all threads)... > shows the Critical Sections dialog for this item
This dialog is very similar to the one for contentions, above.

As abowe, this dialog can only be shown if the callstack information is still available. If not you'll
hear a beep.

3.7.2.3 Active Locks

The Active Locks displays information about the currently active critical sections and
WaitForxxxXObject calls in each thread of the application being monitored.

\h Read on, or click a part of the image below to jump straight to the help for that area.
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Bimsh Diepiey: Updat Imervatfs} |10 -
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Theeadid 11564 1T 520 FthreadProcid TeststakViewCGKPAZI)

[Recursion | Contention |C/LRatie |WaitTime Seguence |Locked  |Walting  Owning Module
L o 000% - WidlerByThr., - SeteWait

Leck
Ctd Names 1T+ 520(threadProc2 CleststakViewC GKPAXZ) ['DEADLOCKED] [Mas threed stalled™]
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1 I I 1 I
e e ot ome bt s et
|
Oa(3Te020 0.00% I —
onazain T e e
3Tt 000% Ect Sousce Code. .
Theeadid 7830 (TpCalbackindependent) oa0% Cre:t Hame: TpCallbachindependent [Has thread sl
Sharw Creton Calstack L el
e
02720l 0.00% Shaw Corterdeg Lock Calstacks.. D52 cOalleh 13
Theeaikd 4632 (e abbackindependent) 000% i Cond? Name: TpCallbackindependent [Has thresd stabed?]

w0372 [ DA% atin 3

Cheststak¥oem CORPRAZ)) 000% Show Lack Calmacks .. i Ctri2 Narmes LF+403(TthreadProc | CTestatakiien< GKPAXZ) [DEADLOCKED] [Has threed stalked?]
Shaw A Lock Calsiacks thes freed) .
Show Al Lock Calstacis (l howacs)

15 Locked

The Active Locks View

The view shows information about critical sections currently locked or waiting for each known thread in
the target application.

The display and controls are the same as the Locks Per Thread tab, except that here only currently
active locks are listed, rather than all previously active critical sections.

In the example above information for seven threads are displayed, with each thread having with a
summary header row identified by the Threadid:nnn in the Address field.

Thread rows will be highlighted in the thread information colour (orange . by default), or pale red |:| the
stalled thread colour unless you customise these colours.

Each relevant critical section is shown once underneath each thread and the display can be sorted by
different criteria by clicking on the appropriate column header.

The table highlights error and status conditions using the user defined lock colours. In the example
abowe, yellow |:| indicates a contention, and cyan |:| for recursion.

Lines highlighted in grey |:| denote an active status, meaning that the critical section has been entered.
Unlike the All Locks tab, critical sections where nothing of interest has happened are not displayed.

Any wWaitForxxxObject calls used by each thread in the application are also listed.

& There may not be any critical sections listed for a given thread.

What data is available?

The columns displayed in the Active Locks view are identical to the columns on the Locks Per Thread
tab.

E Note that like the Locks Per Thread, the thread header rows display different information to the
critical section rows.
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Display settings

The Active Locks Settings dialog below, is identical to the Display Settings on the Locks Per Thread tab.

Active Locks Settings ? >
Highhghting

Iv Highlight active

v Highlight contended

Iv Highlight recursion

Detail

v hodule

Iv Filename

[v Clazz

Rezet Help [F1] | ] 4 | Apply Cancel

Active Locks menu optionsEII

Like the display settings, the menu options are also the same as those on the Locks Per Thread tab.
3.7.3 Wait Chains

The Wait Chains tab displays information about all the wait chains for the application being monitored.
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Wait Time  Contaxt Switches Status Faazom Priority CPU Cycles  Thread Time CPUDslta % CPU | ~
23309 o WillserRegquest W s 256,70 s2380 =

856301 o7 Geetist Wiklan By Thiea [ 152,362,480 o [ [
856105 L] Widetily Thres 8 856,126 0 a0 (]

856305 3 b 140,386,022 [ 258 3

1,150,501

The Display

Wait chain information is colour coded. Errors are displayed in red, healthy statuses in black and green.
Software Verify threads are displayed in purple so that they are easily identifiable as "not your threads".

For any selected thread, that thread and related threads are shown with a yellow background. This is
useful so easily identifying threads that are interacting with each other (in a deadlock or a complex wait),
or which are not interacting with any other thread at all.

Information that is displayed about each thread:

Thread id
This is the numeric identifier assigned to the thread by the Windows operating system.

Thread Name
This is the name of the thread if the thread has been given a name using the setThreadbescription ()
API. This is only available on Windows 10.

If a thread description is not available we use any thread name that is provided using the Microsoft
Thread Naming Exception.

If a thread description is not available by either of the above two methods we attempt to provide a name
for this thread by querying the thread's start address, and if successful we try to turn this start address
into a useful symbolic name. Depending on the process and the operating system these operations may
success, in which we display a name, or they may fail in which case we display nothing.

Thread Wait Chain

This is the wait chain for this thread. For each entry we show the process id and the thread id and if the
object being waited upon has a name, we show that too. If process names and thread names have been
enabled we show these as well. Some wait chains rely on waiting for other processes, which are more
readily identified by process name than process id. Any deadlocks that are detected are shown in red.
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Wait Time
This is how long the thread has been waiting.

Context switches
This is the number of context switches this thread has been involved in.

Status
The status of this thread. Is the thread running, waiting, sleeping, etc.

Reason
The reason for the status of this thread if the thread is waiting.

Priority
The thread priority.

Cpu Cycles
The number of cpu cycles spent executing this thread.

Thread Time
The amount of time spent executing this thread (returned by the GetThreadTimes () API).

CAUTION! This value can be misleading as it only counts whole thread quanta that complete, any thread
that switches before it's quanta is complete doesn't add to this count.

Cpu Delta
The amount of cpu cycles spent executing this thread since the last time we updated the display.

CPU
The percentage of CPU that is being used by this thread (percentage relative to this process, not relative
to all processes).

Controls
There is only one control for this display

* Hexadecimal » displays values in hexadecimal when selected, decimal when not selected

Context Menu

If you right click on the grid, a context menu is displayed.

Lock Acquisition Order...

Show All Callstacks...

o Lock Acquisition Order... * displays a dialog to allow you to view the order the locks in a wait
chain were acquired.
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In the image below, the locks are all involved in a deadlock over which context menu was displayed.

E Locks and Waits in Sequence Order

CriticalSection |
CriticalSection | 11496 (ILT+1680(*threadProc2CTe
CriticalSection |

? e
Mumber of Critical Sections: 5§ [~ Auto Update Fefresh Clase I
Mumber of WaitFopd<[]. 0 - — |
Type [ Thread 1d Add s [ status [ Member Variable [ Filename
CriticalSection | 2160 (wWinMainCRTStartup) 0xDDODO0140037b20 | 15 Locked | critSectRecurseHeldLongTime | efom\c\threadve
CriticalSection | 11496 (ILT+1680(7threadProc2CTest... 0x0000000002804Fc0 | 30 Waiting view->sectlA 2ThreadDeadlock  fAdd\vctoolsivel

31| Locked
1,244 Waiting

view->»sect2f_2ThreadDeadlock
| view->»sect2f_ZThreadDeadlock

fidd\wctools\ve?
| fiddvwetoolsive?

o Show All Callstacks... * for the selected lock (or all locks involved in a wait chain) the callstack for

that lock is displayed.

11220 ILT+ 265(7threadProc 1C TeststakViewCAKPEAKT) DEADLOCKED!

45,389,190 4 StateWait WrAlestByThe
6492 (nativeExamiple_x64 exe) : 11220 (ILT+ 265(MthreadProc 1 CTeststakViewCAKPEAXT)) : Blocked
CriticalSection : Owned
6492 [natrvebxample_x84.exe) : B468 (ILT+ 1680t hreadProc2CTeststakViewCAKPEAXZ)) : Blocked
CriticalSection : Owned
ad 112 * P B CriticalSection callstacks: thread 8468 *
| by Thr
| Liitical Section: Ary
: Num callstacks: 2
Num Threads: 1 | Hum Theads: 1
Critical Sections 1 Critical Sections
1 W Critical Section: (Thread id 11220 LT+ 263(TthreadProc] CTeststakViewCAKPEAXZI)) | ) W Critical Section: (Thread id 8468 (ILT+ 16300 threadProc2C TeststakViewCAKPEAXZI
Il 4 ‘e 100ud. il O = mfe100ud.4ll CC
= p Te51 ple_xid.cxe CleststakVi dProct [ b \ & p 181 ple_x64.cxe CleststakVi Froc2 | dvalidatorts
el 4 Mhreadvali _x64.dll local [eamic \st Ha p 3090 svithreadvali Sl focal Te\om’ \stub\
TE B 0c00007HESA5 021 kernel12.dIl BaseThreadinitThunk [NoFileName Line 0] T B OxDO00THES A5 3T02 kemel 32 dil BaseThreadinitThunk [NoFileName Line 0]
5 P 0c0000TT35efc264c ntdlLdll RtValidAd [NoFileMame Line 0] = xD000THf5efc264c ntdiLdll RtiValidAc [NoFileMame Line 0]
5w Critical Section: (Theead id 11220 (LT+ 265(TthreadProc 1 CTeststakViewCAKPEAXZ))) = W Critical Section: (Thread id 8468 (ILT+ 1 680(threadProc2C TeststakViewCAKPEAXT]))
5 B 0x000000006aTaB396 mic100ud.dil CCriticalSectionzLock ip \includel S P oxDI0D0I00GaT 23336 mic00ud.dil CCriticalSectionzlock nip Vincludel
P 0:0000000140011e64 rple_xbd exe CTa dProct [e\om\c\threadvalidator, = p 40011634 le_x6d.exe CTo eed [ed\ami\c\th Ve
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3.74 Threads

The Threads tab lets you monitor the history of lock states in each thread in relation to other threads.

'b Read on, or click a part of the image below to jump straight to the help for that area.

Copyright © 2003-2025 Software Verify Limited



The User Interface 73

dor | [T | mew | Diwlaw. | wpceteinenalis) [0 =

Shaw Al Lock Calstacks fhia thread).
Shaw Al Lock Calstaccs (sl threads).

LI
locks | LockOrder |

* |Recursion | Contention |C/LRatic |WaitTime |Sequence |Locked

The Thread History View

The view is split vertically into two halves.

The top half monitors a history of lock activity in known threads on a horizontal time-line using sampled
snapshots of the thread states.

The state of each thread is displayed as a coloured block, as defined by the lock colour settings.

For example, below is a sequence of 28 samples of three threads taking part in a good locking strategy
which starts after the fifth sample.

Newest samples appear on the right of the display.

Selecting any one of the blocks displays the thread and critical section information in the Locks and
Lock Order tabs in the lower half of the view.

When selecting a block, any cells that are related by critical section address or waited Win32 handle are
also highlighted.

The interval at which thread states are sampled can be changed (see Update Interval in the next section).

The sampled data is stored in a buffer, the size of which can be specified, but which defaults to 1000
points.
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The display can be zoomed from one cell per data item to displaying the entire data buffer on the screen.

Managing the time-line data

The options above the time-line graph (initially blank) let you controlling the recording and display of the
sampled data.

e Start/ Stop * control the recording of the sampled thread states
e Clear * remowe all samples from the display and from the sample buffer
You don't have to stop recording before clearing the data

¢ Update Interval » automatically updates the display at your choice of interval, from 0.1 to 60
seconds

This should be set depending on the complexity of your application.

E An update interval that is too short may mean Thread Validator spends too much time
updating the display.

Display settings
The Thread History Settings dialog controls a small number of recording and display options.

o Display... » show the Thread History Settings dialog:

Thread History Settings ? X

[+ Auto Start

[ Don't scroll context menu

Cell Size:

a8 -
Buffer Size:

1200 =
Reset | Help[F'I]| ok | Cancel

e Auto Start > automatically start recording thread samples when you launch an application

e Don't scroll context menu * prevent the time-line from updating while its popup menu is open
Data samples are still recorded and are displayed when the menu is closed.

e Cell Size » choose the size of each cell displayed on the display
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The name or id of the thread on the left hand side are also affected.
o Buffer Size » set the number of samples to keep track of in the time-line (default is 1000)

The buffer operates on a first-in first-out basis, so when the buffer is full, oldest samples are
discarded in favour of new ones.

When the buffer is full an overflow warning and a count of lost samples is displayed as below:

1000 Buffer Owerflowl Data ltems Lot 494

o Reset » reset the above values to their defaults

Thread history menu optionsMEI

Most of the menu options the same information and callstack options as on the Locks Per Thread tab
and several others.

In this thread history view, the menu options apply to the selected sample block in the time-line display.
Three additional options are available, to highlight related blocks within the samples displayed.

o Highlight locked critical sections * highlight other blocks that /ocked critical sections or waits
used in the selected block

¢ Highlight contended critical sections * highlight other blocks that contended critical sections or
waits

o Highlight locked and contended... * highlight other blocks that locked or contended critical
sections or waits

The Locks tab

The Locks tab in the bottom half of the view shows information about locked or waiting critical sections
for each known thread in the target application.

Only the lock information at the selected sample point in the top graph is displayed. Selecting blocks at
different points along the time-line will change the data shown.

The set of displayed information is the same as the Active Locks, except that here only locks active at
the selected sample point are listed.

Thread rows will be highlighted in the thread information colour (orange |:| by default) or pale red |:| the
stalled thread colour unless you customise these colours.
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Each relevant critical section is shown once underneath each thread and the display can be sorted by
different criteria by clicking on the appropriate column header.

The table highlights error and status conditions using the user defined lock colours. In the example
abowe, yellow |:| indicates a contention, and cyan |:|for recursion.

Lines highlighted in grey |:| denote an active status, meaning that the critical section has been entered.
Unlike the All Locks tab, critical sections where nothing of interest has happened are not displayed.

Any wWaitForxxxObject calls used by each thread in the application are also listed.

What data is available in the Locks tab?

The columns displayed in the Lock tab view are identical to the columns on the Locks Per Thread tab
(and the Active Locks tab).

& Note that like the Locks Per Thread, the thread header rows display different information to the

critical section rows.

Locks tab menu optionshe

The menu options are also the same as those on the Locks Per Thread tab.

Locks tab display settings

The thread history display settings are the same as the Locks Per Thread tab display settings.

o Display... * shows the Thread History Locks Settings dialog:

Thread History Locks Settings ? >
Highhghting

Iv Highlight active

I+ Highlight contended

Iv Highlight recursion

Detail

v Module

v Filename

|+ Clazs

Reset Help [F1] | ak. | Apply Cancel
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Highlighting related time-line data from the Locks tab
Selecting rows in the Locks tab of the lower view highlights related data in the sampled time-line view.
Selecting a row for a...

e Thread ¥ highlights blocks if they use critical sections and Win32 handles used in the selected
thread

o Critical section ¥ highlights blocks if they use critical sections with the same address

e Single or multiple wait ¥ highlights blocks if they use Win32 handles with the same handle value(s)

The Lock Order tab

The Lock Order tab in the bottom half of the view shows locks and waits in the sample in sequence
number order.

The dialog displays the order...
e in which critical sections are locked and waited upon
« that waits are entered into
e in which threads sleep and are suspended

The data and menu options are very similar to the Locks and Waits in Sequence Order dialog, except
that here the entries shown are those at the selected sample point in the time-line.

Selecting an entry (lock, wait or thread) will highlight the other locks, waits and threads that are related.
For example selecting a lock will highlight all locks entries that have the same address, regardless of the
thread they are used in. Also any other entries related to the same thread are also highlighted. This
allows you to see where you hold locks and where the same lock is waiting. The source code showing
where the lock is locked or waiting is shown on the right of the display.

Mumibes of Citical Sections: 12 Mumber of WalFobdSdt 0

toCallback, -

Thread Id Address Sequence  Status Member Variable Filename !

CEEr— 5 s = 500+ 100,
10768 13pC) Dx026c204 | 3% Locked view->sectdc L s ship Famtinl 111 WT_EXECUTEINTIMERTHREAD) ;
10240 (tpgoci) Dx026c2048 | 3,235 Wating wiew-3 sect_Goodl ockStrategy_s 1111 Jobobjects have the type “lob"
2089 RtpgoedB) Dx26c2048 | 3362 Weting view-> sect_GoodLockStrategy_s i 1 haobobject = Createlobobiect (WAL, _TC"tvExanpl
10768 (13pC) Dl2bedelc | 3,382 Wasting wiew-> sect3 8 s 1111 endif #if (_WINIZ_WINNT »= Ox0500)
6130 t3pR) Ox026e2elc | 332 Locked view->3ect3 8 Fuddctosliw Tlibshshiplaimicundudglatent.inl 111 1nitializecritical section(deritsectRecursenelde
266 (1398 xlibe2dlt | 358 Locked view->sects b i 1111 P —
23 (1398 026c2d44 | 3,385 Wakting [— 2 \ Furntinl 111 . .,

130 ENTercriri S8CT s Recur: dLong

6120 t3p8) 026c2420 | 332 Wating view->sectd b 3 A Faemind 111 = ereriries — SEne
11708 itpgoeC) Dx026c2 ol 1 3465 Locked view->sect_GoodLockStrategy_a i shi inl 111 arRer Teace
11708 (tpgoedC) Del2c2dic | 346 Locked view- >sect_ GoodLockStrategy_b e shig) inl 111 entercriticalsection(dcritsectrecurseneldiongTi
11708 ftpgocdC) x026c2e20 | 2867 Locked view->sect GoodLockStrategy e Hidd i chig atimf Furntinl 111 enter thres times
11708 {tpgoedC) Hernad | 348 Sesping entercriticalsectiontacritsectrecurseneldiangTi

(Ye‘st‘stak!DD::—CYeststakiDDO
cleanup any waitable handles created in the

C ]nsEHanrﬂEEhTi merA;:
¢lasenandle(hTimern

»
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3.7.5

3.7.51

Analysis

The Analysis tab contains four different sub tabs, each providing a different ability to query threading data
that isn't necessarily about Critical Sections or Waits (you can query those as well).

Query Coverage Active Objects Object Handles

Que!y

The ability to query to find synchronization objects by address, object type, function (class and method),
source file, module and thread.

Cowerage

Code coverage for synchronization primitives - are your tests hitting all the right places to test your

thread synchronization?

Active Objects

All the synchronization objects and waitable handles allocated by the application, including callstack and
additional data about each handle.

Object Handles

All the synchronization objects allocated by the application.

Query

The Analysis tab shows groups of search results and allows you to find many types of related data for
different synchronization objects.

If the Analysis tab isn't visible, use the Data Views menu to set which views are shown.

\h Read on, or click a part of the image below to jump straight to the help for that area.
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Firgt watermark:

First watermark = Clear

Last Watermark: Find.
Last watermark v
Functions.

™ Auta Clear

¥ Promate Clears Locked
W aiting
Ahandoned
Deadlocks
Potential Deadlocks
Bad Lock Strateqy
Misc Lock Erors
Trace Messages

79

Active thread objects and actions
Deadlocks...

S ——

=

w Callstack

ﬂ‘ [» 0x5082a8c1 mfc100ud.dll CCriticalSectionzLock : [fAdd\vctoolskvcTlib

| Relations Same address |
- 0:x004075d2 tvexample.exe CTeststakView::thread3ProcA : [e\om\c\t
— 1110 : while(CTeststakView: :viewOK) Same object handie type
= R Same location, same calistack
= EE e if (view-=badLockStrategy) Edt Source Code.. Same location, diferent calistack
— 1113 { Collapse Trace Same location. al callstacks
OE e s view-»sect3_a.Lock(); Expand Trace Same source file
— 1115 : view->sect3_b.Lock(); Collapse All Same DLL
— E s Expand Al Same class
— 1117 : view->counter3it+;
— 1118 : view-»wasteRandomTime();
— Eie -

I~ Auta Clear
[ Clear when Promate
Clesr Resuls
Results
™ Filter Besults

[~ Use Watermarks on Results

I™ Include search in results

Promote Results

The Analysis Data

Related synchronization objects and handles
Same memory address [0x03762d20]
= [ Critical Section (x03762d20, thread 6980 (t3pA)
W Critical Section 0x03762d20, thread 2600 (t3pE)

w Callstack

wr 000407794 tvexample.exe CTx i rocB : [e\om\c pl pp Line 1152]
1147 =
1148 : while(CTeststakView: 1viewdk)
1149 : {
1150 = if (view->badLockStrategy)
1151 : {
view->sect3_c.Lock();

nss :

= B 0x5082a8c1 mfclD0ud.dll CCriticalSectionzLock : [fAdd\vctools\vcTlibs\ship\atimfe\include\afxmt.inl Line 111]

The Analysis tab has two parts separated by a resizing handle.

The top view is where the initial data to work with is displayed - i.e. the result of manual or predefined

searches.

The lower display shows any related synchronization objects found using the popup menu options - e.g.

other calls with similar addresses or callstacks.

Manual searches allow information about synchronization objects to be displayed based on:

o type (e.g. GDI handle object type)

file

function

DLL

address or handle value
size

Predefined searches display:

o locked or waiting critical sections

bad lock strategies

trace messages

abandoned critical sections
deadlocks or potential deadlocks

miscellaneous locking errors
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The text on each line is the same and indicates:
o datatype (if known)

e address/handle value
e source file and line number (if available) for the function

To edit the source code, double click on any part of the lines of source code displayed or use E' Edit
Source Code...

The upper window - working data

The upper window will contain any results of queries made via the manual or predefined query options on
the left.

These results become your ‘working data', and will grow (with a header line between each group) as each
set of results is added.

Using the relations option on the popup menu, you can then find related allocations or objects which are
displayed as separate results in the lower window.

Collected data is displayed in a tree, optionally constrained by watermarks:

o the text on the line indicates the data type (if known), its size, address/handle value, and the source
file and line number (if available) where the event occurred

o the colour of the background for the line indicates the status of the data, such as the thread is
deadlocked . potentially deadlocked |:| or involved in other errors such as a bad lock strategy .

See the section on predefined queries for example views

Each item can be expanded showing some information about the item, such as thread id, timestamp and
the callstack for the item.

Each line of the callstack shows the instruction address, module name, undecorated C++ function name
and the source file and line number (if available) for that function.

The callstack itself can be expanded (see example below) to display the source code which can also be
edited.
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e e e

wr Callstack

= (e 5082a8c1 mfc100ud.dll CCriticalSection:Lock : [FAdd\wctools\vc Tlibs\ship\atimfc\include\afxmt.inl Line 111]
[ P

1110 :
1111
1112
1113
1114
1115 =
1116 =
1117 =
1118 :

T wp 0x004075d2 tvexample.exe CTeststakViews:thread3ProcA : [e\om\c\threadvalidator\tvexample\testsvw.cpp Line 1115]

while(CTeststakView: :viewlK)

{

if (view-»badLockStrategy)

{

view-»sect3_a.Lock();

view—>sect3_b.Lock();

view-»counter 3A++;

view->wasteRandomTime();

= Please note that not all data for the queries is acquired in the same manner. This is because of the
measure taken to reduce the amount of memory needed to store data about the locking activity of the

application. As a result, queries that you may expect to yield results may sometimes fail to do so
because the information required for the query was not collected or was collected in such a manner that
it is not available for the query.

The lower window - results within results

Having obtained related data in the lower window you can inspect it in the same way, filter it and promote
it back up to the top window.

Analysis tab options - upper window

At the far left of the window are the same Watermark options as on the Active Objects tab.

Firgt "/ atermark.

I First waaterrnark, ;I

Last ' atermark:

I Last watermark. LI

Choose two watermarks to restrict the displayed data to lie between them.

o First Watermark * Choose a watermark from the list * Last Watermark * Choose another
watermark » Refresh * updates the data shown in the display

There are two permanent default watermarks, called First watermark (before anything else) and
Last watermark (after anything else).

Attempting to choose a first watermark later than the last watermark, or vice-versa will result in
the alternate watermark automatically updating.

Copyright © 2003-2025 Software Verify Limited



82

Thread Validator Help

Analysis tab options - clearing data

The working data in the upper display can be cleared manually or automatically in different ways:

o Clear *» manually remove all working data from the upper window only (the lower window has its own
clear button)

o Auto Clear » clears any existing working data on each new search

» Promote Clears *» automatically clears the working data each time data from the lower window is
promoted to the top view
Running data queries
From the buttons at the left you can run some common or very specific queries to search for

synchronization objects, thread errors, and messages.

Custom queries

Sevweral of the main tabs have some comprehensive methods of querying synchronization objects or
functions, and which are accessible from the main query menu and gquery toolbar.

The Analysis tab has dedicated buttons for two of these queries:

e Find... > Shows the Find Synchronization Objects dialog to use a variety of search criteria to
search for objects and display them in the Analysis tab

¢ Functions... » Shows the Find Functions dialog but displays the results here in the analysis tab

Predefined queries

There are a selection of common predefined queries available at a single click:
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Locked

W aiting

|
|
Abandoned |
|

Deadiocks

Paotential Deadlockz |

Bad Lock Strategy |

Migc Lock Ermars |

Trace Messages |

e Locked * finds all locked critical sections

= [ Critical 5ection (00423468 Thread|D 7616 (wWinMainCRT5tartup)
=z ]

==
=
=

= [+ Critical Section (x03762dd8 ThreadID 6004 (tpgoodA)
= [+ Critical Section 0x03762dfc ThreadID 6004 (tpgoodA)
= [ Critical 5ection (03762220 Thread|D 6004 (tpgoodA)

e Waiting * all waiting critical sections and waiting handles

=
=

= P Critical Section 0x03792dd3 ThreadID 9104 (tpgoodB)
= P Critical Section 0x03792dd8 ThreadID 11000 (tpgoodC)
= [ WaitForSingleObject(Ex) handle Oxfffffffe ThreadID 7284 (wWinMainCRTStartup)

e Abandoned * finds abandoned critical sections (critical sections locked but not owned by any
thread)

=
=

o Deadlocked * finds deadlock locations
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HEEHEHHEHEH

E You'll need to enable the detection of deadlocks otherwise you'll just see this warning, with
the option to edit the settings.

Search for deadlocks ot
Cannot search for deadlocks because deadlodk detection is not enabled,

Edit your settings then run a new test,

Edit Settings... | Close

o Potential Deadlocked * finds locations for potential deadlocks

HEEHEEHEBEEHEH

E You'l need to enable the detection of potential deadlocks otherwise you'll just see this
warning, with the option to edit the settings.

Search for potential deadlocks >
Cannot search for potential deadlocks because potential deadlock detection is not enabled.

Edit your settings then run a new test,

Edit Settings... | Close

» Bad Lock Strategy * finds all critical sections involved in bad lock strategies
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Bad lock strategies...
5|
=

& 710 ensure this reports the maximum number of errors you'll need to enable the detection out
of order critical sections and other locking errors.

e Misc Lock Errors ¥ finds a variety of other synchronization errors not covered by the other
predefined searches

Miscellaneous locking errors...
B =]
B =2

o Trace Messages * shows any trace messages if you've switched the trace hook setting on

Trace messages...
== 2 fhddiwetools\crt_bld\self_x86\crt\src\dbgheap.c(1491) : Assertion failed: plUserData != MULL
==y 2 Process (00000524 (tvExarmnple.exe), created O 0: 0, exit 0: 06 0, user 0: 0: 0: 0, kernel 0:0: 0: 0

Analysis tab options - lower window

The lower window has its own comparatively simple set of options:

[T auta Clear

[T Clear when Promate

|

Clear Results

Resulk:

[ Filter Results

[ Use'Watermarks on Results

[ Include search in results

Promote Resulks

L

Auto Clear * clears the lower window before adding a new relations search from the upper window

Clear when Promote * clears the lower window when promoting these results to the upper window

Clear Results > simply empties the lower window

Filter Results » optionally filters the lower window data using the same filters as the upper window
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o Use Watermarks on Results *> applies the upper window's watermark settings to the lower window

¢ Include search in results * brings the upper window item that initiated the relations search along
with the results

o Promote Results * pushes all or selected lower window results into the upper window.

This optionally adds to or replaces what's in the upper window already, depending on the state of
the Promote Clears option in the upper window.

Analysis view popup menu [5

* The following popup menu is available over the upper window.

Relations r

Add Bookmark...
Add Watemark...

Edit Source Code. .

Collapse Trace
Expand Trace
Collapse Al
Expand All

® Menu option: relations

The relations menu has a sub-menu with many different options for choosing a set of related data to
display in the lower analysis window.

Think of this as a sub-query on the working data - like searching for friends of friends on a social network!

Given an entry in the upper window, available relations are as follows:

o Same address Finds any other critical sections using the same memory
address

e Same handle Finds any other WaitForSingleObject using the same resource

e Same object/handle type handle

Critical sections and wait calls that have the same object type
or handle type.

Same location, Finds other critical sections that have the same usage location
same callstack and:
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o Same address Finds any other critical sections using the same memory
address
different callstack using the same callstack
all callstacks using different callstacks

regardless of callstack

o Same source file All critical sections in the same source file...

e Same DLL or the same DLL

e Same class All critical sections from the same C++ class

e Entries prior For critical section events, finds the previous 5, 10 or 20 events
o Entries after or the next 5, 10 or 20 events

® Menu option: bookmarks and watermarks

Bookmarks allow you to find a data item easily at a later date, while watermarks are used above to show
only those items between two points in time

o Add Bookmark... ¥ adds a bookmark for the selected item

o Add Watermark... # adds a watermark for the selected item

® Menu option: editing source code

e Edit Source Code... * opens the default or preferred editor to edit the source code

5 Menu options: collapse / expand trace

o Collapse or Expand Trace * simply shows and hides data item information, the same as using
the or = buttons

e Collapse All * completely collapses all data items in the upper window, including any source code
views that were open

e Expand All * expands all data items down to but not including the source code snapshots

3.7.5.2 Coverage

The Coverage tab lets you find untested parts of your program's thread synchronization code.

If the Coverage tab isn't visible, use the Data Views menu to set which views are shown.

'h Read on, or click a part of the image below to jump straight to the help for that area.
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Fllers... Befresh I Update Interval [zf 1.0 v[ ¥ Show Path

Totals 17.50% | 200
elomi, i i 1307% 176
e\om 2

0005
Fiter coverage data by Filename
Fiter coverage data by Directory
Fiter coverage data by DLL
Refresh

oy Wiweadvalcatory P . Line 145

// enter once
Entercriticalsection{&critSectRecurseHeldLongTime);
[/ enter twice
Entercriticalsection(&critSectRecurseHeldLongTime);
// enter three times

Entercriticalsection{dcritSectRecurseHeldLongTime);
['rest stakapp: :~CTeststakapp ()
loseHand] el mera);
loseHand] e u‘ag H
mer Ax
merwx,

loseHand e
osetandle

nnAAn

Using the coverage information

File % Visited  |Num Lines | Num Visited |Visit Count |DLL

35|
2B ; Link10. pleere
12 E\omcithreadValidator\tvExample\DebugNonLink10_0\tvExsmple.exe

// cleanup any waitable handles created in the constructor for testing purposes

Inspecting the coverage tells you which thread synchronization locations are or are not being tested.

Understanding the thread coverage helps you plan and improve your regression tests to include areas of
code that perform thread synchronization but are not yet being visited.

The display shows two resizable panes, one with the coverage data, and the other shows source code

when you click on a row in the table.

'E In order to gather coverage statistics, you'll need to switch on the thread coverage setting, otherwise

you'll just see the reminders below:

File

Totals

Thread Coverage data collection not enabled.

See "Thread Coverage” on settings dialog (Intermediate/Expert UI mode),

Colours used in the displays

Each file's row is coloured according to whether it has:
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no lines visited

some lines visited

all lines visited

been filtered out for subsequent sessions (see below)

The % Visited column and the source code view uses the following colours:

for the percentage of lines visited, or visited lines of source code

for unvisited lines

Coverage data

The data in each column is summarised below

o File the statistics are gathered for each source code file found

e Num Lines number of lines in each file that allocate, reallocate or free memory and handles
e Num Visited the number of those lines that have been visited

¢ Visit Count total number of visits to those lines

o % Visited the percentage of relevant lines visited (Num Visited / Num Lines)

e DLL the DLL responsible for the file

The Visit Count may be equal to the Num Visited if you have opted to keep the default thread coverage
setting of counting visits to each allocation only once. You can change this setting on the fly to start
counting multiple visits right away.

At the top of the table is a Totals line showing combined results for all files.

& The statistics here only cover lines that affect thread synchronization, unlike SoftwareVerify's sister
tool Coverage Validator[d which determines complete code coverage.

Sorting columns

Sorted columns are highlighted yellow in the table header. Click on the header to change the sorting
column or its sort direction order.

Source code view

The source code view is syntax-highlighted with green visited and pale red unvisited lines.

The columns at the left show line numbers (in black) and visit counts (blue) for each thread
synchronization line. Visit counts are also available via a tooltip.
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erlom\c\threadvalidator \tvexampleltvexample. cpp Line 145
E:om'\c\threadvalidator \tvExample\DebughonLink 10_0\tvExample.exe

1 , Entercriticalsection(&critsectRecurseHeldLongTime); Visited

=
w
=]

// enter twice
Entercriticalsection(&critsectRecurseHeldLongTime);

// enter three times

ssGHe

—
138 1 entercriticalsection(&critsectRecurseHeldLongTime); |E|

I
Teststakapp: :~CTeststakapp()

// c€leanup any waitable handles created in the constructor for testing purposes

145 W) CloseHandle(hTimera);

146 W] CloseHandle(hTimerw);

147 (4] CloseHandle(hTimerax);

148 W] CloseHandle(hTimerwx);

149 W] FindClosechangeNotification(hFindFirstchange); v
< >

Coverage options

h The following controls are displayed to the left of the coverage results

Filters... Befresh Update Interval [=]: |1-':| 'I ¥ Show Path

Filters

Unwanted results in the coverage can be excluded via the filters according to filename, directory or DLL.

Filters can be managed in the filters dialog or added via the menu options E below.
o Filters... » shows the Thread Coverage Filters dialog
The filters dialog is the same one as found on the thread coverage page of the global settings
dialog where it is described in detail.
Window orientation

The data and source code panes can be arranged horizontally or vertically with the orientation button.

Updating the display

o Update Interval (s) *» automatically updates the display at your choice of interval between 0.1 and
60 seconds - or not at all!

Adjust this depending on the complexity of your application.
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o Refresh * updates the display - as does the Q@ button on the Tools menu and toolbar, and the
button on the popup menu

With an update interval set to No Update, you'll need to use this Refresh button to update the
display when you wish.

Display settings

On the Coverage tab, there's only the one display option:

o Show Path * shows the short file name or the longer file path in the File column of the data

Coverage view popup menu ®

The following popup menu is available over the data area to add filters, refresh the view or edit source
code.

Fiter coverage data by filename
Fiter coverage data by directony
Fiter coverage data by DLL
Refresh

Edit Source Code. ..

2 Menu options: Filtering coverage

The first three menu options let you add filters at different levels of granularity.

& Filters become effective at the start of the next session. Adding a filter during a session will show
the row in grey so that you can see which files are filtered, but the coverage results will continue to be
included for the rest of the session.

o Filter coverage data by filename » adds a new filter to the Filters dialog, excluding the selected
file from the results of a subsequent session

o Filter coverage data by directory » excludes all files in the same directory as the selected file

o Filter coverage data by DLL * excludes all files belonging to the same DLL as the selected file

2 Menu option: Refresh

o Refresh... * updates the statistics displayed in the table

2 Menu option: Editing source code
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3.7.5.3

o Edit Source Code... * opens the default or preferred editor to edit the source code
Active Objects
The Active Objects tab allows you to view and examine synchronization objects that are currently

active.

"h Read on, or click a part of the image below to jump straight to the help for that area.

Fastwalormark: Active thread objects and actions
Fusl watemak <] i = B Criticalsection (init) 0:0 0 ThreadlD 1972 (wWinMainCRTStartup) fe\om\c Line 236]

« ThreadlD 1972 (wWWinMainCRTStartup) [e\om\c\threads P P Line 242]
8 ThreadID 1972 (WWinMeinCRTStartup) feom\e\threadvalid: e\ pp Line 245]
B2 = P CriticalSection (Init) (x02282eac ThreadlD 1972 RT5tartup) [es\omic Line 2591
M “ P Find Change Notification (77120000 [NoFileName Line 0]

Beiresh | M P Find Change Notification 0 76440000 [NoFileMame Line 0]
H [ p Find Change Netification 17620000 [NoFlleMame Line 0] ]

Lact Watemark: B & P CriticalSection (Init) 0D

Lastwaternak =] | = B CiiticalSection (Init)

[E] Unlock location £t Sowce Code.
= ThreadiD: 00001972 (wiWinMainCRTStartup) Timestamp: 87833078

oy leexe CTi Testl it jon ; [ex  Colapse Trace ample\testsvw.cpp Line 1649]

E 1644 ¢ EnterCriticalSection(ScritSect2); Expand Trace

E1645 : Colapse M1

] 1646 : // leave too many times Evand N

E 1647 @

[SEC LeaveCriticalSection(&eritSect2);

LeaveCriticalSection(&critSect2);

] 1850 :

[E]1651 ¢ DeleteCriticalSection(dcritsect2);

E16s2 ¢ ]

E 1653 :

E 1654 : void CTeststakView: :OnUpdateTestlLeavenonenterederiticalsection(COmdUT* pCmdUI)
= P DeTc097c0d mfcl 00ud.dil_AfxDispatchCmdMsg : [f\dd\wctools\ve Tlibs\ship\atimfc\src\mfc\cmdtarg.cpp Line 81]
! P Dx7c083355 mfc0ud.dil CCmdTarget=0nCmdMsg : [Fiddwctook\veThbs\shiphatimfcisre\mfe\cmdtarg.cpp Line 381]

= P OxTclac54d mfcl D0ud.dil CViews=OnCmdMsg : Thibs\ship hm e\ Line 166]
= xTc14586 mfc100ud.dil CFrameWnd:=OnCmdMsg : [f:\dd\vctools\wcTlibs\ship\atimfc\sre\mfc\winfrm.cpp Line 969]

The Active Objects View

The view shows information about all active synchronization objects.
Each object is listed with its callstack to enable you to drill down to the source code for the call.

When Thread Validator identifies miscellaneous error conditions, data about the conditions and callstack
is displayed in this window.

That data can be filtered and restricted by watermarks to fine tune the displayed data.

Examining a data item

Each item can be expanded with the & button ( and then collapsed with the =) to show more detailed
information:

o thread id and the name, if assigned
e timestamp

o the callstack for the item

Each line of the callstack shows:
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e instruction address

e module name

undecorated C++ function name

e source file and line number (if available) for the function

[+ %] wr CriticalSection (Leave) 0x027b2fbc Thread|D 6688 (wWinMainCRTS: p) [e\om\c\tk tvalidator) plel cpp Line 1649] > > Leave critical ¢
Unlock location
wr ThreadID: 00006688 (wWinMainCRTStartup) Timestamp: 16029390
[» 0x00408fb5 tvexample exe CTeststakView:OnTestLeavenonenteredcriticalsection : [e:\om\c\threadvalidator\t ple\testsvw.cpp Line 1649]
B 0x7cB07c0d mfc100ud.dil _AfxDispatchCmdMsg : [fAdd\wctools\wcTlibs\ship\atimfc\src\mfc\cmdtarg.cpp Line 81]
P 0x7c808355 mfc100ud.dll CCmdTarget:OnCmdMsg : [f\dd\vctools\wcTlibs\ship\atimfc\src\mfc\cmdtarg.cpp Line 381]
[ 0x7c¥1c54d mfc100ud.dil CView:OnCmdMsg : [f:\dd\wctools\wcTlibs\ship\atimfc\src\mfc\wiewcore.cpp Line 166]
[ 0x7c965d26 mfc100ud.dil CFrameWnd:OnCmdMsg : [fA\dd\vctools\veTlibs\ship\atimfc\src\mfc\winfrm.cpp Line 969]
[ 0x7c83f1f mfc100ud.dll CWnd:=OnCommand : [fAdd\wctook\weTlibs\ship\atimfd\src\mfc\wincore.cpp Line 2728]
[ 0x7c86482c mfc100ud.dll CFrameWnd:OnCommand : [fA\dd\vctools\vclibs\ship\atimfc\src\mfc\winfrm.cpp Line 370]

Examining the callstack and code

One or more parts of the callstack can be expanded or collapsed using the or to show the source
code around the relevant line in the associated file.

If the source code can't be found, or the file location is invalid you'll be prompted for the file.

The line on which the allocation occurred is highlighted, e.g. green in this example:

w Thread|D: D0D0G68E (wWWinMainCRTStartup) Timestamp: 16029330
wr 0xD0408fb5 tvexample.exe CTeststakView:OnTestLeavenonenteredcriticalsection : [e\om\c\threadvalidator\tvexample\testsvw.cpp Line 1649]

1644 EnterCriticalSection(&critsect2);

1645 @

1646 // leave too many times

1647 @

1648 : LeaveCriticalSection(&critSect2);
1649 : LeaveCriticalSection(&critSect2);
1650 :

1651 : DeleteCritical Section(&critSect2);
1652 : }

1653 :

1654 : woid CTeststakView::OnUpdateTestLeavenonenteredcriticalsection(CCmdUI* pCmdUI)
P> Ox7c807c0d mfc100ud.dll _AfxDispatchCmdMsg : [f\dd\vctools\wcTlibs\ship\atimfc\src\mfc\cmdtarg.cpp Line 81]
P> 0x7c808355 mfc100ud.dil CCmdTarget::OnCmdMsg : [fAdd\wctools\vcTlibs\ship\atimfc\src\mfc\cmdtarg.cpp Line 381]
P> 0x7c91c34d mfc100ud.dll CView:OnCmdMsg : [fAdd\vctools\vc7libs\ship\atimfc\src\mfc\wiewcore.cpp Line 166]
[ 0w7c863d86 mfc100ud.dll CFrameWnd:OnCmdMsg : [f:\dd\wctools\wcTlibs\ship\atimfc\src\mfc\winfrm.cpp Line 969]
[ Ou7c83F1Ff mfc100ud.dil CWnd:OnCommand : [f\dd\wctools\vcTlibs\ship\atimfc\src\mfc\wincore.cpp Line 2728]
[+ 0786482 mfc100ud.dil CFrameWnd:OnCommand : [f:\dd\wctools\wcTlibs\ship\atimfc\src\mfc\winfrm.cpp Line 370]

To edit the source code, double click on any part of the lines of source code displayed or use EI Edit
Source Code...

Source file not found automatically?
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If the source file isn't found automatically, you'll be prompted to provide the location manually with the
Find Source File dialog

Find source file - crtexe.c X
Filename:
Browse. .. |
Search All Drives... Search Folder... File Locations. .. |
The nest time a file cannot be found, uze the following settings.
v sk For location of file if file cannot be found in search paths
W Dan't ask for location of file if line number iz not walid [0, -1, etc)
| OF. I Cancel

You can scan, search or browse for the source location depending on how much of an idea you have of
the location:

e Browse... * uses an explorer to search manually

o Search All Drives... *» does a full scan of your computer, showing the Searching For Source Files
dialog

You can stop the search at any time

Searching for source file... criexe.c -
S canning for directonies containing C++ and C zource and header files...

Dir: c:%Program FileshMicrozoft Sikverlights5.1.50428.0hes
Mumber of dirs: 0

Press stop to stop the search and keep the list of scanned directories.
Pressz cancel to stop the search and discard the lizt of scanned directories.,

Caricel |

If a file is found, the filename is entered at the top of the Find Source File dialog.

If multiple results are found, pick the best one from the results dialog that appears:

Find source file (multiple results) - crtexe.c *

The search for the source file found more than one source file.
Fleaze chooze which zource file you wish o view,

Chooze afile... ;I

c:"Program Files [x86]\Microzoft Wizual Studio 10.0%/Chartharchortexre.c
c:\Program Files [#86]\Microsoft Wisual Studio 908 Chertherchortexse.c

Copyright © 2003-2025 Software Verify Limited



The User Interface 95

e Search Folder... ¥ prompts for a folder, and scans that using the same Searching For Source Files
dialog as above

If multiple results are found, pick the best one from the results dialog (above)
Rather than repeatedly searching manually for locations, it's recommended to modify the automatic
source file search paths:

« File Locations... * shows the File Locations Settings dialog so you can change the automatic
search paths

Changing the search paths to include additional source locations means you'll get prompted
less.

The file locations settings dialog is identical to the Eile Locations page of the global settings
dialog.

E File Locations settings ? >

File Locations

Path Tepe:  |[Eii==1m]=s Partial zcar. . Full zzan... |

Directory | Add

Femove
Remaowve all

Remove invald

E=port...

L

[rnpart....

[ sk for location of file if file cannot be found in search paths

[~ Don't azk for location of file if line number iz nat walid [0, -1, ete)

W Automatically detect FDE paths [PDEB expected in zame dir az EXE/DLL]
[T Automatically detect MAP paths [MAP expected in zame dir as .EXE/DLL)

Help [F1] | k. I Cancel

If you don't want to be prompted with this dialog, then uncheck the first option below

o Ask for location of file if file cannot be found in search paths *» shows this dialog each time
you try to open a source file where the location is unknown
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e Don't ask for location of file if line number is not valid * stops this dialog from showing when
line numbers are invalid, e.g. zero or negative

The default is not to ask in this case.

Watermarks
The amount of data in the main display can be reduced by watermarks.
Here you can choose two watermarks allowing only the data between them to be displayed.

e First Watermark » Choose a watermark from the list * Last Watermark * Choose another
watermark » Refresh » updates the data shown in the display

There are two permanent default watermarks, called First watermark (before anything else) and
Last watermark (after anything else).

Attempting to choose a first watermark later than the last watermark, or vice-versa will result in
the alternate watermark automatically updating.

Updating the display

e Display... * show the Active Objects Display Settings dialog

Active Objects Display Settings >
Chooze which data items to dizplay

I+ Spnchronization objects
[v Handles

[+ Trace messages

[temsz can be dizplayed individual or grouped by identical callstacks for a more compact display

v Group by callstack

k. | Cancel

Choose the types of data to display and whether the data should be grouped or displayed
individually.

o Refresh » refresh the list manually when you need to

e Group by callstack » groups information by related callstack (default)

&= The number of items in an ungrouped table can get very long when there are many items with
the same callstack.
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Active objects menu options ®

The following popup menu is available over the data area to add bookmarks, watermarks and edit source
code.

Menu actions apply to the function for the row at the menu-click location.

Add Bookmarik...
Add Watemarl...

Edit Source Code...

Collapse Trace
Expand Trace
Collapse Al
Expand All

® Menu option: bookmarks and watermarks

Bookmarks allow you to find a data item easily at a later date, while watermarks are used above to show
only those items between two points in time.

o Add Bookmark... ¥ adds a bookmark for the selected item

o Add Watermark... # adds a watermark for the selected item

® Menu option: editing source code

o Edit Source Code... * opens the default or preferred editor to edit the source code

® Menu options: collapse / expand trace

o Collapse or Expand Trace * simply shows and hides data item information, the same as using
the or = buttons

o Collapse or Expand All * hides or shows all the available callstack information for every listed
item
3.7.5.4 Object Handles

The Objects view displays a list of all the waitable handles the target program is using (except those
used by Thread Validator).

Copyright © 2003-2025 Software Verify Limited



98

Thread Validator Help

RN

Object Handle |Kernel |Flags Name

Semaphare 0=00000218 | OxfbeDE6E0 | Pretect from Close, Inherit.

Semaphore x000002bc | Oxfbc076e0 | Protect from Close. Inherit. | [Count: 0, Max Count: 2147483647]

Semaphere 0x00000438  OxebQ9edfl | Pretect frem Clese, Inherit.

Semaphore 000000434  Oxeb9alcB)  Protect from Close, Inherit.

Semaphere 0x000003bc | (xf3B02e10  Protect from Close, Inherit. | \Sessions\ 1\ Objects\sviD; phorel s+ 8748
Mustant 0x00000238 | Oxfbldc3ad  Protect from Close.

Mutant 000000508 | Oxfc09b810 | Protect from Close. \Sessions\ 1\BaseNamedObjects\SMO:5908: 168: WilStaging_02

Mustant 0x00000240 | Oxfbldcaald  Protect from Close. [Signaled: Yes ]

Mutant 0x000003dc | (xf1974eb0 | Protect from Close. \Sessions\ 1\BaseNamedObjects\ DBWinMutex

Job 0x000004e8 | Oxf35e37cd | Protect from Close. Inherit.

File w00000220 | OxfbB60e70 | Protect from Close. Inherit.

File 0x000000f0 | OxfbB4f6cD  Protect from Close,

File Ox000000ec | Oxfb84d2d0 | Protect from Close.

File 0x00000294  OxfbBE5€20 \Devi VinSx! _microsoft.wand, ommon-controls_B595b64144ccf1df_5.82.18362.959_none_T1d4f3d95ae5fc04
File 0x00000364 | Onfb3643b0  Protect from Close, ‘\Device\HarddiskVolumeZ\Windows\System32en-US\combase.dil. mui

File 0x000000e4 | OxfbB48190 | Protect from Close,

File 0x00000084 | OxfafaaaT0 \Device\HarddiskVol e\threadValidatortvExample\ DebugNonLink! 0.0
File 000000340 | Oxfb9a83eD  Protect from Close. \Device i y 6 en-USuntelll il mui

File 000000344 xfb%2d320  Protect from Close, \Device\HarddiskVol Z\Windows) 32\en-US\kernel32.dll.mui

File 000000348 | OxfafdB0ad  Protect from Close. <Unknown, type: File - possibly pipe or named pipe waiting on a read or write>
File Ox0000034c | OnfafI9680 Protect frem Close. \Device\HarddiskVolumeZ\Windows\SysWOWES\en-US\apphelp.dil.mui

The Objects View
The display is a scrolled list displaying:

o type (e.g. GDI handle object type)
handle value

kernel address

object flags

object name (if available)

e o o o

The list can be sorted in increasing or decreasing by clicking in the header of any column.

Updating the display

o Update Interval (s) > automatically updates the display at your choice of interval between 0.1 and
60 seconds - or not at all!

Adjust this depending on the complexity of your application.

o Refresh » updates the display - as does the Q’ button on the Tools menu and toolbar
With an update interval set to No Update, you'll need to use this Refresh button to update the
display when you wish.
Running 32 bit applications on 64 bit Operating Systems

When running 32 bit applications on 64 bit Operating Systems you may find that the Objects view does
not display much information.

If there's little or no information, this is likely because it is not possible to get complete object information
in this environment.
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3.7.6

There are two solutions to this:

e Run your 32 bit application (and Thread Validator) on a 32 bit operating system

e Run your 64 bit application (and Thread Validator x64) on a 64 bit operating system.

Diagnostic

The Diagnostic view displays all diagnostic information collected from the stub.

There are two subtabs. One for Diagnostic information and one for displaying any data captured from

stdout and stderr.

Diagnostic
Diagnostic Stdout
Show: [al x| Eier Apply Filter
1D I Message
Information C++ Thread Validator 4.63
Information Windows Version: 6.1 (Windows 7)
Information Service Pack: 1.0
Information Service Pack1
Information Build: 7601
Information 64 bit Operating System
Information Num Precessors: 2
Infarmation Processor Type: 586
Infermation VM Page size: (1000
Information VM Paragraph size: 0x10000
Information VM Minimum address: 000010000
Information VM Maxirmurm address: 0:7 FFEFFFF
Information 3951: MB of physical memory

Symbaol Search Path
Command line
DbgHelp.dil version
DbgHelp.dil version
DbgHelp.dil version
DLL lead address

DbgHelp Search Info
Symbol Search Path
DLL load address
DLL load address
DLL load address

User Permissions failure

Adding to PDB search path

Stubs: Failure accessing registry key: HKEY_USERS\.DEFAULT Access is denied,
CAWindows\symbols\dik;
testAppTheReadsFromStdinAndWritesToStdout.exe”
Elom\c \pp \ppT|

DbgHelp.dil version loaded into target: 6.11.1.404
DbgHelp.dil version expected: 6394310

itesToStdout\Release\dbghelp.dil

Loaded at 0:00b10000 to 0x00b15¢ff: E:\om\c\testApps'testAppTheReadsFromStdinAndWritesToStdout\Rels
PDB Search path, add directory:E\em\c\testApps\testAppTheReadsFromStdinAndWritesToStdout\Release
DBGHELP: Symbol Search Path: C:\Windows\symbols\dILE:\om\c\testApps\testAppTheReadsFromStdinAndWritesToStdout\Release;
CAWindows\symbols\dILE\om\c\testAppsitestAppTheReadsFromStdinAndWritesToStdout\Release;

Loaded at 0x776cD000 to (:7783ffif: C:\Windows\SysWOW64\ntdll.dll

Loaded at 0x76e50000 to Qx76f5fFf: C\Windows\syswow6d\ kernel32.dll

Loaded at 0x75ef0000 to 0x75f36fff: C:\Windows\syswowb4'\ KERNELBASE.dII

Diagnostic information

ApoTheReadsFromSidi
PP rom!

AndWritesToStdout.exe

When Thread Validator's stub is injected into the target program, it logs diagnostic information to the
main window for inspection.

Examples of diagnostic data collected are below, and may be displayed with a message, although you
may not see some of these if all is well:

Hooking information

¢ Ordinal hook found
e Hook C++ constructor / destructor

Other information

e DLL load address
e DbgHelp searching
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Function hook success or failure
Delay loaded function hooked
Possible hook found

Function already hooked

Hook at address

Image source line

Unknown instruction found
Disassembly of troublesome code
Failed to find Release/Debug CRT heap
Symbol reader status

The locations of loaded DLLs are also displayed in the window for each LoadLibrary (),
LoadLibraryEx () and FreeLibrary () in the target program.

E If for whatever reason, you don't want to collect diagnostic information, you can switch it off in the
General > Instrumentation Logging page of the settings dialog

Filtering diagnostic information

By default, all information is displayed, but you can filter the messages to show only one type:

Show: |,£'-.II j Eilter: | Apply Filter |
—
ID |Information Message
Hooks
Inforn| 0|1z C++ Thread Validator 3.59
Inforn Zymbols Windows Version: 8.2 (Windows 8)
DbgHelp debug
Inforni Spmbols and DboHelp debug | Service Pack: 0.0

Information

Information Build: 9200

Information 64 bit Operating System
Information Mum Processors: 4

All > the default option is to show everything

Information * operating system and environment information, etc

Error > notification of denied access and other error messages

Hooks * hooking success and failure messages

DLLs > DLL related information

Symbols *» symbol loading status messages

DbgHelp debug * messages from DbgHelp.dll about the DLL symbol search processes
Symbols and DbgHelp debug * both the previous two

As well as filtering different types of lines, you can also search for specific terms:

o Filter > enter some text and Apply Filter to show lines with the term in the Message column

& when identifying why symbols aren't loading, you'll find it's much easier when showing only the
DbgHelp debug information.

Stdout and Stderr

Copyright © 2003-2025 Software Verify Limited



The User Interface 101

Diagnostic Stdout

Copy Elser 62 Lines [ Dizplay Most Recent

Stdout and Stderr
wtilibatrop rof senilediug gnidec s'tinUppC

orcam esu daetsni ecapseman tinUppC eralced ylticilpxe t'nod -

LDME_SM_TINUPPC dna NIGEE_SM_TINUPPC
.ecapseman tinUppC ni ssalc ot refer ot 'tinUppC' esu ylticilpxe t'nod -
re tinUppC' rehtie ot sdnapxe hoihw SM_TINUPPC orecam esu daetsni

.neitarugifnoc eht ne gnidneped gnihton

LTS roF .noitacifilaug lluf esu syawla 'evitcerid gnisu' eht esu t'nod -

sidts esu syawla

orcam tsac s'tinUppC esu daetsni yltcerid tsac elyts ++C esu t'nod -

JTSAC_TSNOC_TINUPPC(

tsac tsnoc a od daetsni, drowyek elbatum eht esu t'nod -

Jssalc' esu daetsni noitaralced etalpret ni drowyek emanepyt eht esu t'ned -

Jyrotadnam tsac_cimanyd ro Jdiepyt(ITTR fo esu ekam t'nod -

The Stdout tab displays any data collected from stdout and stderr. = The option to enable this data
collection is specified on the launch dialog/wizard.

The above image shows some data collected from a program that reverses the characters in each line
passed to it.

e Copy * copy all data from the display on to the clipboard. For large amounts of data this can be
time consuming.

e Clear » clear the display of any captured data.
o Display Most Recent * the display will be scrolled to ensure the most recently captured data is

displayed.

Environment Variables
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Environment variables tab displays environment variables from Thread Validator, environment variables
from the program under test and environment variable substitution errors.

Choose which data you wish to view using the combo box at the top left of the tab.

Thread Validator environment variables

Diagnostic Stdout

View, | Thread Validator 164 =l

Thread Validator 64

Env Vars

Child Processes

CommaenProgramFiles
CommoenProgramFiles(x86)
CommenProgramWed432
COMPUTERNAME

ComSpec

DriverData
FPS_BROWSER_APP_PROFILE_STRING
FP5_BROWSER_USER_PROFILE_STRING
HOMEDRIVE

HOMEPATH

Name Value

= =\

=D: DA

=Z N

ALLUSERSPROFILE C:\ProgramData

APPDATA Ci\Users\stephentAppData\Roaming

C\Program Files\Commeon Files
C\Program Files (x86)\Coemmon Files
C\Program Files\Common Files

DOBRO
CAWINDOWS\system32\emd.exe
CAWindows\System32\Drivers\DriverData
Internet Explorer

Default

]

“Users\stephen

Target application environment variables

If you launched the target application from Thread Validator the target application’s environment variables
will be similar to those in Thread Validator, but with some additional env vars to control .Net profilers and
and some other SVL_ prefixed env vars to communicate various data to Software Verify components that
are loaded.

If you launched the target application as a standalone application, or senice and used one of our APlIs to
connect to Thread Validator, the environment variables shown will reflect those in force at the time the
application/senice was started, and the account that application/service is running on.
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Diagnostic Stdout Env Vars

Yiew,

Process [D: 3088 e:ombchabohusic T utorreleasehabehusicT utar exe

| Child Processes

103

ArmServerinfo

CommanProgramFiles(x36)
CommonPregramFiles
CommenProgramWed32
COMPLUS_ProfAPI_ProfilerCompatibilitySetting
COMPUTERNAME

ComSpec

CORECLR_ENABLE_PROFILING

Environment variable errors

Ci\Users\stephent\AppData\Roaming

000B0B42

C\Program Files (x86)\Common Files

C:\Program Files (x86)\Commaon Files

C\Program Files\Common Files

EnableV2Profiler
DOBRO

CAWINDOWS\system32icmd.exe

1

Name Value

= Y

=C: C\Program Files (x86)\Microsoft Visual Studie 10.05\CommonT\IDE
=D: D

== E\om\c\coverageValidator

=Z N

ALLUSERSPROFILE C\ProgramData

APPDATA

The environment variable errors display shows the name of the environment variable that could not be
found, the string containing the environment variable, a comment indicating where the string came from
(in this example, the command line), and a timestamp.

Diagnostic | Stdout Env Vars

Wiew: IEnvirnnmEnl variable erors -

Erwironment variable substitution failures

| Child Processes

Comment

Time

Name | Value

SRC_DIR e\SSRC_DIRS\model
SRC_DIR £\S5RC_DIRS\view
SRC_DIR e’\SSRC_DIRS\controller
SRC_DIR €\SSRC_DIRS\test

Child Processes

Commandlineg:
Commandline
Commandline;

Commandline;

: -fileLocations
: fileLocations
: -fileLocations

: -fileLocations

2022-02-28:09:20:42
2022-02-28:09:20:42
2022-02-28:00:20:42

2022-02-28:09:20:42

Information about child processes, and the appropriate launch parameters passed to CreateProcess (and
related functions) are displayed on this tab.

Diagrostic Sdout Env Vars Child Processes

Proces il

0 [Pid [ Appecan, | Command Line [Directary Function

o 5538 testLminchiop! exe I e
1 18R CresteProcessw
2 12552 dottiExample D Dexe CresteProcesi.
1 un e CrestProcessn
4 a8 Desearg! [ —
E] ) oveletC CresteProcessw
o 15078 [ —

A context menu is provided to allow you to perform some actions with the launched application data.
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3.7.7

Launch parent application and menitor this application...
Launch applicaticn...

Open directory...

Open application directory...

¢ Launch parent application and monitor this application... * the launch application dialog is
displayed configured to launch the parent application and monitor this application

e Launch application... * the launch application dialog is displayed configured to launch and monitor
this application

e Open directory... * Windows Explorer is launched to view the contents of the launch directory (the
directory field is empty nothing will be shown)

e Open application directory... * Windows Explorer is launched to view the directory that contains
the application (if the application specification has no path nothing will be shown)

Floating Licence

The Floating Licence view displays information about the computers using the floating licence.

This view is only displayed if a floating licence has been purchased. Evaluation users will not see this
view.

T | Release Licence | 2 yser, LS Floating Licence Mum licensed: 2 [of 2). This computer iz licenced.

User # (max: 2) } Computer Name Comp User Identifi 1D | Software Tool Computer Id IP Address
1 DOBRO Stephen 14679-04204b91224086b 1684605010 1bbGebD 14679 | Thread Validator x64 821934:31D7F&f643d7aa | 217.155.63.140

2 SURFACEPRO3 Stephen 14679-3270992f4fcc37274b8cH7calbb6860T 14679 | Thread Validator x64 C2335E:098624:189ba%d2 | 217.155.63.140

The screenshot above show two computers using the same 2 user floating licence, that has maintenance
id 14679. Both computer users are licenced and can use the software.

On startup the software automatically checks to see if a floating licence is available, and acquires the
licence if possible. This takes a few seconds to process, after startup of the software

Global Floating Licences
An internet connection is required for floating licences to work. The licence server is managed
and run by Software Verify.

Local Network Floating Licences
An internet connection is not required for local network floating licences to work. No licence
senver is required. The licences are automatically managed by the computers on the local network.

Licence information

The information show in this display allows you to identify which of your colleagues are using the
software and which versions of the software are in use.
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e User
The user id (1 to number of licensed users).

e Computer Name
The name of the computer

e Computer User
The login name of the user of the computer.

e |dentifier
The unique identifier for this licence, used on the licence server.

e ID
The maintenance id for the software.

e Software Tool
The software tool and version of the software that is running on that computer.

e Computer ID
The unique id for this computer.

e [P Address
This computer's IP address.

Unlicenced users

I 2 user, LS Floaling Licence This computer is nol licenced
User # (max: 2) Comp Name Comp User i | Software Toal Computer Id IP Address
1 XP513 Stephen 14679 Thread Validator x64 JE1DOEDALETRbad 16473 | 217, 40
SURFACEPRO3 Stephen 679 Thread Validator x64 C23353E:098524:189ba%d2
Licence not available - Maximurn limit reached DOBRO Stephen 14679 Thread Validator x64 82193431DTFE:AB43dTaa

If any additional users are trying to get a licence for the software, but there are not enough licences, they
will also be shown in the display, but with red text on a yellow background.

Please note that on the machine of an unlicensed user the status information will be different.
The software checks to see if a licence has been released on a periodic basis, so that if a licence is

released by another user, it can be acquired by the next waiting user.

Releasing a licence

If you hawe finished using a licence and wish to let a team mate use the software, you have two choices.
You can close Thread Validator, releasing the licence as it closes.

Or you can keep Thread Validator running by manually releasing the licence. Do this by clicking the
Release Licence button.
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Acquiring a licence

If you have released a licence you will need to actively reclaim a licence when you wish to use Thread
Validator again. You can start this procedure by clicking the Acquire Licence button.

3.8 User Interface Mode

Setting the user interface mode - Wizards or Dialogs?

For some key tasks, there are two user interface modes controlling the way in which options are
presented to you:

e Wizard mode * guides you through the tasks in a linear fashion
e Dialog mode * all options are contained in a single dialog
Experienced users will find this mode quicker to use.

To set the user interface mode:

E Settings menu *» User Interface Mode... » select the desired mode in the User Interface
Chooser dialog:

User Interface Chooser ? >

Thread Walidator provides bwo uger interface levels, an eazp-to-uze wizard user interface and a
fazter, terze, dialog uzer interface. vou can switch between interface styles at any time.

£ ‘wizard
The wizard interface provides wizards for launching, attaching to and wait for applications.
The wizard interfaces contain explanatory test ko help vou make your choices.

* Dialog
The dialog interface provides dialogs for launching, attach to and waiting for applications.

Yery little explanatom test is uzed.
] | Cancel

The user interface mode affects the following tasks:
e Attaching to an application (Injection)
e Launching an application

e Wait for application to start
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3.9 UX Theme

The user interface provides three UX themes.

e Modern. The look and feel of current Software Verify tools.

e Classic. The look and feel of previous Software Verify tools.

e High Contrast. A higher contrast version of the Modern theme.
Setting the UX theme

To set the UXtheme

E| Settings menu * UX Theme... * shows the UX Theme chooser dialog

=

Changing the UXtheme will update some of the colours that you can modify with the colour settings
dialog.

3.10 Settings

Thread Validator allows extensive control over which data is collected and how that data is displayed.
Additional options control the way the application behaves.

These settings can generally be considered as being either Global settings or Local settings.

Global and local settings
Global settings affect all data collected and its display throughout Thread Validator.

Global settings are changed via the Settings Dialog and the following pages describe each available
group of settings.

Local settings apply to controls and data displayed in each of the main display windows.

Local settings are found at the top of each relevant tab.

Other settings
There are a few more settings not included in the global settings dialog such as:

e User interface mode

e Session settings
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e User permissions warnings

3.10.1 Global Settings

The Data Collection Settings dialog allows you to control all the global settings in Thread Validator that
affect the way data is collected and displayed. There are also local display options on most of the main
tabs.

= This section has a warning about use of the Reset button.

Opening the settings dialog
To view the settings dialog, choose Settings menu * Edit Settings...

Or use the option on the Session Toolbar:

Using the settings dialog

The dialog has a scrolled list on the left hand side, grouping the topics. When a topic is clicked, its
related controls are displayed on the right hand side.

The default display of the dialog is shown below with the first topic selected.

2 Settings ? x

= Critical section and wait monitoring

Collect
. Lock Callstacks The three locks summary tabs display information on critical sections and wait everts. Each tab
- Datect dizplays different information. The zettings on this page allow vou to choose which data to collect,
- Callstack

The All Locks summary data is an overall view of all critical sections in the application,
The Locks Per Thread summary data i an overall view of all critical sections used by each thread.
The Active Locks summary data is a view of the current locks held or waited upon by each thread.

- Startup Data
- Hook [nzertion

- Hook Trace
- Historical Data [+ Collect data far &Il Locks summary
- Hook.
PokS [+ Callect data far overall Lacks Per Thread summary
- Thread Coverage
- Applications to Monitar v Collect data for current Active Locks summany
Digplay

- Feneral Colours
- Lock Colours
- Data Display
Filters
- Hooked DLLs
Load Settings Pattern Match
General
i Gource Browszing
Editing

i Fila | o mbirane
< * > Beset Al Beset Help [F1] (1] | Cancel
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After selecting a topic, you can also use the cursor up and down arrow keys to change the selected
item.

Entering a character on the keyboard cycles though topics starting with that letter.

b= Too many settings? It may seem that there is an overwhelming number of settings to worry about.
Don't panic! The good news is that for new users, very few (if any) settings actually need to be changed
to use the application in most cases, and even for experienced users, many groups of settings will not
be needed. Howewer, Thread Validator remains flexible for all our users in many different scenarios.

% Click on any item in the picture below to find out more about the settings for that group.

Data Collection -~
- Collect
- Lock Callstacks
- Dretect
- Callstack
- Startup Data
- Hoolk:, | neertion
- Hook, Trace
- Higtorical Data
- Hooks
- Thread Coverage
- Applications to Monitar
izplay
- General Colours
- Lock Colours
- Data Digplay
Filkers

- Hooked DLLs
General
- Source Browsing
- Editifig
- File Locations
- File Cache / Subst Drives
- |nztrumentation Logging
- Dian't Show Me Aagain
- Colritializek «
- Data Transfer
- [nter-Process Communication
wmbal Handling
- Symbalz and “Warnings
- Syrnbal Lookup
- Syrnbol Servers
Third Party DLLz

Ul Global Hook DLLs

=

(]

Restoring the default settings
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3.10.1.1

The settings dialog has Reset All and Reset buttons near the bottom left of the dialog which you can
use to reset all global settings back to their default values.

File: Cache / Subst Drives

é....lmh..mm.,-mnnlnm;m v Hesemu| Resst | HeIp[F1]| ok | Cancel |

‘ ‘ i FlIE LOCAN0Ns

E This Reset All button resets nearly all global settings in Thread Validator, not just the settings
visible on the current tab of the dialog.

= The Reset button resets just the settings
visible on the current tab of the dialog.

Data Collection

3.10.1.1.1 Collect

The Collect tab allows you to specify the types of data that will be collected for display by Thread
Validator.

B Settings ? *®

Data Collection ~

- Lock Callstacks The three locks summary tabs digplay information on critical sections and wait events. Each tab
dizplays different information. The settings on thiz page allow you to chooze which data to collect,

Critical section and wait monitoring

- Datect
- Callstack.
- Startup Data
- Hoak, Insertion
- Hook Trace
- Higtorical Data v Collect data for Al Locks surmmary
- Hooks
- Thread Coverage
- dpplications to Monitor v Collect data for current Active Locks summary
Dizplay
- [eneral Colours
- Lock Colours
- Data Digplay
Filters

i Hooked DLLs

i Load Settings Pattern Match
General
Source Browsing
- Editing
..... Fila | ~msheme

& 7 Eesemu| Feset | Help (F1] ok | Cancel

The &ll Locks summary data iz an overall views of all critical sections in the application.
The Locks Per Thread summary data iz an overal view of all critical sections used by each thread.
The Active Locks summmary data is a view of the current locks held or waited upon by each thread.

[+ Collect data for overall Locks Per Thread summary

Critical sections and Wait Monitoring
The first few tabs on the main window display information about critical sections and wait events.

Data for these tabs is collected by default, but collection can be turned off using the appropriate option
below.

e Collect data for All Locks summary * collect data for the Summary and Locks Summary tab
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e Collect data for overall Locks Per Thread summary * collect data for the Locks Per Thread tab

e Collect data for current Active Locks summary * collect data for the Active Locks (per thread)
tab

& Even with all the options switched off you may still see thread 'header' rows, but no lock information
under each one.

Instrumentation logging

The logging of DLLs, source files, classes, methods and functions that are not instrumented can help
you understand the reason why part of your code isn't getting the coverage information you expect.

Once enabled, and a session has started, you can view a list of items that have not been instrumented
via the Tools menu.

o Enable instrumentation logging * check to enable logging once the next session starts
Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.1.2 Lock Callstacks

The Lock Callstacks tab allows you to specify the types of data that will be collected for display by
Thread Validator.
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i Settings ? X
Data Collection ~ Lock Callstacks
- Collect
@ Lock Callstacks Callstacks for each lock entry can be collected. For busy locks this can have a performance penalty,
- Detect The callstacks can be kept for analysiz purposes. K.eeping the callstacks can cause a performance
- Callstack penalty.
- Startup Data
- Hook |haertion v Collect callstacks for critical sections and waits [patential perfarmance penalty]
- Hook Trace
.. Historical Data v Keep all callstacks for critical sections and waits [potential performance penalty)
- Hooks This option iz required if you want to make uze of the analysis tab for displaying deadlock data.
Thre.ad _EDVE'E'QE . This option iz required if vou want to view lock contention information
Applications to Moritor Thiz option is required if you want to view lock recursion information
Dizplay
- Gieneral Colours W Keep all callstacks for contended locks [potential performance penalty]
- Lock Colours . . o . . )
. Thiz option is required if pou want to view lock contention information
- D ata Display
F:Ite:j kel DLL v Keep all callstacks for recursing locks [potential performance penalty)
L;:d ;ettingss Pattern Match Thiz optian is required if yau want o view lock recurzion information
General
- Source Browsing
i Editing
i Eila | eurabiome <
< 3> Beszet Al Reset Help [F1] 0K | Cancel

Lock Callstacks

The summary and oveniew information gathered with the Collect settings is very useful and has a
relatively low impact upon the performance of the target application.

In some circumstances the information collected is enough to diagnose various threading problems, but
other times you'll need more data.

Many threading problems are much easier to diagnose if a callstack is also associated with the data.
Callstacks allow source code inspection and a greater level of understanding of the exact nature of the
problem.

Thread Validator can store the most recent callstack or all callstacks associated with critical sections
and wait events, contentions and recursions.

Information is stored on a per thread basis. If for example, a deadlock occurs, you can see which critical
section was locked or waiting, and where this happened.

e Collect callstacks for critical sections and waits * collect the most recent callstacks for each of
the checked items below, or not at all.

E Collecting callstacks can cause significant drops in performance depending on the nature of
the target application.
o Keep all callstacks for...

o critical sections and waits » keep all callstacks per critical section so that analysis of the
various callers can be performed
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e contended locks * collect all lock contention callstacks

e recursing locks * collect all lock recursion callstacks

= Keeping all callstacks causes an even larger performance drop and increase in memory
usage. It's recommended that all these option are only checked if you have a need for the
information about all callstacks.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.1.3 Detect

The Detect tab allows you to specify how the automatic detection of errors is handled.

H Settings ? w0
D ata Collection ~ Detect
- Collect
. Lock Callztacks Thread *alidator can automatically detect deadlocks and conditions that may lead to deadlocks.
Enabling each of these options will cause your application to e shghtly sloser. vou will alzo need to
- Callstack enzure that 'collect data for current locks per thread summary' iz enabled on the Collect tab.
- Startup Data
- Hoak Insertion v Deadlocks [ disabled pou can use the Query menu to farce deadiock. detection)
- Hoak T )
oo [1ace [ Patential deadlocks
- Higtarical Diata
- Hooks [ Out of order critical sections

- Thread Coverage

- . v i
- Applications to Monitor W' Other locking errors

Digplay The check for deadlocks and potential deadlocks iz performed at regular intervalz. Al the same time
. General Colaurs interval, Thread Yalidator also collects thread status information and updates information about lack
- Lock Colaurs callztacks [if collectad).

- Data Display Select the most appropriate interval for pour application. IF vour application hagz marw critical sections

Filterz active at the same time, you may need to increasze the interval length to improve performance.

i Hooked DLLs
i Load Settings Pattern Match Deadlock detect interval: |1 second ﬂ

General

i Source Browsing Thread status interval: |1 second ﬂ
- Editing

..... Fila | Arshmea

5 Eesemu| Eeset | HeIp[F1]| ok | Cancel

Automatic detection of error conditions

Thread Validator regularly scans for various error conditions using the same data collected by the options
on the Collect tab.

At the same time, thread status information from the operating system is collected to update symbolic
and callstack information for use by the user interface.

o Deadlocks » automatically detect deadlocks
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If your application has many threads, disable this option to prevent Thread Validator from using
too much processor time.

When disabled, the Query menu option Deadlock Detection is enabled.
o Potential deadlocks * automatically detect potential deadlocks

If your application has many threads, disable this option to prevent Thread Validator from using
too much processor time.

When disabled, the Query menu option Potential Deadlock Detection is also disabled (unlike
Deadlocks abowe).

o Out of order critical sections * automatically detect out-of-order critical sections

o Other locking errors » automatically detect various other locking errors

Detection Intervals
Deadlock detection and thread status happens at regular intervals:
o Deadlock detect interval » the interval at which the automatic error detection will take place
Deadlock detection can be set for intervals of 1 to 60 seconds - or Never
o Thread status interval > the interval at which the status data collection will take place

Thread status can be determined at intervals of 1 to 60 seconds

& Automatic detection of these conditions may cause your application to run slightly slower.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.1.4 Callstack

The Callstack tab allows you to specify how the callstack is collected, and how information about the
callstack is displayed.
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H Settings 7 b
DataEC"c'IIetctlnn ~ Callstack Monitoring
. Callec
::‘jDCk Callstacks [ Collect complete call stack
- Detect
2 Callstack Call stack depth |6 3:
- Starup Data
:EE:: ITn;eCrgon Callstack Display
::;i”;al Data [v Expand call stack when hace expanded
- Thread Cowverage
- ipplications ko Maonitor Advanced Callstack
Display . . ' .
. General Colours Using StackMalk can dramatically slow down Thready alidator when collecting callstacks for each
Lotk Colours entered critical section.
- Data Display v wihen walking callstack, do not use Stackiwalk, walk stack frames directiy.
Filters
. Hooked DLLs Advanced callstack walking options to control haw to get valid callstack in release code when the
Load Settings Pattem Match DBGHELP.DLL library cannot do the stack walk.
G_eneral Advanced
i Source Browsing =
Editing
o Fila | or b w7
E 2 Resetdl | Resst | HelpiFi) 0k | Cancel

Callstack Monitoring

When Thread Validator stub collects callstacks for each hooked function, the stack traces can be very
long.

Collecting longer stack traces means:
e collecting stack traces takes longer
e conwerting all the addresses in the stack trace to symbol names takes more time
o the target program runs slower
e more memory is consumed in the Thread Validator user interface

For this reason, you're able to specify whether you want complete or partial stack traces.

o Collect complete call stack *> check for complete traces, uncheck to collect partial traces

Specify the exact depth you wish to capture with the Call stack depth option

Callstack Display

Data items recorded by Thread Validator can be displayed with parameter names as well as being
automatically expanded.
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o Show parameter names » check to show parameter names shown with the function name

o Expand call stack when trace expanded * check to automatically expand the entire callstack
when examining a data item

Advanced Callstack

As the title suggests, these callstack options are advanced and not usually necessary to change unless
you are experiencing incomplete stack traces.

Thread Validator collects callstacks by walking along the stack frames. When no more stack frames can
be walked, Thread Validator uses DbgHelp stackialk () to attempt to walk any remaining stack
frames.

StackWalk () is much slower than Thread Validator's direct stack walking. Calling stackwalk () to
attempt to walk any remaining stack frames may not result in any extra stack frames being walked, but
will result in slower execution of your application.

On the other hand, not using stackwalk () may result in shorter callstacks being collected.

» When walking callstack, do not use StackWalk... » prevent Thread Validator using stackwalk ()
You may have problems collecting some callstacks in release mode programs, and in some
special cases in debug programs depending on your program.

In addition to the optimisation described above, Thread Validator provides three different methods of

collecting callstacks for functions. These methods are in the Advanced section described below and are
provided to allow you to tailor callstack collection to the task at hand.

As the title below suggests, the remaining options are for advanced use! An example might be if you find
your program has a problem that can be identified, but for which the callstack cannot be collected

properly.
Advanced callstack settings
o Callstack walk helper size * Specify the size of the cache used to optimize callstack walking

Thread Validator uses a cache to help it optimize the callstack walking process. The cache is
used to awid calling operating system functions to walk the callstack when the result has been
previously calculated.
For applications generating many unique callstacks, this size may need to be increased.
All sizes are prime numbers, and the default size is 100003 which is large enough for most

applications. If in doubt leave it at the default value of 100003

Callistack walking
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Thread Validator provides three different methods of collecting callstacks for functions which you can
choose to tailor callstack collection to the task at hand.

1) The standard Microsoft® DbgHelp StackWalk() function

This function is optimised for walking standard Intel i386 stack frames where the EBP register is
pushed on to the stack at function entry and popped from the stack when the function exits. This is
the typical stack frame for a program built in debug mode.

The DbgHelp stackwalk () function is also capable of reading frame pointer omission data
(FPO_DATA) included in a PE file. FPO_DATA is included in optimised binaries that do not use the
EBP register to identify the stack frame - this is typical of a program built in release mode.

=] Missing data in your callstack? Although Microsoft have provided a very capable stack walking
function, there are occasions when the StackWalk() function cannot continue walking along the
stack, from one frame pointer to the next. When this happens collected stack traces often appear to
have data missing, or look "too short". You may have noticed this when debugging release mode
programs in Visual Studio®.

2) Alternative (custom) StackWalk() function

This proprietary method, although slower than Microsoft's stack walker, does not use stack frames
to walk the stack, and so enables the stack walker to walk callstacks that DbgHelp StackWalk()
cannot.

B what's different about this method? A detailed technical discussion of how this algorithm works
is not appropriate here, but suffice to say that all addresses found on the stack are checked for
validity, both for code sections, likelihood of CALL instruction taking place, target and source
addresses of CALL instructions, removal of duplicate data, and so forth. The resulting callstacks
often contain some bogus stack entries, which are obvious to the end user, but not possible to
detect by the callstack verification algorithm (this is often due to CALL instructions relying on indirect
indexes held in registers which have been changed by the time the stack walker has walked to this
point in the callstack - such entries must be taken at face value because they may be valid).

3) Hybrid of the two

The third stack walk type is a hybrid of the other two.

The first method is used to collect all callstacks. Any callstacks that are too short (defined by a
callstack length threshold) then have the callstack collected by the second method.

This provides the speed and power of the standard Microsoft stack walker, with the flexibility to
collect callstacks that would otherwise be uncollectible when DbgHelp StackWalk() fails to collect
the callstack.

The Advanced Stack Walk dialog shown below is accessed via the Advanced... button and is used
to choose one of the three callstack collection options above:
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Advanced Stack Walk ? X

The options on thiz page allow you to contral how stack walking iz performed.
In Debug builds the Microzoft DbgHelp library can usually produce good quality stack, walks.

In Release builds however the optimizer sometimes remaves information relating to the stack frame and aften
prevents the stack from being walked caorrectly.

Thread Walidator includes altermative stack walking methodz. Theze methods are slower than the kMicrozoft
supplied stack walk, but they wark even when frame pointer infarmation iz miszing [az in a Releaze buidl).

We recommend uzging the DbgHelp stack walk in all situations, except where you are getting stack races that
wou know to be oo short!,

" Abwayz use DbgHelp Stackialk[], never uze alternative stack walk. This iz the fastest option, but may
not provide accurate stack traces in Beleaze builds.

~ Alwaps use alkemative Stackiwalkl), never use DbaHelp stack walk. This iz the slowest option, but wil
provide stack races in Releaze buildz.

Ilze DbgHelp Stack/ alk. but when nat enough stack frames are caollected uze the alternative stack
(" walk. Thiz provides the speed of the DbgHelp libran with suppaort for when DbgHelp cannat walk the

stack properly.
5

v “w'hen using altermative stack walk, use fazt ophion,
v “when using altermative stack walk with fast ophion, do estra consistency checks

YWhen uzing alternative stack walk, relative CALL instructions must be within byte range: a13z ;|

The alternative stack walk may include incorect entries in addition to cormect entries in the stack walk. \w'hilst
we make every attempt to make thiz alternative stack walk reliable, we cannot gaurantee the alkernative stack
walk will be comect.

Reset k. | Cancel

e DbgHelp StackWalk * use the DbgHelp.dll stackwalk () function to walk all callstacks

You may have problems collecting some callstacks in release mode programs, and in some special
cases in debug programs depending on your program.

o Alternative StackWalk * use the alternative stack walking function to walk all callstacks

All callstacks will be collected in both debug and release mode programs, but you may find that
some callstacks contain incorrect entries.

Hybrid StackWalk * use the hybrid method outline above

When the alternative stack walk is used you may find that some callstacks contain incorrect
entries.

To specify when to use the alternative stack walking function, set a callstack depth.

Any standard callstacks that are shorter than the depth specified, will be collected using the
alternative stack walking function.
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= See also - recommended usage below

Alternative stack walk method - fast or slow?

 When using alternative stack walk, use fast option > uses a faster address verification
scheme (recommended) or a slower one

Do extra consistency checks * When using the fast option, consistency checks can optionally be
performed (recommended) to reduce the amount of incorrect addresses included in the callstack.

Alternative stack walk method - range of relative addresses
When the alternative stack walk is used, relative address CALL instructions have their target
address computed to test if the target address is within a threshold of the previous callstack

address.

This provides a form of source address to target address integrity to prevent invalid addresses be
placed in the callstack.

o Relative CALL instruction byte range * set the threshold which the target address must be
within, to fine tune the stack walk

A larger threshold reduces the accuracy of the stack walk by allowing too many invalid addresses
into the stack.

A smaller threshold reduces the accuracy of the stack walk by rejecting valid addresses from being
placed in the callstack.

The default is a reasonably large 8192 bytes.

Alternative stack walk method - caveats
When the alternative stack walk is used you may notice some unusual data on the display:
o <UNKNOWN> symbols in the middle of call stacks

This happens rarely, because the address is not valid but for some reason was not rejected by the
alternative stack walk.

e Symbols in the middle of callstacks that you know cannot be correct
This may happen because the address is valid, but not for this position in the callstack, and the
address passed the alternative stack walk address verification tests - this address was most

probably the target of an indirect CALL instruction, and as such, could not be verified.

o Callstacks for data that make no sense
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This again is rare, but occurs due to Thread Validator monitoring its own behaviour (which can
happen in a few limited circumstances). These callstacks are filtered in both stack walk methods,
correctly in the standard one, but not perfectly in the alternative method!

Recommend usage

We recommend that in all situations the stack walking method used is either DbgHelp StackWalk
or Hybrid StackWalk.

Only if you find your program has a problem that can be identified, but for which the callstack cannot
be collected, do we recommend using Hybrid StackWalk or Alternative StackWalk as
appropriate.

Reset

The Advanced Stack Walk dialog has a button labeled Reset at the bottom left of the dialog. This
resets only the settings on this dialog back to their default values.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.1.5 Startup Data

The Startup Data tab controls how to manage Critical Sections in DLLs loaded prior to Thread
Validator's stub being loaded.
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= Settings ? x
DataEC"c'IIectinn &) Thread and Critical 5ection Acquisition
- Lol Bct
- Lock Callstacks Wwhen Thread Validator attaches to an alieady running program Thread Y alidator wall identify the threads
. Datect and critical zections that already exist to enable them to be tracked.
- Callstack When Thread Walidator launches an application using CreateProcess(]. it iz not necessary to identify the
% Startup Data threads and critical sections. This allows Thread Y alidator to wark, with a smaller data set, giving slightly
- Hook [nzertion increazed performance.
- Hook Trace . o . .. .
o Thread Y alidator can be forced to always identify any running threads and critical zections when
- Historical Data launching applications uzing CreateProcess(). This may be uzeful for zome debugging scenarios.
- Hooks
- Thread Cowverage Enabling thege options will rezult in a slower gtartup time and an increase in memony uzage o track the
- Applications ba Monitar relevant data.
Dizplay .
W
.. General Calours v fcouire all threads at startup
- Lock Calours W Acquire all critical sections at startup
- Data Dizplay
Filters |F wour DLLs initialize and delete critical zections inzide the DLL's DM ain(] you will need to enable
i Hooked DLLs acquire critical zectionz inzide DI ain.
“ Load Settings Pattern Match [ Acquire critical sections inside DIMain [Microzof DLLz)
General
L Gounce Browsing Iv f.cquire critical sections inside DM ain [non Microsoft DLLs)
Editing
o Fila | or b w7
< > Beset Al ‘ Reset Help [F1] ok | Cancel

DLLs that are already loaded

When Thread Validator attaches to an already running process or is injected at the start of an
application's execution, other DLLs have already been loaded into the target application's address
space.

Any of those DLLs that use critical sections will have initialized and may even have entered those critical
sections.

Thread Validator monitors the initialization and destruction of critical sections and depends on knowing
about their existence prior to usage in order to detect many of its thread errors.

If Thread Validator doesn't see the initialization but then does see the critical section being used, a
possible error condition will be raised.

To prevent this you can acquire information about all critical sections when Thread Validator starts the
target application (or attaches to it). For consistency, information about all threads in the application can
be obtained at the same time.

= Typically, when launching the target application in the normal way, you don't need to acquire all
critical sections at startup. However, if attaching to an already running application (using inject or wait for
application), you should acquire all critical sections at startup.

Determining threads and critical sections existing at startup
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Two options allow Thread Validator to determine all the threads or critical sections that exist when
Thread Validator attaches to the target application:

e Acquire all threads at startup > check to determine all the threads that exist

o Acquire all critical sections at startup » check to determine all the critical sections that exist

Critical sections inside DIIMain

If your DLLs initialize or destroy critical sections inside DIIMain, there are two options for tracking these
critical sections.

One method deals with Microsoft DLLs and the other with non-Microsoft DLLs.

e Acquire critical sections inside DIIMain... * check to determine all the critical sections
initialised when a DLL is loaded using LoadLibrary

(Microsoft DLLs) * when a Microsoft DLL is loaded

(non Microsoft DLLs) > when a non-Microsoft DLL is loaded

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.1.6 Hook Insertion

The Hook Insertion tab allows you to control which functions are monitored by Thread Validator.
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H Settings ? b
DataEC"c'IIetctlnn ~ Hook Insertion
. Callec
- Lock Callstacks Thiz tab allows vou to contral which data items will Be tracked when Thread Validator attaches to an
Detect ewizting process. o cannot change these itemz once Thread Walidator iz attached to the process.
- Detec
. Callstack |F wou wish to hawe finer contral over which items are tracked. enable the item kere and
enable/dizable the individual function on the Hooks tab.
- Starup Data
*® Hook Inzertion [v Sunchronization functions
- Hook Trace Critical Section Enter/Leave will be tracked.
- Historical D ata
- Hooksg ¥ Track additional functions warking with waitable handles
- Thread C . ; .
rela ) Hverage ) Each itern enabled will consume more memory when tracking data.
- Applications ba Monitar
Display [v Critical Section [v ‘wiaitable Tirner [v Duplicate Handle/Close Handle et
- Feneral Colours . T
- Lock Colours [¥ Ewent [v Job Object [v¥ Change Matification
- Data Display v Mutex [v Process v Timer Queue
Filters
Hooked DLLs ¥ Semaphore ¥ Thread
i Load Settings Pattern Match v BEegister wait [¥ File Iv Sleep [not recommended)
General
‘... Source Browsing Select Al | Deselect Al | [ Collect MULL and Invalid Handles
Editing

..... Filz | A~zHame

< 5 Besemll‘ FReset | Help[F‘l]‘ 0k | Cancel

Change hooks before a session

Before a session starts you can set which data items are hooked.
Hooking changes made mid session will come into effect on the next session, but you can enable or

disable the data from installed hooks at any time using the hooks tab.

Hook Insertion

Two check boxes control which groups of hooks are inserted into your application.

e Synchronization functions > inserts hooks for tracking synchronization objects into the target
program

If enabled, the default behaviour is that critical section enter and leave events will be tracked.
Additional functions can then be specified below.

¢ Functions working with waitable handles * hooks (below) for tracking functions that create,
manage and destroy waitable handles will be inserted into the target program

A few additional functions (Sleep, and critical section related functions) are also monitored.

Specify which groups of functions should have data collected from them using the individual check
boxes. (See note about memory below).

Any collected data can be viewed on the Active Objects and Analysis tabs.
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Groups of items

Critical Section
Event

Mutex
Semaphore
Register Wait
Waitable Timer
Job Object
Process
Thread

File

Duplicate
Handle

Change
Notification

Timer Queue

Other options:

o Select/Deselect All > switches all the above functions allocating waitable handles - i.e. not sieep

Sleep

Collect NULL
and Invalid
Handles

and invalid handles

E It's recommended that options in this section are only enabled if you need to monitor the data. If you
subsequently find that memory consumption is very high, consider changing the settings here, or on the
Historical Data tab.

Reset All - Resets all global settings, not just those on the current page.

Functions that...

initialize, modify and destroy

create,
create,

create,

open and destroy
open and destroy

open and destroy

register and unregister

create,
create,
create,
create,

create,

miscellaneous handle functions

create,

create,

open and destroy
open and destroy
open and destroy

open and destroy

open and destroy files (of any type)

open and destroy file change notifications

open and destroy timer queues and timer queue timers

Sleep and SleepEx

For many applications, enabling s1eep will generate a lot of data,
as various threads sleep from time to time.

information about failed handle creation

When collecting waitable handles, you may also want to collect
information about failed handle creation using this option.

Reset - Resets the settings on the current page.
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The Hook Trace tab allows you to control which debug or trace functions are monitored by Thread

Validator.
2 Settings ? x
Data Lollection ™ Trace Meszage Monitoring
- Collect
- Lock Callstacks [~ Hook trace messages
- Detect
- Callstack, & [
- Startup Data = -
- Hook Inzertion
- Higtarical Data
- Hooks .
Thiead Stall Detect
- Thread Coverage rea all Metechon
- Applications to Monitor Stalled threads are detected by monitoring the time that a thread's context swtich count remains
Display unchanged. If the time betwen contert switches exceads the time threghold the thread iz marked az
- General Colours stalled.
- Lock Colours =
.. Data Display v Detect stalled threads
Filkers : -
: Time threshold [me]; | 10000 :I,
- Hooked DLLs ) L
i Load Settings: Pattern Match
G_eneral
i Source Browsing
Editing
. Eila | anatinee w7
< 3 Bezet Al ‘ Reset Help [F1] ak | Cancel

Trace Message Monitoring

Thread Validator can collect the output from various debug and trace functions or macros, including:

e AfxTrace ()
e TRACE ()
e OutputDebugString ()

The TRACE () macros ultimately get routed via outputbebugString (), so to awid duplicate output

Thread Validator doesn't allow both to be collected at the same time.

Collection is enabled via the main hook option, with output available on the Analysis tab.

e Hook trace messages * collect TRACE () Or OutputDebugString () messages

Once hooking is enabled (not the default), choose either:

e OutputDebugString *> collect outputbDebugString () messages

Collect OutputDebugString call stack » optionally also collect the callstack for each

message

e Trace (TRACE(), AfxTrace()...) * collect TRACE () messages
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Collect TRACE call stack *» optionally also collect the callstack for each message

Thread Stall Detection

Thread Validator can detect stalled threads by monitoring the time a thread's context switch count is
unchanged.

When the time for which a thread's context switch count is unchanged exceeds a threshold, the thread
is considered stalled.

In reality, there may be many reasons why a thread may be (or appear to be) stalled. It may be due to:
¢ atime consuming wait operation on a handle object
e a wait on an owned critical section
e acall to sleep() Or SleepEx ()
¢ the thread having been suspended
o the thread being in a deadlock

Once a thread has been marked as stalled, then if the context switch count starts to change the thread
will be marked as non-stalled.

Stalled threads are displayed using a different colour |:| as defined on the Lock Colours settings dialog.
o Detect stalled threads *» enable thread stall detection
e Time threshold (mS) * enter the threshold time (in milliseconds)

The default is 10 seconds (10000ms)
Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.1.8 Historical Data

The Historical Data tab allows you to control how many of the most recent stack traces are kept by
Thread Validator.
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H Settings ? *
D ata Collection Historical Data
- Collect
- Lock Callstacks Thread Validator can store data for all creation, usage and destruction events in pour application.
- Detect Staring thiz data consumes memory, which for sessions with many events can be a problem. To
- Callstack overcome this, it is possible to discard stack traces for construction and uzage events which have
- Starup Data been destroped,

+ Hook Insertion Data that iz discarded may affect future queries related to handle uze etc, howewer if the bug you

HDk rac:e are tying bo analyse does not require these features, losing this data is of no consequence.
= Historical Data
- Hooks To provide some historical contest for recent events, you can zpecify how mary of the most recent
. Thread Coverage freed traces to keep.
D Tpphcahons to Manitor [v Dizcard stack traces for destropeddclozed synchronization objects and handles.
isplay
- General Colours How mary freed traces to keep: 10000 3:
- Lock Colours
- Data Display
Filters
Hooked D_LLS v Discard stack traces for TRACE messages and informational traces [Sleep.
i Load Settings Patterm Match SetCriticals ectionSpinCount etc). CAUTION, enabling this may cause performance problems.
General
L Source Browsing Hiow mary traces to keep: 10000 3:

Editing

Lo Fila | Aesbimee
< ' 5 Reset &l FReset | Help [F1] \ 0k | Cancel

Historical Data

There may be occasions when you want control over when to keep or discard information on older data.
This may depend on:

your computer's RAM capacity
virtual memory storage

the task you are trying to complete
the target program being inspected

Two options allow you to Discard stack traces for...

o ...destroyed/closed synchronization objects and handles * discard information about these
freed handles

When selected you can specify How many freed traces to keep. The default is 10,000.
Data is discarded on a first deallocated, first discarded basis, so most recent deallocations are
always kept.
¢ ...TRACE messages and informational traces * discard older information about these items,

including Sleep()

When selected you can specify How many traces to keep. The default is 10,000.

& Note that the less information kept about deallocated data, the smaller the memory requirements
placed on your computer.
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Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.1.9 Hooks

The Hooks tab allows you to enable and disable every hook that Thread Validator uses (except for buffer
checking hooks).

All the hooks can be enabled and disabled as a whole.

H Settings ? e
D?F‘EE"D;I:::HD” Gl Hooks for handle tracking
- Lack Callstacks W' Use these hooks
g:ﬁ::;ck Synchronization Hooks ~  Enable Al
.. Startup Data Critical Sections Disable Al
- Hook Inzertion DeleteCriticalSection =
Ei?:il;?geata EnterCriticalSection
InitializeCriticalSection
- Thread Coverage InitializeCritical5ectionEx
D;;p.ilﬂ\azplicalions ta Monitor InitializeCriticalSectiocnAndSpinCount
- General Colours LeaveCriticalSection
-~ Lock E.ulours SetCriticalSectionSpinCount
Fii-t;r[iata Display TryEnterCriticalSection
Hooked DLL: Events
i Load Settings Pattern Match CreateEventh v
General ‘ N

& Gource Browsing
Editing

Fila | mmoabimemes
< ; N Reset &l ‘ Eles Help [F1] 0K | Cancel

Hook Groups

The picture above shows the hook groups expanded to show that all their functions are enabled (ticked).

Tick or untick any synchronization hook to enable or disable its status. Use the top level items (Critical
Sections, Events, etc) to set all the items in the corresponding group.

Enabling or disabling these hooks after the session has started doesn't modify behaviour during the
current session.

e Enable All * enables all the hooks in all the groups
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o Disable All > disables all the hooks in all groups

For a full list of the hooks, see the hook reference.
o Use these hooks * toggle the use of all selected hooks without losing the checked states

Useful if you've set up a mixture of hook states and want to temporarily disable them for a
session.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.1.10 Thread Coverage

The Thread Coverage tab allows you to control collection of coverage statistics for synchronization

functions.
2 Settings ? >
Data Collection A Thread Coverage
- Collect v Callect thread coverage data [ arning thizs will cauze Thread Yalidator ba run slawer than usual)
- Lock Callstacks
- Detect v Count wisits to thread spnchronization locations once. This iz faster than counting each wisit,
- Callstack [w Cache thread coverage data [makes parsing source code for coverage locations Faster)
- Startup Data
- Hook, [nsertion [ Include 3rd party files in thread coverage statistics Clear coverage cache...
- Hook, T . . . .
.DD . face [ Include files with no thread coverage statements in statistics
- Historical D ata
- Hooks
® Thread Coverage . . -
e . [ Include files that canmat be read in statistics.
- Applications to Maonitar
Display
- General Caolours .
- Lok Colours Thread Coverage Filters
Data Display Eove_rage filkers can be used to ledL_Acn_a the number of zource fles Corfigure Filters... |
Filters considered for thread coverage statistics.
- Hooked DLLs
‘. Load Settings Patterm Match Thread Coverage Auto Merge
Gieneral ) Thread coverage statistics can be mergec_l in a central zession to create Carfigure Auto Merge... |
i Source Browsing an aggregate coverage statistic over multiple test runs.

Editing

v’ Fila | e atinee > Reset Al Reset Help [F1) k. | Caneel |

What is thread coverage?

Calculating thread coverage involves parsing your source code to determine all thread synchronization
locations and then matching that data with information from the callstacks of each allocation in your
session.

Some of these activities are time consuming, so the default is not to collect thread coverage statistics,
but to let you optionally control the behaviour as below.
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Controlling thread coverage data collection
o Collect thread coverage data » enables the collection of thread coverage data

The Cowerage tab (example shown below) shows the thread coverage statistics for each file that
contains thread synchronization statements. This allows you to check how well you're testing your
thread synchronization code.

_E Fitess. Befiesh Update Inteval (s} |1.0 >| ¥ Show Bath

File |% Visited |Num Lines | Num Visited |Visit Count |DLL
Totals | 16.98% | 106/ 18| 18|

e:\omi\csvicommeni\storagemedia.cpp 50.00% 2 i 1 Efomic\eventloge R =
e\omic loge g gerashbro... a3.48% 3 0 10| EAomic\eventLogC exe
ehomlchsvicommonui\helputils.cpp 9.09% n 1 1 Edomic\eventlogCrashBi

e\om\c\svicommeonistub_mth 8.70% 3 2 2 E\om\c\eventlogCi

e\om\c\svicommon\sviheaps.cpp 0.00% L} 0 0 E\om\c\eventLogC Rels
e:\omi\chsvicommeoni\stub_mt.cpp 0.00% 4 0 0 E\omicleventlog Rel
e\om\c\svicommonilogfile.cpp 0.00%. n 0 E\omicieventlogCs

E See the section at the end of this page about tracking waitable handles.

When the collection of thread coverage data is enabled, the are some additional options to tune the
performance.

e Count visits to synchronization locations once * only count line visits once per line when this is
selected (default)

Normally each line is counted just once (faster).

Although this option means they can be counted for all visits to each line, this will be noticeably
slower for large applications.

o Cache thread coverage data » enable caching of coverage statement information (default)
Calculating the coverage statements for each file can be time consuming, especially for large
applications as it requires parsing the source code each time the application is run to determine
where the thread synchronization locations are.

Caching the coverage statement information improves this by only recalculating it when the
source code is modified.

¢ Include 3rd party files in thread coverage statistics * include 3rd party files as specified in Eile

Locations

For most activities you'll want to keep this option deselected.

¢ Include files with no thread coverage statements in statistics » includes relevant source code
files
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Some source code files do not perform any thread synchronization operations. As such these
files may be viewed as unwanted data on the coverage report, so the default is not to include
these.

¢ Include files that cannot be read in statistics * includes source code filenames referencing files
that do not exist on your computer
Typically these are third party files in pre-built DLLs. By default they are not included in the

statistics.

o Clear Coverage Cache... * delete any existing thread coverage cache files stored on your
computer
Thread coverage filters

Thread coverage calculation is quite likely to include some third party source files or header files that are
out of your control, e.g. from STL, third party files in pre-built DLLs, etc.

There may also be some files that create waitable handles but which you know will never be used in a
thread synchronization operation.

If you don't want results to include such files, you can specify a number of filters to exclude them.
Cowerage filters need to be set before the session starts in order to affect results.

o Configure Filters... » shows the Thread Coverage Filters dialog that lets you manage the list of

filters...

Thread Coverage Filters ? >
Thread Coverage Filters Add...
[File] efvomi chsvimapfiledlhmapfile.cpp Edit. ..
[File] efomicisvlicemmeontlogfile.cpp REmove
[FI|E] efomicisvlcommenistub_mt.cpp Remove Al

[File] etom\chsvlcommeon'sviheaps.cpp
Enable All

[Dir] Evemt A 3RD_SRCdib —_—
 —— e

K | Cancel

This dialog is the same one accessed Via the local Filters button on the Coverage tab.

The Filters dialog has some basic controls for managing the filters:

Copyright © 2003-2025 Software Verify Limited



132

Thread Validator Help

e Add... * adds a new filter, as in the example above

o Edit... or double click an item in the list * opens the Thread Coverage Filter dialog to modify the

enabled state, type or target of the selected filter item

You can also enable/disable an item via the yellow checkbox on each item in the list.

o Remove * deletes all selected filters in the list, or press m

e Remove All * clears the list of filters
o Enable All » sets all filters active

* Disable All *> sets all filters inactive (but does not remove them from the list)

Each filter can only be one of the three types: filename, directory or DLL. However, you can mix and

match multiple filters of any type.

For example, to add a new filter:

o Configure Filters... > Add... > choose a filter type filename, directory or DLL * Browse... (or

enter a path directly) * choose a relevant item to add * OK * OK

Thread Cowverage Filter

[+ Filter is enabled

{* Filter by filename:

(" Filter by directory:

" Filter by DLL:

| Browse...

QK | Cancel

Ll

To help recognise types of filters in the list, each item is prefixed by some bracketed flags as follows

[File] - file
[Dir] - directory
[DLL] - DLL

Thread coverage auto merge
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Different runs of your application may execute different parts of your application, in which case you might
want to merge the results of one run with the results of another.

e Configure Auto Merge... * shows the Auto Merge dialog that lets you configure merging of thread
coverage results

Auto Merge ? >

Thread Validator provides the ability to automatically merge the thread coverage statistics of a session into
a central sessions that holds the merged statistics for multiple runs of the same program.

[+ Enable auto-merging of thread coverage statistics

{*+ MName of auto-merge session is based on the name of the application under test

Directory for auto-merge | ¢ \autoMergeR esults

" Mame of auto-merge session is spedfied (indude directories in filename).

=

The merged session results can be reset when certain actions

* Clear merged session results when any source file is modified.
(" Clear merged session results when application under test changes (i.e. from A.exe to B.exe).
" Do not dear merged session results.

Clear Auto Merge Results | Ok | Cancel

The automatic merging works by merging the results of each individual thread coverage session into a
central session.

The central session is stored on disk in a file you specify, or in a file using the name of the session, e.g.
TestThis.exe would get saved in TestThis.tvm in the same directory as Thread Validator resides.

« Enable auto-merging of thread coverage statistics * switches the merging feature on (default is
off)
Depending on how many applications you are performing thread coverage on, you may want your thread

coverage data to go to one central location or to a different location for each application under test.

* Name of auto-merge session is based on the name of the application under test > saves the
central session in a file named according to the application under test in this session (the default)

By default, the auto-merge session will be stored in the same directory as Thread Validator, but
you can change this:

Directory for auto-merge session * saves the auto-merge session in the specified directory
For example, if you run the application nativeExample.exe, and specify a central session

directory of e:\threadCoverageResults, the central session will be saved in a file named e:
\threadCoverageResults\nativeExample.tvm.
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« Name of central session is specified * save the auto-merge session in a flename and path of
your choice (enter or Browse... to a file)

Auto-merge session reset
The auto-merge results can be automatically cleared by certain triggers, or not cleared at all.
When performing thread coverage analysis sometimes you will uncover a bug in your software and need
to modify the software, and/or run different executables. When this happens, line numbers and/or files
often change, and you usually wouldn't want to merge thread coverage data from the modified software
with existing coverage data.
The triggers for clearing the merged session results are:

e When any source file is modified (the default)

e When the application under test changes

¢ No clearing of merged session results occurs under any circumstance

If you don't want an automatic trigger, there's also a manual trigger:

o Clear Auto Merge Results > click to clear auto-merged results at any time of your choosing

Not tracking waitable handles?

If you choose to collect thread coverage data, and close the settings dialog (or switch to another settings
page), you may get the following offer to improve coverage by tracking waitable handles.

Mot tracking waitable handles.

To be able to provide better thread coverage information you need to
track functions that wait on handles,

Waould you like to track waitable handles?

e Yes » switches on the Hook Insertion setting for tracking functions working with waitable handles

If you haven't actually enabled any of the waitable handles, a warning will appear:
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Mo selected waitable handles. hod

You have opted to monitor waitable handles but have not
! % selected any waitable handle types to monitor,

OK » displays the Hook Insertion settings to choose which waitable handles you want to track

Pick which waitable handle functions you're intertested in for coverage and click OK

H Hook Insertion settings ? e

Hook Insertion

Thiz tab alloves you to cantral which data items will be tracked when Thread Y alidatar attaches to an
exizting process. You cannot change these items once Thread Yalidator iz attached to the process.

[f you wizh to have finer contral over which items are tracked, enable the item here and
enable/dizable the individual funchon on the Hooks tab.

[v Synchronization functions
Critical Section Enter/Leave will be tracked.
v Track additional functions warking with waitable handles

Each item enabled will consume more memary when tracking data.

[ Critical Section [ “waitable Timer [ Duplicate Handle/Cloze Handledets
[ Ewent [ Job Object [ Change Motification
[ Mutes [ Process [ Timer Queue
[ Semaphore [~ Thread
| Register W ait | File I¥ Sleep [not recommended)
Salect Al | Deselect Al | Collect MULL and Irvealid Handles

Help [F1] | k. | Cancel

Alternatively if you don't want to get coverage after all, Cancel and then uncheck Collect
thread coverage data to prevent these warnings.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.
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3.10.1.1.11 Applications to Monitor

If your target program launches other child applications then the Applications to Monitor page lets you
choose which ones to monitor.

X

& Settings ?

Data Collection ~
- Collect
- Lock Callstacks
- Detect
- Callstack.
- Startup Data
- Hook, [ngertion
- Hook Trace
- Higtoric:al D ata
- Hooks
- Thread Coverage
Display
- Feneral Colours
- Lock Colours
- D ata Display
Filters
- Hooked DLLs
‘e Load Settings Patterm Match
General
Source Browsing
Editing
: File Locations
i Fila T arhe ! Sohet Nrives

Applications to Monitor

Applications to monitor add...

wstest.console.exe [TE.ProcessHost.Managed.exe] TE.ProcessHost.Manag...

Edit...

Remove

Remove All

Set Defaults

B

W Rezet Al Reset Help [F1] (1] 4 I Cancel

Monitoring child applications
You may have a case where the program you need to start is not the one you are interested in.

Your program may launch child applications and it may be one of those that you want to monitor with
Thread Validator.

An example might be for unit testing where a test program spawns one or more child applications, or it
might launch the same application multiple times.

The applications to monitor

The main list of Applications to monitor shows programs you may want to launch and the child
applications they subsequently start - i.e. the you may be interested in monitoring.

Once a definition has been added, you can then use the Application to Monitor setting on the Launch
Dialog or wizard to choose which of these child applications you actually want to monitor in a given
session.

Managing the applications to monitor

The list contains a set of definitions - each one being for a different launch program.
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For each launch program you can set the child applications you might want to monitor later.

An application is defined by its type (native and .Net, or .Net Core), the application executable name,
and for .Net Core applications an additional application DLL that is used to identify the application.

e Add » add a new module definition using the Application to Monitor dialog below

Remove » removes any selected definitions in the list

Remove All * clears the list

Thread Validator

Edit > modify a selected definition in the list, using the Application to Monitor dialog again

Set Defaults > reset the list of known applications to those as configured with a new install of

The defaults are currently setup for Microsoft's Visual Test software vstest.console.exe.

The Application to Monitor dialog

The Application to Monitor dialog lets you define or edit a launch program and it's child applications.

The values you specify here are the ones used on the launch dialog and launch wizard to customize

which application actually gets monitored.

=t Application te Monitor

Application ta Launch:

Mative and Met

EXE:

Edit...

o

DLL:

Applications to Monitor:

Application DLL
TE.ProcessHost.Managed.exe
TE.ProcessHost.Managed.Clr20.exe

Default application to monitar

&dd

Femove

4l

Remaowve Al

TE.ProcessHost Managed.exe

ak. I Cancel
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Application to Launch » Edit... to select the initial starting application that will be launching the
applications you want to monitor

Any executable names found in the selected program will automatically be displayed in the list of
Applications to Monitor.

If you don't wish to use these automatic names you can Remove them.
Add » add an additional application that you know will be started by the launch program

Child applications that you add are used without the path.

Excluding the path gives more scope for matching launched application names if they are
launched with a different path.

Remove * removes any selected applications in the list
Remove All * clears the list
Default application to monitor * choose the appropriate item to be the default item

The default application will be selected on the launch dialog (or wizard) whenever the start program
is specified as the one at the top of this dialog.

The Application and DLL dialog

The Application and DLL dialog lets you define or edit a launch program and a launch DLL.

Application and DLL ? >

Application type:
Mative and .Net -

Application to manitor:

| wstest. consale.exe Browse...

==
iz |

oK | Cancel |

Application type » choose the type of application

o Native and .Net
o .Net Core (Framework Dependent)
o .Net Core (Self Contained)

Application to monitor *> edit or Browse... the application EXE to monitor.
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This can be an executable name or the full path to the executable. For example test.exe or c:
\unitTests\test.exe.

For native applications this is the application executable.
For .Net Framework applications this is the application executable.

For .Net Core Framework-dependent applications this is most likely going to be c:\program
files\dotnet\dotnet.exe.

For .Net Core Self-contained applications this is the application executable.

e DLL to monitor * edit or Browse... the application DLL to monitor. This field is only needed for .Net
Core applications.

This can be an executable name or the full path to the executable. For example test.dll or c:
\unitTests\test.dll.

For native applications this is not used.
For .Net Framework applications this is not used.

For .Net Core Framework-dependent applications this is the application dIl. (the name of the dIl that
you would pass to dotnet.exe on the command line).

For .Net Core Self-contained applications this is the dll that has the same name as the application
executable. (for theApp.exe, the dil name is theApp.dll).

Example Dialogs

Native

Application and DLL ? >

Application type:
Mative and Met -

Application to maonitor:

| wstest. consale.exe Browse...

 bronse... |
|
o | cocd |

.Net
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Application and DLL

Application type:

Mative and .Net -

Application to manitor:

DLL ko rnonibar:

I E:omicimemory32\examples\dotnetExample\bin\xa4\Release 10_0\dotMNetExample 10_0.exe Browse...

Browse, . |

oK | Cancel |

.Net Core (Framework-dependent)

Application and DLL

Application type:

.Net Core (Framework-Dependent)

Application to maonitor:

I dotiNet.exe

DLL to monitor:

Browse...

I dotietCoreConsoleApp. dil

Browse... |
oK I Cancel |

.Net Core (Self-contained)

Application and DLL

Application type:

.Net Core (Self-Contained)

Application to manitor:

DLL to monitor:

I ainedConsoleApp\dothetCoreSelfContainedConsoleAppibin\Release \netcoreapp3. 1dothetCareSelfContainedConsoleApp. exe Browse... |

I 1tainedConsoleAppidotMetCoreSelfContainedConsoleApp'bin'Release \netcoreapp3. 1dotNetCoreSelfContainedConsoleApp. dil Browse. .. |

oK I Cancel |

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.
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3.10.1.2 Display

3.10.1.2.1 Display Behaviour

The Display Behaviour tab allows you control how which displays are shown when a program starts
executing and when a program finishes executing.

The default options are shown below:

H Settings

Data Collection
- Collect
- Lock Callstacks
- Detect
- Callstack
- Startup Data
- Hook, [nzertion
- Hook Trace
- Historical D ata
- Hooks
- Thread Coverage
- Applications to Manitor
Dizplay
- General Caolours
- Lock Colours
- D ata Display
Filters
- Hooked DLLs
. Load Settings Pattem Match
General
Source Browsing
- Editing

L. Fila | aratinne

Program Starts Executing Behaviour

Chooze what data iz displayed when the tarast program starts executing.

Threads: Locks j

Program Finished Executing Behaviour

Chooze what data iz displayed when the target program finizhes executing.

Mo change to display j

Hesemu| Resst HeIp[F1]| ok | Cancel

Thread Validator can change the current display to any of the following displays.

e Summary » the main display
e Locks : All Locks » all locks in the application

o Locks : Locks per Thread * locks displayed per thread that uses them

e Locks : Active Locks » locks that are currently locked
o Wait Chains * locks and waits and their relations to each other

e Threads : Locks » thread history, plus locks for a given time segment

e Threads : Lock Order » thread history, plus the order locks were acquired for a given time segment

e Analysis : Query » perform queries on the locking data
¢ Analysis: Coverage * code coverage for locking primitives

e Analysis : Active Objects > locking primitives and handles and the callstack for the creation of the

handle

¢ Analysis : Object Handles » handles open in the target application

o Diagnostic : Diagnostic » diagnostic information
o Diagnostic : Stdout > text collected from stdout

o Diagnostic : Environment Variables » environment variables from the program under test
o Diagnostic : Child Processes » processes launched by the program under test

Program Starts Executing Behaviour
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When Thread Validator starts monitoring the behaviour of an application the current display can
automatically be switched to any of the displays listed abowe.

There is also the option not to change the display.

Program Finished Executing Behaviour

When Thread Validator has finished processing all the information from the target application the current
display can automatically be switched to any of the displays listed above.

There is also the option not to change the display.
The type of display that may interesting for collected data depends on the type of program that was

executed. Native, .Net or Mixed mode. To accommodate this we provide one setting for each of the three
program types.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.2.2 General Colours

The General Colours tab allows you to specify the colours that will be used to display source code and
non-error data.

The default colours are shown below:
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g Settings 7 >y
Data Collection A General Colours
- Collect
- Lock Callstacks Colours for general data digplays

g:ltlztc;ck Source code: ’_‘ |:| J
Elf;rlljn[:;tt?on Allocation source code: ’m |:| J
:E?:rlljgeata Selected: Jsiver =] [] J
?Ercn;ljazEnverage Unzelected: ’_ |:| J
Di;p,?azphcahonstUMDmtDl Lt —— - |:| J
A wotomare BT =] [ |

- Data Dizplay
Filters
i Hooked DLLs
Load Settings Pattern M atch
General
Source Browsing
i Editing

L Fila | e skimme
< ' > Beset Al Reset Help [F1] oK | Cancel

The colours are used for highlighting the source code on most of the main tabs, as well as in some of the
statistics.

Changing display colours

For each colour you can choose a predefined colour or make your own:

|white

e Use the drop-down list ﬂ » pick one of 16 predefined colours below

aqua [ [ raw
black i B otive
blue [l [l purple
fuchsia il [ red
agray [l [ sitver
green [l B teat
ime 0] | | white
maroon | ] vellow

e Click the J button * edit the colour using the standard colour dialog:
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Colour b4

[un]

asic colours:

EEEEET
EEEN
EEEENT
77 EEEEEN
77 EEEEET
77 FEEEEE
77 EEEEET
B 11lE

£

stom colaurs:

]

mink
171
171
171

Hue_:l'lﬁll] Eed:lﬁ

gat:lﬂ_ Green:lﬁ

C'efine Custom Calaurs » > | ColouriSolid Lum: I24||] Blue: |255

ok | Cancel | Hep | Add to Custom Colours |

Highlighting data that won't be shown on the next run

You can use some settings, such as the Thread Coverage settings to exclude files or directories of
source code from being analyzed or displayed.

If you've already got coverage data being displayed, and you filter out some of that data, it is not removed
from statistics in the current session.

However, the data that would be excluded is highlighted using the Selected colour (light grey in the above
example).

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.
3.10.1.2.3 Lock Colours

The Lock Colours tab allows you to specify the colours that will be used to represent each type of data
item collected by Thread Validator.

The default colours are shown below:
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Data Collection A Lock Colours
- Collect
- Lock Callstacks Colours for the lock summary displays. Contended:
- Detect }
. Callstack Recursion:
- Starup Data Entered:
- Hook Inzertion
- Hook Trace waitForSingleObject(E «]:
- Historical D ata . ) .
. Haoks waitF orkultiple 0 bjects(E &]:
- Thread Coverage Deadlack:
- Applications ba Monitar
Display Potential deadiock:
-+ General Colours Mizcellaneaus thread error:
= Lock Colours
- Data Dizplay Stalled thread:
Filt
é--:e;-slooked DLLs Thread Information:
i Load Settings Pattern Match Sleeping:
G_eneral
i Source Browsing Suzpended:
Editing
o Fila | or b w7
< > Beset Al Help [F1]

~d
x

=+ =+
ol =
o =
| @
| o
4 4

++
=3
oo
I=
o
=
4

Hifc0c0

4

Hff3440 ;

we0s0c0 | -
#40c0c0 - |:| J

ok | Cancel ‘

|:||:||:||:|.|:{|.|:||:||:|
o B B

|

Changing lock colours

For each colour you can choose a predefined colour or make your own:

e Use the drop-down list |WhitE

afqua
black
blue
fuchsia
gray
green

lime

EEEEEERC

Margon

e Click the J button * edit the colour using the standard colour dialog:

-
B olive
B ouple
B ed
| silver
B eal
| white
"] yellow

ﬂ > pick one of 16 predefined colours below
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Colour

[un]

asic colou

7]

EEEEEN
HEEN 1]
EEENETT
1’1l HEEENEN
1’1 HEEERT
'l FHENENR
1l HEEENT

£

stom colaurs:

]

mink
171
171

Define Cuztom Colours >

(JEEEER

171

Cox |

Cancel |

| ColourSolid Lum: [220°
Hep |

Hue_:l'lﬁll]

gat:lﬂ_ Qreen:lﬁ

Eed:lﬁ
Blge:lﬁ

Add to Custom Colours

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.2.4 Data Display

The Data Display page allows you to specify how numeric data is formatted in the various displays.
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H Settings 7 b

Data Collection A
- Collect

- Lock Callstacks The perfformance statisticz can show zome very large numbers. To increase the readability of the
numbers, the numbers can be shown with commas separating each multiple of 1000,

Data Display

- Detect
g?;IrTLapCEata " Mo separators. Example: 1234567 Language: | User Default ﬂ
- Hook Inzertion % Use separators. Example: 1,234,567 Example: 123456783 1.234.567.89
- Hook Trace
- Historical Data The statiztics can be left or right aligned:
- Hooks
- Thread Cowverage
- Applications ba Monitar &+ Right alignment
Dizplay
- Feneral Colours
- Lock Colours
Filters
i Hooked DLLs
Load Settings Pattern M atch
General

Source Browsing

i Editing

i Fila | e abiee
< ' > Beset Al Reset Help [F1] oK | Cancel

" Left alignment

Numerical data format
Numeric data on the displays can contain some pretty big values, up to 2°64-1 if needed!

Long values are hard to read without grouping digits. To improve readability Thread Validator can delimit
each group of three digits, so 1234567 becomes 1,234,567 for example.

* No separators / Use separators » Choose whether to group digits

The format used to delimit digit groups is set to User Default, which uses your computer's current
locale, but you can change the format to suit another language if you wish.

e Language » Format numbers according to the default locale, or choose another language

Numerical data alignment

Numeric data on the displays can be aligned left or right, with right aligned numbers being more easily
compared.

o Left alignment/ Right alignment * Choose preferred alignment

Reset All - Resets all global settings, not just those on the current page.
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Reset - Resets the settings on the current page.

3.10.1.3 Filters

3.10.1.3.1 Hooked DLLs

The Hooked DLLs tab allows you to specify which DLLs should be hooked or not.

The default is simply to hook everything.

h Read on, or click on a setting in the picture below to find out more.

E Settings ? e

[ata Collection ~  Hooked DLLs

- Collect

- Lock Callstacks @ Hook all DLLs: Expert... |

- Detect ™ Hook the enabled DLLs in the list. Do not hook any other DLLs. |mport... |

- Callztack ™ Do not hook the enabled DLLs in the list.. Hook all other DLLs.

- Startup Dat§ when the executable changes, take the fallowing action:

- Hook, [nzertion

- Hook Trace Agk about DLLs bo Hook settings if zome DLL: defined. ;I Choose Exe... |

-~ Historical Data Process Modules

- Hooks -

- Thread Coverage Process Modules Add Module... |

- fpplications to Monitor 2dd Folder |
Dizplay =

- General Colours T |

- Lock Colours =

- Data Dizplay Femove Al |
Filters

Enable Al |

i Load Settings Pattern Match Disable Al |
General —

-~ Source Browsing W Dar't haok delay loaded DLLs

- Editing

< Eapaiis N Besetal |  Beset | Help[F1) 0K | Cancel |

Which DLLs to hook - the hooking rule

By default, Thread Validator will try to hook all DLLs and .EXEs used by your application, but you can
choose to list only those which should be included or excluded:

e Hook all DLLs * hook everything - ignoring the settings in the list
e Hook the enabled DLLs in the list > hook only the ticked modules listed
* Do not hook the enabled DLLs in the list > ignore all the ticked modules in the list, and hook
everything else
Populating the Process Modules list

The Process Modules list should specify the following items to be included or excluded from hooking in
the target application
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e DLLs
o EXEs
o folders containing DLLs and .EXEs

Initially the list is empty as the default option is to hook all DLLs and ignore the list. You can add
modules to the list by:

o automatically adding modules on which your application is dependent

e manually adding modules or folders
o editing modules or folders already in the list

Automatic module addition

You can automatically populate the list with all the dependent modules for your application:

e Choose Exe... > navigate to your application and click Open * all the process modules appear in
the list

Process Modules

Process Modules )

AD‘u‘APBE.dII
CGMCTBE.EIII
eventlogcrashbrowser.exe
GDBE.dII

gdiplus.dll

[ KERMEL32.dII 4
< >

Manual module addition

You can also manually add one or more modules or a folder to the list.
e Add Module * navigate to the DLL or EXE and click Open * all the selected items are added
¢ Add Folder * navigate to the folder and click OK * the folder is added to the list

Manual addition might be useful for example if you use LoadLibrary () to load a DLL rather than linking
it, as this would not be picked up automatically by the Choose Exe... method.

By default, all the modules are ticked in the yellow checkboxes.

Any DLLs in the list override the DLL Hook Insertion settings on the Hook Insertion tab.

ENote that ticked modules or folders are either included or excluded depending on the hooking rule
above.
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Altering existing module names

Although you can't add blank entries to the list and edit them, you can edit existing items in the list by
double clicking on an entry:

¢ enter only the module name, not the path
e you can use wild-cards like MFC*.dIl, but only for DLLs, not folders

Managing the process modules list

The usual controls apply for removing or changing the enabled state of items in the list:

Remove ¥ removes selected items in the list

Remove All * remowves all items, clearing the list

Enable All * ticks all items in the list for applying to the hooking rule

Disable All * unticks all items in the list, meaning they won't apply to the hooking rule

Alternatively, press m to delete selected items, and + to select all items in the list first.

Exporting and importing
Since the list of hooked DLLs (and the rule being applied) can be quite complicated to set up and
optimise, you can export the settings to a file and import them again later. This is useful when switching

between different target applications.

e Export... > choose or enter a filename » Save * outputs the hooking rule and the list of modules
to the file

e Import... > navigate to an existing *.tvx file » Open * loads the hooking rule and the list of
modules
Optionally hooking delay loaded DLLs

¢ Don't hook delay loaded DLLs * prevents hooking of delay loaded DLLs. The default is to hook
these.

What is 'delay loading"?

Delay loading a DLL is when it is implicitly linked, but not actually loaded until your code
references a symbol contained in the DLL.

Delay loading can speed up startup time, but unhandled exceptions may cause your program to
terminate if the DLL can't be found when needed during the run time.
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Launching new Applications

When specifying DLLs to hook, and launching different applications, it can be quite easy to forget to
change the hooked DLLs for the new program. This might be the case when performing unit tests, for
example.

Using the wrong list of hooked DLLs for a program will likely cause incorrect thread data results, so you
can opt to be warned about the DLLs being hooked whenever the target application changes between
sessions (using the dialog below).

The choices in the drop down list are only applicable when the application changes:

o Ask about DLLs to Hook settings if some DLLs defined

You'll only be asked about the settings if you defined some DLLs in the list and if the hooking
rule is not set to Hook all DLLs.

o Always ask about DLLs to Hook settings
You'll always be asked about the settings - whatever the other settings are.

e Never ask about DLLs to Hook settings

The 'Launch Different Application' dialog

When being asked about the hooked DLL settings, you'll see the following dialog:

Launch Different Application ? X

The application vau are about ta launch iz different fram the previouzly launched application.

Thiz means that the DLLs to Hook settings will be incorect. For best resultz you should update the
DLLz to Hook. zettings.

{* Azk this question again only if the DLLs bo Hook settings have some DLL: specified

" Do naot azk this question again

7 Abaays ask this guestion

|Jpdate Settings and Launch |gnore Settings and Launch Cancel

You can update the settings; ignore them and launch anyway, or just cancel the launch:
o Update Settings and Launch » edit the settings * click OK * the application will be launched
¢ Ignore Settings and Launch » the application will be launched without updating the settings

e Cancel > won't launch the application
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To change when you are asked this question, just choose the appropriate option in the dialog.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.3.2 Load Settings Pattern Match

The Load Settings Pattern Match tab allows you to configure loading of different settings depending on
the executable being launched (or relaunched).

5 Settings 7
& Setting

X

DataE Cuo"ectiﬂn *  Load Settings Executable Pattern Matching
- Collect

- Lock Callstacks When the executable being launched matches a pattern specific settings can be loaded to
- Detect configure Thread Validator for that executable.
- Callstack
- Startup Data . .
. Haak Insertion Action Pattern Settings
- Hook Trace First *\examplesinativeExample\™ EfsettingsExample.tvs
-~ Historical Data First *coverageValidator® E\settingsCV.tvs
- Hooks
- Thread Coverage
- Applications to Monitor
Display
- General Colours
- Lock Colours
- Data Display
Filkers
i Hooked DLLs
General
Source Browsing Iv Display warning dizlog when settings loaded because of pattern match
.. Editing
..... Cila | i bicune.

< N Resstl | Heset Help [F1] ok | Cancel |

Edit...
Remove

Remove all

Enable al

Disable All

HE [Llp

The grid shows one pattern match per line.

The buttons alongside allow you to Add, Edit and Remove patterns that you have created. You can also
enable and disable them all.

e Add... ¥ display the pattern match dialog to create a pattern to match.
o Edit... » display the pattern match dialog to edit the selected pattern.
o Remove... * delete the selected pattern.

e Remove All... * delete all selected patterns.
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e Enable All... > enable all patterns.

o Disable All... > disable all patterns.

Pattern Match Dialog

The pattern match dialog allows you to create and edit pattern matches.

Load Settings Executable Pattern Match ? .

[+ Enable

Action when pattern is matched:

|L|:uad settings for the first executable launched that matches a pattern ﬂ

Pattern:

| \examples\nativeExample™

Settings:

| E:'\settingsExample. tvs Browse...
Ok | Cancel |

e Enable * enable or disable this pattern.
e Action » how to evaluate if this pattern is matched.

= Load settings for first executable... * the first executable that matches a pattern causes the

settings to be loaded.
= Load settings for each executable... > each executable that matches a pattern causes the
settings to be loaded provided it is not the same executable that previously loaded the settings.
= Load settings for every executable... > every executable that matches a pattern causes the

settings to be loaded.
When a different pattern matches the first/each status is reset.
o Pattern *» a text pattern, including the * wildcard, to match an executable path.

Examples:
*\examples\nativeExample\*
c:\tests\*
e:\dev\myProject\release\*.exe

o Settings » the full path to the settings you want to load if the action and pattern match an
executable.

How does the pattern matching work?
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It is probably easiest to demonstrate how pattern matching works with some examples.
Let's assume we have two patterns:

*\examples\nativeExample\* that will load e:\settingsExamples.tvs
*coverageValidator* that will load e:\settingsCV.tvs.

Wel'll cover each of the possible action criteria for a sequence of application launches, showing which
settings are loaded and why.

o Load settings for first executable... » the first executable that matches a pattern causes the
settings to be loaded.

Launched application Settings loaded Reason
e:\examples\nativeExample\release\nativeExample.exe e: 1st application, new
\settingsExamples.tvpattern
s
e:\examples\nativeExample\release\nativeExample.exe repeat application,
same pattern
e:\examples\nativeExample\debug\nativeExample.exe 2nd application, same
pattern
c:\program files (x86)\software verify\coverage validator e:\settingsCV.tvs 1st application, new
x86\coverageValidator.exe pattern
e:\examples\nativeExample\release\nativeExample.exe e: 1st application, new
\settingsExamples.tvpattern
s

o Load settings for each executable... * each executable that matches a pattern causes the
settings to be loaded provided it is not the same executable that previously loaded the settings.

Launched application Settings loaded Reason
e:\examples\nativeExample\release\nativeExample.exe e: new application, new
\settingsExamples.tvpattern
s
e:\examples\nativeExample\release\nativeExample.exe repeat application,
same pattern
e:\examples\nativeExample\debug\nativeExample.exe e: new application, same
\settingsExamples.tvpattern
s
c:\program files (x86)\software verify\coverage validator e:\settingsCV.tvs new application, new
x86\coverageValidator.exe pattern
e:\examples\nativeExample\release\nativeExample.exe e: new application, new
\settingsExamples.tvpattern
s

o Load settings for every executable... * every executable that matches a pattern causes the
settings to be loaded.

Launched application Settings loaded Reason
e:\examples\nativeExample\release\nativeExample.exe e: Every application
\settingsExamples.tv
s
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e:\examples\nativeExample\release\nativeExample.exe e: Every application
\settingsExamples.tv
s
e:\examples\nativeExample\debug\nativeExample.exe e: Every application
\settingsExamples.tv
s
c:\program files (x86)\software verify\coverage validator e:\settingsCV.tvs Every application
x86\coverageValidator.exe

e:\examples\nativeExample\release\nativeExample.exe e: Every application
\settingsExamples.tv
s
Warning

When a pattern is matched and the action criteria are satisfied the specified settings will be loaded.
A warning can be displayed at this point to remind you that the settings are being changed.

o Display warning dialog... *» the warning dialog will be displayed when the pattern match criteria
are met.

The warning dialog looks like this:

Executable Pattern Matched - Loading Settings ? *
Loading settings:
E:\settingsExample. tvs

Match criteria:
Load settings for the first executable launched that matches a pattern

[ Don't show this again

Close

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.4 General

3.10.1.4.1 Source Brow sing

There a few areas in Thread Validator where you can view snippets of source code, such as in the Active
Objects tab, Analysis tab or Find Function query results.

The Source Browsing tab allows you control how much source code is displayed and the indentation.
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The default options are shown below:

H Settings

i Lock Calaurs
L Data Dizplay
Filters
i Hooked DLLs
. Load Settings Pattemn Match
General
- Editing
- File Locations
- Path Substitutions
- File Cache
- [nstrumentation Logging
- Dan't Show Me Again
- ColnitializeE 5
- Data Transfer
- |nter-Process Communication
Symbol Handling
- Symbal Misc
- Spmbal Lookup
- Sumbol Servers
- Spmbol Load Preferences
Third Party DLLs
b 1 Global Hook DLLs

v

Source Browsing

" Show entire function Lines before trace |5 E: Tab width: |4 -

' Show lines Lines after trace |5 3:
Source Code Example ~
[165] 0x40013466 : yourApplication.exe [sourceFile.cpp Line 234]
if {index < 0]
return;

/i get current expand/collapsed status

BOOL fExpanded = tree-> GetltemExpand(index);

#if control key is used we'll expand all dependents

< >

Feset Al Feset Help [F1] oK | Cancel

Source browsing

When viewing sections of source code, you can choose to see the whole function or a few lines either

side of the line of interest.

o Show entire function * shows the whole function source as below:
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ol wr Thread (Create) Handle (00000634, Creating ThreadID 7376 Thread|D 7584 (w\WinMainCRTStartup) [e\om\c\threadvalid At
Allocation location
wr ThreadID: 00007584 (wWinMainCRTStartup) Timestamp: 101448359
w (x00407d38 tvexample.exe CTeststakView:OnTestGoodlockstrategyexample : [e\om\c\threadvalidator\t
1240 : wvoid CTeststakView::0OnTestGoodlockstrategyexample()
1241 @ {
1242 goodDelay = 250;
1243 :
1244 : hThread_GoodLockStrategy& = CreateThread(NULL, O,
1245 : threadProc_goodA, this,
1246 : 0, &threadId3_goodAd);
1247 : CTeststakApp: :nameThread(threadId3_gooda, "tpgoodA™);
1248 :
1249 ; hThread_GoodLockStrategyE = CreateThread(NULL, O,
1250 : threadProc_goodB, this,
1251 = 0, &threadId3_goodBE);
1252 : CTeststakapp: :nameThread(threadId3_goodE, "tpgoodB™);
1253 =
1254 = hThread_GoodLockStrategyC = CreateThread(NULL, O,
1255 = threadProc_goodC, this,
1256 0, &threadId3_goodC);
1257 = CTeststakdpp: :nameThread(threadId3_goodC, "tpgoodC™);
1258 : }

e Show lines * shows a given number of lines before and after the point of interest:

e Lines before trace * number of lines before, from 0 to 100

e Lines after trace * number of lines after, from 0 to 100

The default is to show 5 lines above and below, as in this example:

B wr Thread (Create) Handle 0D
Allocation location

634, Creating Thread|D 7576 ThreadID 7584 (wWinMainCRTStartup) [e:\om\c\threadwvalid b

ple\testsvw.cpp Line 1256]

le\testsvw.cpp Line 1256]

w ThreadID: 00007584 (wWinMainCRTStartup) Timestamp: 101448359

wr (00407d38 tvexample.exe CTeststakView:OnTestGoodlockstrategyexample : [eX\om\c\threadvalidator\t
1251 = 0, &threadId3_goodB);
1252 : CTeststakApp: :nameThread(threadId3_goodB, "tpgoodB™);
1253 :
1254 : hThread_GoodLockStrategyC = CreateThread(NULL, O,
1255 threadProc_goodC, this,
1356 = 0, &threadId3_goodC);
1257 = CTeststakaApp: :nameThread(threadId3_goodC, "tpgoodC™);
1258 & }
1259 :

1260 : void CTeststakView: :OnUpdateTestGoodlockstrategyexample(CCmdUI* pCmdUI)

Er2st : {

Source browsing - how much to show?

ple\testsvw.cpp Line 1256]

\testsvw.cpp Line 1256]

Showing the entire function is more likely to show the full context of the line of interest, but if you have
particularly long functions it may become cumbersome to browse query data!

Because of the unpredictable lengths of showing entire functions, the entire function is not the default

setting.
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Showing a set number of lines reduces the amount of source displayed to something that is consistent
and manageable.

You may see parts of neighbouring functions that are not relevant (as abowe), or you may not see enough
of the preceding lines to determine the full context of the line. If this happens often, try changing the
number of lines displayed.

Tab size formatting

When formatting the source code being displayed you can also control the tab size

e Tab width * set the tab size between 1 and 16 characters

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.4.2 Hditing

The Editing tab allows you to configure which editor Thread Validator will use for editing source code.

The default settings are shown below:

2

Settings

Sy

i Lock Calaurs 'S
i Data Display

Filters

i Hooked DLLs

L Load Settings Pattern Match
General

- Source Browszing

- File Locations

- Path Substitutions

- File Cache

- [nstrumentation Logging
- Dan't Show Me Again
- ColnitialhizeE »

- Data Transfer

- Inter-Process Communication
rbol Handling

- Spmbol Mizc

- Symbol Lookup

- Symbol Servers

- Symbol Load Preferences

Third Party DLLs
‘o |Jl Global Hook DLLz

Editing

Wwhen editing source code you can use Thread Walidator's zource code editar or Microzoft Developer
Studio. Y'ou can request that editz happen in a different instance of Developer Studio than your
current ane.

I Thread W alidator x64 editor

Editor path and fileniane:

=]
I Browse... |

Editor arguments:

Type Value Add
Femove
Femove All
Example: editor.exe fileMame.cpp
Rezet Al Rezet Help [F1] ak I Cancel
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Editing source code

From the Tools menu, or any of the data views in the main tabs, you can right click to edit the source
code.

By default, source code is opened in a provided source code editor using syntax colouring, but you can
change where you edit code via the drop-down list:

C++ Thread Y alidator editor ﬂ

C++ Threadalidator editor

Ilzer defined editor

YWigual Studia 2015 [Running Inztance]
Wigual Studio 2015 [Mew Instance]
Wizual Studio 2013 [Running Instance]
Wigual Studio 2013 [New Instance]
Wigual Studio 2012 [Running Instance]
YWizual Studio 2012 [Mew Instance)
YWigual Studio 2010 [Running Instance]
Wisual Studio 2010 [New Instance)
YWigual Studio 2003 [Running Inztance]
Wigual Studio 2003 [Mew Inztance]
Wizual Studio 2005 [Running Instance]
YWigual Studio 2005 [New Instance]
Wigual Studio Met 2003 [Running [nstance)
Wizual Studio Met 2003 [Mew Instance)
YWigual Studio Met 2002 [Running [nstance]
Wisual Studio Het 2002 [Mew Instance)
YWigual Studio 6.0 [Running Instance]
Wigual Studio 6.0 [Mew Inztance]
SCITE editor [Running Instance]

SCITE editor [Mew Instance]

When choosing one of the editors listed, there are options for a currently open instance (e.g. the same
one you're using to develop your application), or a new instance.

= SCITELA is included in the list of editors, but there are many text editors that can be used for source
code on windows. Wikipedia has a comparisonl# of editors including their programming feature support
£}

Editing with your preferred editor

We've all got our favourite editors! To use yours:

o Select User defined editor from the list of options * enables the fields below

o Enter the Editor path and filename or just Browse »* choose the executable for your preferred
editor

| IJzer defined editor j

Editar path and filenarne:
|E:HPngram Files [«86]%Sublime Text 3sublime_tesxt exe
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Now when you want to edit source code, that editor will be opened, but typically you'll need to specify
some command line arguments with which to start the editor.

Starting your preferred editor with command line arguments
By default, just the file name is passed as a command line argument to the editor.

Depending on the editor, you may need to tailor the arguments, for example if you want the file scrolled
to a particular line.

The arguments can be specified by adding them to the table provided, one at a time and in the order
required

e Add * adds a row to the Editor arguments table » select an argument Type from the following
options:

E ditar argurments:

Type Value Add I

Filename j

(Space) Filename

Bemove

R emowve Al

(Space) Line Number
Line Number

Space

(Space) Other

Other

Hezef | Help TFT] | k. I Cancel

The possible arguments include:

e (Space) Filename » appends a space followed by the filename
e Filename * appends just the filename

e (Space) Line Number * a space followed by the line number
e Line Number » just the line number

e Space » aspace

e (Space) Other * a space followed by the text typed in the Value column of the list
e Other » just the text typed in the Value column of the list

= Only the Other options need an entry in the Value column.
& vou will need to press Return after entering the value otherwise the entry won't get recognized.

The example below configures NotePad++ to edit a file at the required line using the -n switch
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Editar path and filename:

C:%Program Files [»861%Motepad++.notepad++ exe Browze. .. I

Editar argurments:

Type Value Add
(5pace) Filename | Femove
(5pace) Other = Remave All
Line Murnber

Example: notepad++. exe "fileM ame. cpp' -nZ5

As you modify the arguments an example command line is shown below the list.

Managing the command line arguments

Edit a Type or Value by double clicking the entry. The usual controls apply for removing list items:

e Remove » removes selected arguments in the list

e Remove All * remowes all arguments, clearing the list

Alternatively, press 2l (o delete selected items, and Ctrl A to select all items in the list first.
Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.4.3 File Locations

The File Locations tab allows you to specify which directories Thread Validator should look in for source
code files, whether that's your own or third party code.

The default settings are shown below:

"b Read on, or click on a setting in the picture below to find out more:
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& Settings 7 X
i Lock Colours »  File Locations
- Data Display Path Type: | Third Party Source Files ~| | File Sean...
Filters | J |_|
i~ Hocked DLLs Directories (19) ~ Add...
‘- Load Settings Pattemn Match
Gen;:l FHings Fattain fate C:\Program Files (x86]\Microsoft Visual Studio 10.0\VC\\atimfc\include
- Gource Browsing C:\Program Files (x36)\Microsoft Visual Studic 10.00\WC\\atimfcsrchatl
- Edting C:\Program Files (x86]\Microsoft Visual Studio 10.0\VC\\atimfc\src\ath _ Femoveal |
— C:\Program Files (x86)\Microsoft Visual Studio 10.00\VC\\atlmfc\srchath
- Path Substitutions
... File Cache C:\Program Files (x86)\Microsoft Visual Studio 10.00\WVC\atimfcsrchatlh
- Instrumentation Logging C:\Program Files (x86)\Microsoft Visual Studie 10.00WC\\atlmfc\srd\mfi
E°|“ Ff:_‘”; Me Again C:\Program Files (x86)\Microsoft Visual Studio 10.0\VCY\atimfc\src\mf
- ColnitializeEx
. Data Transfer C:\Program Files (x86)\Microsoft Visual Studio 10.00\WC\\atimfc\srchmfi v %
- |nter-Process Communication < > Impoit...
Syrbal Handling
- Symbol Misc: [ Ask for lacation of file if file cannot be found in search paths
- Symbol Lookup [ Dan't azk for location of Fle i line number i notvalid [0, -1, ebe)
- Sumbol Servers [V Automatically detect PDB paths [PDB expected in same dir as EXE/DLL)
- Symbal Load Preferences [ Automatically detect MAP paths [MAP expected in zame dir az .EXE/.DLL)
T_hild Party DLLs
+ Ul Global Hack DLLs v Resstél Resst Help [F1] DK | Cancel

File locations

Sometimes the information Thread Validator has access to consists of the file name, but not the

directory.

When this happens Thread Validator scans a set of directories that it knows about in order to find the

file.

The options below allow you to specify those directories that should be searched for source files, PDB
files and MAP files.

If a file can't be found, you'll get prompted for a location.

Setting directories for a path type

There are five path types, and a separate list of directories to scan for each one.

o Path Type > select the type of file with which you want to modify the list directory

=

Fath Type: |S|:uur|:e Files

b ap Files

Director| Third Party Source Files
Program D atabase [FDB] Filez
Browser [BSC) Files

= You don't have to specify any directories, e.g. if you don't want to, or if you just don't have them. Nor
do you hawe to give directories for all the path types.
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Prompting for file locations

Whenever a file still cannot be found, then the default action is for a dialog to ask you where it is.

To awid frequent user interruption, it is recommended that the directories for source code files (yours
and third party) are specified, enabling Thread Validator to automatically load source code for browsing.

If however, you don't want to be prompted for locations, you can disable that too.
o Ask for location of file... * untick to stop prompting for file locations

Even when prompting is switched on, it can still happen that the line in question is invalid anyway, e.g.
line number 0 or -1.

The default is not to prompt for invalid lines, but if you want to know when that happens, just switch that
behaviour off.

e Don't ask for location of file if line number is not valid... * untick to be prompted for invalid
lines anyway

PDB (program database) file paths

Normally PDB search paths are automatically generated, based on the same directories that .exe and
.dil files are found in:

o Automatically detect PDB paths * automatically detect PDB locations (the default)

However, it is recommended that you specify paths for PDB (program database) files, especially if your
build environment dictates that PDB files are kept in different directories to their binaries.

If you don't automatically generate PDB paths and you don't specify any paths for PDBs, the search path
will be defined as the current directory plus any paths found in the following environment variables:

o NT_SYMBOL_PATH

o NT_ALTERNATE_SYMBOL_PATH
« SYSTEMROOT

MAP file paths

It's recommended that you specify paths for Map files if your build environment means they are kept in
different directories to their binaries.

If you don't specify any paths for Map files, then search paths are automatically generated, based on the
same directories that .exe and .dll files are found in.

Manually adding path type directories
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Once you have chosen your path type you can modify the list of files for each path type in the following
ways:

e Add * appends a row to the directory list * enter the directory path

Edit a directory path by double clicking the entry. The usual controls apply for removing list items:
e Remove * remowes selected items from the list

o Remove all * clears the list

e Remove invalid ¥ remowes all items that are not valid directories from the list

Alternatively, press m to delete selected items, and + to select all items in the list first.

Scanning for directories to add

The File Scan... button displays the File Search dialog to provide three ways of specifying the files to
scan.

Third Party Source File Search *

Files will be searched for on the paths you spedify.
{* Visual Studio Search

All paths for the chosen Visual Studio will be selected.
Visual Studio 17.0 (2022) ~|

(" Directory Search

(" File System Search

QK | Cancel

e Visual Studio Search * choose the version of Visual Studio * OK * starts a scan for directories
related to that version of Visual Studio

o Directory Search » Browse... displays a directory browser * navigate to a location you want to
scan within » OK » starts a scan for directories

» File System Search » OK » starts a scan of all drives for directories containing files
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All options will bring up a File Scan dialog indicating number of relevant directories found, and giving you
a chance to Stop or Cancel the scan at any time:

PDE File Scan 7 =

Scanning for directories containing POE files...

Dir: C:\Program Files [#86]\Microzoft Wizual Studio 17.05Common@s DESE =ter
Mumber of dirs: 341

Prezs stop to stop the search and keep the lizt of scanned directonies.
Prezs cancel to stop the search and discard the lizt of scanned directaries.

Stop | Cancel

Once the scan is complete you'll see the File Paths dialog showing you the scan results:

& PDE File Paths

Directory s Add To List
C\Program Files (x86)\Microsoft SDKs\Micresoft Sync Framewerk\w1.005ymbol: Fieplace List
ChProgram Files (x86)\Microsoft SDKs\Microsoft Sync Frameworkoe1.00Symbol:
ChProgram Files (x26)\Microsoft SDKs\Microseft Sync Frameworkio1.00Symbol:

.

Cancel

C\Program Files (x86)\Microsoft SDKs\Windows\w5. 00 Lk AB4 &dd
ChProgram Files (x26)\Microsoft Visual Studic 10.00CommeoniIDE

Tt Mrmmrmms Ciler GeBRWR A mrmr s Wimna] CRodlis 100 0 DA SO e seme AR A W HEmDVE
£ >

R emove all

Il

You can modify the list of resulting directories by adding, removing or editing, exactly as for the path
type list above.

Once you're happy with the scan results, either append or replace the path type directories with the scan
results.

e Add To List > adds the scan results list to the path type directories and closes the File Paths
dialog

e Replace List * replaces the path type directories with the scan results

e Cancel * discard the scan results and close the dialog

Exporting and Importing

Since the list of path types and their file locations can be quite complicated to set up and optimise, you
can export the settings to a file and import them again later. This is useful when switching between
different target applications.
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o Export... * choose or enter a flename * Save » outputs all the path types and their file locations
to the file
o Import... * navigate to an existing *.tvxfl file » Open * loads the path types and their file locations
Export file format
The file format is plain text with one folder listed per line. Sections are denoted by a line containing
[Files] (for source code files), [Third] (for third party source code files), [PDB] etc.
Example:
[Files]
c:\work\projectl\
[Third]
d:\VisualStudio\VC98\Include
[PDB]
c:\work\project3\debug
c:\work\project3\release
[MAP]
c:\work\project3\debug
c:\work\project3\release
Checking directory scanning order
To see the order in which the DbgHelp.dll process checks directories to find symbols, see the diagnostic
tab, showing DbgHelp debug in the drop-down.
Reset All - Resets all global settings, not just those on the current page.
Currently, the PDB path detection checkbox at the bottom of this page is not reset as part of the global
settings.
Reset - Resets the settings on the current page.
Currently, the PDB path detection checkbox at the bottom of this page is not reset as part of the global
settings.
3.10.1.4.4 Path Substitutions

The Path Substitutions tab allows you to specify the file path substitutions to handle copying builds
from build machines to development or test machines.

The default settings are shown below:
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bt

= Settings 7
& Setting

Lock Colours 2=
i Data Display

Fil
phers New Path Old Path Add

i Hooked DLLs
i Load Settings Patterm Match Ch\Users\Stephen\Documents fidevtbuld
General
- Source Browszing
- Editing
- File Locations
- File Cache
- [nstrumentation Logging
- Dan't Show Me Again
- ColnitializeE 5
- Data Transfer
- |nter-Process Communication
Symbol Handling
- Symbal Misc
- Spmbol Lookup Hiow to perform path substitution
- Sumbol Servers
- Spmbol Load Preferences
Third Party DLLs
b 1 Global Hook DLLs

Path Substitutions

Remove

Remove Al

il

I.ﬁ.utumatic zubstitution, specified paths if automatic substitution fails ;I

" Feset Al | Feset Help [F1] oK I Cancel

File Path Substitutions

Some software development schemes have multiple rolling builds of their software, often enabled by
using substituted disk drive naming schemes.

When you download the build to your development machine for development and testing, debugging
information may reference disk drives that don't exist on your machine, for example, drive X: while your
machine only has C:, D:, and E: drives.

Or you may just be copying a build from a drive on a development machine to a subdirectory on a drive
on your test machine.

These options let you remap the substitution so that the Thread Validator looks in the correct place for
the source code.

e Add *» adds a row to the File Paths Substitutions table * enter the new path that will replace the

old path in the New Path column ¥ click in the Old Path column ¥ enter the path that is being
replaced

For example, you might enter c:\users\stephen\documents for the new path and f:\dev\build
for the old path.

You can double click to edit drives and paths in the table, or remowe items:
e Remove * removes selected substitutions from the list

¢ Remove All * removes all substitutions from the list
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Alternatively, press m to delete selected items, and + to select all items in the list first.

Example: Changed disk drive

Project originally located at m:\dewbuild\testApp

Project copied to e:\dewbuild\testApp

New Path e\

Old Path m:\

Example: Project copied to a new location

Project originally located at f\devbuild\testApp

Project copied to C:\Users\Stephen\Documents\testApp
New Path C:\Users\Stephen\Documents

Old Path f\dewbuild

E| The slashes do not have to match, a forward slash will match a backslash when comparing path
fragments. This is deliberate - to improve ease of use with libraries built by different compilers (LLVM and
compilers that use it use forward slashes, whereas Visual Studio etc use backslashes).

Path Substitution Method

Path substitution can be turned off, use only manually specified paths, perform automatic path
substitution based on best guesses based on information in the executable, or a combination.

Use the combo box to choose the appropriate path substitution method. The default is automatic path
substitution and if that fails to try path substitution using the manually specified paths.

¢ No path substitution * path substitution does not happen

e Only substitute specified paths » path substitution uses the manually specified paths

o Automatic substitution only * path substitution is performed automatically using information in the
executable

o Automatic substitution, specified paths if substitution fails »> an attempt at automatic path
substitution is made, if this fails path substitution is performed using the manually specified paths

The default is Automatic substitution, specified paths if substitution fails.
Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.4.5 File Cache

The File Cache tab allows you to specify where cached information is stored and when it gets cleared.

The default settings are shown below:
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H Settings by
Lack Eplnurs " File and Line Number Type Cache
o [ata Dizplay
Filters Cache Directory:

i Load Settings Pattern Match
General [ Flush cache at each new session Flush Cache
- Source Browszing
- Editing
- File Locations
- Path Substitutions
- [nstrumentation Logging
- Dan't Show Me Again
- ColnitializeE 5
- Data Transfer
- |nter-Process Communication
Symbol Handling
- Symbal Misc
- Spmbal Lookup
- Sumbol Servers
- Spmbol Load Preferences
Third Party DLLs

b 1 Global Hook DLLs

7
Hooked DLLs C:A\UsershStephenhappD atat R oaming'S oftware WernfysThread Walidator =64 Browse...

¥ Fluzh cache when change executables

" Feset Al Feset Help [F1] oK | Cancel

Caching file locations

Thread Validator keeps a cache of known locations for files for which it needed to search, improving the
speed at which files can be found.

e Cache Directory * type directly or Browse to find a directory for Thread Validator to cache its
information
By default, the cache is only flushed when the executable changes between sessions.
e Flush cache at each new session » tick to flush the cache every session
This slightly slows down relaunch of the same executable, as the cache needs rebuilding.

o Flush cache when executable changes * untick to prevent the cache being flushed at all

When not automatically flushing, you can manually flush the cache if necessary:

e Flush Cache * flush the cache now

& misis only possible when no sessions are in the session manager. The button will be
disabled if any sessions are loaded.

Reset All - Resets all global settings, not just those on the current page.
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Reset - Resets the settings on the current page.

3.10.1.4.6 Instrumentation Logging

The Instrumentation Logging tab enables you to understand the reason why part of your code isn't
getting the threading information you expect.

H Settings ? b4

i Lock Colours A . .
) Instrumentation Logging
i Data Display

F!Iters Instiumentation logging is the gathering of data to inform you why particular code was not instrumented.
i Hooked DLLs

i Load Settings Pattern Match [ Enable inztrumentation lagging
General
- Source Browsing
- Editing
- File Locations
- Path Substitutions
- File Cache
Diagnostics
- Don't Show ke Again
- ColnitializeEx
- Data Tranzfer
- Inter-Process Communication
mbal Handling
- Symbol Misc [ Dizplay a warning dialog bax when MET applications are started with Thread Yalidatar
- Symbal Lookup
- Sumbol Servers
- Symbal Load Preferences
Third Party DLL:

- Ul Global Hook DLLs v Reset Al Reset Help [F1] oK, | Cancel

[v Enable diagnostic data collection

Thread W alidator cannot instrument MET assemblies, but can work with MET applications that use
unmanaged code. Thread Y alidator can warn you when this scenario occurs.

Loy

Instrumentation logging

The logging of DLLs, source files, classes, methods and functions that are not instrumented can help
you understand the reason why part of your code isn't getting the coverage information you expect.

Once enabled, and a session has started, you can view a list of items that have not been instrumented
via the Tools menu.

¢ Enable instrumentation logging * check to enable logging once the next session starts

Diagnostics

A lot of diagnostic information is collected and displayed on the diagnostic tab when attaching to a target
program.

Some of this information is always sent to Thread Validator, but you may not want to see it all.
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o Enable diagnostic data collection * displays all diagnostic information in the diagnostic tab (on
by default)

.NET warning

Thread Validator cannot instrument .NET assemblies and cannot monitor locks and thread
synchronization primitives called from them (also known as "managed code").

However, locks and thread synchronization primitives can be monitored in any non-.NET DLLs even if
part of a .NET application.

You can optionally be warned when trying to launch a .NET application:

* Display a warning dialog box when .NET applications are started » shows a warning dialog
(example below) when using .NET applications (on by default)

Your application is built with .NET technology *
C:APragram FileshPaint HETS\PaintDotM et exe ‘

The application iz linked ta MSCOREE.DLL - your application usez MET technology.

Y'ou have specified the inject using CreateProcess(] methad. This methad cannat be uged with HET applications.
Thread Y alidator will launch your application uzsing the Marmal method.
Only unmanaged modules will be instrumented far thread analyziz.

[ Don't dizplay this warning agair Help...

Launch Application Dan't Launch Application | |

e Help... > will open the manual for User Permissions Warnings

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.4.7 Don't Show Me Again

The Don't Show Me Again page allows you to control warnings that Thread Validator displays.
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H Settings

i Lock Calaurs 'y
L Data Dizplay
Filters
i Hooked DLLs
. Load Settings Pattemn Match
General
- Source Browszing
- Editing
- File Locations
- Path Substitutions
- File Cache
- [nstrumentation Logging
- ColnitializeE 5
- Data Transfer
- |nter-Process Communication
Symbol Handling
- Symbal Misc
- Spmbal Lookup
- Sumbol Servers
- Spmbol Load Preferences
Third Party DLLs
b 1 Global Hook DLLs

Don't show me again
Select the warnings you want to see.

Debug Information

Debug Information Failure W arming dialog

|Shnw dialog when symbol fetches throw exceptions j
Dizplay Debug Information 'w arming dialog
|.~’-'«Iways zhowy dialog j

Service API

| Service not linked ta Software Werify NT Service AP
I~ Application may be linked to Win32 Service &P

ISAPI

[ IS I1SAP| extension nat linked to MT Service AP
I~ 154PI has no debug information

Feset Al Feset Help [F1] Cancel

Debug Information

Debug Information Failure Warning

When there is a failure collecting debug symbols a warning can be displayed. The options are:
e Always show dialog

¢ Never show dialog

e Show dialog when symbol fetches throw exceptions

Display Debug Information Warning

When no debug information is available for at least one module a warning can be displayed. The options
are:

e Always show dialog

¢ Never show dialog

e Show dialog when debug information is missing

Services API

o Service not linked to Software Verify NT Service APl * warning will be shown if you try to
monitor a service not linked to the Software Verify NT Senice API. (on by default)

When trying to monitor a senvice Thread Validator can detect if the senice is not linked to the NT
Senice APl and display a warning.

It is possible to use the senice API without linking to it (use GetProcAddress() to lookup the
functions and call them) - in this case you would want to turn this warning off.
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o Application may be linked to Win32 Service APl * warning will be shown if you try to start an
application that appears to be a senice - it uses Win32 Senvice APIs. (on by default)

ISAPI

NT Service API

When trying to monitor ISAPI extensions Thread Validator can detect if the ISAPI is not linked to the NT
Senvice API and display a warning.

It is possible to use the service APl without linking to it (use GetProcAddress() to lookup the functions
and call them) - in this case you would want to turn this warning off.

Debug Information

Thread Validator can warn if the ISAPI has no debug information. There may be cases where you don't
want to see this warning.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.4.8 ColnitializeEx

The ColnitializeEx tab allows you to set the default behaviour used to initialize COM if Thread Validator
needs to initialize COM to acquire symbols for .Net modules.

The default settings are shown below:
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H Settings 7 b

-~ Lock Colours A Colnitialize(Ex)
o [ata Dizplay

FEItE[S There are some circumstances when we need to get .Met symbols.
i Hooked DLLs
. Load Settings Pattemn Match Sometimes, in arder ta do this we need ta call ColnitializeE =[] if your program hazn't called it.

General
- Source Browsing |F your program then later calls Colnitialize() or ColnitializeE =[] the call may fail.
- Editing
... File Lacations To prevent failure, tell Thread Yalidator to use the same walue that your program uses.

- Path Substitutions
- File Cache

- [nstrumentation Logging
.. Dot Show Me Again COIMIT_APARTMEMTTHREADED j

g ColnitializeE » [~ COINIT_DISABLE_OLE1DDE

-+ Data Transfer o [~ COINIT_SPEED_OVER_MEMOR
- Inter-Process Commurication

Symbol Handling
- Symbal Misc
- Spmbal Lookup
- Sumbol Servers
- Spmbol Load Preferences
Third Party DLLs
b 1 Global Hook DLLs

Choose & walue that matches the walue pour program uges,

[v Show Colnitislize(E=) warnings

Feset Al Feset Help [F1] oK | Cancel

ColnitializeEx

In some situations the Validator needs to get .Net symbols and to do that COM needs to be initialized.
This normally isn't a problem, but if your program also performs COM initialization and the sequence of
events results in your COM initialization coming after the Validator's COM initialisation rather than getting
the expected ERROR_SUCCESS return code you'll get either ERROR INVALID FUNCTION Of

RPC_E CHANGED MODE.

If you get ERROR INVALID FUNCTION this is OK, this just means you've called Colnitialize() or
ColnitializeEx() multiple times with the same flags. Your code needs to handle
ERROR INVALID FUNCTION a@s notan error.

If you get RpC_E CHANGED MODE this means you need to change the Validator's default value to the same
value your program is using. That's what this dialog allows you to do.

If you also wish to disable OLE DDE or favour speed rather than memory use we've provided appropriate
options for you to select to add those flags to the threading mode.

See the Microsoft documentation for additional information on the behaviour of Colnitialize() and
ColnitializeEx().

Runtime detection of ColnitializeEx conflict

When the above scenario happens, that the Validator has initialized COM before your code initializes

COM and your call returns RPC_E_CHANGED_MODE, we display a dialog to warn you about this failure
and provide you with the option of editing the default value for subsequent runs of your application.
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EL I o02-250. 1029 Wang  view> el b
24840 00022290 ¢ 10,239 Locked view-=sect3_b
31448 On002e2B8el 10,240 Locked view-»sectd_a
25352 00022288 10,241 Waiting view->zectd a
25352 0nd002 22930 10,242 Locked view->sectd_c
24840 0:d00222930 10,243 Waiting view-»sect3_c
o Edit Settings... * opens the ColnitializeEx dialog shown above
Reset All - Resets all global settings, not just those on the current page.
Reset - Resets the settings on the current page.
3.10.1.4.9 Data Transfer
The Data Transfer tab allows you to specify the overall behaviour of data transfer between your
application and Thread Validator.
2 Settings ? >
i Lock Colours »  Data Transfer
i Data Display
Filters Automatic j
i Hooked DILL
Lulaj:d ;ettingz Pattern Match Mernon mapped data transport for applications and services, disk based data tianzport for 115
General _ Disk Data
- Source Browszing
E.dltmg . 115 Digk Directony: v Automatically set directory permissions
- File Locations . -
.. Path Substitutions Cr\test SAPIWehsite Browse.. | Set Defaul |
- File Cache
- [nstrumentation Logging
- D't Show Me Again Disk Directon:
- ColnitislizeEx CAUsershStephentAppD ata\Roaming S oftware VerifyhThread Validator s64\DiskDz B
Mlzersh Stephen'AppD atab B oaming S oftware YerifysThread "alidataor = iskD1z rawse. ..
- |nter-Process Communication
Syrbol Handling
- Symbal Misc Shared Memory Data
- Spmbal Lookup
- Symbol Servers Shared remory data transfer settings are handled autaratically.
- Spmbol Load Preferences We recommend that you do not modify these settings. Advanced...
Third Party DLLs
- Ul Glabal Hook DLLs v Resetal Resst Help (F1] 0K | Cancel |

Data Transport
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Choose the type of data transport you wish to use.

e Automatic. Applications and senices use shared memory to transfer data. IIS uses disk based data
transfer.

o Disk. Applications, senices and IIS use disk based data transfer.

¢ High Volume. Data transfer has no data throttling applied to it. This mode is for use with applications
that generate very high volumes of data rapidly. They typically exceed the buffering capabilities of
Thread Validator when working with shared memory. The High Volume setting uses a data transport
that doesn't have a data-throttling requirement allowing the high volume application to continue without
waiting.

Automatic

Under most circumstances data transfer between Thread Validator and the target program (desktop,

senice, etc) is via shared memory. This is handled automatically.

Disk Data

Some applications and senices don't allow shared memory access. For these occasions we use a file
based data transfer, where the files are stored in a directory of your choice.

We provide two options for this, one for most applications and senices, and one for Internet Information
Server, as this operates in a very restricted environment.

Both options are configured automatically, but you can override either by typing the path to a suitable
directory or using the Microsoft directory browser.

The ISS path you enter will be determined by the settings you have configured for IIS using the Internet
Information Senices Manager tool. We won't discuss that here because if you're using IS we assume
you already know how to configure IIS correctly.

Advanced

Shared memory data transfer can also be configured but we strongly recommend that you leave
these settings alone.

E The Data Transfer Helper is a separate application supplied in the installation directory.

e Advanced... * opens the data transfer settings dialog.
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i | Shared Memory Data Transfer Settings ? et

Advanced Data Transfer
DO MOT MODIFY SETTINGS OM THIS PAGE wWITHOUT READIMG THE HELF MaMUAL FIRST.
THE DEFALLTS OM THIS PAGE &RE THE RECOMMEMDED WaLUES. MODIFY WITH CAUTIOMN.

Thread Y alidator normally transfers data from the stub tothe uger interface on demand, as events in the
target application dictate. For applications that generate large data wolumes [4,000,000 events or more)
thiz can cause out-of-memory problems. This can be alleviated by enabled "delayed data transfer''.
Delaped data transfer iz normally dizabled.

[ Enable delayed data transfer

"When delayed data transfer iz dizabled, an option exiztz to automatically enable delaved data transfer
when the number of data items passes a threshold limit.

[v Enable delayed data transfer when number of incoming data items passes threshald

Threshalg: (200000

| Set Ta Defaults | aF. Cancel

Here be dragons!

& caution: Modifying the settings on this page and using the data transfer helper application can
prevent Thread Validator from working correctly.

o Set To Defaults * if you have modified the settings, this resets them
=» See also the Reset to default buttons on the data transfer helper application below

If in doubt, don't modify these settings. If you promise to be careful, read on!

Delayed data transfer

Delayed data transfer is the process of throttling data rates in the stub so that the slower user interface
can keep up with processing the data received.

In the stub, as an event occurs, data is queued and then sent to the user interface.
In the user interface, data from the stub is received and queued again for processing.
Any delay is usually in the slower user interface, but still not a problem for most applications.

However, some data intensive applications can generate so much data that the user interface gets
swamped and can't process it all before running out of memory.

Copyright © 2003-2025 Software Verify Limited



178

Thread Validator Help

Temporarily limiting the data rate in the stub allows the user interface to stabilize the data processing.

Managing data rates

We recommend the default settings as shown above:

o disable delay data transfer for most applications

e enable automatic delay data transfer at a threshold of between 100,000 and 1,000,000 data items
If delayed data transfer is enabled all the time, the automatic options don't apply.

If you have more than 1GB RAM, you can raise these thresholds.

Data transfer helper application

A separate data transfer helper application is supplied in the installation directory.

The helper application can be used to modify low level settings that apply when delay data transfer is
activated as above.

= The helper should be used with care. We already warned of dragons above, but here we are, warning
you again!

An HTML help page for this application is available by clicking the Help button on the helper application.
You can also find the help page directly as dataTransferHelp.html.

Please do take a moment to read the help before use.
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D"‘H’ dataTransferHelper *

Thiz tab containg advanced options for controlling how data iz sent and quewed in both the stub and the
uzer interface. These settings should only be modified if you have read the help file and understand

the implications of modifying these settingz. Setting these settings incorectly can cauze Memaon Y alidatar
to fail to gather data from the ztub at optimal performance.

Received Data ln Uszer Interface

Threshold [number of work, itemsz): Reszet to Default

Threshold Hysteriziz:
Count Threshold:
R eceive timeout [millizeconds]:

Drata Transfer buffer

Buffer size [bytes]:

Sending Data In Stub [in vour application)

Threshold [rumber of work items]: Reset to Default

T hreshold timeout [miliseconds]:

Send timeaout [milizeconds):

Send pracess queue threshald [humber of wark, ikerns]:

Help... ] | Cancel

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.4.10 Inter-Process Communication

The Inter-Process Communication tab allows you to configure the size of the buffer used to
communicate with the user interface.
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H Settings 7 b

Lock Eplnurs *  Inter-Process Communications
o [ata Dizplay

Filters Thread Y alidator uzes a buffer to communicate the thread status data to from the program to the user
. Hooked DLLs interface. For optimum performance this file should be no larger than required.
. Load Settings Pattem Match Specify the initial size and the amount ta grow when the initial size iz erceeded.

General . The zize iz specified as the number of threads multiplied by the number of synchronization objects
- Source Browsing multiplied by the masimurn number of concurrently locked objects.
- Editing

- File Locations Initial Size: |100000 _%l

- Path Substitutions

-~ File Cache Increment: ’m
- [nstrumentation Logging
- Dan't Show Me Again

- ColnitializeE 5

- Data Transfer

Symbol Handling

- Symbal Misc

- Spmbal Lookup

- Sumbol Servers

- Spmbol Load Preferences
Third Party DLLs

L I Rlabal Hanl L s
< > Feset Al Feset Help [F1] oK | Cancel

Communication buffer size

Thread Validator communicates with the stub using a memory buffer to store data.

The size of the buffer is related to the number of synchronization objects that have been used.

This buffer size is increased as necessary, but this can sometimes cause a slight delay during runtime.

To awid the buffer being expanded too often, we recommend setting the initial size of the buffer to be
larger than the number of synchronization objects required.

o Initial Size * set the initial size of the buffer
¢ Increment > set the amount by which to increase the size of the buffer (if needed)
The size of the buffer can be calculated approximately as follows:

1+ numThreads X (1 + numiWaitForXXxObjects + ( numCriticalSections X 3))

& Don't set values overly large as this may also adversely affects memory usage. The default is 10°
Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.
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3.10.1.5 Symbol Handling
Enter topic text here.

3.10.1.5.1 Symbol Misc

The Symbols and Warnings tab allows you to set an assortment of symbol and diagnostic warning

data.
H Settings 7 b

Data Display ~ Symbol Loading

Filters
Hooked D_LLS Syrbols can be loaded all at once aor they can loaded using deferred syrbol loading,
i Load Settings Pattern Match Microsoft recommend defenred symbal loading.

General
- Souree Browsing v Use deferred syrbal lnading
- Editing Dizplay Debug Informationtaming dialog:  JAlways show dialog j

- File Locations

- Path Substitutions
- File Cache

- Inzstrumentation Logging [ Keep sviDbgHelpSymbolR eader log files
- Don't Show Me Again

- ColnitializeE «

- Data Transfer

- Inter-Process Communication 4

Symbol Handling

s¥lDbgHelpReader Logging

| Convert Ordinals into Symbols
- Symbol Lookup

- Symbal Servers I¥ Convert DLL exported function ordinals to symbols tManage Ordinals...
- Spmbol Load Preferences

T_hin:l Party DLL=
o |Jl Global Hook DLLs

< 5 Resst Al ‘ Reset | Help [F1] ok | Cancel ‘

Symbol loading - immediate or deferred

When converting program addresses to symbol names, you can choose immediate symbol loading, or
defer loading until each symbol is needed.

o Use deferred symbol loading * uses deferred symbol loading rather than 'all at once' (on by
default)

Microsoft® recommend deferred symbol loading, claiming it is the fastest option. We give you
the choice.

Symbol Reader Logging

Symbols are fetched from symbol servers using a helper process sMDbgHelpSymbolReader.exe. We log
the command line and behaviour of this helper tool. This is displayed on the diagnostic tab.

If you wish the log files can be kept for later analysis. By default this option is turned off.
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o Keep sviDbgHelpSymbolReader log files > keep the log files after Thread Validator has finished
processing them

The path to the directory containing the log files is shown.

e Clean * delete all sMDbgHelpSymbolReader log files

Convert Ordinals into symbols

e Convert DLL exported function ordinals to symbols » enable the ordinal to function name
mapping

& Youlll need to tick this to enable the use of mapped names defined in the list. If you don't,
you won't see the names being used.

e Manage Ordinals... > shows the Ordinal Handling dialog to manage which .def files are associated
with which DLLs

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.5.2 Symbol Lookup

The Symbol Lookup tab allows you to specify how and where symbolic information is retrieved for your
application or senvice.

The default settings are shown below, although the Visual Studio version may vary.
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H Settings 7 b
Lock Eplnurs A Symbol Lookup
o [ata Dizplay
FEItE[S Tell uz hows you built vour application so that we can setup reading the debug information.
Hooked DLLs - -
i Load Settings Pattern Match Wizual Studio j
General
- Source Browsing DbgHelp.dll iz used to interpret Microzoft / Intel debug information.
- Editing
... File Locations {* ‘we can provide a DbgHelp.dll version matching the Wisual Studio the application waz built with.
- Path Substitutions Wisual Studia 17.0(2022) (Supplied by Thread Y alidatar x64) |
- File Cache
.- Instrumentation Logging DbgHelp version: 10.0.17625.1000
- Don't Show Me Again ) ]
. ColritizlizeE s = Or. you may locate a version of DbgHelp.dil that best matches your build.

- Data Transfer

- |nter-Process Communication
Symbol Handling
- Symbal Misc

= Symbol Lookup

. Symbol Servers 7 You're providing your own DboHelp.dll / SymSry.dll, don't copy anw DLLs to the target directory

- Spmbol Load Preferences
Third Party DLLs

+ Ul Global Hook DLLs v Fesetal Fleset Help [F1] 0K | Cancel

Compiler /IDE Choice

Use the first combo box to choose which compiler / IDE you used to build your software.
Thread Validator will use the appropriate methods to read your symbols.
The choices are:

e Visual Studio

¢ Visual Basic 6

o Delphi or C++ Builder

o MingW

e Rust

e DevC++

e Metrowerks CodeWarrior
e Salford Fortran 95

e Other

Symbol lookup for Microsoft / Intel compilers

e We can provide a Dbghelp.dll > choose one of Thread Validator's known good DbgHelp.dll's
based on the version of Visual Studio you are using

Thread Validator fetches symbols for your application using an appropriate symbol handler for the
type of debugging information you have.
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For Microsoft Visual Studio users each version of Visual Studio provides different debugging formats
which are readable by the appropriate DbgHelp.dll supplied by Visual Studio. A given version of
DbgHelp.dll is usually able to read earlier formats of Microsoft debugging information but is not able
to read a future format. For example Visual Studio 2005 (version 8) can read Visual Studio 6 debug
information but cannot read Visual Studio 2008 debug information.

Visual Studio 6.0 doesn't supply a DbgHelp.dll so we have provided one for use with Visual Studio
6.0.

Visual Studio 10 is unusual in that the DbgHelp.dll (6.12) supplied by Visual Studio cannot read the
debug information created by Visual Studio. To solve this problem we have supplied DbgHelp.dll
(6.11) as an alternative.

Thread Validator will choose the appropriate (most recent) version of Visual Studio automatically.
You can override Thread Validator's choice by choosing the Visual Studio version from the Visual
Studio combo box.

Specify your own DbgHelp.dll

¢ Or, you may locate a version of DbgHelp.dll > specify your own DbgHelp.dll to use with Thread
Validator

If you wish to explicitly specify which DbgHelp.dll to use choose the Or, you may locate a version
of DbgHelp.dll option enter the path in the DbgHelp.dll edit field or use the Browse... button to
select the dbgHelp.dIl.

Note that the directory that contains DbgHelp.dll should also contain symsrv.dll if you wish to use
symbol servers with Thread Validator.

Don't update DbgHelp.dll
e You're providing your own DbgHelp.dll * use the DbgHelp.dll that ships with your application
If your application needs to use a specific version of DbgHelp.dll that you're already providing with
your application you should choose the You're providing your own DbgHelp.dll option to prevent

Thread Validator from overwriting your DbgHelp.dll.

Note that the directory that contains DbgHelp.dll should also contain symsrv.dll if you wish to use
symbol servers with Thread Validator.

Visual Studio DbgHelp.dll version compatibility

For Microsoft Visual Studio users, each VS wersion provides different debugging formats which are
readable by the appropriate DbgHelp.dll supplied with Visual Studio.

These handlers are usually backwards compatible, but not forwards compatible. For example Visual
Studio 2005 (version 8) can read Visual Studio 6 debug information but cannot read Visual Studio 2008
debug information.
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Visual Studio 6.0 doesn't supply a DbgHelp.dll so we have provided one for use with Visual Studio 6.0.
Visual Studio 10 is unusual in that the DbgHelp.dll (6.12) supplied by Visual Studio cannot read the

debug information created by Visual Studio! To solve this problem we supply version 6.11 as an
alternative.

E To see the order in which the DbgHelp.dll process checks directories to find symbols, see the
diagnostic tab with the filter set to DbgHelp debug.

Symbol lookup for other compilers

If you are using another compiler click the link to see information about configuring debug information for
that compiler.

Symbol Lookup

Tell uz how wou built your application zo that we can zetup reading the debug information.

Yigual Bazic B j

Learn how to setup debug information for Yisual Bazic B

After selecting the compiler, clicking the link will show a dialog box containing information relevant to the
selected compiler.

For example:

Visual Basic 6 Debug Information ? pod

For Wizual Basic 6, debug information is created in PDB format.

To create debug infarmation for your Yisual Baszic 6 project:

1] Enzure that the environment vanable "Link" iz not defined.
2] Open vour project in Microzoft Vizual B asic.

3] Select Praject » Praject Properties... from the main menL.
4] Select the Compile tab.

A] Select the "Create Symbolic Debug Info' check bowx.

E] Click Ok,

71 Rebuild vour application.

Help [F1] Cloze

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.
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3.10.1.5.3 Symbol Servers

The Symbol Servers tab allows you to specify Symbol Servers to retrieve symbols used in your

application.

E You do not need to specify symbol servers if you do not wish to, and Thread Validator will work
correctly without them.

« Read on, or click a setting in the picture below to find out more.

2 s

ettings

Filte

o

£

Data Dizplay

Iz

Hooked DLLs

Load Settings Pattern katch

General

- Source Browsing

- Editing

- File Locations

- Path Substitutions

- File Cache

- |ngtrumentation Logging
- Dan't Show Me Again

- ColnitializeEx

- Drata Transfer

- Inter-Process Communication
yrnbal Handling

Symbol Misc
Symbol Lookup

™ Symbol Servers

Symbol Load Preferences

Third Party DLLs

Ul Global Hook DLLs

? b4
Symbol Server
Thread Walidator can use Symbol Servers to locate symbols.
Symbol Server Directory Add...

http://msdl.microsoft.com/download/symbeols

ChMicrosoftSyn Femaove |

Symbol Environment Yariables

Wariouz ensironment variables can alzo specify symbol locations and symbol servers.

Configure Symbal Handling Enviranment Y ariables. .

Prefetch symbols

If wou wizh to prefetch wour symbols you can do that here.

Prefetch Symbals. .. |

Resetdl |  Resst |  Hep(F1) ok | Cancel

Symbol servers

Symbol servers are entirely optional, but are useful for obtaining symbols from a centralized company
resource or for obtaining operating symbols from Microsoft.

The default symbol server is the Microsoft symbol server used for acquiring symbols about Microsoft's
operating system DLLs. You may also wish to add some symbol servers for any software builds in your

organisation.

A symbol server is defined by at least the following:

o the symbol server dll to be used to handle the symbol server interaction
¢ a directory location where symbol definitions are saved
o the server location - a url

Each symbol server can be enabled or disabled allowing you to keep multiple symbol server
configurations available without constantly editing their definitions.
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You can define up to four symbol servers and more than one can be enabled at a time.

Symbol Server Errors

Any symbol sener entry shown in red indicates there is a problem with parts of the definition of that
symbol sener.

In the image shown above the symbol sener at http://127.0.0.42:8000 cannot be reached. It is either
offline or does not exist.

Managing symbol servers

e Add... * displays the symbol server dialog described below

Remove *» remove selected symbol senver(s) in the list
Remove All > remowe all symbol servers

Enable All > enables all symbol servers in the list
Disable All > disables all symbol servers

You can also enable or disable an item in the list via the yellow check box at the left of each
row.

To edit the details for a symbol server, just double click the entry in the list to show the symbol server
dialog again.
Symbol server dialog

The dialog initially appears pre-populated with some default values and allows you to set up or edit the
definition of a symbol serer. Some of the default values can be changed.

Symbol Server ? X

Iv Enablz Symbol Server

Example: http://medl. microzoft. com/download/symbols
Example; “Sbuild-zrvsaymbaols

Surmbal Server: |htt|:u: Hmezdlmicrozoft com/download/symbols j

Example: c:\myLocalSymbaols

Symbal Store Directony: ||:i"-l'ﬂSS}'ITIbD|S Browss. ..

Syrnbal Server DLL:  c:\program fles [«86])\zaftware venfyhthread validatar s64\dbghelphws8 Dhapmzee dll

Example: c:windowssystem32

Frefetch Directony: | C:WWIMD 0w Shepstem32 Browsze...
0 |

K Cancel
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o Enable Symbol Server » enable or disable this server
The following three entries must be set to enable the OK button and define the symbol server.
[E] ok button not enabled?The OK button will only be enabled when the following entries have a
valid value: - Symbol Server DLL names a dll present in the Thread Validator install

directory. - Symbol Store Directory has been specified and exists. - Symbol Server URL
has been specified (this value will not be checked for correctness).

o Symbol Server * select a predefined public symbol server or enter the URL of the symbol server
you wish to use - the Microsoft server is initially set as the default

o Symbol Store Directory » enter or Browse to set the directory that will contain local copies of the
downloaded symbols

o Create Dir * creates a directory if you entered a directory name that does not exist yet

The Symbol Server DLL is set based on the Symbol Lookup settings you have chosen.

You can optionally associate a directory to scan when you are prefetching symbols (below)

o Prefetch Directory » specify the directory to scan for symbols

Environment variables related to symbols
If you wish, you can set some environment variables to supply symbol paths.

e Configure Symbol Handling Environment Variables » opens the dialog below

Check the desired options - if any.
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Symbol Handling Environment Variables ? x

Choose the environment variables you wish to use to supply symbaol path and
symbal server information,

You can leave these all unselected - you don't have to use these environment
variables - the software can determine symbol path information automatically.

[ Use NT_SYMBOL_PATH to supply symbaol search paths
[~ Use NT_ALT SYMBOL_PATH to supply symbal search paths
[ Use NT_ALTERMATE_SYMBOL_PATH to supply symbal search paths

[ Use NT_SYMCACHE_PATH to supply symbol search paths

Ok | Cancel

Pre-fetching symbols
To awid delays when using symbol seners, you can trigger the retrieval of symbols (by running
SymChk.exe) to collect symbols for all executable files specified in the exe/dll which you associated

with each symbol sener.

o Prefetch Symbols... * open the Prefetch Symbols dialog below to continue

Prefetch Symbols ? >

To prefetch symbols we reguire you to install Debugging Tools for Windows from Install Debuagaing Tools for Windows
Microsoft's website then select the symchk.exe toal in the edit box below. gang |

SymChk.exe Browse...

‘ Close |

Prerequisites for pre-fetching symbols
The pre-fetching of symbols requires the installation of Microsoft's Debugging ToolsE.

EYOU may already have Debugging Tools if you've previously installed the Windows Driver Kit (DDK or
WDK) or the Windows SDK.

o Install Debugging Tools for Windows » opens a web page (as abowve) to download and install the
x86 or x64 Debugging Tools for Windows

After installing the Debugging Tools, you must specify the location of SymChk.exe from the installed
area.

e SymChk.exe > enter or Browse to SymChk.exe location
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A typical path might be c:\wWinDDK\7600.16385.1\Debuggers\symchk.exe

Getting the symbols

= Note that prefetching symbols may consume a large amount of disk space and download
bandwidth.

You should ensure that you have at least 2 or 3Gb of disk free space, because of the total size of the
download packages.

e Prefetch Symbols... * runs SymChk.exe to get all the symbols

The symbols for each symbol server are stored in the associated symbol store directory.

E If no symbol seners are specified in the symbol server settings above, you'll see a warning dialog
and no symbols will be fetched.

Command line pre-fetching of symbols with the SymChk utility

The section on Pre-fetching symbols abowe is a convenient alternative to manually using the
SymChk,exe utility.

To awid delays when using symbol seners, you can pre-fetch symbols using the SymChk.exe
command line tool that is part of Microsoft's Debugging Tools[.

You may want to add the folder of the Debugging Tools for Windows package to the PATH environment
variable on your system so that you can access this tool easily from any command prompt.

Example:

To use SymChk.exe to download symbol files for all of the components in the c:\windows\System32
folder, you might use the command:

symchk.exe /r c:\windows\system32 /s SRV*c:\symbols\*http://msdl.microsoft.com/download/syn

where
/r c:\windows\system32 finds all symbols for files in that folder and any sub-folders

/s SRV*c:\symbols*http://msdl.microsoft.com/download/symbols specifies the symbol
path to use for symbol resolution.

In this case, c:\symbols is the local folder where the symbols will be copied from the
symbol senver.

=» To obtain more information about the command-line options for SymChk.exe, type symchk /2 at a
command prompt.

Other options include the ability to specify the name or the process ID (PID) of an executable file that is
running.
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Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.
3.10.1.5.4 Symbol Load Preferences

The Symbol Load Preferences tab allows you to configure which debug information types are looked
for and which are ignored.

This can save some time fetching symbols each time a DLL is loaded.

2 Settings ? x

- Data Display Symbol Load Preferences

Filters
Hooked DLLs Choose which symbol formats vou want to check for when loading syrmbals. Wy iz this useful?
- Load Settings Pattern Match
General Select vour compiler / 1DE, or edit a custom definition.
- Source Browszing -
- Editing |ﬁ3-.|| compilers ﬂ
- File Locations
. Path Substitutions [v POB. Load FDB symbols for operating system DLL .
 File Cache | . W PDB. Load PDB spmbols for application .EXE and DLLs.
- [nstrumentation Logging
+ Dan't Show Me Again W TDS. Load TDS spmbals for application EXE and DLLs.
- ColnitialhizeE »
-~ Data Transfer W DWwARF. Load DWARF symbols for application .EXE and DLLs.
- |nter-Process Communication
Symbal Handling ¥ STARS. Load STABS symbols for application EXE and DLLs.
- Symbal Misc
... Symbal Lookup [v COFF. Load COFF symbals for application .EXE and DLLs.
- Spmbol Servers
W 5 ymbol Load Preferences v &P, Load symbols from a MAP file for application .E<E and DLLs.

T_hird Party DLLs
‘o |Jl Global Hook DLLz

]
< ¥ Reszet Al Rezet Help [F1] ak | Cancel

e Select your compiler / IDE... *» choose a preset definition for a compiler / IDE, or edit one of four
custom symbol load preferences

The present definitions are:
o |l don't know which compilers » choose this if you don't know which compilers were used to
build the software
o All compilers * choose this to let Thread Validator fetch the symbols
o Visual Studio * choose this if you're only using Visual Studio
o Visual Basic 6 » choose this if you're only using Visual Basic 6
o Delphi * choose this if you're only using Delphi
o C++ Builder * choose this if you're using C++ Builder on 32 bit Windows
o C++ Builder 32 bit * choose this if you're using C++ Builder to build 32 bit applications
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o C++ Builder 64 bit » choose this if you're using C++ Builder to build 64 bit applications

o MingW / gcc / g++ /| QtCreator / Dev C++ * choose this if you're using MingW / gcc / g++
o QtCreator / Dev C++ » choose this if you're using QtCreator

o Dev C++ » choose this if you're using Dev C++

o Rust > choose this if you're using Rust

o Salford Fortran 95 * choose this if you're using Salford Fortran 95

o Custom 1 * choose this to edit a definition you can reuse

o Custom 2 * choose this to edit a definition you can reuse

o Custom 3 * choose this to edit a definition you can reuse

o Custom 4 * choose this to edit a definition you can reuse

Editing a definition

Once a definition has been selected the appropriate check boxes next to each debug information type
are populated.

You can edit these selections, for example to include or exclude PDB debug information for operating
system DLLs, or allow Thread Validator to search for COFF debug information, whatever is optimal for
the way you are working.

Custom definitions

Only the custom definitions will be remembered if they are edited.

The four custom definitions will be remembered, so the next time you choose them you'll get the
definition you edited. If you choose one of the preset definitions and edit it, you'll use the edited

definition, but if you then change to a different preset (or a custom definition) and then back to the
original preset you'll get the preset definition, not your edited version of the preset definition.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.6 Third Party DLLs
3.10.1.6.1 Ul Global Hook DLLs

The User Interface Global Hook DLLs page allows you to detect and specify global hook DLLs that
may not be wanted in the Thread Validator user interface process.
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H Settings

Lo Data Display
Filkers
i Hooked DLLs
i | oad Settings Pattern Match
General
- Source Browszing
- Editing
- File Locations
- Path Substitutions

User Interface Global Hook DLLs
Some third party products uze global hooks to provide access to ther product features. Such products
may be storage devices or wideo cards, ete. Some global hooks interfere with Thread ' alidator.

To prevent interference between global hooks and Thread VW alidator, Thread Validator can prevent the
global hoaks from ingtalling in Thread Walidator.

Add any DLLs that you know are global hook. DLLs to the list below. These DLLs will only be loaded
into Thread Walidator f you zpecify they can be loaded.

" Allove all global hooks to load

 Flle Cache * Do not allow all global hooks ta load
- [nstrumentation Logging U ) a o . . )
- Dontt Show Me Again ze the list of dilz shown below (and azk permizzion to load if DLL iz not listed below)
- ColnitislizeE Global hook DLLz that will not be allowed to load into Thread Y alidator:
- Diata Transfer o User Interface Global Hook DLLs Action A AddDLL..
- |hter-Process Communication
Symbol Handing hmpalert.dll Den't load
- Symbol Misc imghook.dll Den't load
-+ Symbol Lookup sugarsyncshellext.dll Den't load Remove Al
- Sumbol Servers .
... Symbol Load Preferences sschfsmntnt3.dll Deon't load o
Third Party DLLs < » Auto Detect
B 2 Resetél | Reset Help [F1] 0k | Concel |

About global hook DLLS

Some third party products such as storage devices and video cards are supplied with software to help
integrate the hardware device into the computer desktop environment.

An example is the lomega® Zip® drive. This uses a global hook[# via the IMGHOOK.DLL which allows
the browse for files and browse for folders interfaces to correctly display all the storage devices on the
computer, including the zip drive and any special options for the drive.

Some global (or system) hook DLLs can interfere with the correct operation of Thread Validator when it
inserts hooks into the target program, (although the IMGHOOK.DLL mentioned above doesn't).

The settings below allow you to specify and/or detect DLLs that should be treated as global hook3
DLLs.

Any DLL listed will fail to load into the target program when loaded via LoadLibrary () or
LoadLibraryEx ().

For situations where the hook DLL is already present in the target program, it can optionally be forcibly
unloaded. This may happen if it was loaded before Thread Validator attached to the process.

The user interface hook DLL loading rule

The default behaviour is not to allow the global hooks to load, but you can change this if necessary:

¢ Allow all global hooks to load * allows all global hook DLLs to load into Thread Validator
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¢ Do not allow any global hooks to load * prevent any global hook DLLs from loading (the default)

o Use the list of dlls shown ¥ provide per-DLL control over which DLLs load or don't load via the User
Interface Global Hook DLLs list

Any global hook DLLs not listed will result in the user being asked for permission to load a DLL
via the Global Hook Warning Dialog below.
Managing user interface global hook DLLs

e Add DLL... > browse and select one or more DLLs » Open » adds the chosen DLLs to the Global
Hook DLLs list

Having added a DLL to the list, you can change whether the DLL is allowed to load or not, by
double clicking in the second column and changing the value: Load or Don't load.

e Remove *» removes any selected DLL from the list

e Remove All > remowes all DLLs from the list

Auto detecting global hook DLLs

Thread Validator can detect any DLLs in its own process that are not ones it uses itself. Such DLLs are
likely to be global hook DLLs:

o Auto Detect » automatically detect DLLs which may be global hook DLLs, adding them to the
Global Hook DLLs list

Global Hook Warning Dialog

When the global hook loading rule abowe is set to Use the list of dlls shown, the Allow load column
controls whether the hook DLL is loaded.

When a global hook is loaded that is not on the list of known global hooks, the user is presented with a
warning dialog like that shown below.

The user can then accept or block the global hook from loading. The dialog lists a couple of known
problematic DLLs.
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Global hook is trying to load into Thread Validator ? *
has detected that the global hook:
ectntcap.dil

iz trying to load into Thread Y alidator's address space.
Thiz DLL ig produced by *

IJzually thig iz OF., however some DLLs have bugs in them that cause problems.
[f wou don't know about the DLL, we recommend that you don't allow it to load.

F.nown problem DLLs are:;

AcSignlcon.dll [product:dutoCad 2004]

tortoizeSY M. dil [product: Tortoize %M Version Control Spstemn]
WEBOCH, ook [productwindow Blinds]

whlind. dll [productwindow Blindz]

gpgfer.dll [product: Symantec Endpoint Pratection]

Load Presvent

e Help *> displays this help page
e Yes » lets the DLL load
e No * blocks the DLL

Your response is automatically recorded in the Global Hook DLLs list, so that you won't be asked
again.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.
3.10.2 Loading and Saving Settings

Saving and loading settings files
Thread Validator settings can be saved to a file and restored at any time.
|E| Settings menu » Save Settings... » save settings to a file

E Settings menu *> Load Settings... * load a previously saved settings file
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3.10.3

3104

User Permissions Warnings

You may see warning dialogs when Thread Validator receives an error accessing the registry or obtaining
debugging privileges.

These warnings are enabled by default, but you can opt not to see them:

E Settings menu » User Permissions Warnings... * shows the User Permissions Warnings
dialog below

User Permissions Warning ? X

v Display warning if Thread Y alidator fails to access or update HEEY _CURRENT_USERMSoftware’S oftwaretyenfyh. T hready alidator

Thread W alidatar needs to access and update this registry key ta stare configuration data for itzelf and Far uze with applications.

v Display warning if Thread Y alidator fails to access or update HEEY_USERSY DEFALLT S oftwarehS oftwarehfenify Thready'alidator
Thread " alidator needs to access and update this regiztiy key to ztore configuration data for use with services.
IF paL are nat warking with services, pau can dizable thiz option and ignore all warnings about this registy key.

Iv Display warning if Thread Y alidator cannot acquire suitable privileges for debugging applications and services.
Thread ' alidatar needs the Debug Pragrans privilege and Manage auditing and security logs privilege to successfully injgct and modify

your test applications.

Fleaze conzult the help documentation for more information on the appropriate user permizsions for uze with Thread YW alidataor,

Help ar. | Cancel

The Help button displays the User Permissions help topic.

= See also, the question about creating Power User accounts on Windows XP.

Symbol Path Truncated Warning

The Symbol Path Truncated warning dialog

The symbol path truncated warning dialog is displayed to warn you when the symbol path is too long.
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Symbol Path Truncated ? >

The symbol path was truncated at 900 characters because it was 1419 characters long. Learn mare. ..
Symbols for some DLLs may not be found because the path was truncated.
Edit your symbol paths to remove unwanted and old entries from the symbaol search path.

Length Total Path ™
39 &71 Ehemicmemory32itabsentdebugBval _x64
43 714 EhomtcperformanceValidatoritabserd debug
a7 761 EhomtcperformanceValidatoritabsent debugBval
a7 8028 E\om\c\performanceValidator\tabsent debug_x64
5] 259 Ehomt . performanceValidatortabsen debugBval x84
45 94 EvomtcperformanceValidatoritabsendrelease
49 953 BEhvemtc\performanceValidator\tabsers/releasebval
43 1,002 Ehom\c\performanceValidatoritabsenstrelease_x6d
33 1,053 E\om\c\perfermanceValidatoritabsendreleasebval_x64 .

Edit Symbol Paths... | | Always show j

e Edit Symbol Paths... * shows the file locations dialog so that you can edit the paths used for
subsequent runs of the program.

You can choose when this dialog is displayed.

e Always show * The dialog is always shown when the symbol path is too long.

e Show when path changes *» The dialog is shown when the symbol path is too long, but only if the
symbol path is different than last time this warning was shown.

e Never show * The dialog is never shown.

Whether this dialog is displayed or not there is always a warning message written to the diagnostic

window when the symbol path is truncated.

The display lists each path with it's length (including the unshown ;' path separator) and the total length
so far so that you can see which paths exceed the truncation point (length and total displayed in red).

Any paths that don't exist on this computer are displayed in red.

Why is this dialog displayed?
You may see a Symbol Path Truncated warning dialog in some rare circumstances.

This dialog is displayed when the symbol path that has been calculated to pass to DbgHelp.dll to load
Microsoft debugging symbols (found in .PDB files) is too long.
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If the symbol path has been truncated because it is too long it is possible this may mean that some
symbol searches will fail, resulting in failure to load some symbols. We display this dialog so that you
are aware that the symbol path is too long and would benefit from editing to make the symbol path
shorter.

Passing a symbol path that is too long to DbgHelp.dll will cause the program being tested to end with an
EXCEPTION_INVALID_CRUNTIME_PARAMETER C runtime error. This happens because internally
DbgHelp.dll is using a fixed length array to format a string. To prevent this fatal termination of the test
program we limit the length of the path passed to DbgHelp.dll.

Typically if a path that is long enough to cause this problem is passed to DbgHelp it's because the
number of paths in the calculated path contain paths not relevant to finding symbols for the test program.
We use the Symbol Path Truncated warning dialog to show you the calculated paths so that you can
work out which paths to delete.

The calculated symbol paths come from several places:

e File locations PDB paths
e Symbol server symbol storage directories
e Symbol handling environment variables

Fixing the symbol path
For this example, we are testing the program E:\om\c\3RD_SRC\cdplayer\Release\cdplayer.exe

In the image shown above you can see that seven paths exceed the truncation limit, one of the 7 paths
doesn't exist.

To work out what to do we need to do sewveral actions:

1. Looking at the environment variable settings shows that none of the environment variables are
being used. We do not need to consider the content of these environment variables.

2. Examining the symbol senvers shows that C:\Users\Admin is a local symbol storage location. We
should keep this path.

3. We should delete the path that doesn't exist: E:
\om\c\testAppsl\testStdinStdoutRedirectEx\Release. We do this using the file locations dialog
by clicking Edit Symbol Paths... then click Delete invalid.

4. Examining the paths in the file locations dialog we can identify any paths not relevant to the
program we are testing. In this case the following paths are not relevant and can be deleted.

E:\om\c\testApps\testStdinStdoutRedirect\Release
E:\om\c\testApps\testAppTheReadsFromStdinAndWritesToStdout\Release
E:\om\c\testApps\testSimpleMemoryLeak\Release
e:\om\c\3rd_src\cppunit-1.12.1\examples\cppunittest\release
e:\om\c\3rd_src\cppunit-1.12.1\examples\cppunittest\releasedll
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3.11 Ordinal Handling

Ordinal values and .def files

Some DLLs, including some from Microsoft, may export their functions by ordinal value, instead of by the
usual readable name.

However, having access to the module's original .defl? file means those ordinal values can be used to
look up the symbol names to display in Thread Validator.

The .def file will contain the function names and ordinal values, allowing a DLL's exported ordinal value to
be mapped to the symbol name.

For example, here's a small section of mfc90.def showing the ordinal values 332 to 335 and a selection
of decorated names[2:

??0CBrush@@QEAA@K@Z @ 332 NONAME
??0CBrush@@QEAA@PEAVCBitmap@@@Z @ 333 NONAME
??0CByteArray @ @QEAA@XZ @ 334 NONAME
??0CChevronOwnerDrawMenu@@QEAA@XZ @ 335 NONAME

You can use the ordinal handler dialog (below) to associate a def file with a DLL. These associations will
persist between sessions.

If you need different ordinal configurations for different DLL usage, you can export this mapping between
DLL and .def to a file, to be used at a later date.

Switching usage of mapped names on and off
The option to switch the ordinal mapping on or off is in the global settings dialog:

E Settings menu » Edit Settings... *» General » Symbols and Warnings page * Convert DLL
exported function ordinals to symbols * enable the ordinal to function name mapping

= You'll need to tick this to enable the use of mapped names defined in the dialog below. If
you don't, you won't see the names being used.

The ordinal handler dialog
The ordinal handler dialog lets you manage which .def files are associated with which DLLs.

E Settings menu » Edit Settings... * General > Symbols and Warnings page * Manage
Ordinals... * shows the ordinal handler dialog below
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2 DLLs needing Ordinal to Function Resolution ? >

Add...

DLL Def

z
i

Edi...
Femove

Remowve Al

[t
Load...
Save...

Cloze

ekl Ll

e Add... * shows the ordinal-to-function converter dialog, described below, so you can add a new
mapping

o Edit... » opens a selected mapping in the ordinal-to-function converter dialog
Double clicking an item in the list also does this.
« Remove » removes the selected associations from the list

e Remove All * clears all the associations in the list

o Import... » choose a previously saved set of associations to add to the list
e Load... » as for Import, but replaces the contents of the list

e Save... » saves the associations in the list to a .ord file of your choice

The ordinal-to-function converter dialog

After clicking Add... on the Ordinal Handler Dialog (above) you'll see the Ordinal to function converter
dialog below.

The basic process for adding a new mapping is to:

choose a DLL
find its matching .def file
convert the ordinal values to symbol names

L[]
L[]
L[]
¢ add the file association to the Ordinal Handler dialog
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This example shows the Microsoft MFC90.dll associated with its .def file:

201

& Ordinal to function converter ? >

DLL to examine for Ordinal Exports

|E:'\F'ru:ugram Files (=361 Microzoft Yisual Studio 9.0% Chredizt' =3B\ Microzo Browse. ..

Dehnition file to examine for Ordinal Exports

|E:'\F'ru:ugram Files [#861%Microzoft Yizual Studio 'EI.EIWE'\atImfc'\srn:'\mfc“j Browse. ..

Fartial Scan... | Full Szan... |
Ordinal Function o
i M CFRileDialog@@UAE@XT
1328 Append @ CObArmay @ @OAEHABVIR@Z
19492 DD _FieldScrell@@YGXPAVCDataExchange@ @HAAHPAVCE
-'EH am an i g b e s e vamnnem s .m:mn.-.}u
i Convert Ordinalz into Symbol Mames § k. Cancel

Associating the DLL and .def files

In the Ordinal to function converter dialog:

e DLL to examine... > type or Browse to enter the DLL you want to map

o Definition file to examine... > type or Browse to enter the .def file you want to associate with the

DLL, or choose one from the drop-down list (see scanning for files below)

If a .def file matching the name of the .dll exists in the same directory as the DLL, this will be set
automatically.

e Convert Ordinals into Symbol Names * convert the exported ordinals from the chosen DLL into
symbol names using the specified .def file

All the ordinals and symbol names found will be displayed in the list at the bottom.

e OK * closes the dialog and adds the association between the DLL and the .def to the ordinal

handler dialog

= pont forget to select the Convert DLL exported function ordinals to symbols check box.

Scanning for .def files
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The .def files aren't always in the same directory as the DLLs and may be hard to find, so a search
option is available.

b= Any .def files found during a scan can be used to extend or replace the choices in the drop-down list
of the Definition file to examine... option abowe.

e Partial Scan... * choose a folder and scan it for .def files
e Full Scan... * scan all drives for .def files

While scanning, a progress dialog shows the search location and the number of .def files found:

File Scan 7 ot

Scanning for linker definition files. ..

Dir: C:\Pragram Files [#36]\Microzoft Wisual Studia 17.05Comman? S DE Praje
Murmber of a0

Prezz ztap ta stop the search and keep the lizt of scanned directonies.
Prezz cancel to stop the search and dizcard the list of 2canned directaries.

Stop | Cancel

e Stop * stop the scan and show results found so far

e Cancel » stop the scan and discard any results

When the scan is complete a dialog shows any .def files found:

H Scanning for DEF files

X

Directory ”
CA\Program Files (x86)\Microseft Visual Studio 9.00WCOWCWizards\ App Wi\ ATLA\ATLProject\ternplates\ 1036\r Feplace List

ChProgram Files (x86)\Microsoft Visual Studio 9.0V OV CWizards\AppWiz\MFC\Control\templatesh\ 1036\ ro
C\Program Files (x268)\Microsoft Visual Studio 9.00WCWCWizards\AppWiz\MFC\Library\templates\ 1038\ roo

Canicel

C\Program Files (x86)\Microsoft Visual Studio 9.00WCOWCWizards\CodeWiz\ ATL\Add ToMFC\ Templates\ 1036 Add
ChProgram Files (x86)\Microsoft Visual Studio 9.00WCWCWizards\CodeWiz\Generic\DEFFile\ Templates\103€
L o = L s o L e e o L B B B B a1 1t ] P Ry oW B R Fphel e HBmDVE

< >
Remawe al

Ll

e Add To List > extend the drop-down list of the Definition file to examine... option by adding all
the search results in the list

¢ Replace List * as above but replaces the list rather than extending it

Add * adds an entry to the list so you can manually enter a file path

¢ Remove * remove any selected items from the list
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o Remove All * clears the list

e Cancel » closes the dialog, discarding the list of results

3.12 Managers

The Managers menu provides a handful of powerful tools to manage or inspect data collected by Thread
Validator.

The tools include:

e session management

o thread filters

o watermarks and bookmarks

3.12.1 Session Manager

Managing multiple sessions

Thread Validator can manage multiple sessions at once.

As well as the actively running session, open sessions may include those run since Thread Validator
started, or reloaded sessions that had been saved earlier.

E| Managers menu * Session Manager... * shows the Session Chooser dialog below, highlighting
the current session

'S Session Chooser

Select

Session

tvExample.exe:Wed Jul 15 17:50:2% 2020 (Running)

Set Aliag...
Delete All

Delete

V' Auto purge sessions M aximum number of sessions: I'I _Ij Cloze

Each time a session is started or loaded it is added to this list, using the name of the executable
program and the date and time the session started.

Jaaai)
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Managing the sessions

o Select * makes the selected entry the current session, i.e. the one for which data will be displayed

E Some tab views may update immediately, others may need a manual refresh.

o Set Alias... * opens the Edit Session Alias dialog so you can give the session a more useful name

Edit Session Alias ? >

Sezzion alias: Im
ak. I Cancel

The alias is added before the session details:

Session
With fix (tvExample.exe J:5at May 21 21:44:15 2016 (Running)

e Delete * removes the selected session
You can't delete a session that is actively collecting data.
e Delete All * removes all the loaded sessions
If one of the session is actively collecting data, this will be disabled.

e Close ¥ closes the dialog (as opposed to closing any selected sessions!)

Limiting the number of sessions
You can choose to limit the maximum number of sessions open at once.

Once this limit is reached, then each time a new session is added, the oldest session may
automatically be remowved:

e Auto purge sessions * ensures that the number of loaded sessions is limited to the maximum
(below)

e Maximum number of sessions * sets the maximum number of sessions allowed if auto-purge is
on
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3.12.2 Thread Filter

Thread filtering affects data displayed on All Locks, Locks Per Thread, Active Locks, Thread Locks,
Active Objects and Analysis tabs

Thread filters

Thread filtering simply allows you to exclude data according to the thread id.
Filtering by thread id is only going to be useful for multi-threaded applications.

Many applications have threads that you may want to exclude from your data as being beyond your
control.

&= The thread filter dialog below also serves the dual purpose of manually naming threads. The names
are used elsewhere in the display of data and selection of threads.

The thread filter dialog

|E| Managers menu * Thread Filter... » shows the Filter Objects by Thread Id dialog

The dialog has a list of all the threads in the target program, with check boxes to enable and
disable the display of data from each thread id.

& Filter Objects by Thread Id ? X
Select the threads for which pou wizh bo view 0k,
gunchronization and trace information. _
Thread Id Name " Apply
1328.4 tpinfB Cancel
13092 tpsush
12716 ILT+5320{7threadProc? CTest...
'I'D?_'IE wiWinMainCRTStartup
QE'DG TpCallbackindependent Enable Al
9144} tpinfA
00g0 t3pB Dizable All
E'IE'D tpinfSE
48DE TpCallbackindependent
4140 t3pC
3324 tIph

tpin W
[f]3156 pinfs4
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e Enable All > checks all threads, meaning that no thread filtering will occur

o Disable All > unchecks all threads, making it easier to enable just one or two of many threads
To sort the list on id or name, click one of the headers.

To edit a thread name, double click on the name.

Thread names

If a thread has been named using the Win32 raiseException method, the Win32
SetThreadDescription (), Or using tvSetThreadName () its name is shown in the list abowve. See the
link below for more details.

For unnamed threads, you can give it a name here by double clicking on the name column and entering
a name for the thread. Click outside the box or press return to complete the entry.

Names of threads will be used where relevant in other parts of the application such as the Thread or
Owning Module columns in tabular data or in callstack information.

= How can | give a hame to a thread from my code?

3.12.3 Watermarks

Watermarks

In Thread Validator, Watermarks are event markers in the allocation history at which you can say other
events occurred either before or after the watermark.

Watermarks are used in the Active Objects and Analysis tabs as a kind of filter to constrain displayed
data to that which happened between two watermarks.
Adding watermarks

You can add new watermarks directly from allocation items displayed in the Active Objects and Analysis
tabs, using the popup menu options.

Watermarks added this way are initially named using the .exe or DLL and the function name as in the
picture below, but you can change this if you want.

Alternatively, you can add a watermark at the most recent recorded allocation event:

E Managers menu * choose Add watermark at most recent trace > enter a name * click OK

Or use the option on the Watermarks Toolbar:
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e W

E The most recent trace event may not actually be visible in any of the displays as it could be
filtered or hidden for other reasons.

First and last watermarks

There are two permanent special watermarks, not directly associated with particular events:
o The first watermark is the point before every other event
o The last watermark is the point after every other event

These two watermarks are the default settings, meaning that no data is filtered due to watermarks.

You cannot remove or rename the first and last watermarks.

The watermarks dialog

When a session is active, you can show the watermark manager to see a list of watermarks, change
their names, or apply selected watermarks to the data views:

|E| Managers menu *» Watermark Manager... * shows the Watermarks dialog

Or use the Watermarks Toolbar option:

=3 u[7] "

Watermarks are shown in order of their associated event allocation history.

If you haven't added any watermarks yet, this will just be the special first and last watermarks.
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E Watermarks

Watermark ID 0k
First watermark

Last watermark

Cancel
Edi...
Delete

Delete Al

First I | Select
Second I ;I

L[

E The watermarks dialog can only be shown when the Active Objects or Analysis tab is open.

Managing the watermarks

There's a few options for renaming and removing watermarks:
e Edit... * rename the selected watermark
Double clicking on the watermark also works.
You can't edit the first and last watermarks.
o Delete » delete the selected watermark
You can't remove the first and last watermarks.
o Delete All *» delete all the watermarks except the first and last

You can't change watermark locations. If you want to do that, delete the watermarks you don't want and

add new ones.

Applying watermarks to the data displays
You can override the local watermark settings in the Active Objects and Analysis tabs.
At the bottom of the watermarks dialog choose the watermarks:

o First » set the earlier of the watermark range
e Second » set the later of the watermark range

You can't choose a second watermark which is earlier than (or the same as) the first one.
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3.12.4 Bookmarks

Bookmarks

Bookmarks are event markers in the allocation history. You can use the Bookmarks dialog to jump back
to a bookmarked location any time.

Bookmarks are only used in the Active Objects and Analysis tabs.

Adding bookmarks
Adding bookmarks is very similar to adding watermarks.

You can add new bookmarks directly from allocation items displayed in the Active Objects and Analysis
tabs, using the popup menu options.

Bookmarks added this way are initially named using the .exe or DLL and the function name as in the
picture below, but you can change this if you want.

Alternatively, you can add a bookmark at the most recent recorded allocation event:

E Managers menu * choose Add bookmark at most recent trace * enter a name * click OK

Or use the option on the Watermarks Toolbar:

a2 W et e

= The most recent trace event may not actually be visible in any of the displays as it could be
filtered or hidden for other reasons.

The bookmarks dialog

When a session is active, you can show the bookmark manager to see a list of bookmarks, change their
names, or jump to a bookmark location:

E Managers menu * Bookmark Manager... * shows the Bookmarks dialog

Or use the Watermarks Toolbar option:

= ¥ el

Unlike watermarks, bookmarks are shown in the order you add them.
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E Bookmarks

]9

Bookmark
tvexample.exe CTeststakView:: CTeststakView
tvexample.exe CleststakView::threadProc_goodA

Cancel

Edit...

[Foto

Delete

Delete Al

Bl

E The bookmarks dialog can only be shown when the Active Objects or Analysis tab is open.

Jumping to bookmark locations

The most useful option in this dialog is the Goto:
e Goto * scrolls the open tab to the selected bookmark and selects it (if it exists in the current tab)

Double clicking on the bookmark also jumps to its location.

Managing bookmarks

There's also a few options for renaming and removing bookmarks:
e Edit... * rename the selected bookmark
o Delete * delete the selected bookmark
o Delete All * delete all the bookmarks in the list

You can't change bookmark locations. If you want to do that, delete the bookmarks you don't want and
add new ones.

3.13 Query and Search

Tools to search for allocations

The following tools help you find memory and handle allocations using different criteria and are all found

on the Query Menu.
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* Click on an item in the picture or in the list below to find out more in the following topics.

i:'-'\ Search...
@ Find function...

@ Single Thread Critical Section Detector. ..
Display stack traces for all threads
Deadlock detection

Display lock order

e Search » use the Find Sychronization Object dialog to search the data in some of the tab views for
synchronization events

e Find Function * use the Find Functions dialog to search for synchronization enter/exits and
synchronization object allocations/deallocation occurring in certain functions

o Single Thread Critical Section Detector * use the Single Thread Critical Section Detector dialog
detect potentially unnecessary synchronization objects that have only been used in one thread

o Display stack traces for all threads * use the Deadlocked Thread PostMortem dialog to analyse
your application that has already deadlocked

o Deadlock detection » Perform deadlock detection in your application
o Potential deadlock detection > Perform potential deadlock detection in your application

o Display lock order * use the Locks and Waits in Sequence Order dialog to display the order in
which locks and waits were entered

3.13.1 Finding synchronization objects

Searching for synchronization objects

Using the Find Synchronization Object dialog below, you can search for objects in the Active Objects
Tab.

Searches can be:
e based on allocation location such as in a function, file or module
e based on the allocated object such as type or address

The Analysis Tab has its own Eind function which does the same search within data collected in its own
view.
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The Find Synchronization Object dialog

To show the Find Synchronization Object dialog, choose the menu option below:

E Query menu * choose Search... » displays the dialog below

Or use the following icon on the Query Toolbar.

[Ce @k

Find Synchronization Object ? X
Find objects of type [~ Enable
Find objects in address range [~ Enable

|nxnn4m 7F2

Find objects in file

| to |07BDI30AE

L]

¥ Enable

Find objects in function

L]

¥ Enable

Find objects in module

L]

¥ Enable

Find objects in thread

L]

W Enable

" Eucluzive % |nclusive

L

Find | e |

Note that this dialog can remain open while you inspect the results.

Search Criteria

Each of the desired search options needs to be enabled and criteria specified:

To find objects...
o of type
¢ in function
e allocated in file

e in module

enable the option and choose...

a data type from the drop down list
a function from the list
a file from the list

an .exe, DLL or other module
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¢ in thread a thread or "Any" to accept any thread
Objects between...
o addresses type in the values or choose the current minimum or

maximum from the drop down list

For options where there is a set choice of values, the lists show all the options that Thread Validator
knows about at the time the dialog is shown.

Where a range is specified, you can enter the same value for the beginning and end of the range.

Exclusive or inclusive searches

There are two ways of searching:
o Exclusive * search results satisfy all the enabled search criteria
¢ Inclusive » search results satisfy at least one of the enabled search criteria

As a general rule, exclusive searches return a tightly focused set of results, while inclusive searches
return a broader set of results.

For those who prefer logic notation, exclusive searches use AND logic, while inclusive use OR logic.

Performing the search
Once search criteria are enabled, and search mode selected, results can be found:
e Find... > matching results in the corresponding tab are highlighted

The colour of selected objects is set on the colours tab of the Global Settings dialog.

Example search

Here are two example searches performed on the Example Application, one inclusive, one exclusive.
Inclusive

Search for type CriticalSection, in the range 0x67¢20000 to 0x67¢22000, inclusively. All other search
criteria are disabled.
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Find Synchronization Object ? >

Find objects of wpe ¥ Enable

I Critical5S ection

Find obhjects in address range

| 06720000 x| to |DsE7c22000

Find objects in file [~ Enable
| £
Find objects in function [~ Enable
| £
Fird objectz in module [~ Enatle
| =l
Find objects in thread [ Enatble

" Exclusive ™ Inclusive Fird I Cloze |

L<|

The results are shown below - all criticalSection objects are selected.

H =
H =
M 2 W TimerQueusTine: [Delebe] GeO062chSE Theead ID 13540 0 [NaFilehlame Lire 0]

H=
M=
H=
M=
.3Ivmmmmmnuqmmnumunummunnn
H=
H =
H =
M=
H =
M=
H =
M=
H =
M =
H =
[ =
H =
[ I
H =
] @
H =
] @
H @
[ @

Exclusive

The search is repeated using same search criteria as above, but with the exclusive option selected.
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The results are shown below and only criticalSection objects in the specified address range are now
selected.

=
3
= TinerGueueTimer [Dieiete) GiS2cAs Theead 0 13530 () [MeFdebiame Line 0]
=
S B o1z obpectse> Crmicatiection (Delete] De0SS1640 Theesd I 13533 ) [NoFieMame Line 0]
=: )

S <4 pbjectse» Crticalection (Delete] (70631558 Thread I 13540 [} [MeFileName Line 0
5 Procss Se000OTIC [Eaimpbi o], ertabed O 0, ek 0 00 wnir & 00 0, huvwosl G002 0

Crbicaliaction (Deleba) BeETc25 52 Thraad ID 13580 { [MeFlsMarw Line O]

Crbicaliection (Delebe] (eETc 2452 Thread ID 13580 { [MoFd eMarre Line 0]

Crbicaliection (lielebe] (efTc21 304 Thread 1D 13540 { [MoFd eMarme Line 1]

3
i
i
il
1
i
=:)
1] Crbcaliection (lelebe] (ef T2 5efd Thread 10 13540 i [MoFileMarmre Line ]
=:]
=:]

B crbcatsection Dedete] OwfPedSece Theead 10 1358) § [MoFd eMarne Line (1]
=:]
= CrbcalSection (lelebe] TedTc2202 Theead 10 13580 () [RoFd efaene Line 0]
< I Crticatsection (Delete) GesTc2esd Thread ID 13340 () [NeFd ehiarre Line 0] > Critical section does not ekt
< I crticalection Melebe] DelTe2 el Theead I 17547 { [MoFd e Line 0]
= . <43 pbjectss» CrticalGection (Delebe) DofTe2 1448 Thiesd ID 13340 [} [MeFileName Ling 0> » Critical section Soe nod edsl
<1 B <3 cbjectsn » Cricaliection (Delebe] BeSTe2 1448 Thread 10 13540 [} [MoFilehame Ling 8
I CoticatSaction (Dalet) CeSTe20064 Thrsad ID 13540 () [eFiaMars Ling O]+ = Critieal snction doss net it
I CoticatSaction (Dalsbe) Ge£Tc20064 Thraad ID 13540 {) [NeFil abiarrss Lina 0]

il Crticatiection (eiete] Co70cluasd Thread ID 13580 { [MoFd e Line 0]

3.13.2 Finding functions

Searching for object allocations in functions
Using the Find Function dialog below, you can search for objects occurring in certain functions.

The functions can be the allocation/creation function or anywhere in the callstack

The find function dialog

To show the Find Function dialog, choose the menu option below:

|E| Query menu * choose Find Function... * displays the Find Function dialog

Or use the following icon on the Query Toolbar.

Copyright © 2003-2025 Software Verify Limited



216

Thread Validator Help

i Find Function ? >

Furction: || Fird I

[” Match case Cloze

f

[T Complete function name

" Trace locations

f* Callstacks

Objects

Search criteria

Enter a function name, and optionally any other search characteristics to find objects allocated in
matching functions

e Function * enter full or partial function name

Match case * tick to do a case-sensitive match

Complete function name * tick to only match the whole name

E For C++ methods, complete names must be of the form classname: :methodname.

Trace locations * matches only the function containing the object allocation

Callstacks * matches any function in the allocation callstack

Finding results
e Find * performs the search displaying results in the list

E Results replace any previous search.

You can expand the search results, and double click the data items to edit source code in your preferred
editor.
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Examples of finding allocations in functions
Thread Validator has an example program you can use to safely explore features.
In the example program, the Test menu has options for a Bad and Good lock strategy example.
After doing both of these, the example searches can be made below.

Searching only within matching functions

Searching for critical section usage only in functions that have ontestbad as part of their name finds
these results in CTeststakView: :OnTestBadlockstrategyexample

& Find Function ? >

Function: |0ntestbad Find |
I Match caze Cloze

™ Complete function name

" Trace locations

* Callstacks

>

Objects

[ Thread (Create} Handle (x0000070c, Creating ThreadID 3512 ThreadID 8516 (w\WinMainCRTStartup) [es\om\c\thre
Thread (Create) Handle (0 Creating ThreadID} 6816 ThreadID 8516 (wWinMainCRT5tartup) [e\om\c\thre
[ 0x00407b2a tvexample.exe CTeststakView:OnTestBadlockstrategyexample : [e:\om\c\threadvalidator\tve:
[ On7c0c7c0d mfc100ud.dil _AfxDispatchCmdMsg : [fAdd\wctools\wcTlibs\ship\atimfc\src\mfc\cmdtarg.cpp L
[ Ox7c0c8355 mfc100ud.dil CCmdTarget:OnCmdMsg : [fAdd\wctools\wcTlibs\ship\atimfc\src\mfc\cmdtarg.cp
B 0x7cldc34d mfc100ud.dil CView:OnCmdMsg : [fAdd\wctools\vcTlibs\ship\atimfc\src\mfc\viewcore.cpp Lin
[ 0x7c225d86 mfc100ud.dll CFrameWnd::OnCmdMsg : [fAdd\wctools\wcTlibs\ship\atimfc\src\mfc\winfrm.cpg
[ O 7c1FF1ff mfc100ud.dll CWnd=OnCommand : [fAdd\wctools\wcTlibs\ship\atimfc\src\mfc\wincore.cpp Line "

< >

Searching anywhere in the callstack

Changing the function name to oncmd and now searching in any part of the callstack finds both the
'Good' and 'Bad' lock strategy functions called from cCmdTarget : :OnCmdMsg
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g Find Function

Function: Iu:-ncmd

[ Match case

Find I
Cloze |

[ Complete function name
 Trace locations

& Callstacks

Objects &
=) [ Thread (Create) Handle 0x000006f8, Creating Thread|D 9720 Thread|D 8316 (wWinMainCRTStartup) [es\om\c\thre:
== [ Thread (Create} Handle (x000006f0, Creating ThreadID 1116 Thread|D 8516 (wWinMainCRTStartup) [ecvom\c\thre:
== [ Thread (Create} Handle (x0000070c, Creating Thread|D 3512 ThreadID 8516 (w\WinMainCRTStartup) [es\om\cithre
=) [ Thread (Create) Handle 0x 00000708, Creating Thread|D 6216 ThreadID 8516 (w\WinMainCRTStartup) [es\om\c\thre

Thread (Create) Handle 0x000006f4, Creating Thread|D 10808 ThreadID 8516 (wWinMainCRT5tartup) [e\om\c\thr

[ 0x00407cfD tvexample.exe CTeststakView:OnTestGoodlockstrategyexample : [e\om\c\threadvalidatorytve
[ 0x7c0c7c0d mfc100ud.dil _AfxDispatchCmdMsg : [fAdd\wctools\wcTlibs\ship\atimfc\src\mfc\cmdtarg.cpp L
[ 0x7c0c8335 mfc100ud.dll CCmdTarget:OnCmdMsg : [fAdd\vctools\wcTlibs\ship\atimfc\src\mfc\cmdtarg.cp

v

£ >

3.13.3 Finding critical sections only used in one thread

Searching for critical sections only used in one thread

Using the Single Thread Critical Section Detector dialog below, you can search for potentially
unnecessary synchronization objects that have only been used in one thread.

If further examination within your program confirms the critical sections are not needed, you may be able
to improve performance in your program by removing them.

The Single Thread Critical Section Detector dialog

To show this dialog, choose the menu option below:

E Query menu * choose Single Thread Critical Section Detector... * displays the dialog below

Or use the following icon on the Query Toolbar.

O, 09
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& Single Thread Critical Section Detector ? >

Thiz dialog allows you bo detect critical sections that have only been uzed by one thread.
Thiz may indicate that the critical sections are not needed.
If the critical zections are not needed, remowving the critical sections may improve program performance.

Critical Sections

™ Dizplay one entry per critical zection -
* Dizplay all entriez per critical zection Clear | Fird I Close

Display options

o Display one/all entry per critical section * show just one use of a given critical section by one
thread, or show all uses

e Clear » remowe any existing results from the display

Finding results
e Find * performs the search, displaying results in the list
E Results are appended to any previous search results.

You can expand the search results, and double click the data items to edit source code in your preferred
editor.

Examples of finding objects used in one thread
Thread Validator has an example program you can use to safely explore features.

In the example program, the Test menu has options for starting deadlock threads:
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File = Test Help

Deac 2 Thread deadlock » Start Deadlock Thread 1
Pg:' 3 Thread deadlock > Start Deadlock Thread 2
id: .

After starting deadlock Thread 1, that menu option is disabled and clicking Find on the Single
Thread dialog shows two results:

& Single Thread Critical Section Detector ? *

Thiz dialog allaws vou ta detect critical zections that have only been uzed by one thread.
Thiz may indicate that the critical sections are nat needed.
If the critical zections are not needed, remowving the critical sections may improve program performance.

Critical Sections
0x02712bd4ThreadID 10028 (5TA))
B Ox77cealdcl mfcl00ud.dlil ClriticalSection:Lock : [fdd\wctools\wcTlibs\ship\at
[ 000406572 tvexample.exe CTeststakView:threadProcA : [e\om\c\threadvalid
[ Ox10067239 svlthreadvalidatorstub.dil local_threadProc : [e\om\c\threadvalidat
[» (x73ed6354 kernel32.dll BaseThreadInitThunk : [NoFileName Line 0]
B Ox776bTcTf ntdll.dll _RtlUserThreadStart : [MoFileName Line 0]
[r Ox776bTbef ntdll.dll _RtlUserThreadStart : [MoFileName Line 0]
[ x02712bf8ThreadD 10028 (5TA))
B 0x02712c1cThreadID 10023 (5TA))
< >

" Dizplay one entry per critical section -
* Display all entries per critical section Clear | Fird | Close

3.13.4 Fetching callstacks for all threads

Fetching callstacks for all threads

Using the Deadlocked Thread PostMortem dialog below, you can retrieve all thread callstacks in your
application.

This may be useful in many ways, but in particular, if you know a deadlock has occurred in your
program, then examining the callstacks of each thread will help determine where the deadlock occurred.

The Deadlocked Thread PostMortem dialog

To show this dialog, choose the menu option below:

Copyright © 2003-2025 Software Verify Limited



The User Interface 221

|E| Query menu ¥ choose Display stack traces for all threads... * displays the dialog below

Or use the following icon on the Query Toolbar.
oo oft]]

2 Deadlocked Thread PostMortem ? >

Thiz dialog dizplays the stack traces for each thread in the target application. If you know the target
application has deadlocked, you can uze the information here to detect where the deadlock occurred.

Thread stack traces

= [» Thread 1242 (wWinMain CRTStartup)
[» Thread 12668

[» Thread 10028 (5TA)

I» Thread 7602

J» Thread 12872

> Thread 3132 (STE)

I» Thread 11364 (5TC)

EEHEHEHEH

| Clear I Fefresh Cloze

The dialog appears already populated with the callstack information
e Clear » remowe any existing results

o Refresh » update the list of callstacks shown in the display

Viewing the callstacks

The image below shows the results of a search that has been expanded to show a callstack.

Note that above each callstack, the thread id (and name if the thread is named) is displayed followed by
a list of critical sections which this thread has locked or is waiting upon.

For example:

L'? W (CriticalSection 0x037%d24 locked by thread 12656 (tppot2B) , thread 10920 (tppot2A) waiting.
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If the thread is not waiting upon any critical sections and is not involved in a wait, a message No critical
sections or waits for this thread is displayed.

&= Deadlocked Thread PostMartem ? *

Thiz dialog dizplays the stack traces for each thread in the target application. If pou know the target
application haz deadlocked, you can uze the information here to detect where the deadlock occurred.

Thread stack traces 2

[» Cx00406%a2 tvexample.exe (TeststakView:threadProcA : [eom\c\threadvalidator\tvexample\te
[ O776b7bf4 ntdll.dil _RtlUserThreadStart : [MoFileName Line 0]

I [ Thread 7608

e > Thread 12872

ke Thread 5152 (5TB)
CriticalSection 0x02712bf3 locked by Thread 10028 (5T4), Thread 3152 (S5TE) waiting.
wr CriticalSection 0x02712bd4 locked by Thread 5152 (5TB), Thread 10022 (5TA) waiting.

[ 0x776b418b ntdll.dll RtlpWaitOnAddressWithTimeout : [NoFileName Line 0]
[ Ox776b3e5d ntdll.dll RtlpWaitOnCriticalSection : [NoFileName Line 0]
[ 077623911 ntdll.dil RtipEnterCriticalSectionContended : [NoFileName Line 0]
[» Ox776860F3 ntdll.dll RtlEnterCriticalSection : [NoFileMame Line 0]
[ Ox77cealct mfcl00ud.dil CriticalSection:Lock : [fAdd\wctools\weTlibs\shiph\atimfcinclude\afxm:
[» Cx00406abb tvexample.exe CTeststakView:threadProcB : [e\om\c\threadvalidator\tvexample\te
[ 0x776b7hf4 ntdl.dil _RtlUserThreadStart : [NoFileName Line 0]
I wr Thread 11364 (5TC)
wr CriticalSection 0x02712bd4 locked by Thread 11364 (5TC), Thread 10028 (STA) waiting.
[ 0x776b418b ntdll.dll RtlpWaitOnAddressWithTimeout : [NoFileName Line 0]
[» 0x776b3e5d ntdll.dll RtlpWaitOnCriticalSection : [MoFileName Line 0]
[» 077683911 ntdll.dil RtipEnterCriticalSectionContended : [NoFileName Line 0]
[» Ou776860F3 ntdll.dll RtlEnterCriticalSection : [NoFileMame Line 0]

Clear | Refresh | Cloze

'Unable to get locks list' warning

If Thread Validator fails to find the process locks list it will provide a warning and information for what to
do to enable the list to be found.

In this example, the suggestion is to enable a Microsoft Symbol Server.

Copyright © 2003-2025 Software Verify Limited



The User Interface 223

¢’ Deadlocked Thread PostMortem X

Thiz dialog dizplays the stack traces for each thread in the target application. [F vou know the target
application has deadlocked, you can uge the information here to detect where the deadlock occured.

Thread stack traces

Unable to get Locks List. Enable a Microsoft Symbol Server to improve this.
Thread 14788 (UIThread)

P Thread 4040

B Thread 3472 (tppot2a)

P Thread 1920 (tppot28)

P Thread 11544

Clear | Refresh I Cloze

3.13.5 Deadlock detection

The deadlock and potential deadlock settings allow Thread Validator to regularly scan for various error
conditions using the same data collected by the options on the Collect settings tab.

If your application has many threads, you may prefer to disable these options to prevent Thread Validator
from using too much processor time.

However, at run time you can force Thread Validator to check for deadlocks or potential deadlocks in the
application under test.
Forcing a deadlock check

If deadlock detection is off by default, you can manually trigger a deadlock check:

|E| Query menu ¥ choose Deadlock detection * runs a deadlock check updating displays
accordingly

This menu option will be disabled if the Deadlocks option on the Detect settings tab is enabled.

Example

The example application can be used to demonstrate the deadlock checking:
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1. Turn off the Deadlocks option on the Detect settings tab and

2. Launch the example application.

3. Use some of the built in tests to create a deadlock, for example the 3 thread deadlock.

4. Notice that Thread Validator does not register the deadlocks including for example, in the following

three displays.

In the Errors panel of the Summary tab:

Errors

Exit not enter

Abandoned

Threading errors

In the snapshots view of the Threads tab

10830
0276:
13560:
S5600:
18348
T616:
14272

Or in the All Locks tab:

Address | Lock

O 00423468
0x03752ckc
0x03752d20
003752044
002300258
003980258

oo =N

oo Mo E

0.00%
50.00%
100.00%
100.00%
0%
000%

|Recursion | Contention | C/L Ratio | Wait Time |

| uT7e67c58 2,575

Oms.
Oms.

oms

Sequence | Thread State | owning Medule
26 - - [S¥M:Ordinal2176]
15 6460 CRTStartup) 00400304 ine 138
1,299 3204 (t3pA) Thre.. Ox77ceaict i i inl Line 113
1.268 4832 (1) (t3pB) StateWdait(WidletByThre... (x77ceaBch : EAdd\wctools\we inl Line 113
i OxTTcesBe i i inl line 113

1,291 160 (1) (t3pC)
70
80

5. Force a deadlock check as described above, and each of these displays will update to show the

deadlocks found

In the Errors panel of the Summary tab, where the red bar indicates 3 deadlocked locks:
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Errors

Exit not enter ]
Abandoned ]
Threading errors 0

ENote these options are disabled, reflecting the disabled general deadlock detection setting
which prevents interactive exploration of the deadlock data. Enable the setting to explore further.

In the snapshots view of the Threads tab, where the thread snapshots now starts to register the
threads as locked (red)

10980: ANEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
9276:

13580: AEEEEEEEEEEEEEEER
S600: rrrrrrrrrrrrrrrrrrrrrrrrrrrrr gl
18348: ANEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
7516: ANEEEEREEEEEREEER
14272: AEEEEEEEEEEEEEEEE

Or in the All Locks tab, where the locked threads are also now highlighted in red:

E Scanning for DEF files

Directory ~ &dd To List
CA\Program Files (x86)\Microsoft Visual Studic 9.00VCWCWizard s\ App Wi\ ATLAATLProject\templates\ 10364 r Replace List
ChProgram Files (x86)\Microsoft Visual Studio 9.00VCOWCWizards\AppWiz\MFC\ Control\templates\ 10364\ro Cancel
Ch\Program Files (x86)\Microsoft Visual Studio 9.00VCOWCWizards\ AppWiz\MFC'\Librany\ternplates\1036\rao

CA\Program Files (x86)\Microsoft Visual Studic 9.00VCWCWizards\ CodeWi\ ATLVAd d ToMFC\ Templates 1036 Add
ChProgram Files (x86)\Microsoft Visual Studio 9.00VCWCWizards\CodeWiz\Genenc\DEFFile\ Templates\103€

A Nemmemme Cilme G ORV R —em e el i MU I e 28 T AR T mm ;e A4 MCCEC A Trmm e [ b 10D 7 Hemﬂ\"e

£ >

Ll e

Remove all

3.13.6 Potential deadlock detection

The deadlock and potential deadlock settings allow Thread Validator to regularly scan for various error
conditions using the same data collected by the options on the Collect tab.

Copyright © 2003-2025 Software Verify Limited



226

Thread Validator Help

If your application has many threads, you may prefer to disable these options to prevent Thread Validator
from using too much processor time.

Howevwer, at run time you can force Thread Validator to check for deadlocks or potential deadlocks in the
application under test.
Forcing a potential deadlock check

If potential deadlock detection is on but the detection interval is set to a long time or to Never, you may
wish to manually trigger a potential deadlock check:

E Query menu * choose Potential deadlock detection * runs a potential deadlock check,
updating displays accordingly

This menu option will only be enabled if the Potential Deadlocks option on the Detect settings
tab is enabled.

Example

The example application can be used to demonstrate the deadlock checking:

1. Turn on the Potential Deadlocks option on the Detect settings tab

2. Set the Deadlock detect interval to Never (on the same setting page)

3. Launch the example application.

4. Use some of the built in tests to create a potential deadlock, for example the Potential deadlocks 2
thread.

5. Notice that Thread Validator does not register the potential deadlocks including for example, in the
following three displays.

In the Errors panel of the Summary tab:
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Errors

Exit not enter ]
Abandoned ]
Threading errors 0
Potential deadlock ]

In the snapshots view of the Threads tab

1520 tppot2B
12144; ANEEEEEEEEEEEEEEER
1478&8:UMhread
9728: ANEEEEEEEEEEEEEEEE
5555: ANEEEEEEEEEEEEEEER
372 tppot2A

Or in the All Locks tab:

Address | Lock [Recursion |Contention |C/LRatic |Wait Time  Sequence | Thread State | Owning Module

| xT7e67c58 j 0 o 0.00% - 4864 - - [S¥MEOrdinal?176]

02352638 ns 0 i) 100.00% Dms 4,847 4004 (1) ftppot2B) i [ p pp Line 1720
(02382668 0 [ 0.00% - 4,853 4004 (tppot2B) Ox004083ab 1724
002352650 0 o 0.00% - 4,865 4004 (tppot2B) it Line 1732
02352680 [ ] 000% - 4,859 4004 (ippot26) i i Line 1728
000423468 3 2 0 0.00% - 15 2082 nCRTStartup) Ox0040B304 Line 138
003000258 o 0 0 0.00% - %0

002510258 o 0 0 0.00% - wo

6. Force a potential deadlock check as described above, and each of these displays will update to show
the potential deadlocks found

In the Errors panel of the Summary tab, where the pink |:| bar indicates 2 potential deadlocks:
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Errors

Exit out of orde |
Exit not enter 32
I
Abandoned ]
Threading errors 0
Potential deadlock 4
I

In the snapshots view of the Threads tab, where the thread snapshots now starts to register the
threads as having potential deadlocks (pink .)

1920:tppot2B ANEEEEEEEEEEEEEEER
12144: AEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
14738 UMhread

9728 AEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
5556 ANEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
3472 tppot2A ENEEEEEEEEEEEEEEERE

Or in the All Locks tab, where the locked threads are also now highlighted in pink:

3.13.7 Display lock order

Lock order dialog
Thread Validator can display the order in which locks and waits were entered.

The lock order dialog (i.e. Locks and Waits in Sequence Order dialog) can be started in two different
ways:

o All Locks tab » E popup menu * Lock Acquisition Order...

. B Query menu » Display lock order
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2 Locks and Waits in Sequence Order ? X
Mumber of Citical Sections: 14 [~ Autollpdate Flefiash | ’W‘
Mumber of W/ aitF of2[): 0
Thread Id Address Sequence Status Member Variable Filename ()
2052 (wWinMainCRTStartup) 000423468 | 15 Locked critSectRecurseHeldLongTime ehom\chthreadvalidatoritvexam)
4220 (ILT+400(7threadProcl CTestst...  (x023928d8 | 25 Locked view->sectlA_2ThreadDeadlock fihdd\wvetoolshweTlibs\shiphatimfc
4220 (ILT+400?threadProc CTestst... (wD23928fc | 26 Waiting view->sect2A_2ThreadDeadlock fddivetoels\weTlibs\shiphatimfc
6264 (ILT+520(?threadProc2 CTestst... (x023928fc | 26 Locked view->sect2A_2ThreadDeadlock f\dd\wvectools\weTlibs\shiphatimfe
1520 (3pC) (0x02392ab4 | 36 Locked view-»sect3 ¢ fiddivctoels\vc7libs\shiphatimfc
6264 (ILT+520(?threadProc2CTestst... (x023928d8 17,536 Waiting view->sect1f_2ThreadDeadlock fhddwetools\weTlibs\shiphatimfc
1520 (t3pC) 0x02392a6c 17,956 Waiting view->sectd_a fhddivetools\weTlibs\shiphatimfc
8812 (t3pA) (02392a6c 17,955 Locked view->sectd_a fihdd\wvetoolshweTlibs\shiphatimfc
9344 (t3pB) (02392290 17,956 Locked view->sect3_b fhddwetools\veTlibs\shiphatimfe
0x02392ab4 17,958 Waiting view->sectd_c f\dd\vctools\vcTlibs\ship\atimfc
8812 (t3pA) 002392250 17,970 Waiting view->sectd_b fiddvctoels\weTlibs\shiphatimfc
1748 (tppot2d) 0x02392e38 18,394 Locked critSectPot2A ehom\c\threadvalidatoritvexam)
1748 (tppot2A) 0x02392e30 18,414 Locked critSectPot2B eom\c\threadvalidator\tvexam
< >

The dialog displays the order...
¢ in which critical sections are locked and waited upon
o that waits are entered into
¢ in which threads sleep and are suspended

For this, you need to enable the Functions working with waitable handles option on the
Hook Insertion settings page.

"8 You don't need to enable the individual Sleep option.

Data displayed in the table
o Thread Id * displays the thread id and a thread name if one is available
o Address » the critical section address that is locked or being waited upon
For waitForsingleObject calls, this is the handle that is being waited upon.
For waitForMultipleObjects calls, the number of handles being waited upon is shown.
e Sequence » displays the sequence id of the lock or wait
Green bars in this column indicate the sequence id relative to the known range of all ids.
o Status > displays the word Locked or Waiting for critical sections

For WaitForSingleObject Of WaitForMultipleObjects calls the appropriate function is
displayed instead.
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o Member variable * shows information about the storage variable used when entering the critical
section

o Filename » displays the filename of the function where the critical section was entered

Understanding the data
The image below shows that three threads have deadlocked.

Each thread has acquired one lock and is waiting upon another, so there's two entries in this view for
each thread.

31448 |ch002eEDc 10,239 Waiting view-»sectd_b
24840 0x002e290c 10,238 Locked view->sect3 b
31448 0002288 10,240 Locked view-»sectd_a
25352 0002288 10,241 Waiting view-»sectd_a
25352 000222930 10,242 | Locked view-»sectd_c
24840 000222930 10,243 Waiting view-»sectd_c

The order the threads acquired and is waiting upon locks is the same as the order of the data in the list,
which is in turn the same as the sequence ids in the Sequence column.

This situation was caused by the bad lock strategy used in the example program.

In this example three threads are created - lets call them A, B and C - and each repeatedly attempts to
lock two of the critical sections a,b and ¢ as follows:

e Thread A locks sections a and b and then unlocks b and a
e Thread B locks sections b and ¢ and then unlocks ¢ and b
e Thread C locks sections ¢ and a and then unlocks a and ¢

It should be easy to see that a three lock circular deadlock will occur quickly occur as each thread waits
for a lock that another thread has, and indeed this is what the image above shows us has happened.

Sleeping threads

When a sleeping thread is listed:
o the Address column displays Thread

If the Hook Insertion settings has Functions working with waitable handles enabled:
o the Sequence column indicates the sequence id for the start of the thread sleeping

The horizontal position of the green bar in this column changes to show relative size of the
sequence id compared to the most recently allocated id.
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o the Status column displays Sleeping.

2004 (tpgoodB) Thread 4,551,951 Sleeping
14268 (tppotiB) Thread 4,579,056 Sleeping
Suspended threads

When a suspended thread is listed:
o the Address column displays Thread
If the Hook Insertion settings has Functions working with waitable handles enabled:
o the Sequence column indicates the sequence id for the start of the thread suspension
o the Status column displays Suspended
11272 (tpsush) Thread 3,540 Suspended

Related threads

Selecting a critical section or wait handle in the list highlights (in grey) any other threads using the same
critical section or handle (same address).

Any other occurrences of the same thread waiting on a lock or holding a lock will also be highlighted with
the thread information colour (orange |:| by default).

13684 00045288 6,002 Waiting view->sect3_a
15016 0004528 8 6,002 Locked view->sect3_a
13684 (000452930 6,004 Locked view->sectd_c
9664 000452930 5,005 Waiting view-»sect3_c
9664 00045290 ¢ 6,006 Locked view->sect3_b
FET T | ox0045290¢ 6,007 Waiting view->sectd_b
15252 00045236 6,654 Locked view-=>sect_infinite_a

Updating the display

o Auto Update > refresh the contents of the list once per second
o Refresh » refresh the list manually when you need to

The green bars in the Sequence column are automatically updated periodically.

Menu Options
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A popup menu is available by right clicking on any item in the list:

Irformation about lock.fwait ..

Edit Source Code. ..

Show Creation Callstack...

Show Lock Callstack...

Show All Lock Callstacks ithis thread)...
Show All Lock Callstacks (all threads)...

5 Menu option: Information about lock or wait

¢ Information about lock/wait... * shows the relevant information dialog from those below,
depending on the type of item selected

These information dialogs do not block the application so you can show as many as you need,
either from this tab or others, and leave them open to compare or investigate later.

& Thread Information *
Attribute Value
Thread Id 4004 (tppot2B)

Deadlock Count 0

Potential Deadlock Count 2

Exit Mot Entered Count 0

Exit Out Of Order Count 0

Wait Time 160,383,9%0ms

Error Potential deadlock count (2]
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E Critical5ection Informaticn by
Attribute Value

Address (x02392ab4

Module tvexample.exe

Lock Symbol Name CTeststakView:sect1A_2ThreadDeadlo
Lock Count 0

Recursion Count 0

Contention Count 1

Wait Time Oms

Thread Id 9344 (t3pE)

Sequence Id 0
I

E WaitForSingleObject Information X
Attribute Value ~
Object Handle (00000604

Handle Type Thread

Wait Timeout INFINITE

Wait Time 12,998ms

Thread Id 10244 (tpinfB)

Sequence Id 3

Handle Creation Callstack

(00408461 tvexample.exe CTeststakView:OnTestStart3th ddeadlockwithinfini it : [e:\om\c\th dvalidatoritvex
O 77c47c0d mfc100ud.dil _AfxDispatchCmdMsg : [fA\dd\wctools\wcTlibs\ship\atimfc\src\mfc\cmdtarg.cpp Line 81]
(7748355 mfc100ud.dll CCmdTarget:0OnCmdMsg : [f\dd\wctools\vcTlibs\ship\atimfc\src\mfc\cmdtarg.cpp Line 381]
x77d3c34d mfc100ud.dll CView:OnC g : [FA\dd\wctools\wcTlibs\shipyatimfcisrc\mfc\wiewcore.cpp Line 166]

(% 77da5d86 mfc100ud.dll CFrameWnd:OnCmdMsg : [f\dd\vctools\vcTlibs\ship\atimfc\src\mfc\winfrm.cpp Line 969]

O 77d716f mfc100ud.dIl CWnd::OnG 1: [f\dd\wctools\wcTlibs\ship\atimfc\src\mfc\wincore.cpp Line 2728]
x77da482c mfc100ud.dll CFrameWnd::0OnC  : [f\dd\wctools\wcTlibs\ship\atimfc\src\mfc\winfrm.cpp Line 370]
(x77d7dd24 rnfc100ud.dll CWnd:OnWndMsg : [fA\dd\wctools\wcTlibs\ship\atimfc\src\mfc\wincore.cpp Line 2101]

v

® Menu option: editing source code

o Edit Source Code... » opens the default or preferred editor to edit the source code

® Menu options: show ... callstacks

o Show Creation Callstack... *» shows the callstack for the creation of this item, i.e. the locked or
waiting critical section and thread

o Show Lock Callstack... > shows the callstack for the locked or waiting critical section and thread
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e Show All Lock Callstacks (this thread)... * shows all callstacks for this critical section and only
this thread

e Show All Lock Callstacks (all threads)... > as abowve but for any thread

3.14 Tools

'h Click on an item in the picture of the Tools Menu below to jump to the relevant topic:

| Edit Source Code. ..
(B Refresh
1B, Refresh Al

Loaded Modules...
DLL Debug Information...
Out Of Date DLLs...

3.14.1 Colour coded source code editor

Source code editing

The editing settings let you set an editor of your choice to view or edit source code. Thread Validator's
built-in editor is one of those options.

The built-in editor can be started in several ways:
 double click on a source code fragment in one of the views
o @ popup menu * Edit Source Code...

° E Tools menu * Edit Source Code...

Using the built-in editor

The built-in editor supports the basic operations expected for editing source code:
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Eﬁ' evomicithreadvalidator\tvexample\testsvw.cpp - Edit Source Code — O *
File Edit Formatting

] = PASNCS

view->infiniteA_a = FALSE; ~
return 0;
DWORD _ stdcall CTeststakview::threadproc_infiniteB{void param)

{

CTeststakview “yiew = (CTeststakview *)param;
while{CTeststakview: :viewdK)
{

view->sect_infinitewait_a.Lock();
view-=infiniteB_a = TRUE;

view->wasteRandomTime();
wWaitForsingleobject(view->hThread_Infinitewaita, INFINITE);

view->counter Ih++;
sleep(250); // simulate work

S/ unlock in same order as locked.. incorrect
// should unlock in reverse order to locking order

view-»>sect_infinitewait_a.unlock();
view->infiniteB_a = FALSE;

¥

return 0;

void CTeststakview: :0onTeststart3threaddeadlockwiththreadsuspend()

// create two threads

// first thread just uses critical sections

// the second thread suspends the first thread and then trys to a
// If the lock is acquired, the second thread resumes the Tirst tl
// some point the first thread will be suspended whilst it owns ti
J/ deadlock.

/7 Unless another thread resumes the first thread, the second thri¥
< >

Ready |iMs [1 1.4

File menu

The file options need no explanation:

Load..

B Save...

Save As..

Exit

Edit menu

All the following edit options should also be familiar:
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B Faste Cir+V
Select Al

Q) Find... Ctrl+F
@-\' Replace...

Add Bookmark...

Goto Line... Citr+35

Undo/Redo is unlimited by default, but this can be changed in the options below.

= Editing bookmarks has nothing to do with Thread Validator's own bookmarks.

Formatting menu

The formatting menu has general display and editing options

| Conwvert Tabs to spaces | -
[¥_| s Colour Spaces to tabs

Forts and Line Mumbers...

Ciptions...

Convert *» Tabs to spaces * turns all tabs into spaces
Convert > Spaces to tabs > turns all spaces into tabs

Use Colour * toggles the colour coded display

Fonts and Line Numbers... > change text colours, fonts and line numbers
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Options Colour Dialog *

Default Text Colours Line Humber Colours

Tewt Coloyr |ES . Tewt Calaur | black dl .

B ackground Colaur | white hd Background Colour | gray - .
white -
Sislel Uizl (Lol [+ Dizplay Line Numbers

Select Background Colour | black - . [ Display Background Image

Default Text Font Line Mumber Font
Font |Lu|:i|:|a Conzole ﬂ Fant |Luu:i|:|a Conzole ﬂ
Height| |
[ Bold [ ltalicl  Stikeouwt [ Underline W Bold [ ltalic|  Stikeout|  Underline

k. | Cancel

e Options... » set tab length and other options

Edit Settings %
v Display Left Sumbols v Allow Line Collapsing
[v Display Right Syrmbols Line Collapse Colour | silver -
W Display Tooltips [ Allows Quoted Test Calauring

v Allow vertical scrollbar e Tesk Beltag (i) .

v Allow haorizomtal serollbar
[ Allow Punctuation Calouring

Allovs Drag Open .
Punctuation Caolour l_ .

I+ Allow Drag Cloze
[v Allowe Line Highlighting

<]

Character Handling Undo f Redo
Tab length |4 b axirurm number of undo operations
W Addtabs as spaces Iv Store movernent undos il
[v Feplace tabs with spaces when deleting ¥ Store ediing undos

[+ Tranzlate ‘s to

[v Wiap cursor at end of column

k. | Cancel
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o Wrap Width... > changes the column width at which lines will wrap in the display

Status bar

The status bar shows help text at the bottom as you hover over menu and toolbar options.

To the right of the status bar are insert mode, column number and line number.

Line collapsing
You can temporarily collapse sections of code as follows:

o Left click in the margin to start the section * Drag to define the length * Release to set the end
of the section

Click anywhere on the resulting indicator to collapse, and on the + to expand a section.
You'll need to drag near the middle of the empty grey area, as not all of the margin is active.

Expanded:

b

void CTeststakApp::doMemorylLeak4 (DWORD dummyParam)

{
#1T DO_MEMORY_LEAK
char *ptr;

ptr = MY_NEW char [456];
fend‘if

Collapsed:

m'd CTeststakView: :0nTestGoodlockstrategyexample() {

ELine collapsing is temporary and not remembered between edit sessions.

3.14.2 Refresh and Refresh All

Refreshing data
You have the option in some views to automatically update in the view at an interval of your choice.

Sometimes you need to refresh the data when you want to, especially while inspecting the data.
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Most views hawe a local Refresh button, which updates the data.

The same function is found in the Tools menu, as well as an option to update all views at once.

|E| Tools menu > Refresh » refresh the data displayed only on the current tabbed view

E Tools menu * Refresh All * refresh the data on all the tabbed views

or use the Refresh and Refresh All icons on the Tools toolbar.

Q9

3.14.3 Loaded Modules

Viewing the loaded modules

You can view a list of the modules which are loaded by your target application.

|E| Tools menu * Loaded Modules... * shows the Loaded Modules dialog below

The dialog shows:

o the Address space occupied by the module (DLL or EXE)

o the type of Code in the module (native, managed, mixed mode or resources only

e the type of Build - is the code debug or release?

o the Path the module was loaded from

{# Loaded Modules ? X
Address Code Build Path ol
0 73060000 - Ox73DECFFF  Native Release chwindows\winsxks\x86_microsoft.windows.common-controls_6...
(6F2EQD0D - OxGF4EFFFF  Mative Release chwindowsiwinsxs\x86_microsoft.windows.common-controls_6..
OxGEEEDDDD - OxB6FOMGFFF  Mative Release chwindows\winsxs\x86_microsoft.windows.gdiplus_6595b64144...

O O5AFD000 - 0x05BOCFFF  Mative Release eomicidbghelpbrowser\debugdeveloperx86ibordebug.dil

Ox6CD40000 - (x6CEGOFFF  Native Release eom\c\dbghelpbrowser\debugdeveloperx86\dbghelp.dil
(00400000 - 0x00749FFF  Native Debug eom\c\dbghelpbrowser\debugdeveloper«86\dbghelpbrowser....
OxBCFA0000 - 0x6D0B5FFF  Native Debug eom\c\dbghelpbrowser\debugdeveloperx86\svledittoolafx.dll
(x6DCD0000 - Ox6DCDSFFF Native Release eomic\dbghelpbrowser\debugdeveloperx86\svlinjectupdatep...
002500000 - 0x02589FFF  Native Debug eom\c\dbghelpbrowser\debugdeveloperx86\svipeinfo.dil
(xB6CETO000 - (xBCF38FFF  Native Debug etom\c\dbghelpbrowser\debugdeveloperx86\sviportablepdb.dil
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3.14.4 DLL Debug Information

Viewing the DLL debug information

If you are having problems collecting thread data for a particular EXE/DLL the problem may be that the
debug information that is required to perform the instrumentation of the software cannot be found.

You can view a list of the debug information status of modules loaded by your target application.

E Tools menu * DLL Debug Information... * shows the DLL Debug Information dialog below

Maodules containing debug information ? X
To instrument a module debug information or a MAP file with line numbers iz required. Leam mare...
Modules Status &
C:\Program Files (x36)\EC Software\HelpAndManual MECTNTCAP.DLL Debug infermation not present. Learn more...
C\Windows'\System32\msvert.dll Debug information not present. Learn maore...
CAWindows'\System32\ucrtbase.dll Debug information not present. Learn more...
ChWindows\System32\UMPDC.dll Debug infermation not present. Learn more...
C\Windows\ SYSTEM32\mfc100ud.dll POB
CAWindows\SYSTEM3ZAMSVCP100.d1I PDB
CAWindows\SYSTEM3IZAMSVCR100.d1I PDB
C\Windows\ SYSTEM32AMSVCR100D.dlI POB
etnmicithreadValidatortahsend releasel svlbanFileD] | nonMFC sunnort.... PNIR N

£ >

The dialog shows:
¢ the path from which Modules (DLL or EXE) were loaded
o the debug Status (below)

e if any symbol server is not reachable (offline or doesn't exist) a message will be shown in red at the
bottom of the dialog. You can edit the symbol server definitions here.

Debug status

There are various reasons why a module may not hawe its debug information read.
The dialog shows a comment or reason in the status column. Examples might be:
e PDB or MAP if the debug information was found and used
e Debug information not present

¢ A reason for being ignored
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e Module is a part of the C Run-time Library (CRT) or Standard Template Library (STL)
e Location is a system directory

e Ignored due to Hooked DLLs advanced settings

e File is a Software Verify own module

e Module has been specified as a 3rd party

¢ No executable code is contained

e The module only has GUI resources

More information about PDB and MAP files

Clicking on the Learn more... link at the top right of the dialog shows some more details with additional
links to topics in this help.

'h Click the links below to read more in our frequently asked questions.
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Symbels and Debugging Information >

VYizual Studio

Debug Builds

Faor Debug builds wou can supply PDE files [or other debug formats] ar MAP files with line numbers.

tap files with ling humber infarmation are provided by specifving AMAPINFO:LIMES az part of the
link.er options.

Releaze Builds
For Releasze buildz you must supply POB files or other debug formats.

Required Compiler Flags

o AZ| gt be part of pour Yizual Studio C++ compiler fags

Required Linker Flags

Wigual Studio 2017 - Vizual Studio 2015
/DEBUG:FULL rust be part af wour Visual Studio C++ linker flags. Do nat uze /DEBUG:FASTLIMNE.

Wisual Studio 2013 - Visual Studio B
/DEBUG must be part of pour Yisual Studio C++ linker flags. Do not uze /DEBUG:FASTLIME.

Wy zpmbols fail to load...

DbgHelp zearch path infarmatiarn. .

C++ Builder / Delphi

E nzure that vau have enabled the creation of TDS debuaaing infarmation. If there iz an option far
detailed information you should enable that. IF vou can create MAP files with ling numbers the map file
can be uzed instead of TD'S debugging information.

MingW / gcc / g++

Enzure that pour software iz compiled and linked using the -gstabs compiler flag to generate stabs
farmat debug infarmatian.

Finding out more using the Debugging Information Diagnosis Dialog

When debug information is not present for a given module the DLL Debug Information dialog (above) may
display a button in the Status column to show the Debugging Information Diagnosis dialog.

The dialog shows:
¢ Information, advice, and diagnostic help

e Quick links to change settings
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Dekugging Information Diagnosis ? *
DLL: C:\WINDOWS\SYSTEM32YMSVCP100.dI

Information, advice and diagnostic

| Show me how Thread Validator x86 searched for debug information. .. I

Help me choose what flags I should use to enable debuaging information. .. |

Debugging information advice. .. |

Change settings
Edit PDBE search paths...

Edit symbal lookup options...

Edit symbal load preferences...

Edit symbol server options... |

Edit symbol debug options. ..

Close |

The information options include:
» Debugging information advice... * shows the Symbols and Debugging Information dialog above.
o Help me choose what flags... * shows the Debugging Flags wizard

Use the wizard to first select the compiler or linker you're using
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ﬁ Debugging Flags

Which IDE or CompilerfLinker are you using?

¥ wisual Studio 2017 ... 2015

" wisual Studio 2013 ... 2002
(" Visual Studio &
(" visual Basic &

" C++ Builder

" Delphi

" MingW

" QtCreator

(" Dev C++

(" Salford Fortran 95

(" Metrowerks CodeWarrior

(" Other compiler

Mext ==

Next >> * Provides the relevant debug compiler and linker flags. An example for Visual Studio
2017 to 2015 is below:
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ﬁ Debugging Flags >

Visual Studio 2017 to Visual Studio 2015
Debug
Enable POE debug information generation in the project settings for this DLL.
Required Compiler Flags
{Zi or fZ1 must be part of your Visual Studio C++ compiler flags
Reguired Linker Flags

JDEBUG:FLULL must be part of vour Visual Studio C++ linker flags.

Do not use [DEBUG:FASTLINE,

<< Prev | | Einish

e Show me how debug information was searched for... > shows the Debug Information Search
Path dialog

This information is extracted from the Diagnostic tab and shows only the relevant information for
the module selected in the DLL Debug Information dialog.

Copyright © 2003-2025 Software Verify Limited



246 Thread Validator Help

g Debug Information Search Path x

DLL: C:\WINDOWS\SYSTEM32\MSVCR100.dl

Search path

DBGHELP: C:AWINDOWS\symbols\dIlmsvcr100.i386.pdb - mismatched pdb
DBGHELP: C:AWINDOWS\symbols\dildilmsvcr1 00.i386.pdb - file not found
DBGHELP: CA\WINDOWS\symbols\dilsymbols\dilmsver1 00.i386.pdb - file not found
DBGHELP: D:\dev\tvExample\DebugMonLinkd_0\msvcr100.i386.pdb - file not found

DBGHELP: D:\devitvExample\DebugMonLinkd_0\dIl\msvcr1 00,i386.pdb - file not found
DBGHELP: D:\devitvExample\DebugManLinkd_M\symbols\dilmsverl 00.i386.pdb - file not found
DBGHELP: msver100.i386.pdb - file not found

DBGHELP: Couldn't lead mismatched pdb for CAVWINDOWS\SYSTEMIZAMSVCR100.d11
DBGHELP: M5SVCR100 - ne symbels loaded

{STEM3Z\MSVCR100.d11)

Close

The options for changing settings include quick links to the following pages from the Global Settings
Dialog

o Edit PDB search paths... » shows the File Location settings page for PDB files.

o Edit symbol lookup options... » shows the Symbol Lookup settings page

o Edit symbol server options... » shows the Symbol Servers settings page

o Edit symbol load preferences... * shows the Symbol Load Preferences settings page
o Edit symbol debug options... * shows the Symbol Misc settings page

3.14.5 Symbol Path Truncation

E Tools menu * Symbol Path Truncation... * shows the Symbol Path Truncation dialog

The Symbol Path Truncated warning dialog

The symbol path truncated warning dialog is displayed to warn you when the symbol path is too long.
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Symbol Path Truncated ? >

The symbol path was truncated at 900 characters because it was 1419 characters long. Learn mare. ..
Symbols for some DLLs may not be found because the path was truncated.
Edit your symbol paths to remove unwanted and old entries from the symbaol search path.

Length Total Path ™
39 &71 Ehemicmemory32itabsentdebugBval _x64
43 714 EhomtcperformanceValidatoritabserd debug
a7 761 EhomtcperformanceValidatoritabsent debugBval
a7 8028 E\om\c\performanceValidator\tabsent debug_x64
5] 259 Ehomt . performanceValidatortabsen debugBval x84
45 94 EvomtcperformanceValidatoritabsendrelease
49 953 BEhvemtc\performanceValidator\tabsers/releasebval
43 1,002 Ehom\c\performanceValidatoritabsenstrelease_x6d
33 1,053 E\om\c\perfermanceValidatoritabsendreleasebval_x64 .

Edit Symbol Paths... | | Always show j

e Edit Symbol Paths... * shows the file locations dialog so that you can edit the paths used for
subsequent runs of the program.

You can choose when this dialog is displayed.

e Always show * The dialog is always shown when the symbol path is too long.

e Show when path changes *» The dialog is shown when the symbol path is too long, but only if the
symbol path is different than last time this warning was shown.

e Never show * The dialog is never shown.

Whether this dialog is displayed or not there is always a warning message written to the diagnostic

window when the symbol path is truncated.

The display lists each path with it's length (including the unshown ;' path separator) and the total length
so far so that you can see which paths exceed the truncation point (length and total displayed in red).

Any paths that don't exist on this computer are displayed in red.

Why is this dialog displayed?
You may see a Symbol Path Truncated warning dialog in some rare circumstances.

This dialog is displayed when the symbol path that has been calculated to pass to DbgHelp.dll to load
Microsoft debugging symbols (found in .PDB files) is too long.
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If the symbol path has been truncated because it is too long it is possible this may mean that some
symbol searches will fail, resulting in failure to load some symbols. We display this dialog so that you
are aware that the symbol path is too long and would benefit from editing to make the symbol path
shorter.

Passing a symbol path that is too long to DbgHelp.dll will cause the program being tested to end with an
EXCEPTION_INVALID_CRUNTIME_PARAMETER C runtime error. This happens because internally
DbgHelp.dll is using a fixed length array to format a string. To prevent this fatal termination of the test
program we limit the length of the path passed to DbgHelp.dll.

Typically if a path that is long enough to cause this problem is passed to DbgHelp it's because the
number of paths in the calculated path contain paths not relevant to finding symbols for the test program.
We use the Symbol Path Truncated warning dialog to show you the calculated paths so that you can
work out which paths to delete.

The calculated symbol paths come from several places:

e File locations PDB paths
e Symbol server symbol storage directories
e Symbol handling environment variables

Fixing the symbol path
For this example, we are testing the program E:\om\c\3RD_SRC\cdplayer\Release\cdplayer.exe

In the image shown above you can see that seven paths exceed the truncation limit, one of the 7 paths
doesn't exist.

To work out what to do we need to do sewveral actions:

1. Looking at the environment variable settings shows that none of the environment variables are
being used. We do not need to consider the content of these environment variables.

2. Examining the symbol senvers shows that C:\Users\Admin is a local symbol storage location. We
should keep this path.

3. We should delete the path that doesn't exist: E:
\om\c\testAppsl\testStdinStdoutRedirectEx\Release. We do this using the file locations dialog
by clicking Edit Symbol Paths... then click Delete invalid.

4. Examining the paths in the file locations dialog we can identify any paths not relevant to the
program we are testing. In this case the following paths are not relevant and can be deleted.

E:\om\c\testApps\testStdinStdoutRedirect\Release
E:\om\c\testApps\testAppTheReadsFromStdinAndWritesToStdout\Release
E:\om\c\testApps\testSimpleMemoryLeak\Release
e:\om\c\3rd_src\cppunit-1.12.1\examples\cppunittest\release
e:\om\c\3rd_src\cppunit-1.12.1\examples\cppunittest\releasedll
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3.14.6 Out Of Date DLLs

It may happen that if you forget to build a DLL, or if a build error occurs that you perform deadlock
detection on DLLs that are not built with the most recent version of your source code.

We refer to these DLLs are out of date DLLs because they are out of date compared to the source code
that is compiled to create the DLLs.

Thread Validator can detect this, and warn you about it.

Summary tab

When out of date DLLs are found a warning is displayed on the summary tab, in the lower section of the
display.

Comments

& 1 DLLis out of date. 1 source file is more recent than DLL build dates. View...

Out Of Date DLLs Dialog
The View... link will display the Out Of Date DLLs dialog.

There is also an option to display the Out Of Date DLLs dialog on the Tools menu.

S Out Of Date DLLs ? b4

Timestamp and Filename
W 2023-01-30 22:24:48 eNom\c\memory32\tabserv\release_x64\memoryvalidator_x64.exe
2023-02-03 12:28:45 e\om\c\svlcommonui\uiutils.cpp
W 2023-01-05 21:10:45 efom\c\memory32\tabsenv\release_x64\svinctheme_x64.dll
E 2023-02-03 12:28:02 eAom\c\sviuxtheme\svluxtheme\sviuxthemecolours.cpp
2023-02-03 12:28:07 eAom\c\sviuxtheme\svluxtheme\sviuxtheme.cpp

Close

The Out of date DLLs dialog shows the DLLs that are out of date, and the source files for each DLLs. The
dates of both the DLLs and the source files are displayed.
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The above image shows 1 DLL that is out of date, with 1 file being more recently edited than the build
timestamp for the respective DLL.

3.14.7 Instrumentation Logging Data

Instrumentation Log Data

It can be very useful to know why your code hasn't been instrumented. For example, a file or part of a file
you were expecting to receive coverage information may have been excluded by one or more of the DLL
filters in the Global Settings dialog.

To log details of why dlls are not instrumented, first switch on the instrumentation logging settings.

Once enabled, and a session has started, you can view a list of the files that have not been instrumented
via the Tools menu.

E Tools menu * Instrumentation Logging Data... * shows the Instrumentation Log Data dialog

2 Instrumentation Log Data ? X
#  /\ Filename / Function Reason
1 elom\cthreadValidator\tabsens\releasehsvithreadvalidatorstub.dil Mot instrumented because it is a Software Verify ...
2 ehom\c\threadValidator\tabsen\releaselsviU dis86.dll Mot instrumented because it is a Software Verify ...
3 Ehom\c\threadValidator\tvExamplehDebugMonLink10_0\dbghelp.dil Mot instrumented because it is a third party ven...
4 ehom\c\threadValidator\tabsens\releaselsviSupport.dll Mot instrumented because it is a Software Verify ...
5 efom\cithreadValidator\tabsen/\release\sviPelnfo.dll Mot instrumented because it is a Software Verify ...
6 E\om'\c\threadValidator\tvExample\DebugNonLink10_0\BorDebug.dll Mot instrumented because it is a third party ven...

cten |

The dialog shows:
e log order
o the name of the item that hasn't been instrumented
¢ the reason why each item wasn't instrumented
Example reasons why an item might not be instrumented include the following:
e MFC file ignored
e Microsoft C Runtime file ignored
e Microsoft DLL ignored

e CRT DLL ignored
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o Software Verify's own DLL ignored

3.15 Software Updates

This topic cowers the items on the Software Updates menu:

o checking for software updates

e configuring your update schedule

e renewing your software maintenance

o setting your software update credentials
o setting the software update directory

Software updates

If you've been notified of a new software release to Thread Validator or just want to see if there's a new
version, this feature makes it easy to update.

|E| Software Updates menu * Check for software updates * checks for updates and shows the
software update dialog if any updates exist

An internet connection is needed to be able to make contact with our servers.

& Before updating the software, close the help manual, and end any active session by closing
target programs.

If no updates are available, you'll just see this message:

Check for software updates. >

:l Mo new updates are available for Thread Validator

E Note that evaluation versions cannot be updated.

Software Update dialog

If a software update is available for Thread Validator you'll see the software update dialog, unless your
maintenance has expired.
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Software update download confirmation (Maint ID: 1107496136) >

A, zoftware update iz available for Thread ' alidator,

Do pou wish o install Thread Y alidator 4,897

Yes, Download and Instal | Don't download, ask me later Skip this wersion, don't tell me about it again |

Software update

Software update options. .. | I anage software maintenance... |

Software maintenance ends: 2020-11-22

o Download and install > prompts you for login details if not known, and then downloads the update,
showing progress

& you haven't set login credentials, you may be asked for your user email and password,
which you'll have received when you purchased Thread Validator or subsequent update email.

Downleading Thread Validator 4.8% (Maint 1D: 1107496136) pod

Dawrloading Thread W alidator 4.29

-

8328 KB of 37737 KB (22.0%)

Once the update has downloaded, Thread Validator will close, run the installer, and restart.
You can stop the download at any time, if necessary.

Don't download * Doesn't download, but you'll be prompted for it again next time you start Thread
Validator

Skip this version * Doesn't download the update and doesn't bother you again until there's an even
newer update

Software update options... > edit the software update schedule

Manage software maintenance... » opens your browser ready for maintenance renewal

Problems downloading or installing?

If for whatever reason, automatic download and installation fails to complete:

e Log in to https://www.softwareverify.com/authdownload.php& with the details provided when you
purchased Thread Validator

o Download the latest installer manually, via one of the .exe, .xyz or .zip files that are available

Make some checks for possible scenarios where files may be locked by Thread Validator as follows:
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Ensure any open sessions are completed

Ensure any target programs started by Thread Validator are closed

Ensure Thread Validator and its help manual is also closed

Ensure any error dialogs from the previous installation are closed
Hawe your license details handy as you may need to copy information into the license dialog

You should now be ready to run the new version.

Software maintenance expiry

If the software maintenance period has expired you won't be able to automatically update Thread
Validator as above.

Instead, you'll see the software update maintenance expiry dialog:

Software update maintenance has expired (Maint |D: 1107496136) >

The software update maintenance penod for Thread alidator haz expired. 20013-11-22

t anage software maintenance. .. | don't need any more updates

You can manage your software maintenance or choose to stop receiving any more software updates.

Software update schedule

Thread Validator can automatically check to see if a new version of Thread Validator is available for
downloading.

|E| Software Updates menu * Configure software updates » shows the software update schedule
dialog

The update options are:
e never check for updates
e check daily (the default)
o check weekly

e check monthly

The most recent check for updates is shown at the bottom.
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Software update schedule (Maint 1D: 368842340) ? et

Thread Yalidator can check for software updates on a regular basis.
" Wever check for updates
* Check for updates every day
(" Check for updates once a week

(" Check for updates once a month

bzt recent check for updates was performed on 20200716

s | Cancel

Managing software maintenance

E Software Updates menu * Renew software updates * shows the Software update
maintenance renewal dialog

Software update maintenance renewal >

The zoftware update mantenance penod expry date:;

Henew software mantenance. I Cloze

+ Renew software maintenance » Opens your browser, logging you in to our website[d from which
you can purchase maintenance

Your maintenance expiry date is shown. If you don't need to do anything just Close the dialog.

Managing software update credentials

You can configure your software update credentials within the application.

E Software Updates menu * Set software update credentials * shows the Software update
login details dialog
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Software update login details (Maint 1D: 368242840) ? >

To enable automatic zoftware updates you need to gpecify your login detailz.

These detailz were provided o you when you purchazed Thread Y alidator.

Email Address: | ERRETN e

HAXXHRXHRXANRRK

Test Login Details... (] 4 | Cancel

Pazgwiord:

The text will be shown in red if the email address looks incorrectly formatted.
Testing the login details checks they're valid:
o Test login details * check your entered details are valid (requires an internet connection)

Valid details will be confirmed:

Lagin details X

Login details are valid.

Invalid details may mean you entered credentials for another application in the Validator suite,
or they could have been entered incorrectly.

Legin details >

Login details are not valid for Thread Validator,

Please check that you have the correct login details far this
software tool.

You should have received the correct credentials when you purchased Thread Validator, or with
any software update emails.

If you experience problems, check with your system administrator or contact Software Verify.

If you need to clear the update credentials, you can do this directly from the menu.
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E Software Updates menu * Reset software update credentials » clears the email and
password details stored in the application

You will be asked to confirm the reset. After resetting the credentials, no software updates will
occur.

If you later need to restore your credentials, you should have received that information when you
purchased Thread Validator, or with any software update emails.

Confirm Reset Software Update Credentials

You are about to clear the software update credentials.
This will clear the software update email address and password.

Once reset you will no longer be able to download software from the
Thread Validator user interface,

You will still be able to login to the website to download software
updates.

If you need to restore the software update credentials this information
is present in the email sent to you when you purchased the software.
This information is also in every software update email.

Please confirm that you wish to reset the software update credentials.

Software update directory

It's important to be able to specify where software updates are downloaded to because of potential
security risks that may arise from allowing the Tvp directory to be executable. For example, to
counteract security threats it's possible that account ownership permissions or antivirus software blocks
program execution directly from the TMp directory.

The TMP directory is the default location but if for whatever reason you're not comfortable with that, you
can specify your preferred download directory. This allows you to set permissions for TMP to deny
execute privileges if you wish.

E Software Updates menu * Set software update directory * shows the Software update
download directory dialog

Software update download directory .
Software updates will be downloaded to the location specified below:
CAdzers UserbAppDatatLocalTemp Browse. .. |
Bezet
Ok | Cancel |
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An invalid directory will show the path in red and will not be accepted until a valid folder is
entered.

Example reasons for invalid directories include:
o the directory doesn't exist

o the directory doesn't have write privilege (update can't be downloaded)
o the directory doesn't have execute privilege (downloaded update can't be run)

& When modifying the download directory, you should ensure the directory will continue to be valid.
Updates may no longer occur if the download location is later invalidated.

o Reset > rewerts the download location to the user's Tmp directory

The default location is c:\users\ [username] \AppData\Local\Temp
3.16 Loading, Saving, Exporting, Closing

Thread Validator allows sessions to be saved so that you can send the session to a colleague or
examine the session at a later date. To complement the save capability sessions can be loaded.

Sessions can be exported in HTML and XML formats.

When you have finished working with a session, a session can be closed. The session can be reopened
later if so desired.

Working with sessions

Sessions with Thread Validator can be saved to and loaded from a file so that you can:
o share the session with a colleague
e examine the session at a later date

Sessions can be even exported in HTML and XML formats.

You can have multiple sessions open at once.

Closing a session
When you've finished working with a session, it can be closed.
|E| File menu *> Close Session... * closes the session, clearing the displays
Closing a session may happen automatically if you start a new session and the session count limit is 1.

If the maximum session count allows, closed sessions still appear in the Session Manager, where they
can be reopened or deleted.
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Session Filename

The session filename is displayed as the first line of the diagnostic data on the Diagnostic tab.

E’, nativesxample_x64d.bvm_x64 -
File Launch Edit Settings Managers CQuery Tools Data Views Software Updates

wWBH %A@/ OD |
.

Summary Locks
Diagnostic | Stdout | Env Vars |
Show: |m| ~| Eilter:l Apply Filter |
D | Message
Session Filename Er\nativeexample_x84.tvm_x6d
Information Thread Validator x84 6.08
Information Windows Version: 10.0 Windows 10
Information Service Packs 0.0

3.16.1 Loading & Saving Sessions

Loading sessions

Load a session using any of the following options.

|E| File menu * Open Session... » open a previously saved session from file ( *.tvm )

Or click on the Open Session icon on the standard toolbar.

F=1?

Or use the shortcut:

+ E Open session

If you have a limit of one session to be open at a time, any open session will be closed first, otherwise
you can open multiple sessions at a time.

Saving sessions
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3.16.2

Sawve a session using any of the following options.

|E| File menu *» Save Session... » saves all the session data to a file ( *.tvm ), prompting for a file
name if necessary

E File menu * Save As... * saves the session to a new file

Or click on the Save Session icon on the standard toolbar.

=[=][?

Or use the shortcut:

+ Sawe session

Unlike exports, there are no options here, as all the session data is saved.

Exporting Sessions

Exporting to HTML or XML

Exporting sessions allows you to use external tools to analyse or view session data for whatever reasons
you might need.

You can export to HTML or XML format:

E File menu » Export Session... » Choose HTML Report or XML Report * shows the Export
Session dialog below
Exporting is not saving
You can't import session data.

Use save and load if you want to save session data for loading back into Thread Validator at a later date.

The Export Session dialog

The Export Session dialog looks very similar to the Save Session dialog, except there are more options
enabled.
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Export Session

? g
v Allocated/Entered [+ Sprchronization Cancel
[ Deallocated/E xited v Include Stack Trace
[v Handle

v Include Stack Trace

v Detailed Beport [ Trace
[+ Colour Coded Repart I
File

[v Ovwepsrite existing file
File: |e:"-.u:um"u:"sthread'k-"ali-:latu:ur'\tal:userv'\release'\thread&-"alid.html Brovese. ..

Farmat: |HT|"-"||- j

Encoding: |L|TF-1 G LE Mwfindows Unicode] j

Scope section

Critical sections and waits will be exported automatically. The following additional information is optional
¢ Allocated/Entered * object types specified below that have been allocated or entered

e Deallocated/Exited * object types specified below that have been deallocated or exited from

Type section

Choose what type of data you want to include

e Synchronization > export synchronization objects

e Handle *» export handles (e.g. notifications)

e Trace » TRACE () and OutputDebugString () messages
For each type of data

¢ Include Stack Trace * includes the relevant stack trace information in the export

Extra Information section

e Detailed Report * adds Thread ID and timestamp information to the report
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e Colour Coded Report > for HTML reports, exports a coloured HTML table layout
The colour scheme is not configurable.

If you want a custom style, export a detailed XML report and process that to generate the HTML
report.

File section

Specify the output destination and format:
e File * type the filename or Browse to a location
e Format * set whether exporting HTML or XML

Defaults to the menu option selected, but included here to more easily export one format and
then the other.

e Encoding *> set whether UTF-16 LE, UTF-8 or ASCII encoding. By default the exported file is saved
in the Windows Unicode format UTF-16 little endian. You can also save in UTF-8 and ASCII. ASCII
has no byte order mark at the start of the file.

e OK * exports the session data

Check the overwrite existing file option if you want to be warned about overwrites.

3.16.2.1 XML Export Tags

This section describes the XML tags used to export session data from Thread Validator.
Application and program details

An exported XML file starts with a few details about Thread Validator and the target program:

<XML>
<VALIDATORINFO>Thread Validator information online</VALIDATORINFO>
<VALIDATOR>Thread Validator name</VALIDATOR>
<VALIDATORVERSION>Version</VALIDATORVERSION>
<VALIDATORDATE>Build date</VALIDATORDATE>
<VALIDATORTIME>Build time</VALIDATORTIME>
<TITLE>Target program name</TITLE>
<EXITCODE>Program exit status code and description - if collected</EXITCODE>

Thread and Lock information

Thread and lock information is listing the following tag pairs:
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<LOCK_DATA>...</LOCK_DATA>
Example lock data might be as follows:

<LOCK>

<CRITICAL_SECTION>0x0b22194c</CRITICAL_SECTION>

<ENTERED>388</ENTERED>

<RECURSE>0</RECURSE>

<CONTENDED>0</CONTENDED>

<CONTENDRATIO>0.00%</CONTENDRATIO>

<SEQUENCE>7,746,320</SEQUENCE>

<THREAD>9632</THREAD>

<STATUS>StateWait (DelayExecution) </STATUS>

<CALLSTACK>
<ENTRY>0x620c4667 mfc90ud.dll CCriticalSection::Lock : [f:\dd\vctools\vc7libs\ship\atlmfc
<ENTRY>0x00405551 nativeExample.exe CTeststakView::threadProcl : [c:\program files (x86)\
<ENTRY>0x1004bb09 svlthreadvalidatorstub.dll svl_setIgnoreGetProcAddress</ENTRY>
<ENTRY>0x757c38ef KERNEL32.DLL BaseThreadInitThunk</ENTRY>
<ENTRY>0x77275dde ntdll.dll RtlUnicodeStringToInteger</ENTRY>
<ENTRY>0x77275dde ntdll.dll RtlUnicodeStringToInteger</ENTRY>

</CALLSTACK>

<LOCATION>0x620c466c : f£:\dd\vctools\vc7libs\ship\atlmfc\include\afxmt.inl Line 81</LOCATIC

</LOCK>

Lock data may contain the following:

e <OBJECT>Handle of waited object</OBJECT>

e <TIMEOUT>Infinite</TIMEOUT>

¢ <TIMEOUT>Timeout in milliseconds</TIMEOUT>

e <WAITING>Number of waiting processor cycles</WAITING>

e <THREAD>Thread id</THREAD>

e <STATUS>Thread status</STATUS>

e <LOCATION>Source code line where object was allocated, locked or waiting</LOCATION>
e <CALLSTACK>List of <ENTRY></ENTRY> tag pairs</CALLSTACK>

e <ENTRY>Callstack entry</ENTRY>

¢ <NUM HANDLES>Number of handles waited for a multiple wait</NUM HANDLES>
e <OBJECTS>List of <OBJ></OBJ> tag pairs</OBJECTS>

e <OBJ>Object handle</OBJ>

¢ <CRITICAL SECTION>Critical section address</CRITICAL SECTION>

e <ENTERED>Entered count</ENTERED>

e <RECURSE>Recursion count</RECURSE>

e <CONTENDED>Contended count</CONTENDED>

o <CONTENDRATIO>Contention ratio (contention vs entered)</CONTENDRATIO>

¢ <THREAD WAITING>Number of waiting threads</THREAD WAITING>

Not all of these tags will appear for a given data item in a session. Some of them only appear when
certain data items are monitored using Thread Validator.

Depending on how you use Thread Validator you may in fact never see some of these tags.

All hexadecimal numbers will have leading zeros, e.g. 0x620c4667.
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Allocation types
Allocated/entered, deallocated/exited objects are listed in one of two containers

<ALLOCATED>. . .</ALLOCATED>
<FREE>. . .</FREE>

Allocation events
The next level of tags are shown in optional <EVENT> tags.
<EVENT>. . .</EVENT>

Here's an example for a detailed report. The non-detailed report excludes thread and timestamp entries:

<EVENT>

<ID>82</ID>

<THREAD>7068</THREAD>

<TIME>18508531</TIME>

<File>c:\program files (x86)\software verification\c++ thread validator\examples\nativeexan
<Line>226</Line>

<Synchronization>CriticalSection</Synchronization>

<STACKTRACE>
<SYMBOL>0x00402d1d nativeExample.exe CTeststakView::CTeststakView : [c:\program files (x8
<SYMBOL>0x004025a7 nativeExample.exe CTeststakView::CreateObject : [c:\program files (x86
<SYMBOL>0x6242b6a7 mfc90ud.dll CRuntimeClass::CreateObject : [£f:\dd\vctools\vc7libs\ship)\
<SYMBOL>0x620d3ece mfc90ud.dll CFrameWnd::CreateView : [f:\dd\vctools\vc7libs\ship\atlmfc
<SYMBOL>0x620d4003 mfc90ud.dll CFrameWnd::OnCreateClient : [f:\dd\vctools\vc7libs\ship\at
<SYMBOL>0x620d40c4 mfc90ud.dll CFrameWnd::OnCreateHelper : [f:\dd\vctools\vc7libs\ship\at
<SYMBOL>0x620d4073 mfc90ud.dll CFrameWnd::OnCreate : [£f:\dd\vctools\vc7libs\ship\atlmfc\s
<SYMBOL>0x620c9337 mfc90ud.dll CWnd::OnWndMsg : [f:\dd\vctools\vc7libs\ship\atlmfc\src\mE
</STACKTRACE>

</EVENT>

For allocated handles rather than synchronization objects you may see handle information instead

<Handle>0x6FCB0000</Handle>
<HandleType>Notification</HandleType>

Event data may have the following, in addition to the <STACKTRACE> tags in the next section:

e <ID>the sequence number of the event in the recorded history of all events <ID>

® <File>the source file location of the allocation event <File>

¢ <Line>the source line number in the file <Line>

e <Type>a string indicating the datatype of the allocated object, if known <Type>

¢ <Handle>the value of the allocated handle <Handle>

e <HandleType>the type of handle allocated, if known <HandleType>

e <Synchronization>the type of synchronization object <Synchronization>

e <THREAD>the id of the thread in which the allocation was made (shown as a decimal value) <TH
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e <TIME>the timestamp of the allocation <TIME>

This is a relative 'ticker' time rather than an absolute time, and is not measured in

hours/mins/secs.
o <ReportType>type of trace message <ReportType>

¢ <Message>a message from a TRACE () macro or OutputDebugString() <Message>

Not all of these event tags will appear for a given allocation in a session. Some of them only appear when

certain data items are monitored using Thread Validator.

As with the lock data you may never see some of these tags, depending on how you use Thread

Validator .

Any hexadecimal numbers will have a leading 0x. . ..

Stacktrace tags

The stacktrace for the event is defined in the tags

<STACKTRACE>. . .</STACKTRACE>

In the stacktrace are a number of symbols

<SYMBOL>symbol data</SYMBOL>
The symbol data includes:
e hexadecimal address
¢ dll/exe name terminated by a semi-colon
e function name

¢ filename and line number in square brackets, if known

Example (from the XML fragment above):

<SYMBOL>0x00402d1d nativeExample.exe CTeststakView

Error conditions

The presence of any of the following tags indicate an error condition:

* <DEADLOCKED/>

¢ <POTENTIAL_DEADLOCK/>
o <EXIT_OUT_OF ORDER/>
¢ <NOT_ENTERED/>

¢ <MISC_ERROR/>

: :CTeststakView :

[c:\program files (x8
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3.17 Starting your target program

Starting options
There are seven ways to start a target program and have Thread Validator collect data from it.

e Launch your program in a specified directory, with as many command line arguments as you want

e Inject Thread Validator into an already running program

o Wait until a specific program starts to run before attaching to it - e.g. for programs started as an
OLE server

o Monitor a senice
e Monitor IS and ISAPI
o Use the Native API to start Thread Validator from code that you control

e Start Thread Validator from the command line, allowing you to automate your use of Thread Validator

Modules without PDB files and without MAP files

For your application to be processed for thread data, each module to be monitored must have a PDB file
with debug data, or a MAP file with line number data.

Use the Debug DLLs dialog to see whether debug information was not found for any modules, and check
the Diagnostics tab for failure messages.

3.17.1 Launching the program

Launching the application

Having Thread Validator launch your program is the most common way to start up

When you're ready to start running a target program:

E File menu » Start Application... > Shows the launch program wizard or dialog below

Or click on the launch icon on the session toolbar.

%A@ /7 O

Or use the shortcut:
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Start application

=% You can easily re-launch the most recently run program.

User interface mode

There are two interface modes used while starting a program
e Wizard mode guides you through the tasks in a linear fashion
e Dialog mode has all options contained in a single dialog

All the options are the same - just in different places.

In this section we'll cover the Wizard mode first and the Dialog mode later.

The start application wizard

On first use, the wizard appears with fields cleared, but here's an example with a few fields set:
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i Start application wizard ? >

Select an application ta start.

Previouzly started applications are shown in the list at the battom of the wizard, with their startup directory and
cammand line arguments. IF pour application iz dizplayed in the list, you can select it repeat the launch of the
application,

Application to start:

IE:\om\c\threaWaIidalor\tvEHample'\DebugN onLink10_0%vE Rample exe Browse...

Application ta monitor [¥ exel:

IE:\nm'\c'\thread\r‘alidator'\tvEHample'\DebugNnnLink'I 0_0%vErample. exe LI Edit...

Command Line Arguments: Launch caunt: |1 'I

Startup Directon:
IE:'\Dm\c\thread\-"alidatmktvEHample\D ebugonLink10_0 Dvir...

I

Ervvironment W ariables [owvernide global environment variables]
| Edi...

File to zupply to gtdin [leave blank for none);

I Browze. ..

File to supply to stdout [leave blank for none]:

FIk

I Browse...
Click the Reset button to clear the st C FulPaln @ ImsgeMame _ Delte | Aeset |
Admin Application Arguments Directory Environment
EfomicthreadValidatortvExample...
memeryYalidater.exe Ehomicimemory3ditabsens\Release
testCreateManyCriticalSections.exe E\om\chtestAppsitestCreateMany...
ColnitializeTest.exe EnomictestApps\ ColnitializeTest\...

<< Prew Mest 3 Cloge |

Enter the details for your program, or if you want to run a previous program select it from the application
list to repopulate the details.

After entering the details click Next >> for the next page of the wizard.

Administrator privileges when launching your program

The following applies only if you did not start Thread Validator in administrator mode.

Anywhere you see the % icon indicates that administrator privileges will be required to proceed.

If you started Thread Validator in administrator mode, you won't see any of these warnings, and
everything will behave as normal.
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Page 1: Entering details

o Application to start > type or Browse to set the program name to launch

You can also choose a batch file and the first executable started in the batch file will be
launched.

You can also choose a powershell script and the first executable started in the powershell script
will be launched.

Manually typing a path will show red text until a valid path is entered, after which the text

becomes black.

o Application to monitor > choose the application that actually gets monitored

This will typically just be the program that you set to start - unless otherwise specified.
Alternatively you can monitor another application which will get launched by the start program.

If the start application has already been added to the Applications to Monitor settings with a
default application then that default will be entered here automatically.

Otherwise, if nothing has been set up yet, you can do it from here:
o Edit... > set the child applications that can be monitored for the start program

This uses the Applications to Monitor dialog - which is exactly equivalent to using the
Applications to Monitor settings page.

A fallback option is to start monitoring <<any application that is launched>>.
E If in doubt, just use the same as the start application.

= See also: Application to Monitor settings

e Launch Count » when monitoring a child application, set its n' invocation as the one to monitor

If the application to start is the same as the application to monitor then this is set to 1 and
cannot be changed.

This will be reset to 1 every time the Application to Monitor field selection changes.
= rfin doubt, leawe it set to 1.

= See also: Launch Count.

e Command Line Arguments *> enter program arguments exactly as passed to the target program

o Startup Directory *> enter or click Dir... to set the directory for the program to start in

When setting your target program, this will default to the location of the executable

Copyright © 2003-2025 Software Verify Limited



The User Interface 269

Manually typing a directory path will show red text until a valid path is entered, after which the
text becomes black.

e Environment Variables * click Edit... to set any additional environment variables before your
program starts

These are managed in the Environment Variables Dialog.

¢ File to supply to stdin *> optionally enter or Browse to set a file to be read and piped to the
standard input of the application

o File to supply to stdout » optionally enter or Browse to set a file to be written with data piped from
the standard output of the application

Page 1: Using details from a previous run

The list at the bottom of the wizard shows previously run programs.
Selecting an item in the list populates all the details above as used on the last run for that program.
You can still edit those details before starting.

e Full path * shows the full path to the executable in the list

e Image Name »> shows the short program name without path

e Delete * removes a selected program from the list

e Reset * clears all details in the wizard - including the list of previously run applications below

The Admin column in the list of previous runs may show a > symbol to indicate a requirement for
administrator privileges in order to run the program. This is automatically detected from the program's
manifestlA.

Page 2: Data collection

e Collect data from application » ifit's the startup threads you want to monitor, then obviously start
collecting data from launch

[f you want ta callect data fram the application fram the instant that Thread Yalidator attaches to the process,
zelect the Collect data from application check, bow.

v Collect data from applicatiord

= See the section on controlling data collection for how to turn collection on and off after
launch.

o Redirect standard output * Controls redirection of stdout and stderr
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Use this option if you want to collect the output of stdout and stderr for later analysis.

Be aware that if the output of the program under test generates a lot of data via stdout or stderr
that this data will need to be stored in memory and could exhaust Thread Validator's memory.

e Display command prompt * Shows or hides the launched application.
If you are collecting stdout and stderr you may not be interested in viewing the application (or
the command prompt if it is a console application). This provides you the option to hide the

application when it is running.

Be aware that if you hide a command prompt you will not be able to type anything into the
application.

Page 3: Summary and starting your program
The last page is just a summary of the options you have chosen.
E Something missing? The choice of launch method is no longer necessary and has been removed.

If you're happy with the settings, go ahead:
o Start Application... * start your program and attach Thread Validator to it

e Cmd Line... > display the command line builder
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R Start application wizard ? ¥

Y'ou have selected the application shown below to start.

Application to stark:

JebugMonLink10 04

Application to monitar:

|E:'\0m\n:\thread\-"alidatnr\examples'\nativeEHample'\DebugN onLink10_OhnativeE xample. exe

Command Line drguments:

Startup Directan:

|E:'\Dm'\c'\thread\-"alidatnlkexamples'\nativeEHample'\DebugN onLink10_0

Ervironment Y ariables

File to supply ta stdin [leave blank for none):

File to supply to stdout [leave blank for none]:

Data will be collected from the application az goon az Thiead W alidator attaches to the application.

O

To start pour application with the settings shown, click the Start Application button,

<4 Prew | Start Application... ‘ M

Administrator privileges in wizard mode

If administrator privileges are required you'll be reminded of the need to restart here:

o Requirez a restart with Administrator privileges

To start pour application with the settings shown, click the Start Application button,

<4 Prev | M Start Application... Cloze
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e Start Application... > shows the Administrator Privileges Required confirmation dialog before
restarting

Administrator Privileges Required

Launch and inject into a process

To perform the requested operation pou need to restart Thread Validator with administrataor ights.

@ Regtart with gdministrator privileges... Continue without Administrator privileges

Dialog mode

In Dialog mode, all the settings are in one dialog which looks very much like the first page of the launch
wizard abowe.

At the top are the options to collect line times and to start collecting data immediately.
e Launch 2 start your program and attach Thread Validator to it
e Cmd Line... » display the command line builder

Double clicking a program in the list will also start it immediately.
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E Start an application and inject Validator into the process
W Callect data from application [ Collect Stdout Lengalh
Crnd Line...

Application to launch [*.exe or * bat]:
IE:'\0m'\c'\thlead\.r‘aIidator\examples\nativeE:-:ample'\D ebugMonLink10_0nativeE xample. exe Browse...

Il -

Application to morikar [* exel:

IE:\Dm'\c'\thread‘v"aIidatol'\er:amples\.nativeEHample'\DebugNunLinH 0_D4nativeE xample. exe j Edit...

Argurments: Launch count: |1 j

Startup Directony:

IE:'\u:um'\c'\threau:NaIidatnr\enamples\nativeE:-:ample'\D ebugMonLink10_0 Diir....

Erviranment Y ariables [overide global environment varniables)
| Edi..

File to supply to stdin [leave blank for none]:

I Browse...

File to supply to stdout [leave blank for none):

Ik

I Browse...
Previouzly started applications [double click ta relaunch) i Ful Path % Image Mame Delete I Reset |

Admin Application Arguments Directory Environment
nati nple EMomichthreadValidatorexamplesh...

Administrator privileges in dialog mode

If administrator privileges are required, the Launch button will show the privileges icon reminding you of
the need to restart.

% Go

Browse...

e Launch » shows the Administrator Privileges Required confirmation dialog before restarting.

Administrator Privileges Required *

Launch and inject into a process

Ta perfarm the requested operation pau need ta restart Thread YW alidatar with administratar ights.

9 Restart with Administrator privileges. . Continue without &dministrator privileges

Copyright © 2003-2025 Software Verify Limited



274

Thread Validator Help

3.17.2

If you started Thread Validator in administrator mode, you won't see any of these warnings, and
everything will behave as normal.

How do | use Application to Monitor and Launch Count?

The three fields Application to Start, Application to Monitor and Launch Count work together to
control which application actually gets monitored by Thread Validator.

By example, let's say we have a program P.
In the simplest case, set options as follows:

e start P
e monitor P
e the Launch Count defaults to 1 and cannot be changed.

If P launches an application and you just want to monitor whatever that is:

e start P
e monitor <<Any application that is launched>>
¢ leave the Launch Count at 1

If P launches an application A and maybe others as well, and you specifically want to monitor only A as
it's launched:

use the Application to Monitor settings to add a definition for P and child applications A
start P

monitor A

leave the Launch Count at 1

If P launches an application A many times and you specifically want to monitor the third invocation:

use the Application to Monitor settings to add a definition for P and child applications A
start P

monitor A

set the Launch Count to 3

Re-Launching the program

Re-launching the application
It's very easy to start another session using the most recently run program and settings:

E File menu > Re-Start Application... > starts the most recently launched program
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Or click on the re-launch icon on the session toolbar.

AP 17V e

Or use the shortcut:

Re-start application
No wizards or dialogs appear, so be ready for the application to start right away.

=% For troubleshooting launch problems, see Why might Inject or Launch fail? in the general questions .

There is no difference between wizard and dialog interface mode when re-launching.

3.17.3 Injecting into a running program

Injecting into a running program

Thread Validator attaches to a running process by injecting the stub into the process so it can start
collecting data.

Choose one of these methods of starting the injection:
E File menu * Inject... > shows the Attach to Running Process wizard or dialog below

Or click on the Inject icon on the session toolbar.

PN/ Ve

Or use the shortcut

Inject into running application

Administrator privileges
The following applies only if you did not start Thread Validator in administrator mode.

When choosing the inject method described in this topic, a restart of Thread Validator with administrator
privileges will be required to proceed.
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Administrator Privileges Required *

Inject into & running process

To perform the requested operation pou need to restart Thread Validator with administrataor ights.

@ Regtart with gdministrator privileges... Continue without Administrator privileges

Injecting into a service?
If your process is a senice, Thread Validator won't be able to attach to it.

Senices can't have process handles opened by third party applications, even with Administrator
privileges.

In order to work with senices, you can use the NT senice API| and monitor the senice

You may see this warning dialog when trying to inject into a senvice:

Inject into service warning ? >
Application: C:Program Files (x86)\Software Verification\SVL Build Service x@6\sviBuildService, exe
Injecting into services does not normally work because of the security privileges that services run with.
We recommend that you use the MT Service API  that is described in the Help file.

Learn mare about problems that can occur when injecting into applications.

Do you wish to continue trying to inject into the service?

Yes, Continue Injecting | | Mo, Cancel Imjecting

User interface mode

There are two interface modes used while starting a program
e Wizard mode guides you through the tasks in a linear fashion
e Dialog mode has all options contained in a single dialog

All the options are the same - just in slightly different places

In this section we'll cover the Wizard mode first and the Dialog mode later.

The attach to running process wizard

The first page of the wizard shows a list of running system and user processes.
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g Attach to running process wizard ? X

Select the process you want ta attach ta fram the list.
v Spstern processes W Services W Userprocesses O FullPath  ©* Image Name Refresh

D Admin Process )
7132 PaintDotMet.exe

7672 @ PresentationFontCache.exe

96 @ SamsungMagician.exe

4476 @ svlBuildService.exe

eso0
224 VCPkgSrv.exe

12024 VCPkgSrv.exe

4288 @ WisuallintService.exe

4252 = wmnat.exe "

| Mext x> Cloze

The list shows the following information:

e ID > The process ID

e Admin * may show a B symbol to indicate a requirement for administrator privileges in order to
run the program.

This requirement is automatically detected from the manifestEd for the process.
¢ Process > The process executable name
Choose a process before continuing:

e Next >> » mowe to the next page of the wizard

The button will show the ¥ symbol if you have selected a process which requires elevated
privileges to run.

Page 1: Choosing the process

o System processes/ Services/ User processes » show any or all of senices and system or user
processes in the list

o Full path * shows the full path to the process executable in the list

 Image Name » shows the short program name without path
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e Refresh » update the list with currently running processes

Clicking on the headers of the list will sort them by ID or by name using the full name or short name,
depending on what's displayed.

Page 2: Data collection

The second page controls when to start collecting information.

H Attach to running process wizard ? %

“'ou have zelected the proceszs shown below to attach to.

E:homhcheviLauncher R eleasetsvllauncher. exe

[f pou want to callect data from the application from the instant that Thread W alidatar attaches to the process,
zelect the Collect data from application check box.

[v Collect data from application

Click the Attach button to attach to the selected process.

<4 Prev Attach. .. m

Depending on your application, and what you want to test, you may want to start collecting data as soon
as injection happens, or do it later.

If your program has a complex start-up procedure, initialising lots of data, it may be much faster not to
collect data until the program has launched.

e Collect data from application * if it's the startup Thread you want to monitor, then obviously start
collecting data from launch

[f pou want to collect data from the application from the instant that Thread Yalidator attaches to the process,
zelect the Callect data fram application check. bax.

v Collect data from applicatiore

= See the section on controlling data collection for how to turn collection on and off after
launch.

Summary and starting your program
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The second page also confirms at the top which process you have selected to inject into, and prompts
you to attach:

e Attach... ¥ injects Thread Validator into the specified process, showing progress status

The button will show the “ symbol if you have selected a process which requires elevated privileges
to run.

=% |n the general questions see Why might Inject or Launch fail? for troubleshooting launch problems.

Dialog mode

In Dialog mode, all the settings are in one dialog but which still looks similar to the first page of the
wizard above.

The option of when to start collecting data, and whether to collect function and line times is at the top, as
is the Attach... button itself.

E Inject Validator into running process ? >
Attach. | Fefresh V¥ Callect data from application

[T Spstem processes [ Services W User processes i FullPath ¢ Image Mame

ID Admin Process Sy

10284 HELPMAM.EXE

3428 mspdbsre.exe

11916 Cnelrive.exe

7132 PaintDotMet.exe

eso

224 VCPkgSrv.exe

12024 VCPkgSrv.exe

3163 viware-tray.exe

&080 WZCQKPICK.EXE

I -

3.17.4 Waiting for a program

Waiting for a program

Waiting for a program is essentially the same as injection except that instead of injecting into a running
program, Thread Validator watches for the process starting up and then injects.
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b= the process is a senice, Thread Validator won't be able to attach to it as senices can't have
process handles opened by third party applications, even with Administrator privileges.

Wait for Application can be accessed by one of these methods:

E File menu » Wait for Application... > shows the Wait for application wizard or dialog below

Or click on the Wait (timer) icon on the session toolbar.

% 4 & /[O]

Or use the shortcut:

Wait for application

Administrator privileges
The following applies only if you did not start Thread Validator in administrator mode.

If the application you want to wait for is running with Administrator privileges, Thread Validator will also
need to run with Administrator privileges.

When choosing the 'wait for program' method described in this topic, a restart of Thread Validator with
administrator privileges will be required to proceed.

Administrator Privileges Required X
Wait for an application to start

Ta perfarm the requested operation pau need ta restart C++ Thread Walidatar with administratar rights.

'i_r Regtart with Administrator privileges... Cancel

Waiting for a service?

If your process is a senice, Thread Validator won't be able to attach to it.

Senvices can't have process handles opened by third party applications, even with Administrator
privileges.

In order to work with senices, you can use the NT senice API| and monitor the senice

The wait for application dialog

The wait for application dialog lets you specify the application or choose one that you've waited for
previously.
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If you choose a previously waited for application the Application Path Policy will be set to the same value
as used with that application.

E Wait for process to start then Inject Validator into process ? x
V¥ Collect data from application " ait Far Process |
Application Path Policy: L |
IF'ath to executable exists ;I

Application Executable:

I Browsze. .. |
_ Rt |

Previausly waited upon applications [double click ta relaunch] & Full Path 7 Image Mame Feset

Admin Executable DLL

Data collection

e Collect data from application * do want to collect data from the instant you attach to the
application?

Depending on your application, and what you want to validate, you may want to start collecting data as
soon as injection has happened, or do it later.

If your program has a complex start-up procedure, initialising lots of data, it may be much faster not to
collect data until the program has launched.

If it's the startup procedure you want to validate, obviously start collecting data from launch.

= See the section on controlling data collection for how to turn collection on and off after launch.

Specifying the application

o Application Path Policy * specify how the specified executable is treated
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o Path to executable exists * the executable will be checked that it exists and is appropriate for
Thread Validator to work with

o Path to executable is created dynamically * most pre-wait checks are not performed - use this if
the path the executable is on does not exist at the time you start waiting for the process to start

o Application to wait for * type or Browse to set the application name to launch

Alternatively, select a previously waited for application from the list.
o Full path > shows the full path to the process executable in the list

* Image Name * shows the short program name without path
e Reset > clears the list
Waiting for an application

o Wait For Process *» start waiting for the specified executable to start

o Stop Waiting > stop waiting for the specified executable to start

What could go wrong?

The program you're waiting for might already be running, in which case you'll be given the option to
cancel or attach to the existing process:

Already Running

. The specified process

/.-' [EnomicdbgHelpBrowserRelease'xde dbgHelpBrowser.exe) is
already running.

Do you want to attach to that process?

Yes Mo

Timing issues are inherit with native injecting into a program as it starts up.

This could cause the injection to fail in unpredictable ways and you may see dialogs like that below:
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Unable to inject into application

Itis not possible to inject into process 644,

~ When trying to acquire a process handle using OpenProcess()
we received this error code:

Win32 Erron

“Access is denied.”

One case when this dialog can occur is if the program needs to run at an elevated privilege and is waiting
for the user to give permission via the UAC dialog.

Injection may fail for different reasons and you might see the following information dialog showing:

e messages relating to the specific failure
e a selection of reasons why failure might be occurring
e some possible solutions to the problem
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3.17.5

Inject into process failed

|njection of the prafiling DLL inta the target application Failed.

Application: e:\omi.chocoveragey alidatorstabserdhreleasecoveragel alidator. exe
DLL: E:omhchthready alidatorstabserd \Releasehsvithready alidatarstub. dil
Could not create a thread in the target process

Win32 Ermmor: Acceszs iz demied.

DLL Injection can Fail for many reasons:
114 mizzing DLL in wour application.
218 mizzing DLL in Thread Yalidator

4] The application may have started and finished before the DLL could be injected.
5] The application security zettings do not allow process handles to be opened.

6] The application iz a service.

71 Semvice and Thread Y alidator zhould both run on the zame user account.

3] Injecting into some processzes just does not work.

Learn mare about problems that can ocour when injecting into applications.

Solutions
Ty launching your application from Thread Y alidatar rather than injecting into it

If pou are working with a service [or [15] ty uzsing the  MT Service AP

Ty running Thread Y alidator “As Administrator Pwfindows Vista /7 /8 onwardsz)

3] 'ou have previously injected into the zame instance of thiz application. Start the application again then re-inject,

Sometimes retrying a few times might catch a better moment for attaching to the process.

= In the general questions see Why might Inject or Launch fail? for troubleshooting launch problems.

Monitor a service

Monitoring a service

Monitoring a senice works for:

¢ Native senvices
¢ .Net senices
e Mixed mode senvices.
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Native Services

If you're working with native senices you must use the NT Senice APl in your senice as well as
using the Monitor a service method below.

.Net Services
Thread Validator won't attach until some .Net code is executed.

If there is native code being called prior to the .Net code, Thread Validator won't monitor that code,
only the native code called after the first .Net code that is called.

To monitor any native code called prior to your .Net code, use the NT Senice API.
Mixed Mode .Net Services
You don't need to use the NT Senvices API.

If you are working with a .Net senice that loads native DLLs, or a mixed mode senice, Thread
Validator will recognize the senice when the .Net runtime starts executing the .Net senice main.

= When working with Thread Validator and senices, you still start the senice the way you normally do
- e.g. with the senvice control manager.

The code that you have embedded into your senice then contacts Thread Validator, which you should
have running before starting the service.

To start monitoring a senice:
E File menu > Monitor a service... * shows the Monitor a senvice dialog below

or use the shortcut

Monitor a senvice

The monitor a service dialog
First ensure the senvice is installed, but not running.

Set the senice to monitor, choose whether to start collecting data right away, and click OK.
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Monitor a service ? X

[+ Collect data from application

Service to monikor;
Ehomhcithready alidatorhexampleshservice’R elease’service TV exe Browse. .. |

[f you are working with native zervices pleaze read the M ative Services AP Help topic.

Help Mative Services AP Help k. | Cancel |

o Service to monitor » type or Browse to set the service name to monitor

e OK * performs some brief setup work and then prompts you to start the senice

Please start your service b

Please start your service:

ChProgram Files (x36)\Software Verification\ SVL Service x88\svlService.exe

Click OK to close the dialog and then start your native senvice or .Net senvice.

Start the senice in the normal manner, e.g. from the control panel, the command line or
programmatically.

Data collection

Depending on your application, and what you want to validate, you may want to start collecting data as
soon as injection has happened, or do it later.

If your program has a complex start-up procedure, initialising lots of data, it may be much faster not to
collect data until the program has launched.

If it's the startup procedure you want to validate, obviously start collecting data immediately.

= See the section on controlling data collection for how to turn collection on and off after launch.

Examples

Example demonstrating how to monitor a senvice.
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Example demonstrating how to monitor an application launched from a senice (how to monitor any
application running on a senvice account).

3.17.6 1IS

Enter topic text here.

3.17.6.1 Monitor IIS and ISAPI

Monitoring ISAPI

Monitoring ISAPI works for:
o Native ISAPI extensions.
Native ISAPI

If you are working with native ISAPI you must use the NT Senice APl in your senice as well as using
the Monitor ISAPI method below.

To start monitoring ISAPI:
E Launch menu * IIS menu * Monitor lIS and ISAPI... * shows the Monitor ISAPI dialog below

or use the shortcut

Monitor IIS and ISAPI

The monitor ISAPI dialog

Set the dll to monitor, the web root, the IIS process, an optional web browser to use and an optional url
to launch, and click OK.
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Monitor [SAPI
v Collect data from application

ISAPI DLL:

? >
| C: \testISAPTWebsite walidate. dil Browse...

32 bit ISAPT extension. Ensure Application Pool "Enable 32-bit Applications™ is TRUE

IS web root:

C: \testISAPTWebsite Browse...

IIS process to monitor:
|any 115 |

Web Browser:

|C:‘|Frugram Files\Internet Explorerijiexplore, exe ﬂ

[ Stop IIS when web browser is dosed

URL to open in browser:

http:/localhost:d 1/validate. di? 123456 7890123456

Help Mative Services API Help Ok | Cancel

ISAPI DLL » type or Browse to set the ISAPI DLL that we're monitoring

IIS web * type or Browse to set the web root for the IIS website we're working with
IIS process to monitor »> select the IIS process we're working with

Web Browser * select the web browser that you're going to use to load the web page

URL to open in browser * type the web page and arguments you want to load to cause the ISAPI
to be loaded in IIS

OK >*resets IIS, setups all the variables, copies DLLs and settings into the web root and starts the
web browser to load the specified web page

E IIS is a protected process and can only execute, read and write files in specific directories. That's
why Thread Validator copies data to the web root so that it can be read, written or executed.

Data collection

Depending on your application, and what you want to validate, you may want to start collecting data as
soon as injection has happened, or do it later.

Copyright © 2003-2025 Software Verify Limited



The User Interface 289

3.17.6.2

347.7

If your program has a complex start-up procedure, initialising lots of data, it may be much faster not to
collect data until the program has launched.

If it's the startup procedure you want to validate, obviously start collecting data immediately.

= See the section on controlling data collection for how to turn collection on and off after launch.

Reset & Stop IIS

Reseting IIS

E| Launch menu * IIS menu * Reset IIS * resets Internet Information Server (stops it and starts it
again).

The session is not discarded when IS is reset.

Stopping IIS

E| Launch menu * IIS menu * Stop IIS * stops Internet Information Server.

The session is not discarded when IIS is stopped.
Linking to a program

Why link Thread Validator into your program?

There are cases when you might need to link Thread Validator directly into your program.

Sometimes the normal methods of launching and injecting aren't enough to get the data needed for a
particular debugging task.

For example:

e maybe the data to be monitored has already been allocated before the stub was successfully
injected

e maybe there is conflict with DLLs or a timing problem stopping the injection process from working
as well as normal

These situations are rare, but given the variety of different applications, can happen.

Linking to your program

The library that you need to link to is:
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e svlThreadvValidatorStubLib.lib for 32 bit
e svlThreadvValidatorStubLib x64.1ib for 64 bit

When linked and started, your program will automatically start Thread Validator.

EThe libraries should be linked to your program's .exe, not to a DLL that is loaded into your program.

3.17.8 Environment Variables

When launching an application, you might want to pass in some environment variables to your program.

The Environment Variables dialog lets you manage name/value pairs, including importing and exporting
for use between programs or sessions.

The Environment Variables dialog

The dialog initially has no entries.

The example below shows the equivalent of set QT PLUGIN PATH=%QTDIR%\plugins

E Environment Variables

Lizt the environment wanables pou wizh bo set for your application,

-

Cancel

o
=
>

Add...
Delete

Delete Al

Acquire

Impaort...

Flele el

Export...

Add... * adds a new item to the list * enter name in the first column, value in the second

Delete * deletes a selected item in the list

Delete All * clears the list

Acquire * fetches all system environment variables, adding them to the list
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e Import... *> loads variables from a previously exported file, adding them to the list
e Export... > sawes all entries in the list to a file of your choice

The exported file is a simple ascii file with one entry per line of the form name=value

OK > accepts all changes

e Cancel » ignores changes

3.18 Stopping your target program

Stopping the application
You can stop or kill your program at any time using the task manager, or debugger.
You can also stop your program from within Thread Validator.

|E| File menu *» Abandon Application... » stop the target program

or click on the red cross icon on the session toolbar.

% I§ v

The target program is ended using ExitProcess () from inside the stub.

Since the session is discarded, using Thread Validator to stop the target program is usually quicker and
more convenient than external stop methods.

= You can easily re-launch the program again using the same settings as before.

3.19 Command Line Builder

The command line builder helps you create command lines with valid options.

The command line builder is a two stage process, the first stage helping your choose how you want to
build the command line, and the second stage actually building the command line based on the choices
in the first stage.
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Command Line Builder ? oo
How would you like to build your command line?
= T'll build my own command line

(" Use a predefined template for common command line tasks

Mative & .Met: Run & Save session J

(" se an existing command line I use to launch my program

(" Use an existing Thread Validator command line

(" |Use an existing Thread Validator command file

Mext | Cancel |

There are five options for building your command line:
e I'll build my own * you'll build your command line from scratch, with no predefined options

e Use a predefined template * choose from a list of predefined command lines that you can
customize

The predefined templates cover a range of tasks you may want to perform from the command
line. These include running sessions, saving sessions, exporting to HTML and XML.

Examples are provided for both Native and .Net applications, and .Net Core applications.

e Use an existing command line » use the command line you use to start the tool you want to
collect profiling data for

Example: e:\dev\paintpot\release\paintpot.exe e:\testimages\venn.png -invert -
mirror -phaseChange

¢ Use an existing Thread Validator command line *» use an existing Thread Validator command
line and customize that

Example: -program e:\dev\paintpot\release\paintpot.exe -hideUI -exportAsHTML e:
\testResults\gannt.html -allArgs e:\testimages\gantt.png -inflate:3

Copyright © 2003-2025 Software Verify Limited



The User Interface 293

o Use an existing Thread Validator command file * use an existing Thread Validator command
file and customize that

Example: -commandFile e:\commandFiles\paintpot gantt.cf

When you have made your choice the Next button moves you to the customization part of the command
line builder.

Command Line Builder

~
d

Command Line Arguments

&

Value

“chmyProgram.exe”

Argument Description

-pregram Program to launch

Edit...

-saveSession
-hidell
-exportAsHTML
-exportAs¥ML

"chmyResults\session.tvm”

"chmyResults\session1.html"

"chmyResults\sessionxml”

Save the current session when the run is co...
Hide the user interface

Export the session as HTML

Export the session as XML

Remove

Rem

Add Hide

L

]

d

Add Export

Impaort..

Command Line Output
ICommand line with arguments ;I
Command line:
I "e:lom\c\threadvalidator \tabservrelease\threadvalidator.exe”™ -program "c:\myProgram.exe”™ saveSession "c\myResults\session 1.t Copy |
Cornmand File:
I Browse, ., | Viewd. . |

Test Command Line Close

The image above shows the command line builder populated with one of the predefined template choices.
You can see a few entries refer to directories and files that do not exist on disk (they are red).

These are items you will need to customize to match the program you are testing.

Any entries that will only exist after they have been created by the test will also be shown in red.

Editing
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To edit an argument, double click the argument. A combo box will display a list of valid arguments you
can choose.

To edit a value, double the value. If the argument type has a list of known values a combo box will be
provided, directories will display a directory chooser, files will display a file chooser, numbers will only
allow numeric editing. All other values will be edited as text.

e Add * add a new argument to the grid

e Remove » remowe the selected item

e Remove All * remowves all items in the grid

e Add Hide * adds a -hideUl argument which will cause Thread Validator to hidden when running.
Thread Validator will close after the target program finishes running

e Add Debug * adds various arguments which will cause Thread Validator to display error messages
if there are problems with the command line.

e Add Export » adds export options that will cause Thread Validator to export html and/or xml
reports after the target program finishes running

e Import... * you can import a command file, the contents of which will replace all the items in the
grid
Command Line Output
There are two command line output styles.

¢ Command line with arguments » generates a command line containing all arguments and values
shown in the grid

e Command line with command file * generates a command file containing all arguments and
values shown in the grid, and a command line that references the command file

When this option is chosen the command file edit field and the Browse... and View... buttons
are enabled, allowing you to specify a command file name, and to view it's contents.

If a command file has not been specified when this option is selected you will be prompted to
select a name for the command file.

When the command file name is selected the command file will be created with the arguments
and values shown in the grid.

e Copy * copies the command line to the clipboard so that you can paste the command line in cmd
prompts, batch files and automated scripts (Jenkins etc)

e Browse... > opens a Windows file dialog to allow you to specify the command file location

e View... > opens the command file using the Windows shell, this allows you to view the command
file in your favourite editor
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Testing
If you wish to test the command line, you have two options:

e Manual test > use the Copy button to copy the command line, then paste it into a cmd prompt
and press return.

e Test Command Line » a new instance Thread Validator is started with the specified command
line.

3.20 Data Collection

Collecting data

Once you've launched or injected into a program, you can stop and start data collection whilst the
program is running.

This is a high level switch that controls all data collection, regardless of any other settings.
With data collection off, the target program runs at close to normal speed.

Temporarily turning off collection can be a good idea if you need to take actions to get the program into
the right state for validation.

You can also turn data off from the start and only turn it on when you need it.

Starting and stopping data collection

E File menu » Start collecting data... *> starts collecting data immediately

or click on the green icon on the session toolbar to start collecting.
=, x2{O

E File menu » Stop collecting data... > stops collecting

or click on the red icon on the session toolbar to stop.

. (X D
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3.21 Help

The help menu
The help menu provides access to useful help, tips and tutorials.
Each item is covered briefly below, in menu order.

Tips...

h =]

ﬂ About Thread Validator...
Cwverview Video...

Readme and Version Histony ...

Help Topics... F1
Help POF ...

Help on softwareverfy com...

Blog...
Library...

|:]:| Tutorals...

Tutorials on softwareverfy.com. ..

Cortact customer support...
How da [7...

Report a crash r

Tips
E Help menu * Tips... * shows the tip dialog where you can browse tips in random order

Here you can also choose whether to display the tips dialog while launching programs.

Thread Validator tips *

#6

“'ou can use the Analysis view to find where threads are
synchranized.

[ Show lipz when launching Anather Tip | Cloze |
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About box

E Help menu * About Thread Validator... * shows contact and copyright information, as well as
details of your license

About Thread Validator 7 x>

Thread Validator (x286 XP\ista/7/8/10/5erver) oK
Copyright © 2003-2020 Software Verify Limited

Software Verify Limited

PO Box 123

Ety

Camb=

CB& 2wWa
United Kingdom

zalez@=oftwareverify.com
support@softwareverify.com

hitps./wrew softwareverify.com

License
Licenzed user: Stephen
Maintenance I; 525104040 (Expires: 2020-11-22)
License I TWV2020071704854AB0ed-1f4c-73ad-0200
License type: Single user
Product verzion: 4.89
Build Mumber: 512
Build Date:  Jul 17 2020 13:20:23

Overview Video

E Help menu * Overview Video... > opens a new dialog showing a short video

The video has sound and does not play automatically.

The video is also available on the product website. Visit https://www.softwareverify.com/products.php and
find the product link for Thread Validator.
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E C++ Thread Validator Overview Video pd

C++ Thread Yalidator overview

'ou can find topic zpecific tutorialz on the main Tutonals tab and the Help menu,

Fin Il Cocfuas Somje Qury Tmk ke
SH? MISY /S FULOOHT AKKETS 00

|orey P Thesosi Lacks Comy | ickn Thereah Ao (Higscin LU Cmgcin Tmgacscis

| %o | Ow |towvoowd W0 S _Gew. [toZen ———0 @

—
i RN+ "+ HHHH P
EIE S CELELLEEL DDLU DL PR PP DD LR PP L DL L mon

Rapaben | Costsstian |CfLRstie |Welt Tiss  Gegearcs | Lodked
e -

1 DEY LI PRl

Eray v e ey Calwr=iln 1] LR

Read-me and version history

|E| Help menu * Readme... * opens the readme.html (from your installation) in your browser.
The readme file contains all the latest information about Thread Validator including:

¢ basic information about getting started and where to go for support

e known issues

e \ersion history

To see what's changed since the version you have installed see the latest version history[3.

Help HTML

E Help menu * Help topics... * shows the HTML help dialog

You might be reading this right now!.

Or click on the question mark icon on the standard toolbar:
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= The key also shows the help, but has the added bonus of jumping directly to the page relevant
for the current view or dialog.

= We occasionally get reports of customers seeing exception errors while viewing the HTML help.
Unfortunately, we don't have a solution for this yet, but we'd appreciate knowing which pages are
affecting you!

Help PDF

|E| Help menu » Help PDF » shows the PDF version of this help

You will need a suitable PDF reader such as Adobe Acrobat Reader[, but do beware of unwanted add-
on installs.

PDF help for all our products are online[4.

Help on softwareverify.com

E Help menu » Help on softwareverify.com > shows the online version of this help?

Blog

E Help menu » Blog » shows the Software Verify Blog[a.

Library

E Help menu * Library * shows the Software Verify Library - all our best articles organised into
related topics[# for easy access.

Tutorials

The tutorials are intended to guide you through learning how to use aspects of Thread Validator.

Latest tutorials are available online[® in the form of short videos and examples covering popular topics.

|E| Help menu * Tutorial... > simply selects the Tutorial tab to show a list of the tutorials

Double click on the row of a tutorial in the list to open it in a browser.

|E| Help menu » Tutorials on softwareverify.com... » opens the online tutorials[% in a browser
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Contact customer support

E Help menu » Contact customer support > shows the Contact customer support[% dialog.

Contact Software Verify Custorner Support X

Have you found a bug? Do you think something could be improved? Have an idea for a new
feature? Or do you need help working out how to do something?

We're here to help, Tell us what the problem is and we'll get right badk to you with a solution.
How we provide customer support

We provide customer support via email.

Email allows us to exchange detailed bug descriptions, step-by-step instructions,
screenshots, log files, crash dumps and other metadata that can't easily be communicated via
telephone or chat.

Should your suppart request require escalation to phone, Zoom or remote computer access
we will do that when required.

Start a Support Reguest

Emiail:

support@softwareverify,com

Website customer support form:
https: /fwww . softwareverify. com/suppart/

Close

How do I?

|E| Help menu » How do I? » shows the How do 1?7 dialog.

Copyright © 2003-2025 Software Verify Limited


https://www.softwareverify.com/contact/

The User Interface 301

How do |7 =

How do I fly to the moon?
How do I make a purple cow?

How do I do X¥Z with Thread Validator?
We can't help with the first two guestions, but I think we can help with the last question.
We'll give you step by step instructions and/or a video showing you how to do XYZ.

Just send us an email describing what you're trying to do and we'll get right back to you with a
solution.

Start a Support Reguest

Emiail:

support@softwareverify.com

Website customer support form:
https: /fwww . softwareverify. com/suppart/

Close

Report a crash

E Help menu * Report a crash » displays the options for reporting a crash.

If an exception report for the Thread Validator user interface, or an exception report for an application
that Thread Validator was monitoring is available it will be displayed with options to copy it to the
clipboard and contact customer support at Software Verify.
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Report a crash *
The crash report shown below was in the Thread Validator x64 user interface.

C:\Users\stephen\AppData\Roaming\Software Verify\Thread Validator x64\tvExceptionLogUI_x&4. txt

Please email this report to support@softwareverify.com ~
A copy of this report can be found in C:\Users!stephen\AppData'\Roaming\Software Verify\Thread Validator x64\tvExceptionLogUl_x&4. txt

Thread Validator x64 Eval V5.72 [512]

Windows Version: 10.0

Service Pack: 0.0

Build: 13045

64 bit Operating System

Mum Processors: 8

Processor Type: 8564

WM Page size: 0x1000

WM Paragraph size: 0x 10000

WM Minimum address: 0x00000000000 10000
WM Maximum address: 0x00007 et
16244: MEB of physical memory

"C:\Program Files (x86)\Software Verify\Thread Validator x64 Evaluation\threadValidator_x64.exe™

Thread ID: 14772 (Main Thread)

Exception code: CO000005 STATUS_ACCESS_WIOLATION v
< >
Please send a copy of this report to  support@softwareverify.com Copy | Close

Copyright © 2003-2025 Software Verify Limited






304

Thread Validator Help

Command Line Interface

Thread Validator provides a command line interface to allow you to perform automated critical section
data collection.

To run 32 bit thread validator run ¢:\Program Files (x86)\Software Verify\Thread Validator
x86\threadvValidator.exe

To run 64 bit thread validator run C:\Program Files (x86)\Software Verify\Thread Validator
x64\threadvValidator_ x64.exe

Automated critical section data collection
Potential uses for automated critical section analysis are:
¢ In the regression test suite to ensure critical section behaviour
« In unit testing to ensure critical section performance of a certain level
e Quality assurance
Results from thread data collection sessions can be merged to form an aggregate result.
Typically, command line options allow Thread Validator to run by specifying:
e the target program to run
e arguments to pass to the target program
 the working directory to run in
e whether to run with or without the user interface
e a baseline session to compare with
e where and how to save results
e what to include or exclude from hooking

e how to merge results

Usually Thread Validator would exit between automated tests, but it can be made to stay running if
necessary.

= See the command line reference for an alphabetical listing all the available commands.

Command line argument usage

There are a few basic rules to remember when using the command line arguments:
e separate arguments by spaces
e quote arguments if they contain spaces
e some arguments are only useful in conjunction with others

e some arguments are incompatible with others
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4.1

If your command line is very long, consider using -commandpFile to specify a command file for your
arguments.

Unrecognised arguments

Any unrecognised arguments found on the command line are simply ignored, whether or not they are
prefixed with a hyphen.

Arguments intended for your program will not conflict with the Thread Validator arguments in this manual
as you should use -arg (or -allArgs) to redirect them to your program.
Need some help building the command line?

If you find creating command lines from nothing to be a bit daunting we've created a Command Line
Builder tool to help you build command lines.

You'll still need to complete some details, but the builder will help prevent you making some mistakes.

Command Lines and Floating Licences

Thread Validator works from the GUI and from the command line with all types of software licence
(floating licences and non-floating licences).

When floating licences are being used Thread Validator will wait to acquire a floating licence before
proceeding to process the command line options.

There are no options to:
e Checkout a floating licence
o Release a floating licence
e Query for available licences

These options are managed automatically by Thread Validator, there is no need for such options to be
manually controlled from the command line.

Example Command Lines
Typical command line examples

The following examples demonstrate a few different scenarios in which you might want to use Thread
Validator via the command line.

To run 32 bit thread validator run C:\Program Files (x86)\Software Verify\Thread validator
x86\threadvalidator.exe

To run 64 bit thread validator run C:\Program Files (x86)\Software Verify\Thread validator
x64\threadvValidator_ x64.exe
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Example 1 -running a session and saving the results

This example starts the application, showing no progress dialog whilst attaching to the process.

On completion, the resulting session is saved, and some tabs are refreshed.

The last tab refreshed is displayed, resulting in the ActiveObjects tab being the current tab.
threadValidator_x64.exe -program "c:\myProgram.exe" -saveSession "c:
\myResults\session1.tvm_x64" -displayUl -refreshSummary -refreshLocks -

refreshActive Objects

A brief explanation of each argument:

Option Argument Description
-program "c:\myProgram.exe" The target program to launch
-saveSession "c: After the application finishes, the session
\myResults\session1.tvm should be saved in this file
_x64"
-displayUl Show the user interface during the thread
test
-refreshSummary These tabs should be refreshed when the

test completes
-refreshLocks

-refreshActive Objects

Example 2 - running a session and saving the results and exiting

This example starts the application, showing no progress dialog whilst attaching to the process.
On completion, the resulting session is saved, and Thread Validator exits.

threadValidator_x64.exe -program "c:\myProgram.exe" -saveSession "c:
\myResults\session2.tvm_x64" -hide Ul

A brief explanation of each argument:

Option Argument Description
-program "c:\myProgram.exe" The target program to launch
-saveSession "c: After the application finishes, the session

\myResults\session2.tvm  should be saved in this file
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_x64"

-hide Ul Hide the user interface during the thread
test and close the user interface after the
test application finishes.

Example 3 -running a session and saving and exporting the results

This example starts the application, showing no progress dialog whilst attaching to the process.

On completion, the resulting session is saved, and some tabs are refreshed.

The last tab refreshed is displayed, resulting in the ActiveObjects tab being the current tab.
threadValidator_x64.exe -program "c:\myProgram.exe" -saveSession "c:
\myResults\session3.tvm_x64" -exportAsHTML "c:\myResults\session3.html" -displayUl -

refreshSummary -refreshLocks -refreshActive Objects

A brief explanation of each argument:

Option Argument Description
-program "c:\myProgram.exe" The target program to launch
-saveSession "c: After the application finishes, the session
\myResults\session3.tvm  should be saved in this file
_x64"
-exportAsHTML "c: After the application finishes, the exported

\myResults\session3.htm data should be saved in this file
Ill

-displayUl Show the user interface during the thread
test
-refreshSummary These tabs should be refreshed when the

test completes
-refreshLocks

-refreshActive Objects

4.2 Environment variables

Environment variables can be referenced on the command line.

This allows you to set an environment variable outside of Thread Validator (cmd prompt, batch file, etc)
and then reference it on the command line.
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For example:
-program $BUILD DIR%\testProgram.exe

If the BUILD_DIR environment variable is set to e:\dewdebug the above would evaluate to -
program e:\dev\debug\testProgram.exe

What if | can't set an environment variable?

There are situations where it isn't desirable, or possible to set the environment variable value prior to
starting Thread Validator.

In those situations you can set the environment variable on the command line using -setenvironment.

-setenvironment BUILD DIR=e:\dev\debug -program $BUILD DIR%\testProgram.exe

Problems with environment variable substitution

If you are running from a command prompt, or batch file, or any process that will handle environment
variable substitution using %ENV_VAR% you will find that referencing the environment variable on the
command line won't work when using -setenvironment, because by the time Thread Validator sees the
command line the %ENV_VAR% values have already been substituted.

To get around this, using SENV_VARS instead of %ENV_VAR%.

-setenvironment BUILD DIR=e:\dev\debug -program $BUILD DIRS$\testProgram.exe

-setenvironment
Set environment variables for Thread Validator, as a series of name/value pairs.
Use this option once for each environment variable you wish to set.

Usage of -setenvironment for any environment variable must appear on the command line prior to
any reference to that environment variable on the command line.

AERT pass quotes along with the string, escape a pair of inner quotes like the example below
Examples:

-setenvironment APP_FLAG=0N,;

-setenvironment "APP_FAG=0N;"

-setenvironment "APP_COMMS=0N; APP_DEBUG=OFF;"
-setenvironment "APP_MSG=\"A quoted string with spaces\";"
-setenvironment BUILD_DIR=e:\dewdebug

Note that this is not the same as -environment, which allows you to specify environment values that
you can pass to the program being launched.
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4.3 Development environment

The following options allow you to specify the development environment you used to build the application
being tested.

-devIDE
Specifies the development environment or compiler used to build the application being tested.
These values correspond to the values on the Symbol Lookup part of the settings dialog.

clang

codeWarrior

cppBuilder

delphi

devC++

mingw

other

rust

salfordFortran
visualBasic6
visualStudio. If you specify this you also need to specify -devVisualStudioVersion or -
devVisualStudioYear
visualStudioCustomDLL
¢ \isualStudioDontSet

Examples:

-deVvIDE visualStudio

-devIDE delphi
-devVisualStudioVersion

If -devIDE has been specified as visualStudio then -devVisualStudioVersion can be used to
specify the version of Visual Studio.

The version of Visual Studio needs to be installed on the machine for this to work.

The following versions are valid:

© N~ O
—

e © o 0o o o o o o
©

—_ A A
AN -0
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e 15
e 16
o 17

Examples:

-devVisualStudioVersion 6
-devVisualStudioVersion 10
-devVisualStudioVersion 17

If you use -devVisualStudioVersion then you don't need to use -devVisualStudioYear.
-devVisualStudioYear

If -devIDE has been specified as visualStudio then -devVisualStudioYear can be used to specify
the version of Visual Studio.

The version of Visual Studio needs to be installed on the machine for this to work.
The following years are valid:

1996
2002
2003
2005
2008
2010
2012
2013
2015
2017
2019
2022

Examples:

-devVisualStudioYear 1996
-devVisualStudioYear 2010
-devVisualStudioYear 2022

If you use -devVisualStudioYear then you don't need to use -devVisualStudioVersion.

44 Target Program & Start Modes

Resetting global settings

-resetSettings

Forces Thread Validator to reset all settings to the default state, except for any configured colours
and the Ul Global Hook settings which must be reset manually.
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E If using this option, it's recommended that you list this first on your command line or in your
command file.

Specifying the target application

The following options let you launch a program (with various start-up modes), inject into a running
program or wait for a program to start before attaching.

Launching a program

-program

Specifies the full file system path of the executable target program to be started by Thread Validator,
including any extension.

Not compatible with -injectName, -injectID, -waitName or -monitorAService.
See -arg below to pass arguments to your program, and -directory to set where it runs.
Examples:

-program c:\testbed.exe
-program "c:\new compiler\version2\testbed.exe"

If you specify the file without a path then:

¢ If you used -directory to set a startup directory then the filename in that directory is used if it
exists

o Otherwise, the directories in the PATH environment variable are used to look for the filename
-programToMonitorEXE
-programToMonitor

-programToMonitor has been replaced by -programToMonitorEXE. -programToMonitor will be
honoured to provided backward compatibility.

Specifies the full path of the program from which the data is collected, but does not change which
process is initially launched. Include the extension.

This program will be monitored by Thread Validator only when the program specified using -program
starts it.

If no path is specified, the first child process that has the same name will be monitored.

To monitor any program that is launched specify <<any>> as the program argument. In batch files
and powershell scripts you will need to quote this to get it accepted by the file parser.

See -programToMonitorLaunchCount to change which instance of the program is monitored.

Copyright © 2003-2025 Software Verify Limited



312

Thread Validator Help

Only valid in conjunction with -program.

Examples:
-programToMonitorEXE c:\testbed-child-process.exe
-programToMonitorEXE "c:\new compiler\version2\testbedChildProcess.exe"

-programToMonitorEXE testbed-child-process.exe
-programToMonitorEXE "<<Any>>"

-program c:\testbed.exe -programToMonitorEXE c:\testbed-child-process.exe

In this last example c:\testbed.exe is launched but not monitored. Only when testbed.exe
launches a child process c:\testbed-child-process.exe is that child process monitored.

-programToMonitorDLL

This option provides a qualifying DLL to identify different .Net Core processes, which are typically
launched using the same .Net Core runtime. Include the dll extension.

Only valid in conjunction with -program and -programToMonitorEXE.
Examples:
-programToMonitorDLL c:\test\dotNetCoreApp.dll

-program c:\testbed.exe -programToMonitorEXE "c:\program files\dotnet\dotnet.exe" -
programToMonitorDLL c:\test\dotNetCoreApp.dll

In this last example c:\testbed.exe is launched but not monitored. Only when testbed.exe
launches a child process c:\program files\dotnet\dotnet.exe to run the application c:
\test\dotNetCoreApp.dll is that child process monitored.

-programToMonitorLaunchCount

Specify the n'" invocation of the child program specified by -programToMonitor which is to have its
data collected.

Any value which is invalid (including anything less than 1) will default to 1.
Only valid in conjunction with -programToMonitor and consequently also -program.

Examples:

-programToMonitorLaunchCount 1
-programToMonitorLaunchCount 34

-program c:\testbed.exe -programToMonitor c:\testbed-child-process.exe -
programToMonitorLaunchCount 1
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In the above example c:\testbed.exe is launched but not monitored. As soon as testbed.exe
launches a child process c:\testbed-child-process.exe then that child process is monitored.

If the value 1 was changed to a 2, then only the second invocation of c:\testbed-child-
process.exe would get monitored, with the first invocation being ignored.
-environment

Environment variables for program, as a series of name/value pairs. Not to be confused with -
setenvironment.

Use this option once for each environment variable you wish to set.
E To pass quotes along with the string, escape a pair of inner quotes like the example below
Only valid with: -program
Examples:
-environment APP_FLAG=0N,;
-environment "APP_FAG=0N;"
-environment "APP_COMMS=0N; APP_DEBUG=0OFF;"
-environment "APP_MSG=\"A quoted string with spaces\";"
-arg
Passes the following element on the command line to the target program.

-arg can be used multiple times, or you can use -allArgs
AERT pass quotes along with the string, escape a pair of inner quotes like the example below
Only valid with: -program
Examples:
-arg myProgram.exe
-arg "c:\Program Files\myApp\myProgram.exe"
-arg "-in infile -out outfile"
-arg "\"a quoted string\""
-allArgs
Passes the remainder of the command line (after -allArgs) to the program being launched.
Unlike -arg abowe, there is no need to escape the quotes as the content is passed verbatim.

Only valid with: -program

Example:
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-allArgs anything put here is passed to the target program "even stuff in quotes" is passed

-directory

Sets the working directory in which the program is executed. If -directory is not specified the
program is run in its current directory.

Only valid with: -program
Examples:
-directory c:\development\
-directory "c:\research and development\"
-stdin
Specifies a file to be read and piped to the standard input of the application being tested.
If the filename contains spaces, the filename should be quoted.
An error occurs if the file does not exist. See -ignoreMissingStdin to avoid this error.
Examples:
-stdin c:\settings\input.txt
-stdin "c:\reg tests settings\input.txt"
-stdout
Specifies a file to be written with data piped from the standard output of the application being tested.
If the filename contains spaces, the filename should be quoted.
An error occurs if the file does not exist. See -ignoreMissingStdout to awoid this error.
Examples:
-stdout c:\settings\output.txt
-stdout "c:\reg tests results\output.txt"
-ignoreMissingStdin

If this flag is specified and the file specified by -stdin does not exist, no error is reported.

-ignoreMissingStdout

If this flag is specified and the file specified by -stdout does not exist, no error is reported.
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Injecting into a program
-injectName
Sets the name of the process for Thread Validator to attach to.
Not compatible with -program, -injectID, -waitName or -monitorAService.
Examples:
-injectName c:\testbed.exe
-injectName "c:\new compiler\version2\testbed.exe"
-injectiD
Sets the numeric id of a process for Thread Validator to attach to.
Not compatible with -program, -injectName, -waitName or -monitorASenvice.
Example:

-injectlD 1032

Waiting for a program

-waitNameEXE
-waitName

-waitName has been replaced by -waitNameEXE. -waitName will be honoured to provided
backwards compatibility.

Sets the name of a process that Thread Validator will wait for.

When the named process starts Thread Validator will attach to the process.
Not compatible with -program, -injectName, -injectID or -monitorASenice.
Examples:

-waitNameEXE c:\testbed.exe
-waitNameEXE "c:\new compiler\version2\testbed.exe"

-waitNameDLL
Sets the name of a process DLL that Thread Validator will wait for.

When the named process starts Thread Validator will attach to the process.
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Examples:
-waitNameDLL c:\dotNetApp.dll
-waitNameDLL "c:\new compiler\version2\dotNetApp.dIl"

For use with -waitNameEXE when you want to wait for .Net Core applications.
-waitNameEXE "c:\program files\dotnet\dotnet.exe" -waitNameDLL "c:

\testApps\dotNetCoreApp\release\dotNetCoreApp.dil"

Monitoring a service

-monitorAService
Sets the full file system path of a senice including any extension.
Thread Validator will wait for the service to start and attach to it.
Not compatible with -program, -injectName, -injectID or -waitName.
Examples:
-monitorAService c:\senice.exe

-monitorAService "c:\new compiler\version2\senice.exe"

Data Collection

-collectData
Enables or disables the collection of flow tracing data
Examples:
-collectData:On
-collectData:Off
-collectStdout
Enables or disables the collection of standard output (stdout)
Examples:

-collectStdout:On
-collectStdout:Off
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4.5

User interface visibility

User interface visibility

You can choose to hide or show Thread Validator during the test, as well as the window of the target
application.

-displayUl

Forces the Thread Validator user interface to be displayed during the test.

This is useful for debugging a command line session that is not working, for example inspecting the
Diagnostic tab for messages related to the test.

You wouldn't normally use this option when running unattended thread tests.

-doNotinteractWithUser

Newer display dialog boxes in the target application that is being profiled.

E This applies even for warning and error dialog boxes.

The intended use for this option is for when you are running command line sessions on unattended
computers and you have automated processes that may kill the Thread Validator user interface if
something goes wrong. Actions such as this then cause the stub to recognise the user interface has
gone away and display an error warning.

-hide Ul

Hides the Thread Validator user interface during the test.

-launchAppHide
-launchAppHidden (for backwards compatibility only)

Hides the target application during the test.

EDepending on your application, this may not work and may not even be suitable.

This is equivalent to setting the wShowWindow member of the STARTUPINFO struct to sw_HIDE when
using the Win32 createProcess () function.

It's useful if you're testing console applications that have no user interaction, as it prevents the
console/command prompt from being displayed.

For GUI applications this option very much depends on how your application works.

For interactive applications, it clearly has no use, but for some, hiding the GUI may help prevent
various windows messages from being processed.
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Typically, for complex applications, it's better to design this capability into your application and
control it via a command line, which can be passed in from Thread Validator via the -arg option.

-launchAppShow

Shows the target application during the test.

This is equivalent to setting the wShowWindow member of the STARTUPINFO struct to sw_sHow when
using the Win32 createProcess () function.

-launchAppShowMaximized
-launchAppShowMinimized
-launchAppShowMinNoActive

-launchAppShowNA

-launchAppShowNoActivate

-launchAppShowNormal

As well as the previous two options to show or hide the target application during the test there are other
options equivalent to values that can be used in the STARTUPINFO struct.

The options are equivalent to the setting the wshowWindow member to the following values

Option

launchAppShowMaximi

zed

launchAppShowMinimi

zed

launchAppShowMinNo

Active

-launchAppShowNA

launchAppShowNoActiv

ate

launchAppShowNormal

-showCommandPrompt

wShowWindow
member

SW_SHOWMAXIMIZED

SW_SHOWMINIMIZED

SW_SHOWMINNOACTIVE

SW_SHOWNA

SW_SHOWNOACTIVATE

SW_SHOWNORMAL

Launched application is shown...

Maximized and activated

Minimized and activated

Minimized and not active

Shown at current size and position but not
activated

Show at most recent size and position but
not activated

Show at original size and position and
activated

Copyright © 2003-2025 Software Verify Limited



Command Line Interface 319

-hideCommandPrompt

Causes any launched console window to be shown or hidden during the test.

-showErrorsOnCommandPrompt

If an error occurs when launching the application, the error will be reported on the command line.

Refreshing the interface after test completion
You can run automated tests that leave the user interface open after completion,

The following options are used to automatically refresh the main data tabs in Thread Validator once a
test is complete.

-refreshSummary
-refreshLocks
-refreshPerThreadLocks
-refreshCurrentLocks
-refreshThreads
-refreshCoverage
-refreshActive Objects
-refreshAnalysis
-refreshObjects
-refreshWaitChain

46 Session Management

Session management
The following options let you control the sessions during testing

-baseline

Loads a previous session as the baseline session against which the recorded session is compared
for regressions or improvements.

Examples:

-baseline c:\baseline\testMacro1.tvm
-baseline "c:\base line\testMacro1.tvm"

b= Ensure your session manager is configured to hold at least 2 sessions or use -numSessions to
specify how many sessions to use.
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-numSessions
Sets the number of sessions that can be loaded at once.
This is equivalent to the same setting in the session manage and can't be less than 1.
Example:

-numSessions 2

-saveSession
Saves the session data when all data has finished being collecting from the target program.
Thread Validator 32 and 64 bit use the file extension .tvm and .tvm_64 respectively.
A missing or incorrect filename extension will be corrected automatically
Examples:
-saveSession c:\results\testMacro1.tvm
-saveSession "c:\test results\testMacro1.tvm_x64"
-saveSession c:\results\testMacro1
-sessionlLoad

-sessionLoad loads a previously created session to be merged with the data from the session being
recorded.

These options might be used when a series of tests have already been performed and their sessions
saved.

Thread Validator 32 and 64 bit use the file extension .tvm and .tvm_64 respectively.
A missing or incorrect filename extension will be corrected automatically
Examples:

-sessionLoad c:\results\testMacro1.tvm

-sessionLoad "c:\test results\testMacro1.tvm"
-sessionLoad c:\results\testMacro1

& Ensure your session manager is configured to hold at least 2 or 3 sessions or use -
numsSessions to specify how many sessions to use.

-sessionCompareHTML
-sessionCompare XML

Compare two sessions, producing an HTML or XML report detailing any regression and
improvements.
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The report is produced using the XML Export tags described in the Exporting Sessions section..
The two sessions can be loaded using one of these options:
-baseline and -sessionLoad

-baseline and running a program using one of -program, -injectName, -injectID, or -
waitName

Examples:

-sessionCompare XML c:\regtests\testMacro1.xml
-sessionCompareHTML "c:\reg tests\testMacro1.html"

& Ensure your session manager is configured to hold at least 2 sessions or use -numSessions to
specify how many sessions to use.

4.7 Session Export Options

Session export format - HTML or XML

-exportAsHTML
-exportAsXML

Export the session data as an HTML or XML file when Thread Validator has finished collecting data
from the target program.

If you merge the current session with another session, the exported HTML will be for the merged
session.

If you disable merging with the current session the export will be for the unmerged session.
Example:

-exportAsHTML c:\results\html\testMacro1.html
-exportAsXML "c:\test results\xml\testMacro1.html|"

Session export encoding - HTML or XML

These options allow you to export the session data as UTF-16, UTF8 or ASCIl. UTF-16 and UTF-8 will
add a byte order mark (BOM) to the start of the exported file.

-exportAsHTML_BOM
The exported HTML will be exported with the appropriate format.
-exportAsHTML_BOM ASCII

-exportAsHTML_BOM UTF8
-exportAsHTML_BOM UTF16
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4.8

-exportAsXML_BOM
The exported XML will be exported with the appropriate format.
-exportAsXML_BOM  ASCII

-exportAsXML_BOM  UTF8
-exportAsXML_BOM  UTF16

File Locations

File Locations

When using the command line it's convenient to store settings and options in files that can be easily
referenced.

Those files include:

e Global settings files

e File locations for source, PDB or MAP files

e DLL hook files
Each of these file types can be saved or exported from Thread Validator.
The -settings option is used to specify the settings to be used for the test. If the filename contains
spaces, the filename should be quoted. This option is the same as -loadSettings and is provided for
backwards compatibility.
Loading global settings from a file

Global settings are usually stored in the registry, but you can save a specific set of settings for use in
thread tests:

e Settings menu > Save settings...

-loadSettings
-settings

Points to a previously saved settings file to be used for the test.
Examples:

-loadSettings c:\settings\testMacro1.tvs
-loadSettings "c:\thread test settings\testMacro1.tvs"
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= The -settings option is identical to -loadSettings and is provided for backwards compatibility

File locations for source, PDB or MAP files

File location files can be easily generated by exporting file locations from the File Locations page of the
settings dialog.

-fileLocations

Specify a plain text file listing file locations to be used during testing. See the format of the file
below.

Each set of file types (one per line) is preceded by a header line in the file.

[Files] * Source files

[Third] * Third party source files
[PDB] * PDB files

[MAP] > MAP files

Example:
-fileLocations c:\threadTests\testFileLocations1.tvxfl
Example file:

[Files]

c:\work\projectl\

[Third]
d:\VisualStudio\VC98\Include
[PDB]

c:\work\project3\debug
c:\work\project3\release
[MAP]

c:\work\project3\debug
c:\work\project3\release

Files listing DLLs to hook

DLL hook files can be easily generated by exporting DLL hooks from the Hooked DLLs page in the
Filters section of the settings dialog.

-dlIHookFile
Points to a file listing the DLLs to be hooked for the test.
Examples:

-dlIHookFile c:\settings\testMacroDLLs.tvx
-dlIHookFile "c:\thread tests settings\testMacroDLLs.tvx"

Copyright © 2003-2025 Software Verify Limited



324 Thread Validator Help

The first line of text in the DLL hooks file is one of the following:

e Rul e: DoNot Hook ?» DLLs marked as enabled will not be hooked. All other DLLs will be
hooked

e Rul e: DoHook ?» DLLs marked as enabled will be hooked. All other DLLs will not be
hooked

e Rul e: HookAl | 2 All DLLs will be hooked regardless of the settings in the list

E Capitalization is important.

The remaining lines list one DLL filename or folder path and an enabled state on each line.

Example:
Rule:DoNotHook
nativeExample.exe enable=FALSE
MFC42D.DLL enable=TRUE
MSVCRTD.d1l enable=TRUE
KERNEL32.d1ll enable=TRUE
0le32.d1l1l enable=TRUE

Example:
Rule:DoHook

E:\OM\C\threadvalidator\examples\nativeExample\DebugNonLink
enable=TRUE

Example:
Rule:DoHook
"E:\OM\C\threadvValidator\examples\nativeExample with
spaces\DebugNonLink" enable=TRUE

Example:

Rule:DoHook
$ENV_VAR%\DebugNonLink enable=TRUE

Here, the environment variable ENV_VAR is used to replace the text $ENV_VARS in the path
definition.

The file can be ANSI or UNICODE text and paths with spaces do not need quotes.

4.9 Command Files

Using a command file

If your command line is very long, consider using -commandpFile to specify a command file for your
arguments.
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-commandFile
Specify a file from which to read the command line arguments.
Useful when command lines become unwieldy or longer than the windows command size limits.
Use -- to insert comments into the file, including when commenting out option.
Examples:

-commandFile c:\threadtests\testMacro1.cf
-commandFile "c:\thread tests\testMacro1.cf"

B Example command file

-hideUI
-program c:\testbed\testApp.exe

-- arguments for application
-arg argumentOne
-arg argumentTwo
-arg "-s wobble"

-directory c:\testbed\testl
-settings c:\testbed\settings testl.tvs

-—- do export and save of the results
-exportAsHTML c:\testbed\results\testl.html
-saveSession c:\testbed\results\testl.tvm

For any argument that can be supplied to a command in a command file, you can also specify an
environment variable substitution.

-directory %DIR%
-program $DIR%\testProgram.exe

The environment variables must have been set prior to starting Thread Validator.

You cannot specify a command with an environment variable substitution.

410 Help, Errors & Return Codes

The following options may help with using and debugging the command line driven automated regression
testing.

Command line help

-help
-?

Command line help is printed on the standard output.
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-echoArgsToUser

Show the arguments that were supplied to the program.

Debugging command driven testing

If you're having problems with using the command line, check the following, try displaying error
messages using the option below, and look at the exit return codes.

e separate command line arguments with spaces
¢ all command line options that include spaces need to have quotes around them
e some arguments are only useful in conjunction with others - check notes against each option
e some arguments are incompatible with others - check notes against each option
-showErrorsWithMessageBox
Forces errors to be displayed using a message box when running from the command line.

This can be very useful when debugging a command line that does not appear to work correctly.

Exit return codes

Thread Validator returns the following status codes when running from the command line. Some of
these status codes are for internal use, or are obsolete (retired products).

¢« 0 »Allok

e -1 > Unknown error. An unexpected error occurred starting the runtime

e -2 > Application started ok. You should not see this code returned

e -3 2 Application failed to start. E.g. runtime not present, not an executable or injection dll not

present,

-4 > Target application is not an application

-5 » Don't know what format the executable is, cannot process it

-6 > Not a 32 bit application

-7 » Not a 64 bit application

-8  » Using incorrect MSVCR(8|9).DLL that links to CoreDLL.dIl (incorrect DLL is from WinCE)
-9 > Win16 app cannot start these because we can't inject into them
-10 > Win32 app - not used

-11 * Win64 app - not used

-12 *» .Net application

-13 * User bailed out because app not linked to MSVCRT dynamically
-14 * Not found in launch history

-15 * DLL to inject was not found

-16 * Startup directory does not exist

-17 * Symbol server directory does not exist

-18 » Could not build a command line

-19 * No runtime specified, cannot execute script (or Java) (obsolete)
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-20 » Java arguments are OK - not an error (obsolete)

-21 » Java agentlib supplied that is not allowed because Java Thread Validator uses it (obsolete)
-22 » Java xrun supplied that is not allowed because Java Thread Validator uses it (obsolete)

-23 » Java cp supplied that is not allowed because Java Thread Validator uses it (obsolete)

-24 » Java classpath supplied that is not allowed because Java Thread Validator uses it (obsolete)
-25 » Firefox is already running, please close it (obsolete)

-26 » Lua runtime DLL version is not known (obsolete)

-27 ¥ Not compatible software

-28 »* InjectUsingCreateProcess, no DLL name supplied

-29 »* InjectUsingCreateProcess, Unable to open PE File when inspecting DLL
-30 * InjectUsingCreateProcess, Invalid PE File when inspecting DLL

-31 * InjectUsingCreateProcess, No Kernel32 DLL

-32 * InjectUsingCreateProcess, NULL VirtualFree() from GetProcAddress
-33 * InjectUsingCreateProcess, NULL GetModuleHandleW() from GetModuleHandleW
-34 » InjectUsingCreateProcess, NULL LoadLibraryW() from LoadLibraryW
-35 * InjectUsingCreateProcess, NULL FreeLibrary() from FreeLibrary

-36 * InjectUsingCreateProcess, NULL VirtualProtect() from GetProcAddress
-37 * InjectUsingCreateProcess, NULL VirtualFree() from GetProcAddress
-38 * InjectUsingCreateProcess, unable to find DLL load address

-39 * InjectUsingCreateProcess, unable to write to remote process's memory
-40 »* InjectUsingCreateProcess, unable to read remote process's memory

-41 »* InjectUsingCreateProcess, unable to resume a thread

-42 » UPXcompressed - cannot process such executables

43 » Java class not found in CLASSPATH

-44 » Failed to launch the 32 bit sMGetProcAddressHelperUtil.exe

-45 » Uknown error with sMGetProcAddressHelperUtil.exe

-46 » Couldn't load specified DLL into suGetProcAddressHelperUtil.exe
-47 ¥ Couldn't find function in the DLL sMGetProcAddressHelperUtil.exe
-48 » Missing DLL argument s\MGetProcAddressHelperUtil.exe

-49 » Missing function argument s\MGetProcAddressHelperUtil.exe

-50 * Missing svMGetProcAddressHelperUtil.exe

-51 » Target process has a manifest that requires elevation

-52 » sMInjectintoProcessHelper_x64.exe not found

-53 * sMInjectintoProcessHelper_x64.exe failed to start

-54 » sMlInjectintoProcessHelper x64.exe failed to return error code

-55 » getlmageBase() worked ok

-56 » ReadFile() failed in getimageBase()

-57 » NULL pointer when trying to allocate memory

-58 » CreateFile() failed in getimageBase()

-59 » ReadProcessMemory() failed in getimageBase()

-60 > VirtualQueryEx() failed in getimageBase()

-61 » Bad /appName argument in svInjectintoProcessHelper_x64.exe
-62 » Bad /dlIName argument in sMInjectintoProcessHelper x64.exe
-63 » Bad /procld argument in sMinjectintoProcessHelper x64.exe

-64 » Failed to OpenProcess in svinjectintoProcessHelper_x64.exe
-65 » A DLL that the .exe depends upon cannot be found

-66 *> A stdin file was specified, but Validator could not open it

-67 » A stdout file was specified, but Validator could not open it

-68 > Failed to create the child output pipe

-69 » Failed to create a duplicate of the output write handle for the std error write handle. This is
necessary in case the child application closes one of its std output handles
-70 » Failed to create the child input pipe

e -71 » Failed to create a duplicate output read temporary file
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e -72 » Failed to create a duplicate input write temporary file
e -73 » User was trying to launch a service as an application that was linked to TV APIs. User

cancelled when informed of this fact

e -74 > Returned by Thread Validator if user performs a baseline comparison and memory leaks are

detected
# Shutdown and restart as 32 bit Thread Validator
# Shutdown and restart as 64 bit Thread Validator
# Entry point in executable is NULL.

-75
-76
=77
-78
-79

e -80 > VirtualAllocEx() returned NULL

# Application is .Net Core.

? Entry point is for a .Net application.

e -81 > InjectUsingCreateProcess, NULL GetLastError() from GetProcAddress

Command Line Reference

Command line reference

The following alphabetical list provides a convenient look-up for all the command line arguments used in
automated regression testing.

Option

-?

-allArgs

=ar

-baseline

-collectData

-collectStdout

-commandFile

-deviDE

-devVisualStudioVersion

-devVisualStudioYear

-directory
-displayUl

-dlIHookFile
-doNotinteractWithUser

Description

Print command line help on the standard output.

Pass the remainder of the command line to the program being
launched.

Pass command line arguments to the target program. Can be
used multiple times.

Loads a previous session as the baseline session against
which the recorded session is compared for regressions or
improvements.

Turn data collection on or off
Turn collection of stdout on or off
Specify a file from which to read the command line arguments.

Specify the development environment used to be the target
program.

Specify which version of Visual Studio by year.
Specify which version of Visual Studio by version number.
Set the working directory in which the program is executed.

Force the Thread Validator user interface to be displayed during
the test.

Points to a file listing the DLLs to be hooked for the test.

Never display dialog boxes in the target application that is being
profiled.

Copyright © 2003-2025 Software Verify Limited



Command Line Interface 329

-echoArgsToUser

-environment

-exportAsHTML
-exportAsXML

-—exportAsHTML_BOM
-—exportAsXML_BOM

fileLocations

-help
-hideCommandPrompt
-hide Ul

-injectiD

-injectName

-launchAppHide
-launchAppShow
-launchAppShowMaximized
-launchAppShowMinNoActive
-launchAppShowMinimized
-launchAppShowNA

-launchAppShowNoActivate
-launchAppShowNormal

-loadSession

-loadSettings

-monitorAService

-numSessions

-program
-programToMonitor

_progra mToMonitorLaunchCou
nt

Environment variables for program, as a series of name/value
pairs

Export the session data as an HTML or XML file when Thread
Validator has finished collecting data from the target program.

Specify the file encoding for the exported file

Specify a plain text file listing file locations to be used during
testing. See the format of the file below.

Print command line help on the standard output.
Any launched console window will be hidden during the test.
Hide the Thread Validator user interface during the test.

Set the numeric (decimal) id of a process for Thread Validator
to attach to.

Set the name of the process for Thread Validator to attach to.
Hide the target application during the test.

Show the target application during the test.

Show the target application maximized and activated.

Show the target application minimized and activated.

Show the target application minimized and not active.

Show the target application at current size and position but not
activated.

Show the target application at most recent size and position
but not activated.

Show the target application at original size and position and
activated.

Load a previously created session to be merged with the data
from the session being recorded.

Points to a previously saved settings file to be used for the test.

Specify the full file system path to the senice to monitor,
including any extension. The senvice is not started by Thread
Validator but by an external means.

Set the number of sessions that can be loaded at once.

Specify the full file system path of the executable target
program to be started by Thread Validator, including any
extension.

Changes which program the data is collected from but does not
change which process Thread Validator initially launches.

Specify the n'" invocation of the programToMonitor which is to
hawe its data collected.
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-refreshActiveObjects Automatically refresh the Active Objects tab once a test is
complete.

-refreshQuery Automatically refresh the Query tab once a test is complete.

-refreshCoverage Automatically refresh the Coverage tab once a test is complete.

-refreshActivelLocks Automatically refresh the Active Locks tab once a test is
complete.

-refreshAllLocks Automatically refresh the All Locks tab once a test is complete.

-refreshObjectHandles Automatically refresh the Object Handles tab once a test is
complete.

-refreshLocksPerThread Automatically refresh the Locks Per Thread tab once a test is
complete.

-refreshSummary Automatically refresh the Summary tab once a test is
complete.

-refreshThreads Automatically refresh the Threads tab once a test is complete.

-refreshWaitChain Automatically refresh the Wait Chain tab once a test is
complete.

-resetSettings Forces Thread Validator to reset (nearly) all settings to the
default state.

-saveSession Sawe the session data when all data has finished being
collecting from the target program.

-sessionCompareHTML Compare two sessions, producing an HTML or XML report

-sessionCompare XML detailing any regression and improvements.

-sessionlLoad Loads a previously created session to be merged with the data

from the session being recorded

-setenvironment Environment variables for Thread Validator, as a series of
name/value pairs

-settings Points to a previously saved settings file to be used for the test.
-showCommandPrompt Any launched console window will be shown during the test.

= If an error occurs when launching the application, the error will

showErrorsOnCommandPromp be reported on the command line.
t

-showErrorsWithMessageBox  Force errors to be displayed using a message box when
running from the command line.

-waitName Name a process that Thread Validator will wait for.
To run 32 bit thread validator run c: \Program Files (x86)\Software Verify\Thread Validator
x86\threadvalidator.exe

To run 64 bit thread validator run c: \Program Files (x86)\Software Verify\Thread Validator
x64\threadvalidator x64.exe
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412 Troubleshooting

Running from the command line can cause some problems, often because you can't be sure that what
you put on the command line did what you thought would do.

Ensure the arguments supplied are what you expected.
-echoArgsToUser
If you are testing a console application, make sure you can see it.
-showCommandPrompt
If an errors occur when processing the command line, make sure you can see those.
-showErrorsOnCommandPrompt
-showErrorsWithMessageBox
Look on the diagnostic tab to ensure the diagnostic data collected makes sense.
If you've got -hideUl in your command line, comment it out temporarily (make it -xhideUIl so that it's not

recognised).

What if the tool hangs?

If you're running from the command line, most likely you'll be running from a cmd prompt, or possibly
powershell.

We've only ever had one customer report a hang with any of our tools when running from the command
line.

We eventually found the problem, and it wasn't with the software tool.

The problem was that they were running the tool in hidden mode (-hideUIl) from a command prompt and
for unknown reasons the tool would never exit.

When they added a simple change to their command the problem went away.

They added cmd /c to the start of their command line. This opens a new command prompt and instructs
it to launch the command line and wait for it to exit.

Problem command line:
"c:\program files (x86)\Software Verify\Thread Validator x64\threadvalidator x64.exe" -program c:
Working command line:

cmd /c "c:\program files (x86)\Software Verify\Thread Validator x64\threadvValidator x64.exe" -proc
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5 Native API

The Thread Validator API

There are some features of Thread Validator that are useful to call directly from your program, including
tracking of memory in custom heap managers.

Thread Validator has an API that makes this possible; just include sv1TVAPI.c and sv1TVAPI.h to your

codebase. There is no library to link to, dlls to copy.

Source files

The source files can be found in the ap1 directory in the Thread Validator install directory.

sv1TVAPI.h
sv1TVAPI.c

Just add these files to your project and build.

If you are using precompiled headers you will need to disable them for sv1TvaPI.c.

Working with services?

If you are working with senvices you to attach Thread Validator to a senice and to start Thread Validator,
you should use the NT Senice API, not the functions in this API.

All the other functions in this APl can be used with applications and with senices.

Unicode or ANSI?

All the API functions are provided in Unicode and ANSI variants where strings are used. We've also
provided a character width neutral #define in the same fashion that the Windows.h header files do.

For example the function for naming a heap is provided as tvSetThreadNameA (), tvSetThreadNameW ()
with the character width neutral tvsetThreadName () mapping to tvSetThreadNameWw () for unicode and

tvSetThreadNameA () for ANSI.

In this document we're going to use TCHAR like the Window.h header files do.

Deploying on a customer machine
You can use the API without incurring any dependency on Thread Validator.

If Thread Validator is not installed on the machine the software runs on, nothing will happen.
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5.1

This allows you to add the Thread Validator API to your software without need to have a separate build
for use with Thread Validator.

Loading the Profiler

For most use cases won't need to load the profiler, as the profiler will have been loaded when your
launched your program from Thread Validator, or when you injected into your program using Inject or
Wait For Application.

However if you're running your program from outside of Thread Validator and want to load the profiler from
inside your program you can use tvLoadProfiler () to do that. You'l then need to call
tvStartProfiler () to start it.

Starting the Profiler

To start the profiler from your API code you need to call the function tvstartpProfiler () from your code
before you call any API functions. Ideally you should call this function as early in your program as
possible.

If you prefer to start the profiler from the user interface or command line you can omit the startProfiler()
call. You can leawe it present if you wish to start Thread Validator from your program.

Naming threads

You can name threads using the tvSetThreadNamea () and tvSetThreadNameW () functions.

Turning data collection on and off

You can turn data collection on and off using the tvsetCollect () function.

You can use tvGetCollect () to inspect the data collection status.

Native APl Reference

Unicode or ANSI?

All the API functions are provided in Unicode and ANSI variants where strings are used. We've also
provided a character width neutral #define in the same fashion that the Windows.h header files do.

For example the function for naming a heap is provided as tvSetThreadNameA (), tvSetThreadNameW ()
with the character width neutral tvSetThreadName () mapping to tvSetThreadNameWw () for unicode and
tvSetThreadNamea () for ANSI.

In this document we're going to use TCHAR like the Window.h header files do.
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All the API functions are declared as extern "C", so they can be used by C users and C++ users.

To use these functions #include sv1TVAPI.h into your code.

tvLoadProfiler

Loads the profiler DLL into memory, but does not start the profiler.

Use this for:
32 bit applications with a 32 bit Thread Validator GUI
64 bit applications with a 64 bit Thread Validator GUI

For most use cases won't need to load the profiler, as the profiler will have been loaded when your
launched your program from Thread Validator, or when you injected into your program using Inject or
Wait For Application.

However if you're running your program from outside of Thread Validator and want to load the profiler from
inside your program you can use tvLoadProfiler () to do that. You'l then need to call
tvStartProfiler () to startit.

extern "C"
int tvLoadProfiler();

Returns:
TRUE Successfully loaded TV DLL into target application.
FALSE Failed to load the TV DLL into target application.
Check that the PATH environment variable points to the Thread Validator
install directory contains svlThreadValidatorStub*.dll.

Do not use this function if you are working with senices, use the NT Service API.

tvLoadProfiler6432

Loads the profiler DLL into memory, but does not start the profiler.

Use this for:
32 bit applications with a 64 bit Thread Validator GUI

For most use cases won't need to load the profiler, as the profiler will have been loaded when your
launched your program from Thread Validator, or when you injected into your program using Inject or
Wait For Application.

However if you're running your program from outside of Thread Validator and want to load the profiler from
inside your program you can use tvLoadProfiler6432 () to do that. You'll then need to call
tvStartProfiler () to start it.

extern "C"
int pvLoadProfiler6432();
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Returns:

TRUE Successfully loaded TV DLL into target application.

FALSE

Failed to load the TV DLL into target application.

Check that the PATH environment variable points to the Thread Validator
install directory contains svlThreadValidatorStub*.dll.

Do not use this function if you are working with senices, use the NT Service API.

tvStartProfiler

To start the profiler from your API code you need to call the function tvstartpProfiler () from your code
before you call any API functions. Ideally you should call this function as early in your program as

possible.

extern "C"
int tvStartProfiler();

Returns:

TRUE Successfully started TV profiler.
FALSE Failed to start the TV profiler.

If you prefer to start the profiler from the user interface or command line you can omit the
tvStartProfiler () call. You can leawe it present if you wish to start Thread Validator from your

program.

Do not use this function if you are working with senices, use the NT Service API.

tvSetThreadName()

Sets the name of a thread.
extern "C"

void tvSetThreadName (DWORD
const TCHAR

tvSetThreadNameA()
Sets the name of a thread.

extern "C"
void tvSetThreadNameA (DWORD
const char

tvSetThreadNameW()

Sets the name of a thread.

threadID
*name) ;

threadID

*name) ;
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extern "C"
void tvSetThreadNameW (DWORD threadID
const wchar t *name) ;

tvSetCollect()

Enables or disables data collection - i.e. whether data is sent to Thread Validator from your target
application.

extern "C"
void tvSetCollect (int enable); // TRUE to enable, FALSE to disable

tvGetCollect()

Returns whether data collection is on.

extern "C"
int tvGetCollect(); // Returns TRUE or FALSE

5.2 C#API

The C# APl is a wrapper around the native API.

For all of these APIs see the native API for more details.

Adding the API to your application

The C# APl is provided as a source code sv1TVAPTI.cs file that you add to your application. The source
file is in the API directory in the Thread Validator install directory.

The C# API does not add any dependencies to your application - if Thread Validator is present the API
functions work, if Thread Validator is not present the API functions do nothing.

The C# API

The C# APl is implemented by the Threadvalidator class in the Softwareverify namespace.

collectOn()

Turn data collection on.

public static void collectOn();
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5.3

collectOff()

Turn data collection off.

public static void collectOff();

setCollect()

Turn data collection on or off.

public static void setCollect (bool enable);

getCollect()

Determine if data collection is turned on or off.

public static bool getCollect();

Calling the APl via GetProcAddress

Calling API functions using GetProcAddress

If you don't want to use the sMTVAPI.c/h files you can use GetProcAddress to find the interface
functions in the Thread Validator DLL.

The interface functions have different names and do not use C++ name mangling, but have identical
parameters to the API functions.

To determine the function name take any native API name, replace the leading tv with api. For example
tvSetThreadNameW () becomes apiSetThreadNameW ();
Example usage

typedef void (*tvSetThreadNameW FUNC) (const TCHAR *name) ;
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HMODULE getValidatorModule ()

{
HMODULE  hModule;

hModule = GetModuleHandle( T ("svlThreadValidatorStub6432.d11")); // 32 bit DLL w
if (hModule == NULL) a

hModule = GetModuleHandle ( T ("svlThreadValidatorStub x64.d11")); // 64 bit DLL with 64
if (hModule == NULL)

hModule = GetModuleHandle( T("svlThreadValidatorStub.dl1l")); // 32 bit DLL w

return hModule;

HMODULE hMod;
// get module, will only succeed if Thread Validator launched this app or is injected into thi

hMod = getValidatorModule () ;
if (hMod != NULL)
{

// TV is present, lookup the function and call it to set the current thread's name

tvSetThreadNameW FUNC pFunc;

// "apiSetThreadNameW" is equivalent to linking against "tvSetThreadNameW"

pFunc = (tvSetThreadNameW FUNC)GetProcAddress (hMod, "apiSetThreadNameW") ;
if (pFunc != NULL)
{

(*pFunc) (threadName) ;

API functions and their GetProcAddress names

For any API functions not listed, try looking up the name in sviThreadvalidatorStub.d11 using
depends.exe or PE File Browser.

= Show API functions and GetProcAddress names

APl Name GetProcAddress() Name

tvLoadProfiler
tvIsValidatorPresent
tvStartProfiler

tvSetThreadNameA apiSetThreadNameA
tvSetThreadNameW apiSetThreadNameW
tvSetCollect apiSetCollect

tvGetCollect apiGetCollect
tvShutdownThreadVal:zpishutdownThreadvalidator

Other exported functions

Copyright © 2003-2025 Software Verify Limited


https://dependencywalker.com/
https://www.softwareverify.com/product/pe-file-browser/

340

Thread Validator Help

54

You may see some other functions exported from svlThreadvalidatorStub.dll( x64) .d11.

& These other functions are for Thread Validator's use. Using them may damage memory locations
and/or crash your code. Best not to use them!

Convenience functions

Convenience functions

One convenience function is provided that will start the Thread Validator GUI (if it is not already running),
then load the Thread Validator execution tracer into your process and start tracing it.

extern "C"
int loadValidatorIntoApplication();

Returns:
TRUE Successfully loaded TV DLL into target application and successfully

started the profiler.
FALSE Failed to load the TV DLL or failed to start the profiler.

To use this function #include loadvalidatorIntoApplication.h into your code.
The source files can be found in the ap1 directory in the Thread Validator install directory.

loadValidatorIntoApplication.h
loadValidatorIntoApplication.c

Just add these files to your project and build.
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E When working with NT senices your account must have the appropriate privileges described in the
User Permissions topic.

Attaching to your service

To use Thread Validator with NT Senices you need to link a small library to your application and call two
functions in the library.

The NT Service API

The NT Senvice APl is provided to enable Thread Validator to work with senices.

The APl works just as well with normal applications, and the same considerations outlined here also
apply generally.

When the NT Senice APl is used, source code symbols are acquired in the stub and sent to the Thread
Validator user interface.

Monitoring the service

When working with Thread Validator and senices using the NT Senice APl you don't start the senice
using Thread Validator.

Instead, you start the senice the way you normally start the senice - e.g. with the senice control
manager.

The code that you have embedded into your senice then contacts Thread Validator, which you should
have running before starting the senvice.

Once you've exercised your senice and stopped it, Thread Validator will show the usual thread data.

Examples and help

We provide some Example Senice Source Code to demonstrate how to embed the senrvice code into
your senice.

If you have problems using Thread Validator with senices, please contact us at

support@softwareverify.com.
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6.1 NT Service API

The Thread Validator stub service libraries

The NT Senvice APl is very simple, consisting of functions to load, start and unload the Thread Validator
DLL.

We have also provided some debugging functions to help you debug the implementation of the NT
Senice API because getting data into and out of senices is not always straightforward.

The stub senvice libraries used for this are shown in the following table:
32 bit Thread Validator 64 bit Thread Validator
32 bit senvice sv1TVStubService.lib sv1TVStubService6432.1ib

sv1TVStubServiceMD.1lib
sv1TVStubServiceMT.1lib

64 bit senice N/A sv1TVStubService x64.1ib
sv1TVStubServiceMD x64.1ib
sv1TVStubServiceMT x64.l1ib

All the functions exported from these libraries are exported as extern "c" so that C and C++ users can
use them.

Library name suffixes

The MD suffix indicates the library was built with the /MD compiler switch.
The MT suffix indicates the library was built with the /MT compiler switch.

Directory Name: 2010 or 20127

Visual Studio 6 to Visual Studio 2010

If you are using Visual Studio 2010 or earlier, use libraries from a directory with 2010 in the directory
name.

Visual Studio 2010 to Visual Studio 2022

If you are using Visual Studio 2012 or later, use libraries from a directory with 2012 in the directory
name.

Header files
The header files can be found in the sv1TvStubservice directory in the Thread Validator install directory.
The headers file provide an error enumeration and the NT Senvice API functions.

sv1TVStubService.h
svlServiceError.h

Linker Problems
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Some linkers cannot link the stub senvice library file. If you have this problem see What do | do if |
cannot use sMTVStubSenice.lib?
Loading the Thread Validator DLL into your service

To load the Thread Validator stub dil sviThreadvalidatorStub( x64) .d11 into your senvice, call
sv1TVStub LoadThreadvValidator (), not LoadLibrary ().

If you are monitoring a 32 bit senice with the 64 bit Thread Validator user interface you should use
sv1TVStub LoadThreadValidator6432().

Shutting down the Thread Validator DLL from your service.

To shutdown Thread Validator's monitoring of the senice , call
sv1TVStub ShutdownThreadValidator () .

This sends the shutting down notification and removes any hooks for your process.

Calling this function is optional. You can stop your senice without calling this function.

Unloading the Thread Validator DLL from your service.

To unload the Thread Validator stub dll, call sv1Tvstub UnloadThreadvalidator (), not
FreelLibrary() .

Calling this function is optional. You can stop your senice without calling this function.

Setting a service notification callback

Once you have successfully loaded the Thread Validator DLL you can setup a senvice callback so that
the senice control manager can be kept updated during the process of starting the validator.

When a senvice is starting, Windows requires the senice to inform the Senice Control Manager (SCM)
that is starting at least every ten seconds.

Failure to do so results in Windows concluding that the senice has failed to start, and the senice is
terminated.

Instrumenting your senice may well take more than 10 seconds, depending on the complexity and size
of your senvice.

The solution is for Thread Validator to periodically call a user supplied callback from which you can
regularly inform the SCM of the appropriate status.

You can set the senice callback with sv1Tvstub SetServiceCallback (callback, userParam) .

Usage
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Here is an example callback which ignores the userParam.
void serviceCallback (void *userParam)
{
static DWORD dwCheckPoint = 1;

ssStatus.dwServiceType = SERVICE WIN32 OWN PROCESS;
ssStatus.dwServiceSpecificExitCode = 0;

ssStatus.dwControlsAccepted = 0;
ssStatus.dwCurrentState = dwCurrentState;
ssStatus.dwWin32ExitCode = dwWin32ExitCode;
ssStatus.dwWaitHint = dwWaitHint;
ssStatus.dwCheckPoint = dwCheckPoint++;

// Report the status of the service to the service control manager.

return SetServiceStatus (sshStatusHandle, &ssStatus);

Starting Thread Validator DLL in your service

To start Thread Validator detecting deadlocks in your senice call sv1Tvstub StartThreadvalidator.

Starting Thread Validator DLL in lIS

To start Thread Validator detecting deadlocks in IIS call sviTvStub StartThreadvalidatorForIIS ().

Setting a filename for all logging data to be written to

To set the filename for all debugging/logging information to be written to call
sv1TVStub setLogFileName ().

Deleting the logfile

To delete the log file call sv1TvStub deletelLogFile().

Writing text to the logfile

To write a standard ANSI character string to the log file call sv1Tvstub writeToLogFileA (text). The
ANSI string will be converted to Unicode prior to writing to the log file.

To write a Unicode character string to the log file call sv1TvStub writeToLogFilell (text).

Writing error code descriptions to the logfile
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6.1.1

To write a human readable description of the SVL_SERVICE_ERROR error code to the log file call
sv1TVStub writeToLogFile (errCode).

Writing LastError code descriptions to the logfile

To write a human readable description of the Windows error code to the log file call
sv1TVStub writeTolLogFilelastError (errCode).

Dumping the PATH environment to the logfile

To write the contents of the PATH environment variable to the log file call
sv1TVStub dumpPathToLogFile ().

This can be useful if you want to know what the search path is when trying to debug why a DLL wasn't
found during an attempt to load the Validator DLL.

Changes to the NT Service API

APl changes - February 2018

To make the API easier to use with senices we made the following changes:
e Changed the API by adding many debugging functions to allow you to easily log information.
o We also extended the error enumeration to provide additional error status values.

o We also split the function of loading and starting Thread Validator into two functions - a load function
and a start function.

o We split the functionality so that you could setup a senice callback prior to calling the start
function.

The senice callback allows the senice control manager to be informed that the senice is still active
during time consuming operations, such as starting the Thread Validator when the senice is non-
trivial in scope.

Failure to inform the senice control manager results in the senice being killed by the senice control
manager because it thinks the senice has hung.

This change in the APl is to ensure you get better results from using our software.

What do you need to do to move from the old API to the new API?
Change all SVL_ERROR declarations to SVL_SERVICE_ERROR.

Your previous startup code probably looked like this:
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SVL ERRCR errCode;

errCode = sv1TVStub LoadThreadValidator();

Change it to this:
SVL_SERVICE ERROR errCode;
errCode = svlTVStub_LoadThreadValidator();
errCode = sv1TVStub SetServiceCallback (serviceCallback, NULL);

errCode = sv1TVStub StartThreadvValidator();

The seniceCallback would look something like this:
void serviceCallback (void *userParam)
{
static DWORD dwCheckPoint = 1;

ssStatus.dwServiceType = SERVICE WIN32 OWN PROCESS;
ssStatus.dwServiceSpecificExitCode = 0;

ssStatus.dwControlsAccepted = 0;
ssStatus.dwCurrentState = dwCurrentState;
ssStatus.dwWin32ExitCode = dwWin32ExitCode;
ssStatus.dwWaitHint = dwWaitHint;

ssStatus.dwCheckPoint = dwCheckPoint++;

// Report the status of the service to the service control manager.

return SetServiceStatus (sshStatusHandle, &ssStatus);

In the code above we have omitted error handling. To see how to use the new logging function with error handling pleast

Important.

Once your senice is running (rather than starting) your senice callback should set the appropriate
running status SERVICE_RUNNING rather than SERVICE_START_PENDING.

if (!ReportStatusToSCMgr (SERVICE RUNNING, // service state
NO_ERROR, // exit code
0)) // wait hint

dwErr = GetLastError():;
if (bLogging)

sv1TVStub writeToLogFileW (L"ReportStatusToSCMgr:5\r\n");
goto cleanup;
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6.1.2

An alternative solution is to prevent the service callback from being called once the
service status has been set to running.

sv1TVStub SetServiceCallback (NULL, NULL);.

NT Service APl Reference

The API consists of the following functions.

SVL_SERVICE_ERROR Enumeration

typedef enum svlServiceError

{

SVL OK, // Normal behaviour

SVL_ALREADY LOADED, // Stub DLL already loaded into serv
SVL LOAD_ FAILED, // Failed to load stub DLL into serv
SVI, FATLED TO ENABLE_STUB_SYMBOLS, // Loaded DLL, but failed to enable
SVL_NOT_ LOADED, // Couldn't unload DLL because DLL n
SVL_ FAIL UNLOAD, // Couldn't unload DLL because could
SVL FAIL TO CLEANUP INTERNAL HEAP, // Couldn't get the internal stub he
SVL FAIL MODULE HANDLE // Couldn't get the stub DLL handle
SVL_FAIL SETSERVICECALLBACK, // Couldn't call the set service cal
SVL, FATIL COULD NOT FIND ENTRY POINT, // Couldn't find the DLL entry point
SVL_FAIL TO START, // Failed to start the Validator

SVL FAIL SETSERVICECALLBACKTHRESHOLD, // Couldn't call the set service cal
SVL_FAIL PATHS DO NOT MATCH, // Path to service in env vars doesn
SVL FAIL INCORRECT PRODUCT PREFIX, // Wrong validator

SVL_FAIL X86 VALIDATOR FOUND EXPECTED X64 VALIDATOR, // Found wrong bit depth validator
SVL_FAIL X64 VALIDATOR FOUND EXPECTED X86 VALIDATOR, // Found wrong bit depth validator
SVL_FAIL DID YOU MONITOR A SERVICE FROM VALIDATOR, // Looks like Monitor A Service wasn
SVI, FATIL ENV_VAR NOT FOUND, // Env Var not found

SVL,_ FATL VALIDATOR ENV VAR NOT FOUND, // Env Var identifying validator not
SVL FAIL VALIDATOR ID NOT SPECIFIED, // Validator process not specified
SVL _FAIL VALIDATOR ID NOT A PROCESS, // Validator process identified does
SVL FAIL VALIDATOR NOT FOUND, // Validator process identified does

} SVL SERVICE ERROR;

svITVStub_LoadThreadValidator

extern "C"
SVL SERVICE ERROR sv1TVStub LoadThreadValidator();

To load the Thread Validator stub sviThreadvalidatorStub.dl1l into your senice, use
sv1TVStub LoadThreadValidator (), Nof LoadLibrary ().

This loads the DLL and sets up a few internal variables in the DLL to ensure that symbols are sent
from the stub to the Thread Validator user interface.

This is necessary because the Thread Validator user interface can't open a process handle to a
senice and so is unable to get symbols from the process.
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To solve this, symbols are sent from the stub to the user interface as needed.

If you just call LoadLibrary () on the DLL, symbols will not be sent to the Thread Validator user
interface and you won't get meaningful function names in your stack traces.

This function can be used when monitoring:
o 32 bit senices or applications with Thread Validator
e 64 bit senices or applications with Thread Validator x64

If you are monitoring 32 bit applications with Thread Validator x64 you should use
sv1TVStub LoadThreadValidatoro6432().

Which function you should call is shown in the table below.

32 bit Thread Validator 64 bit Thread Validator
32 bit senvice sv1TVStub LoadThreadValidator () sv1lTVStub LoadThreadValidator6432 ()
64 bit senvice N/A sv1TVStub LoadThreadValidator ()

sviTVStub_LoadThreadValidator6432

extern "C"
SVL_SERVICE ERROR sv1TVStub LoadThreadValidator6432();

To load the Thread Validator stub sviThreadvalidatorStub6432.d11 into your senice, use
svlTVStub_LoadThreadValidator6432(),nOtLoadLibrary(L

This loads the DLL and sets up a few internal variables in the DLL to ensure that symbols are sent
from the stub to the Thread Validator user interface.

This is necessary because the Thread Validator user interface can't open a process handle to a
senice and so is unable to get symbols from the process.

To solve this, symbols are sent from the stub to the user interface as needed.

If you just call LoadLibrary () on the DLL, symbols will not be sent to the Thread Validator user
interface and you won't get meaningful function names in your stack traces.

This function should only be used when monitoring 32 bit services or applications with Thread
Validator x64.

sviTVStub_StartThreadValidator

extern "C"
SVL SERVICE ERROR svlTVStub_StartThreadValidator();

To start Thread Validator inspecting the senice call sv1Tvstub StartThreadvalidator () .

svIiTVStub_StartThreadValidatorForllS
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extern "C"
SVL_SERVICE ERROR sv1TVStub StartThreadvValidatorForIIS();

To start Thread Validator inspecting IIS call sv1TvStub StartThreadvalidatorForIIS().

Example usage.

sviTVStub_ShutdownThreadValidator

extern "C"
SVL_SERVICE ERROR sv1TVStub ShutdownThreadValidator () ;

To stop Thread Validator inspecing the senice call sv1TvStub ShutdownThreadvalidator ().
This sends the shutting down notification and removes any hooks for your process.

Calling this function is optional. You can stop your service without calling this function.

sviTVStub_UnloadThreadValidator

extern "C"
SVL_SERVICE ERROR sv1TVStub UnloadThreadvValidator();

To unload Thread Validator call sv1TvStub UnloadThreadvalidator (), do not call FreeLibrary ().

Calling this function is optional. You can stop your service without calling this function.

svITVStub_SetServiceCallback

extern "C"
SVL SERVICE ERROR sv1TVStub SetServiceCallback (serviceCallback FUNC callback,
void* userParam) ;

sv1lTVStub SetServiceCallback is used to setup a senvice callback that is used to inform the Windows senvice col
userParam iS a value you can supply which will then be passed to the callback every time the callback

is called during instrumentation.

Why is a service callback needed?

When a senvice is starting, Windows requires the senvice to inform the Senice Control Manager (SCM)
that is starting at least every ten seconds.

Failure to do so results in Windows concluding that the senice has failed to start, and the senice is
terminated.

Instrumenting your senvice may well take more than 10 seconds, depending on the complexity and
size of your senvice.
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The solution is for Thread Validator to periodically call a user supplied callback from which you can
regularly inform the SCM of the appropriate status.

We strongly recommend that you setup a senvice callback. Not setting a service callback can result in failure of your

Debugging functions

The following functions are provided to help you log information about the progress, success or failure of
the NT Senice API attaching Thread Validator to your senvice.

We strongly recommend that you use these logging functions so that you can understand why Thread
Validator might fail to connect to a service.

To see example usage of these debugging functions please look in service.cpp in the
examples\service directory in the Thread Validator install directory.

svITVStub_setLogFileName
extern "C"
void sv1TVStub setLogFileName (const wchar t* fileName);
Call sv1TvStub setLogFileName to set the name of the filename used for logging.
This function must be called before you can use any of the other debugging functions.
Setting this filename also sets the filename used by some of these API functions - you will find
additional logging data from those functions that will help debug any issues with the senvice.

svITVStub_deleteLogFile

extern "C"
void sv1TVStub deleteLogFile();

This function deletes the log file.

svITVStub_writeToLogFileA

extern "C"
void sv1TVStub writeToLogFileA (const char* text);

This function writes a standard ANSI character string to the log file.

The ANSI string will be converted to Unicode prior to writing to the log file.

svITVStub_writeToLogFileW
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extern "C"
void sv1TVStub writeToLogFileW (const wchar t* text);

This function writes a Unicode character string to the log file.

svITVStub_writeToLogFile

extern "C"
void sv1TVStub writeToLogFile (SVL SERVICE ERROR errCode);

This function writes a human readable description of the SVL_SERVICE_ERROR error code to the log
file.

svITVStub_writeToLogFileLastError

extern "C"
void sv1TVStub writeToLogFileLastError (DWORD errCode) ;

This function writes a human readable description of the Windows error code to the log file.

The errCode parameter is the error code returned from GetlLastError().

svITVStub_dumpPathToLogFile

extern "C"
void sv1TVStub dumpPathToLogFile () ;

This function writes the contents of the PATH environment variable to the log file.

This can be useful if you want to know what the search path is when trying to debug why a DLL wasn't
found during an attempt to load the Validator DLL.

6.1.3 Troubleshooting

Troubleshooting - Service fails to start
If a senice takes too long to start the service control manager kills the senvice.

The way to stop this is for a senice to call ReportStatusToSCMgr() to tell the service control manager
that the senice is still OK.

Thread Validator can't do this for you as the call requires some data from any earlier call you have made.
The solution is that you provide a callback using sv1TVStub_SetServiceCallback() that Thread

Validator can call during the process of attaching to the senice, and you can call the appropriate
function.
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Example code to set the callback:

errCode = sv1TVStub_SetServiceCallback(serviceCallback, // the
callback

NULL); // some
user data (we don't have any, so set NULL)

if (bLogging)

{
if (errCode != SVL_OK)
{
sv1TVStub_writeToLogFileW(L"Setting service callback failed.
\r\n");
sv1lTVStub_writeToLogFile(errCode);
}
sv1lTVStub_writeToLogFileW(L"Starting Thread Validator\r\n");
}

Example callback:

static void serviceCallback(void *userParam)
{

// just tell the Service Control Manager that we are still busy

// in this example userParam is not used

//

// note that prior to the Validator loading it's DLL ssStatus.dwCurrentState
must have been initialised, most likely to SERVICE_START_PENDING

// you could pass a fixed value here, but it would need to change once the
service has finished starting up so that you don't unintentionally change the service
state

// when this callback is called. This callback is called whenever
instrumentation happens (when a DLL is loaded). Thus you can't assume this is only
called during service startup,

// it may also get called later in the service lifetime.

ReportStatusToSCMgr(ssStatus.dwCurrentState, // service state
NO_ERROR, // exit code
3000); // wait hint

}

We strongly recommend that you set a service callback. It won't harm your program and it will
remove any likelihood of your service being killed by the service control manager.
Troubleshooting - Service starts, Thread Validator gets no data

If you have problems getting Thread Validator to monitor your service you'll need to find out what's failing.

Until Thread Validator loads correctly and successfully connects to the graphical user interface you have
no way of knowing what is happening.
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6.2

The solution is to set a log file that Thread Validator can write status messages to. You can also write
your own status messages to this log file.

Set the log file using sv1TvStub setLogFileName. Write to it using sv1TvStub writeToLogFile (),
sv1TVStub writeToLogFileA(), sv1lTVStub writeToLogFileW() .

Then when things are not working as expected take a look at the log file to see the errors. The Thread
Validator will often suggest what the problem is.

We strongly recommend that you configure the log file and use it when working with services. It
has saved us a lot of time.

Working with IIS

Configuring IIS for use with ISAPI

We assume that you are familiar with IIS. This is not a topic we can provide advice for.

That said, we wrote a blog article about configuring IIS for use with ISAPI.

Example ISAPI

We have provided an example ISAPI extension configured for use with Thread Validator.

This example is provided as source code and project files. You will need to build it yourself, you may
need to change an include path to find the appropriate headers. The resulting ISAPI will need to be
copied to your website for testing and the website configured to allow the ISAPI to execute (please see
the above mentioned blog article for details on that).

You can find the example ISAPI in the isapiExample folder in the Thread Validator installation directory.

Using Thread Validator with IIS

IIS is a senvice application. It runs as one of the more restricted applications on Microsoft Windows.

Thread mapped files created by IS cannot be opened by user mode programs (Thread Validator, for
example). DLLs, executables and files cannot be opened by IIS except if they are in directories which IIS
has access to. These are security measures intended to make your computer secure from attack.

These security measures make it hard for tools like Thread Validator to work.

¢ We hawe to communicate settings information to Thread Validator via text file

e All DLLs and helper programs we want to use need to be copied to the web root (or a subdirectory
within the web root) so that they can be used.

¢ We need to have our own data transport because our usual high speed memory mapped data transport
is not available.

It's also not possible to launch IIS or inject into a running IIS instance.
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The only way to work with IIS is by using the NT Senice API, and using the
sv1TVStub StartThreadvalidatorForIIS() function instead of
sv1TVStub StartThreadvalidator().

We've provide some example code to show you how to attach and detach from your ISAPI extension.

Workflow
1) Start monitoring your ISAPI by using the Monitor ISAPI dialog.

E| Launch menu ¥ IIS menu ¥ Monitor ISAPI...

2) When you have finished interacting with the web pages that use the ISAPI component shutdown IIS,
wait for Thread Validator's status to indicate "Ready" and examine the results.

|E| Launch menu * IIS menu *Stop IIS

6.3 Example Source Code

Service Example

Example demonstrating how to monitor a senice.

Also see the example senice that ships with Thread Validator.

You can find this in the \examples\service directory in the Thread Validator install directory.

Also see the example senice and child process that ships with Thread Validator.

You can find this in the \examples\serviceWithAChildProcess directory in the Thread Validator install
directory.

IS Example

Example demonstrating how to monitor an ISAPI DLL.

Also see the example ISAPI DLL that ships with Thread Validator.

You can find this in the \examples\isapiExample directory in the Thread Validator install directory.
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6.3.1

Example Service Source Code

Where to put your code

When you use the functions to load and unload Thread Validator from your senvice, it is important that
you put the function calls in the correct place in your software.

The correct place to put them is in a 'balanced' location, such that you would expect no memory leaks to

occur between the load and the unload function call, assuming the senice was working correctly.
Typically, this means that Thread Validator is:

¢ loaded as the first action in the service main () function

¢ unloaded just before the senice control manager is informed of the stopped status

The source code shown below shows an example service main () function used in a senvice,
demonstrating where to load and unload Thread Validator.

The long comment covers problems with the way senices are stopped and what may be displayed in a
debugger if this happens.

=% The code is extracted from service\service.cpp, part of the full example of an NT senice, client
and a utility for controlling whether the senice uses Thread Validator.

[E] Show the C++ example senvice_main() function

void serviceCallback (void *userParam)

{
// just tell the Service Control Manager that we are still busy
// in this example userParam is not used

static DWORD dwCheckPoint = 1;

ssStatus.dwServiceType = SERVICE WIN32 OWN PROCESS;
ssStatus.dwServiceSpecificExitCode = 0;

ssStatus.dwControlsAccepted = 0;
ssStatus.dwCurrentState = dwCurrentState;
ssStatus.dwWin32ExitCode = dwWin32ExitCode;
ssStatus.dwWaitHint = dwWaitHint;
ssStatus.dwCheckPoint = dwCheckPoint++;

// Report the status of the service to the service control manager.

return SetServiceStatus (sshStatusHandle, &ssStatus);
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// service main
// DESCRIPTION. . vt ettt et ee e eeseeeennn

// Initializes the service, then calls the function to do the work.
// This function is typically where you will load and unload Thread Validator

//  PARAMETERS . v o e e ettt ettt eeeeeeenns

// dwArgc - number of command line arguments
// lpszArgv - array of command line arguments

static CRITICAL SECTION nativeExampleCritSect;

void WINAPI service main (DWORD dwArgc,
LPTSTR *1lpszArgv)

if (bLogging)

{
sv1TVStub setLogFileName (SZLOGFILENAME) ;
sv1TVStub deletelogFile();

InitializeCriticalSection (&nativeExampleCritSect) ;
InitializeCriticalSection (&testCritSect);

// register our service control handler:

sshStatusHandle = RegisterServiceCtrlHandler (TEXT (SZSERVICENAME), service ctrl);
if (sshStatusHandle != 0)

{
DWORD  dwErr = 0;

// **TV_EXAMPLE** start

if (bThreadvalidator)
{
// load Thread Validator (but if monitoring a 32 bit service with Thread
Validator x64 use svITVStub LoadThreadValidatoré6432())

if (bLogging)
{
sv1TVStub writeToLogFileW( T ("About to load Thread Validator\r\n"));

SVL SERVICE ERROR errCode;

#ifdef IS6432

// x86 with x64 GUI

errCode = sv1TVStub LoadThreadvalidator6432();
#else //#ifdef IS6432

// x86 with x86 GUI
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// x64 with x64 GUI
errCode = svlTVStub_LoadThreadValidator();

#endif //#ifdef 156432
if (bLogging)
{
if (errCode != SVL OK)
{
DWORD lastError;
lastError = GetLastError();
sv1TVStub writeToLogFileW( T ("Thread Validator load failed. \r\n"));
svlTVStub writeToLogFileLastError (lastError);
sv1TVStub writeToLogFile (errCode) ;
sv1TVStub dumpPathToLogFile () ;
}
else
{
sv1TVStub writeToLogFileW( T ("Thread Validator load success. \r\n")) ;
}
}
// setup a service callback so that the Service Control Manager knows the
service
// 1s starting up even 1f instrumentation takes longer than 10 seconds (which
it will
// for a non-trivial application)
if (bLogging)
sv1TVStub writeToLogFileW( T ("Setting service callback Thread
Validator\r\n"));
errCode = svlTVStub_SetServiceCallback(serviceCallback, // the callback
NULL) ; // some user data

(we don't have any, so set NULL)

\r\n"));

if (bLogging)
{
if (errCode != SVL OK)

{
sv1TVStub writeToLogFileW( T ("Setting service callback failed. \r\n"));

sv1TVStub writeToLogFile (errCode) ;
sv1TVStub writeToLogFileW( T ("Starting Thread Validator\r\n"));

errCode = sv1TVStub StartThreadvalidator();
if (bLogging)
{

if (errCode != SVL OK)

{
DWORD lastError;

lastError = GetLastError();
sv1TVStub writeToLogFileW( T("Starting Thread Validator failed.
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sv1TVStub writeToLogFileLastError (lastError);
sv1TVStub writeToLogFile (errCode) ;

sv1TVStub writeToLogFileW( T ("Finished loading Thread Validator\r\n"));

}

else
{
if (bLogging)
sv1TVStub writeToLogFileW( T ("Not using Thread Validator, DLL will not be
loaded\r\n")) ;
}

// **TV EXAMPLE** end
// SERVICE STATUS members that don't change in example

ssStatus.dwServiceType = SERVICE WIN32 OWN PROCESS;
ssStatus.dwServiceSpecificExitCode = O;

// report the status to the service control manager.

if (ReportStatusToSCMgr (SERVICE START PENDING, // service state
NO ERROR, // exit code
3000)) // walt hint

// deliberately enter a critical section so that we can see that with Thread
Validator

EnterCriticalSection (&nativeExampleCritSect) ;
// do work

dwErr = ServiceStart (dwArgc, lpszArgv);

// finished doing work

LeaveCriticalSection (&nativeExampleCritSect) ;

// **TV;EXAMPLE** start
if (bThreadvalidator)

// unload Thread Validator here

// IMPORTANT.

// Because of the way services work, you can find that this thread which is
trying to gracefully unload

// ThreadValidator is ripped from under you by the operating system. This
prevents Thread Validator from

// removing all its hooks successfully. If Thread Validator does not remove
all of its hooks successfully

// because this happens, then you may get a crash when the service stops.

/7
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// An alternative fix is to spawn another thread which then unloads Thread
Validator.

// See the code for ServiceStop() for comments relating to this.

//

// A callstack for such a crash is shown below. If you see this type of crash
you need to put you code to

// unload Thread Validator somewhere else. The stack trace may be different,
but a fundamental point is the

// code calling through doexit (), exit() and ExitProcess()

/7

//NTDLL! 77£64e70()

//SVLTHREADVALIDATORSTUB!

//MSVCRT! 78001436 ()

//MSVCRT! 7800578c ()

//DBGHELP! 6d55da25 ()
//DBGHELP! 6d55de83()
//DBGHELP! 6d53705d ()
//DBGHELP! 6d51cc69()
//DBGHELP! 6d51f6e8 ()
//DBGHELP! 6d524ebf ()
//DBGHELP! 6d52a7b0 ()
//DBGHELP! 6d52b00a ()
//DBGHELP! 6d526487()
//DBGHELP! 6d5264d7()
//DBGHELP! 6d5264f7()

//SVLTHREADVALIDATORSTUB!
//SVLTHREADVALIDATORSTUB!
//SVLTHREADVALIDATORSTUB!
//SVLTHREADVALIDATORSTUB!
//SVLTHREADVALIDATORSTUB!
//SVLTHREADVALIDATORSTUB!
//SVLTHREADVALIDATORSTUB!
//SVLTHREADVALIDATORSTUB!

//MSVCRT! 78001436 ()

//MSVCRT! 780057db ()

//KERNEL32! 77f19fdb ()
//SVLTHREADVALIDATORSTUB! ExitProcess hook
//doexit (int 0x00000000, int 0x00000000, int 0x00000000) line 392
//exit (int 0x00000000) line 279 + 13 bytes
//mainCRTStartup () line 345

//KERNEL32! 77flb9ea ()

sv1TVStub UnloadThreadvValidator();

// **TV_EXAMPLE** end
// try to report the stopped status to the service control manager.

(VOID)ReportStatusToSCMgr (SERVICE STOPPED, dwErr, 0);

DeleteCriticalSection (&testCritSect);
DeleteCriticalSection (&nativeExampleCritSect) ;
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return;

void WINAPI service main (DWORD dwArgc, LPTSTR *lpszArgv)
{
// load Thread Validator here

sv1TVStub LoadThreadValidator();

// register our service control handler:

sshStatusHandle = RegisterServiceCtrlHandler (TEXT (SZSERVICENAME) ,
service ctrl);

// SERVICE STATUS members that don't change in example

ssStatus.dwServiceType = SERVICE WIN32 OWN PROCESS;
ssStatus.dwServiceSpecificExitCode = 0;

// report the status to the service control manager.

if (!ReportStatuSToSCMgr(SERVICE_START_PENDING, NO_ERROR, 3000))
{
if (sshStatusHandle)
ReportStatusToSCMgr (SERVICE STOPPED, dwErr, 0);

// do the work of the service

doWork (dwArgc, lpszArgv);

// unload Thread Validator here

// IMPORTANT.

// Because of the way services work, you can find that this thread which is
trying to gracefully unload

// ThreadValidator is ripped from under you by the operating system. This
prevents Thread Validator from

// removing all its hooks successfully. If Thread Validator does not remove all
of its hooks successfully

// because this happens, then you may get a crash when the service stops.

//

// A callstack for such a crash is shown below. If you see this type of crash
you need to put your code to

// unload Thread Validator somewhere else. The stack trace may be different,
but a fundamental point is the

// code calling through doexit(), exit() and ExitProcess()

//
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//NTDLL! 77f64e70 ()

//SVLTHREADVALIDATORSTUB!

//MSVCRT! 78001436 ()
//MSVCRT! 7800578c ()

//DBGHELP!
//DBGHELP!
//DBGHELP!
//DBGHELP!
//DBGHELP!
//DBGHELP!
//DBGHELP!
//DBGHELP!
//DBGHELP!
//DBGHELP!
//DBGHELP!

//SVLTHREADVALIDATORSTUB!
//SVLTHREADVALIDATORSTUB!
//SVLTHREADVALIDATORSTUB!
//SVLTHREADVALIDATORSTUB!
//SVLTHREADVALIDATORSTUB!
//SVLTHREADVALIDATORSTUB!
//SVLTHREADVALIDATORSTUB!
//SVLTHREADVALIDATORSTUB!

6d55daz5 ()
6d55de83 ()
6d53705d ()
6d51cc69 ()
6d51f6eé8 ()
6d524ebf ()
6d52a7b0 ()
6d52b00a ()
6d526487()
6d5264d7()
6d5264£7()

//MSVCRT! 78001436 ()
//MSVCRT! 780057db ()

//KERNEL32!

//KERNEL32!

sv1TVStub UnloadThreadValidator();

77£19fdb ()
//SVLTHREADVALIDATORSTUB!
//doexit (int 0x00000000,
//exit (int 0x00000000) line 279 + 13 bytes
//mainCRTStartup () line 345

77f1bY%ea ()

ExitProcess hook
int 0x00000000,

int 0x00000000) line 392

// try to report the stopped status to the service control manager.

if (sshStatusHandle)

ReportStatusToSCMgr (SERVICE STOPPED,

dwErr, 0);

// tried putting the call to svliTVStub UnloadThreadValidator (); here but often

the thread

// was pulled from under it by the operating system

return;
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6.3.2 Example ISAPI Source Code

Where to put your code

When you use the functions to load and unload Thread Validator from your senvice, it is important that
you put the function calls in the correct place in your ISAPI extension.

Typically, this means that Thread Validator is:
e |loaded as the first action in the GetExtensionVersion () function of your ISAPI extension.

e unloaded in the TerminateExtension() function of your ISAPI extension.
Example source code

The source code shown below shows an example GetExtensionVersion () and an example
TerminateExtension() used in an ISAPI, demonstrating where to load and unload Thread Validator.

This example code logs errors. We strongly recommend that you do this in your example. Because IIS
is a protected process that can't communicate to the outside world except via HTTP/HTTPS when
anything fails during the loading and start of Thread Validator the only means we have of communicating
that failure to you is via the log file. Please use the log file, it will make debugging any mistakes very
much easier, simpler and quicker than any other method.

This process is almost identical to working with a regular senice, except that
sv1lTVStub_StartThreadvalidator() is replaced with sv1TvStub_StartThreadValidatorForIIS().

This example assumes the web root is located C:\\testISAPIWebsite

Bl sShow the C++ example ISAPI functions
#include "sv1TVStubService.h"
#include "svlServiceError.h"

BOOL WINAPI GetExtensionVersion(HSE_VERSION_INFO *pVer)
{

// some setup work to define what the extension is

pVer->dwExtensionVersion = HSE_VERSION;
strncpy(pVer->lpszExtensionDesc, "Validate ISAPI Extension",
HSE_MAX_EXT_DLL_NAME_LEN);

// load Validator here

sv1lTVStub_setLogFileName(L"C:\\testISAPIWebsite\\svl TV_log.txt");
sv1lTVStub_deleteLogFile();

SVL_SERVICE_ERROR errCode;
#ifdef IS6432

// x86 with x64 GUI

errCode = sv1TVStub_LoadThreadValidator6432();
#telse //#ifdef 1S6432

// x86 with x86 GUI
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// x64 with x64 GUI

errCode = sv1TVStub_LoadThreadValidator();
#endif //#ifdef IS6432

if (errCode != SVL_OK)

{
DWORD lastError;
lastError = GetLastError();
sv1lTVStub_writeToLogFileW(L"Thread Validator load failed. \r\n");
svlTVStub_writeToLogFileLastError(lastError);
sv1lTVStub_writeToLogFile(errCode);
sv1TVStub_dumpPathToLogFile();
}
else
{
sv1lTVStub_writeToLogFileW(L"Thread Validator load success. \r\n");
errCode = sv1TVStub_StartThreadValidatorForIIS();
if (errCode != SVL_OK)
{
DWORD lastError;
lastError = GetLastError();
sv1lTVStub_writeToLogFileW(L"Starting Thread Validator failed.
\r\n");
svlTVStub_writeToLogFilelLastError(lastError);
svlTVStub_writeToLogFile(errCode);
}
svlTVStub_writeToLogFileW(L"Finished starting Thread Validator\r\n");
}
return TRUE;
}
BOOL WINAPI TerminateExtension(DWORD dwFlags)
{
// unload Validator here
sv1lTVStub_UnloadThreadValidator();
return TRUE;
}
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71

Examples

The need for examples

We know Thread Validator is a complex product, but the programs that need to be tested are often even
more complex, and are certainly all different.

For this reason, it's important to be able to test and demonstrate the features of Thread Validator in an
easy and repeatable way.

The example application provides a safe test demonstration:

e |t lets you trigger time consuming calculations in your own time so you can observe performance
hotspots

e It provides source code to demonstrate usage, correctly or otherwise!

This section has help for the example application followed by some examples of using it in conjunction
with Thread Validator.

Some additional projects provide examples of using NT Senvices.

All example projects are supplied as source code and projects. You'll need to build the examples or
senvices before you can use them.

Example Application

The example application
The example application is a great way to explore the capabilities of Thread Validator.

The source and projects are included in the installation, but you'll need to build the example application
yourself.

You can then use nativeExample.exe in conjunction with Thread Validator to generate thread errors,
waits, deadlocks and potential deadlocks, and monitor the behaviour of the application as you use it.

After launching the example application from Thread Validator, the following dialog appears showing
counters reflecting the status of various tests you can run from the Test menu.
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B Testst - Teststak Windows Application - O X

File Test Help

Deadlock when counter] and counter?2 stop changing
Tid: 0 Counterl: 0

Tid: 0 Counter2: 0

Deadlock when counterA, counterB and counterC stop changing
Tid: 0 CounterA: 0
Tid: 0 CounterB: 0
Tid: 0 CounterC: 0

Deadlock when counter3A, counter3B and counter3C stop changing
Tid: 0 Counter3A: 0
Tid: 0 Counter3B: 0
Tid: 0 Counter3C: 0

Bad lock strategy, Deadlock when counterBa and counterBb stop changing
Tid: 0 CounterBa: 0
Tid: 0 CounterBb: 0

Good lock strategy

Tid: 0 CounterGa: 0
Tid: 0 CounterGh: 0
Tid: 0 CounterGe: 0

Wait potential deadlock detect. Deadlock when counterla and counterlb stop changing
Tid: 0 Counterla: 0 infiniteA_a 0 infiniteA b 0 infiniteB_a 0

Tid: 0 Counterlb: 0 infiniteA_a 0 infiniteA_b 0 infiniteB_a 0

Wait potential deadlock detect, Deadlock when counterSleepla and countersleeplb stop ch
Tid: 0 CounterSleepla: 0 infiniteSleepA_a 0 infiniteSleepA_b 0 infiniteSleepB_a 0

Tid: 0 CounterSleeplb: 0 infiniteSleepA_a 0 infiniteSleepA b 0 infiniteSleepB_a 0

Suspend Thread potential deadlock detect, Deadlock when countersa and countersb stop
Tid: 0 CounterSa: 0 suspendA_a 0 suspendA_b 0 suspendB_a 0
Tid: 0 CounterSb: 0 suspendA_a 0 suspendA b 0 suspendB_a 0

Potential deadlock: 0, 0, 0

How to use these examples

The best way to understand how Thread Validator works is by example.

We recommend |aunching the example application from Thread Validator and obsening how the menu
actions affect threads, locks and synchronization objects.

Examining the source code is the best way to see what's going on in the example application.
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The examples create threads and engage critical sections in different scenarios. For convenience, below
we have provided the source locations where each menu action runs a test.

Most test locations are in the CTeststakView class of nativeExample\TESTSVW.CPP

File menu

|E| File menu * Exit * closes the example application

Test menu

2 Thread deadlock
3 Thread deadlock

Start 2 thread deadlock
Start 3 thread deadlock
Start 3 thread deadlock (two)

Start 2 thread deadlock with infinite wait
Start 2 thread deadlock with thread suspend
Start 2 thread deadlock with infinite sleep

Bad lock strategy example
Good lock strategy example

Good lock strategy exarnple (faster)
Create Deadlock then deterrmine stack traces

Recursion test
Leave non-entered critical section
Delete still active critical section

Leave critical sections in the wrong order

Potential deadlock 2 threads
Potential deadlock 3 threads
Test BxitThread()

Force crash inside a locked critical section (part 1)

Force crash inside a locked critical section (part 2)

|E| Test menu * ...
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# 2 Thread deadlock

# 3 Thread deadlock

> Start 2 Thread deadlock

» Start 3 Thread deadlock

» Start 3 Thread deadlock
(two)

¥ Start 2 Thread deadlock

with infinite wait

¥ Start 2 Thread deadlock
with thread suspend

OnHandlesStartthreadl ()
OnHandlesStartthread?2 ()

Creates two named threads that increment counter1 and counter 2
in the midst of repeatedly locking and unlocking two critical
sections with an interim Sleep.

Sooner or later the two threads will deadlock and the counters
being updated in the view will stop.

OnHandlesStartthreadA ()

OnHandlesStartthreadB ()

OnHandlesStartthreadC ()

Creates three named threads that increment counterA,B,C in the
midst of repeatedly locking and unlocking three critical sections
with interim Sleeps.

Sooner or later the threads will deadlock and the counters being
updated in the view will stop.

OnTestStart2ThreadDeadlock ()

Combines the above 2 Thread deadlock operations into a single
function.

OnTestStart3threaddeadlock ()

Creates three named threads that increment counter3A,3B,3C in
the midst of repeatedly locking and unlocking two of three critical
sections with no interim Sleeps, and with a circular dependency.

The threads will deadlock and the counters being updated in the
view will stop.

OnTestStart3threaddeadlock?2 ()

Similar to above but with interim Sleeps and no circular
dependency.

The threads will still soon deadlock and the counters being updated
in the view will stop.

OnTestStart3threaddeadlockwithinfinitewait ()

See comments in this function for an explanation.
Deadlock occurs when Counterla,lb stop incrementing.

OnTestStart3threaddeadlockwiththreadsuspend/()

See comments in this function for an explanation.
Deadlock occurs when CounterSa,Sb stop incrementing.
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711

Help menu
E Help menu * ...

» About Thread Validator nativeExampleApp: :OnAppAbout ()

Tester
Shows a simple information dialog using code in

nativeExample.cpp

Building the example application

Where to find the example applications

The example projects are in the examples sub-directory of the Thread Validator installation directory.

If the directory is not present, reinstall your software and choose custom or full installation to include the
examples.

= To awid permission issues creating some of the output files, you may need to copy the project out
of the Program Files folder, if that's where it's installed.
Solutions and projects

For modern Visual Studio use examples.sin to build all the examples. Some may not build on the first
pass because a dependency hasn't yet been built. Two or three builds should resolve that.

e examples.sln * for Microsoft® Visual Studio / .net
If you're using Visual Studio 6, build nativeExample.dsp and the dependent projects in
dllADependentOnB.dsp, dliBDependentOnC.dsp, dlIC.dsp.
Configurations
There are only two configurations in each project:

e Debug Non Link / Release Non Link * with the wiwinMainCRTStartup unicode entry point

Using Visual Studio Express?
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You might find you can't build the example application with Express versions of Visual Studio because it
doesn't provide all the necessary libraries.

If that's the case, try searching for the missing libraries in one of the freely available Windows SDKsEA
from the Microsoft website.

= you use Visual Studio Express to build your own application, Thread Validator will still work with it
just fine.

7.2 Example NT Service

The example NT Service

As well as the example application, an example service is provided along with details about building it.
There's also an example client.

The example senice demonstrates how to use the NT Senice API to call the two functions required to
use Thread Validator with NT Seniices.

The following tasks are performed when the senvice is started:
e Loads the Thread Validator stub DLL into the senice
e Performs the normal work of the senice until it's stopped
e Unloads the Thread Validator stub DLL from the senvice
¢ Informs the senice control manager that a stop is pending

= Read more about working with NT Senices.

7.21 Building the example service

Example service project files

The example project can be found in the service sub-directory in the directory where Thread Validator
was installed.

If the directory is not present, reinstall your software and choose custom or full installation.
There are two project files in the directory:
e service.dsp » for Microsoft® Deweloper Studio® 6.0

e service.vcproj * for Microsoft® Visual Studio / .net
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Configurations
There are just two simple configurations in each project:

o Debug / Release » dynamically links to the sv1TvStubService (_x64) .1ib demonstrating use

with the NT Senvice API
Using the service
To run the senice, you will need administrator privileges.
Once the senvice is installed and started, you can use the provided senviceClient to interact with it.
The senvice is named SVL x86/x64 TV Simple Service in the control panel Services dialog.
-.‘:é;S‘-foSE-W Simple Service Manual Local Systern
Once you start the senice, it will show as 'Running'
-.,':E'ES‘-ILXEE-W Simple Service Running  Manual Local System

The senice provides the following command line options:

o -install » Install the service

e -remove » Uninstall the senice

o -start > Start the senice

o -stop » Stop the senice

e -debug * Run as a console application for debugging

e -? » Display the help message

e -help * Display the help message
Open a cmd prompt in administrator mode, navigate to the location of the senice executable, and use
one of these commands to install, remove, start, stop the seniice.

Examples:
serviceTV.exe -install

serviceTV.exe -start
serviceTV.exe -stop

serviceTV.exe -remove
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7.2.2

7.2.3

Building the example client

If you've already built the sample senice, the build process is very similar.

Project files

The example project can be found in the serviceClient sub-directory in the directory where Thread
Validator was installed.

If the directory is not present, reinstall your software and choose custom or full installation.
There are two project files in the directory:
e serviceClient.dsp * for Microsoft® Developer Studio® 6.0

e serviceClient.vcproj » for Microsoft® Visual Studio / .net

Configurations
There are two configurations in each project:
e Debug / Release * dynamically links to the svlTvStubService (_x64) .1ib demonstrating use
with the NT Senvice API
Using serviceClient

The client interacts with the running senice and provides the following command line options:

e -string » Sends the text that follows the option (quoted if it has spaces) to the senice

If the senice is running the service will return the string in reverse order:

e -? » Display the help message (usage)
e -help » Display the help message (usage)

If the senice is not running you'll see a message including something like "CallNamedPipe failed".

Building the example service utility

The seniceMutex project demonstrates a way of controlling whether Thread Validator is used without
having to rebuild your service.

Project files

Copyright © 2003-2025 Software Verify Limited



374

Thread Validator Help

724

The example project can be found in the serviceMutex sub-directory in the directory where Thread
Validator was installed.

If the directory is not present, reinstall your software and choose custom or full installation.
There are two project files in the directory:
e serviceMutex.dsp » for Microsoft® Developer Studio® 6.0

e serviceMutex.vcproj > for Microsoft® Visual Studio / .net

Configurations
There are just two configurations in each project:
e Debug / Release * dynamically links to the svlTvStubService (_x64) .1ib demonstrating use
with the NT Senice API
Using the service utility

The utility provides a dialog box interface to allow the control over the creation of a mutex object with the
name specified in the service.h header file.

Only if the senvice is started with the mutex created, does the senice load Thread Validator.

EA serviceMutex >

| IJze Thread Waldator vath MT Service example. | Cloze

Do not use Thread YWalidator with MT Service example. |

|:| Thread ¥ alidator iz dizabled for uze with NT Services

YWhen the dialog is dizmizzed, Thread Validator is automatically dizabled for uze
with the service, becauze the Mutes handle iz clozed.

If you don't like using mutexes in this way, you could change the code in the senice and the utility to
communicate through shared memory, a registry setting, or another method of your choice.

Monitoring the service

Once the example senice and example client has been built, the next step is to test them using Thread
Validator.

Installing the service

If you haven't installed the senice, do the following:

Copyright © 2003-2025 Software Verify Limited



Examples| 375

e open an administrator mode cmd prompt
e navigate to the directory containing the seniceTV.exe to install

e seniceTV.exe -install

Monitoring the service
Prerequisites
e example senvice has been installed, but not started (if senice has been started, stop the senice)

e example service and example client have been built

The following process is used to monitor the application launched by the senvice:
e From the Launch menu choose Services > Monitor a Service...

Launch Edit Settings Manage
& Start Application... F4

#  Iniect into process.. F3 |
C} Wait For Application... F2

| Maonitor a service... F&

115 2

Command Line Builder...

o The Monitor a senvice dialog is displayed

Maenitor a service ? X

|h-1i:-ceu:| tode j I Caollect data fram application

Service to monitor;

| Browse...

If wour are working with native services please read the Mative Services APl Help topic.

Help M ative Services APl Help | Cancel |

e Use Browse... to open the file chooser dialog and choose the senice that will be monitored by
Thread Validator.
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Maenitor a service ? X

|v Collect data fram application

Semvice to monitor:
Ehombchthready alidatorexamplesheerviceh R eleaze’zervice TV exe Browse. .. |

|f oy are waorking with native services please read the Mative Services AP Help topic.

Help Mative Services APl Help ] 4 | Cancel |

e Click OK

e Thread Validator sets up a variety of parameters then displays a dialog box asking you to start you
senice. Click OK to dismiss the dialog

Please start your service >

Please start your service:

Efom\cithreadValidatoriexamples\service\Release\service TV, exe

e Start your senice. For the example serviceTV.exe do the following
o open an administrator mode cmd prompt
o navigate to the directory containing the serviceTv.exe to start
O serviceTV.exe -start
o serviceTV.exe starts will be monitored by Thread Validator

e The target application contacts Thread Validator

e Data is collected until the senice finishes executing

Thread Validator displays the results

7.3 Example Application Launched from a Service

The example Application launched from a Service

This pair of projects create an application that is launched from a senvice.
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The purpose of this example is to show how to monitor the application that is launched from the seniice.
This is also the same process for monitoring an application launched by an application launched from a
senvice.

This process is subtly different to the method for working with senices (see the example senice for that).

Service

The senvice project is serviceWithAChildProcess.vcxproj

The following tasks are performed when the senice is started:

o the test application is launched from the senice

Application

The application project is serviceChildProcess.vcxproj

The application's first task is to load Thread Validator into the application.
e Loads the Thread Validator stub DLL into the application
e Configures the NT Senice APl to communicate to Thread Validator
e Does some work that can be monitored by Thread Validator

o Exits

Implementation Details
For implementation details see attachToThreadValidator(); in serviceChildProcess.cpp.

The application will need to link to the NT Service API, for example . .\..\..
\sv1TVStubService\release 2010 x64\sv1TVStubService x64.1ib (for a release x64 EXE/DLL).

Important. Call attachToThreadvalidator() as close to the start of your application as
possible, before any threads have been created.

= Read more about working with NT Senices.

7.3.1 Building the service and application

Example solution files
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The example solution can be found in the examples\serviceWithAChildProcess subdirectory in the
directory where Thread Validator was installed.

If the directory is not present, reinstall your software and choose custom or full installation.

Example project files

The example projects can be found in the subdirectories in the directory where Thread Validator was
installed.

examples\serviceWithAChildProcess\serviceWithAChildProcess
o serviceWithAChildProcess.vcproj * for Microsoft® Visual Studio / .net
examples\serviceWithAChildProcess\serviceChildProcess

o serviceChildProcess.vcproj » for Microsoft® Visual Studio / .net

Configurations
There are a small number of configurations in each project:
e Debug / Release » dynamically links to the sv1TvStubService (_x64) .1ib demonstrating use
with the NT Senice API
Using the service

The senice is named SVL *** TV Child Process in the control panel senices dialog (*** changes
depending on the build configuration), and provides the following command line options:

o -install » Install the senice

e -remove * Uninstall the senice

o -start > Start the senice

e -stop » Stop the senice

e -debug * Run as a console application for debugging

e -? » Display the help message

e -help * Display the help message
Open a cmd prompt in administrator mode, navigate to the location of the senice executable, and use
one of these commands to install, remove, start, stop the seniice.

Examples:
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serviceWithAChildProcess.exe —-install
serviceWithAChildProcess.exe -start
serviceWithAChildProcess.exe -stop

serviceWithAChildProcess.exe -remove
7.3.2 Monitoring the application launched from the service

Once the example senice and example application are built, the next step is to test them using Thread
Validator.

Installing the service
If you haven't installed the senice, do the following:
e open an administrator mode cmd prompt
e navigate to the directory containing the seniceWithAProcess.exe to install

¢ seniceWithAProcess.exe -install

Monitoring the application launched by the service
Prerequisites
e example senice has been installed, but not started (if senice has been started, stop the senice)

e example senice and example application have been built (application must use the NT Senice API
as demonstrated in attachToThreadValidator())

e example application executable is in the same directory as the example senice (this is only a
requirement for the example)
The following process is used to monitor the application launched by the senvice:

e From the Launch menu choose Services > Monitor a Service...
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Launch Edit Settings Manage
4  Start Application... F4

;;7 Inject into process... I |

x,

(-3 Wait For Application... F2

e

| Manitor a service... F&

5 3

Command Line Builder...

e The Monitor a senvice dialog is displayed

Menitor a service ? )4

|h-1i:-:eu:| tode j Iv Collect data fram application

Service o manitar;

| Browse...

If you are waorking with native services pleasze read the Mative Services AF| Help topic.

Help M ative Services AP Help | Cancel |

e Use Browse... to open the file chooser dialog and choose the application that will be monitored by
Thread Validator. This is the application that is launched by the senice. Do not choose the senice

Menitor a service 7 X

[v Callect data from application

Service to monikor;
Ehomtchthready alidatorexamplesiservicedfitha ChildProcess\R eleazehzerviceChildProcess ex Browse. . |

[f you are waorking with native services pleasze read the Mative Services AF| Help topic.

Help M ative Services APl Help k. | Cancel |

e Click OK

e Thread Validator sets up a variety of parameters then displays a dialog box asking you to start you
senice. Click OK to dismiss the dialog
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Please start your service:

Enomicithreadvalidatorexamplesiservice'\Release\serviceTV. exe

Please start your service >

e Start your senvice. For the example serviceWithAChildProcess.exe do the following

o open an administrator mode cmd prompt

o navigate to the directory containing the serviceWithAProcess.exe to start

O serviceWithAProcess.exe -start

381

o servicelithAProcess.exe starts and launches the child process serviceChildProcess.exe

that will be monitored

The target application contacts Thread Validator

Data is collected until the target process finishes executing

Thread Validator displays the results
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8 Hook Reference

Enabling and disabling the hooks

The lists on the following page show the hooks used by Thread Validator and are for reference only.

New hooks may be added in later versions of the software.

You can individually enable and disable the hook settings as well as whole groups at a time.

Hooking DLLS

You can enable or disable hooks on a per-DLL basis using the Hooked DLLs settings.

8.1  Synchronization Hooks

These hooks are used by Thread Validator and are for reference only.
New hooks may be added in later versions of the software.
You can individually enable and disable the hook settings as well as whole groups at a time.

Critical sections

DeleteCriticalSection()
EnterCriticalSection()
InitializeCriticalSection()
InitializeCriticalSectionEx()
InitializeCriticalSectionAndSpinCount()
LeaveCriticalSection()
SetCriticalSectionSpinCount()
TryEnterCriticalSection()

Events

CreateEventA()
CreateEventW()
OpenEventA()
OpenEventW()
PulseEvent()
SetEvent()
ResetEvent()

File
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CreateFileA()

CreateFileW()
FindCloseChangeNotification()
FindFirstChangeNotificationA()
FindFirstChangeNotificationW()

Jobs

e CreateJobObjectA()
e CreateJobObjectW()

Misc

e QueueUserAPC()
e Sleep()
e SleepEXx()

Mutexes

CreateMutexA()
CreateMutexW()
OpenMutexA()
OpenMutexW()
ReleaseMutex()

Process

CreateProcessA()
CreateProcessW()
CreateProcessAsUserA()
CreateProcessAsUserW()
CreateProcessWithLogonW()
DuplicateHandle()
FreeLibraryAndExitThread()
OpenProcess()
TerminateProcess()

Semaphores

CreateSemaphoreA()
CreateSemaphoreW()
OpenSemaphoreA()
OpenSemaphoreW ()
ReleaseSemaphore()

Threads

CloseHandle()
CreateRemoteThread()
CreateThread()
ExitThread()
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OpenThread()
ResumeThread()
SuspendThread()
TerminateThread()

Timers

CancelWaitableTimer()
CreateWaitableTimerA()
CreateWaitableTimerW()
OpenWaitableTimerA()
OpenWaitableTimerW()
SetWaitableTimer()

Timer Queues

e ChangeTimerQueueTimer()
CreateTimerQueue()
CreateTimerQueueTimer()
DeleteTimerQueue()
DeleteTimerQueueEXx()
DeleteTimerQueueTimer()

Waits

MsgWaitForMultipleObjects()
MsgWaitForMultipleObjectsEx()
SignalObjectAndWait()
RegisterWaitForSingleObject()
RegisterWaitForSingleObjectEx()
UnregisterWait()
UnregisterWaitEx()
WaitForSingleObject()
WaitForMultipleObjects()
WaitForSingleObjectEx()
WaitForMultipleObjectsEx()

385
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9.1

Debug Information, Symbols, Filenames, Line Numbers

Depending on which IDE or compiler/linker combination the process to create debug information to
ensure that you have symbols, filenames and line numbers is different.

This section shows you what to do to ensure you have symbols for your compiler and linker.

Visual Studio

Enabling debug information in Visual Studio has changed over the years depending on the version of
Visual Studio you are using.

It's generally the same, but there have been some changes in recent versions that can cause confusion.

By default debug configurations create debug information, but for some versions of Visual Studio, release
configurations do not create debug information.

You need to set both compiler and linker settings to get debug information. Setting just one or the
other will not give you debug information you can use.

Configurations

In the help below we show you how to modify one configuration, for example Release | Win32.

You need to modify all configurations appropriately. Release, Debug, Win32, Win64 and any other
configurations you are using.

Visual Studio 2017 - 2021

Compiler Settings
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Configuration:

nativeExample Property Pages

Release

4 Configuration Properties A

General
Advanced
Debugging
WVC++ Directories
Optimization
Preprocessor
Code Generaticn
Language
Precompiled Heade
Output Files
Browse Information
External Includes
Advanced
All Options
Command Line
[= Linker
[ Manifest Tool
[ Resources
[ XML Document Genera .,
>

Linker Settings

~ | Platform: |Win32

Additional Include Directories
Additional #using Directories
Additional BMI Directories
Additional Module Dependencies

Additional Header Unit Dependencies

7 X

v Configuration Manager...

LAstubgu\common; ¥ (AdditionallncludeDirectories) |~ |

Scan Scurces for Module Dependencies Mo

Translate Includes to Imports

Mo

Debug Information Format

Program Database (/Zi)

Support Just My Code Debugging

Common Language RunTime Support

Consume Windows Runtime Extension

Suppress Startup Banner
Warning Level

Treat Warnings As Errors
Warning Version

Diagnostics Format

SDL checks

Multi-processor Compilation
Enable Address Sanitizer

Additional Include Directories
Specifies one or more directories to add to the include path. Separate with ;' if more than one.

/lpath])

Mo

Yes (/nologo)
Level3 (/W3)
Mo (fWx-)

Column Info {/diagnosticsicolumn)

Mo bt

If you're building on a different machine to the machine you're working on (for example a build server), you
should choose /IDEBUG:FULL, not /DEBUG or /DEBUG:FASTLINK.
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nativeExample Property Pages ? x

Configuration: | Debug ~ | Platform: |xf4 ~ Configuration Manager...

4 Configuration Properties A Generate Debug Info Generate Debug Information optimized for sharing and publishing (/DEBUG:FULL) I
General Generate Program Database File \Debug16_0_x64/nativeExample.pdb
Advanced Strip Private Symbols
Debugging Generate Map File Yes (/MAF)
VC++ Directories Map File Name ADebug16_0_x64/nativeExample.map
b CCes Map Exports Neo

Debuggable Assembly

General

Input
Manifest File
System
Optimization
Embedded IDL
Windows Metadata
Advanced
All Options
Command Line

I Manifest Tool

I Resources

I ¥ML Document Genera Generate Debug Info

I Browse Information w | | This option enables creation of debugging information for the .exe file or the DLL.

Cancel Apply

When you have edited the project options you need to rebuild the software for the options to take effect
and create the debug information.

Visual Studio 2010 - 2015

Compiler Settings
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nativeExample Property Pages

Configuration: | Active(Debug)

Commen Properties
w Configuration Properties
General
Debugging
VC++ Directories

Optimizatien
Preprocessor

Code Generation
Language
Precompiled Headers
Output Files
Browse Information
Advanced
Command Line
Linker
Manifest Tool
Resources
XML Document Generator
Browse Information
Build Events
Custom Build Step

Linker Settings

~ | Platform: |Active(Win32)

Additional Include Directeries

Resolve #using References

A Cenfiguration Manager...

Astub;\common;3%(AdditionalIncludeDirectories)

Debug Information Format

Program Database (/Zi)

Commaon Language RunTime Support
Suppress Startup Banner

Warning Level

Treat Warnings As Errors
Multi-processor Compilation

Use Unicode For Assembler Listing

Additional Include Directories

Yes (/nologo)
Level3 (/W3)
No (/WX-)

Specifies one or more directories to add to the include path; separate with semi-celons if moere than one.

(/I[path])

Copyright © 2003-2025 Software Verify Limited



Debug Information, Symbols, Filenames, Line Numbers 391

nativeExample Property Pages

? X
Configuration: | Active(Debug) ~ | Platform: | Active(Win32) A Cenfiguration Manager...
w Configuration Properties  » |Generate Debug Info Yes (/DEBUG)

General Generate Program Database File ADebug10_0/nativeExample.pdb

Debugging Strip Private Symbols

VC++ Directories Generate Map File Yes (/MAF)
v CfCes Map File Name ADebug10_0/nativeExample.map

General Map Exports No

Optirmization Debuggable Assembly
Preprocessor
Code Generation
Language
Precompiled Heade
Output Files
Browse Information
Advanced
Command Line
General
Input
Manifest File
System
Optimization
Embedded IDL
Advanced

Command Line

[ ST, S

Generate Debug Info
The /DEBUG option creates debugging information for the .exe file or DLL.

When you have edited the project options you need to rebuild the software for the options to take effect
and create the debug information.

Visual Studio 2002 - 2008

Compiler Settings
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nativeExample Property Pages

Configuration: | Active(Debug Non Link:lj Platform:  |Active(Win32) j Configuration Manager...

=3 Configuration Proper »
General
Debugging

Optimization
Preprocessor
Code Generati
Language
Precompiled b
Output Files
Browse Inform
Advanced
Command Lir

(27 Linker

[C3 Resources

(23 Browse Informatic

[Z7 Build Events

[ Custom Build 5te ¥

Additional Include Directories

Resclve #using References

Astub

| Debug Information Format

Program Database (/Zi) |

Suppress Startup Banner
Warning Lewvel
Detect 64-bit Portability [ssues

Treat Warnings As Errors

Yes (/nologo)
Level 3 (/W3)
Mo
Mo

Additional Include Directories

Specifies one or more directories to add to the include path; use semi-colon

< > delimited list if more than one.  (/I[path])
0K I Cancel Apply Help
Linker Settings
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nativeExample Property Pages *
Configuration: |Active(Dehug MNon Link}j Platform: |Activel{"~"."in32jl j Configuration Manager...
=3 Configuration Properties |Generate Debug Info Yes (/DEBUG) |

General Generate Program Database File ADebugMonLlink?_1/nativeExample.pdb

Debugging Strip Private Symbels

[ Generate Map File Yes (/MAF)
Map File Mame ADebugMonlink?_1/nativeExample.map

General Map Exports Mo
Input Map Lines Mo

Delfuggable Assembly Mo Debuggable attribute emitted
Systern
Optimization
Embedded DL
Advanced

Command Line
[Z1 Resources
[Z1 Browse Information
(23 Build Events
[Z3 Custom Build Step

(3 Web Deployment Generate Debug Info
Enables generaticn of debug information.  [/DEBLUG)

0K | Cancel Help

When you have edited the project options you need to rebuild the software for the options to take effect
and create the debug information.

Visual Studio 6.0

Compiler Settings
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Project Settings @

Sefttings For. |\win32 ReleaseStatic

j General | Debug | CAC++ | Link, | Fiesourc: EE

BRES nativeE =ample

Categary: Bezet
YWarning level: Dptimizations:

|Level 3 j | Minimize Size j
[ “Warnings as emars v Generate browse info
Debug infa:

|F'ru:ugram D atabaze j

Preproceszsor definitions:
|NDEE!LIG,_WINDEIWS,FLEXIBLE_SYMBDLENGINE,_LIN

Project Options:

Anologo AT A3 G SE /07 A0 Sstub® A0 ~
scommon' /D "MDEBUG! /D ' _WINDOWS" /D
"FLE=IBLE_SYMBOLEMGINE" /D "_UWICODE" /D

] | Cancel

Linker Settings

Project Settings @

Sefttings For. |\win32 ReleaseStatic

j General | Debug | C/C++ | Link | Resourc EE

BRES nativeE =ample

Category: |fRTEE -

td apfile name: v Generate mapfile

|HeleaseStaticE_D.-"nativeE wample.map

Debug Info

v Debug info | Separate bpes

% Microzoft format
" COFF format
" Both formats

Project Options:

oldnames.lib netapi32. ib mprapi.lib setupapi.lib ~
rezutilz. lib fnologo Aentne: wiefinkd ainCR T Startup™
faubzpstemwindows dAncremental yes W

] | Cancel
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When you have edited the project options you need to rebuild the software for the options to take effect
and create the debug information.

9.2 C++ Builder

Debug information can be provided using two methods.
e Debugging information (TDS or DWARF format)

o MAP files

Debugging Information

Debug configurations of C++ Builder projects automatically generate debug information that provides
symbols, filenames and line numbers.

However the release configurations of C++ Builder projects do not automatically generate debug
information. You need to configure that yourself.

Here's how you do that. It's slightly different if you're building 32 bit applications rather 64 bit applications.
You need to set both compiler and linker settings to get debug information. Setting just one or the other

will not give you debug information you can use.

32 bit C++ Builder

Project Configuration

Change your project settings to target 32 bit builds.
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CppBuilderTest1.cbproj - Projects
A ERESBE-SVB-
4 ProjectGroup

-] CppBuilderTest1.exe
”.i} Build Configurations (Release)

-]:E Debug

ﬁ Release
= Target Platforms (Windows 32-bit)
> mm Windows 32-bit
am Windows 64-bit
}=| CppBuilderTestl.cpp
CppBuilderTest1IPCH1.h

E]’_j Unitl.cpp

Compiler Settings

G Project Options for CppBuilderTestl.exe (Win32 - Release)

Building ~ Debugglng

C++ Shared Options

C++ Compiler Target

Advanced Release configuration - Windows 32-bit platform Apply... Save...
Compatibility

Debug information true
Directories and Conditio > Debug line number information true)
LSp Enable Codeguard [ false
Optimizations Expand inline functions true
Output Generate CodeViewd-compatible |:| false
Pre-compiled headers
Warnings

C++ Linker

Linker Settings
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G Project Options for CppBuilderTestl.exe (Win32 - Release)

puldng | © C++ Linker

C++ Shared Options

C++ Compiler Target
Advanced Release configuration - Windows 32-bit platform Apply... Save...
Compatibility
Debugging Disable incremental link [ false A
Directories and Conditio Display time spent on link [] false
LsP [ > Full debug information true |
Optimizations Generate .drc file [] false
Output Keep output files D false
Pre-compiled headers | Link with Dynamic RTL true |

Warnings

Output
Warnings

Link with the Delphi Runtime Libr [_] false
Specify maximum number of errc 0
Advanced

Additional options

When you have edited the project options you need to rebuild the software for the options to take effect

and create the debug information.

64 bit C++ Builder

Project Configuration

Change your project settings to target 64 bit builds.

Modules containing debug information s
To instrument a module debug information or & MAP file with line numbers is required. Learn more...
Modules Status "
C:\Program Files (x86)\Common Files\Motive\pcContextHook_DSR.dII Debuyg information not present
CAWINDOWS\SYSTEM3ZAMSVCP100.dI1 Debug information not present
CAWINDOWSASYSTEM3IZ\MSVCR100.d1I Debuyg information not present
CAWINDOWS\SYSTEM3Z\msvert.dll Debug information not present
CAWINDOWS\SYSTEM32\sviMapFileDLLnonMFC_support.dil Debug information not present
DvdevitvExample\DebugMonLinkS_0htvExample.exe Debuyg information not present
CAWINDOWS\WinSx5\xB6_microsoft.ved0.debugert_1fcBb3b9alel8e3b_9...PDB
CAWINDOWS\WinS5x5\x86_microsoft.ved0.debugmfc_1fc8b3b%alelBe3b_ ... PDB
C\Program Files (x86)\Software Verification\C++ Thread Validator\svithre... Software Verify (or 3rd party) DLL v
< >

Compiler Settings
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G Project Options for CppBuilderTestl.exe (Winb4 - Release)

Building A Debugging

C++ Shared Options

Advanced
Compatibility

| > Debug information true |
Directories and Conditio Use Split DWARF [ false
LsP
Optimizations
Output

Release configuration - Windows 64-bit platform Apply... Save...

Pre-compiled headers
Warnings
C++ Linker

Linker Settings

G Project Options for CppBuilderTest].exe (Win64 - Release)

Building _ - C++ Linker

C++ Shared Options

C++ Compiler Target
Advanced Release configuration - Windows 64-bit platform  ~~ Apply... Save...
Compatibility
Debugging Disable incremental link [] false A
Directories and Conditio Display time spent on link |:| false
LSP [ > Full debug information o |
Optimizations Generate .drc file [] false
Output Keep output files [] false
Pre-compiled headers | Link with Dynamic RTL true |
Warnings Link with the Delphi Runtime Libr |:| false

Specify maximum number of errc 0

Output Advanced
Warnings Additional options

When you have edited the project options you need to rebuild the software for the options to take effect
and create the debug information.

MAP files
MAP files are not generated by default. You need to enable the option to generate a detailed map file.
The method is the same for 32 bit and 64 bit C++ Builder.

Select the project configuration as shown in the Debugging Information section above, then modify the
C++ Linker, Output settings.
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Linker Settings

(c] Project Options for CppBuilderTest].exe (Winb4 - Release)

* Output
o P

Warnings Target
Delphi Compiler Release configuration - Windows 64-bit platform Apply... Save...

Resource Compiler

Turbo Assembler Base address 000400000
Build Events Heap size, maximum 0x00100000
Build Order Heap size, minimum 0x00001000
Application Image comment string
Appearance Image description
Manifest Image flags
lcons Map file type Detailed segment map)
Services Map with mangled names [] false
Forms OS version 40
Version Info Section flags
Debugger Stack size, maximum 000100000
Symbol Tables Stack size, minimum 0x00002000
Environment Block User version 0.0

Packages
Runtime Packages
Project Properties
General

Getlt Dependencies v

When you have edited the project options you need to rebuild the software for the options to take effect
and create the debug information.

Debugging Information or MAP files?

If you can create both debugging information and MAP files which should | use?

Thread Validator uses this information to provide symbols, filenames and line numbers in stack traces.

For this purpose it doesn't matter whether you use Debugging Information or MAP files.

9.3 Delphi
Debug information can be provided using two methods.
o Debugging information (TDS format)

o MAP files
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Debugging Information

Debug configurations of Delphi projects automatically generate debug information that provides symbols,
filenames and line numbers.

However the release configurations of Delphi projects do not automatically generate debug information.
You need to configure that yourself.

Here's how you do that. It's slightly different if you're building 32 bit applications rather 64 bit applications.

You need to set both compiler and linker settings to get debug information. Setting just one or the other
will not give you debug information you can use.

32 bit Delphi

Project Configuration

Change your project settings to target 32 bit builds.

Project3.dproj - Projects

A ERESBEYS-Bv
*, ProjectGroupl

(53 Project3.exe
""-n- Build Configurations (Release)
ﬂ- Debug
£} Release
= Target Platforms (Windows 32-bit)
» Em Windows 32-bit
BE Windows 84-bit

éﬁ Unit2.pas

Compiler Settings
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G Project Options for Project3.exe (Win32 - Release)

N

Building

Compiling
Foge

Hints and Warnings Release configuration - Windows 32-bit platform Apply... Save...
Linking
Output - C/C++ Code generation ~
Resource Compiler Codeinlining control On
Build Events Code page 0
Apnlication Emit runtime type information [_| false
p';::l Minimurm enum size Byte
om'-15 Optimization true
Manifest Record field alignment Quad word
leons Stack frames [ false
Services Debugging
Version Info Assertions true
Appearance | > Debug information [Debug information|
Packages Leocal symbols | |false
Runtime Packages Symbol reference info Mone
Debuager Use debug .dcus []false
99 Use imported data references true
Symbol Tables Other options
Environment Block Additional options to pass to tl
Deployment Code completion in uses cont: true
Provisioning Generate XML documentation [ _| false
Project Properties Look for 8.3 filenames also [ false v
Cancel Help

Linker Settings
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G Project Options for Project3.exe (Win32 - Release)

Building » Linking

| Delphi Compiler |

Compiling Target

Hints and Warnings Release configuration - Windows 32-bit platform Apply... Save...

Output - C/C++ > Debug information true |
Rescurce Compiler EXE Description
Build Events Generate conscle application |:| false
Application Image Base ADDODD
Forms Include remote debug symbels [ ] false
Manifest Map file Off
lcons Maximum Stack Size 1048576
Services Minimum Stack Size 16384
Version Info Qutput resource string .drc file [[] false
Appearance Place debug information in separi [ ] false
Packages Set base address for relocatablein 0
Runtime Packages Set extra PE Header flags 0
Debugger Set extra PE Header optional flags 0
Symbol Tables Set O5 Version fields in PE Header 5.0
Environment Block Set Subsystem Version fields in PE 5.0
Deployment Set User Version fields in PE Head: 0.0

Provisicning

Project Properties

When you have edited the project options you need to rebuild the software for the options to take effect
and create the debug information.

64 bit Delphi

Project Configuration

Change your project settings to target 64 bit builds.

Cancel Help
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Project3.dproj - Projects

A-BRSBEYS B
* ProjectGroupl

(53 Project3.exe
""-q. Build Configurations (Release)
ﬂ- Debug
4} Release
= Target Platforms (Windows 64-bit)
BE Windows 32-bit

=% Windows 64-bit

é'j Unit2.pas
Compiler Settings
Q Project Options for Project3.exe (Winb4 - Release) El “
i R °  Compiling
| Delphi Compiler |
| Compiling | Target
Hints and Warnings Release configuration - Windows 64-bit platform  ~ Apply... Save...
Linking
Output - C/C++ Code generation ~
Resource Compiler Codeinlining control On
Build Events Code page ]
Application Emit runtime type information |:| false
Farms Minimum enum size Byte
Manifest Optimization true
Icans Record field alignment Cuad word
Services Stack frames D false
Version Info Debugging
Appearance Assertions true
Packages | » Debug information
Runtime Packages Local symbaols | false
Debugger Symbol reference info Mone
Symbol Tables Use debug .deus [[] false
Environment Block Use imported data references true
Deployment COther options
Provisioning Additional options to pass to tl
Project Properties . Code completion in uses cont: true -
Cancel Help

Linker Settings
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G Project Options for Project3.exe (Win&4 - Release)

Building » Linking

Compiling Target
Hints and Warnings Release configuration - Windows 84-bit platform Apply... Save...
Qutput - C/C++ | > Debug information [ |
Resource Compiler EXE Description
Build Events Generate console application [ false
Application Image Base 400000
Include remote debug symbols Dfalse
Forms Map file Off
Manifest Maximum Stack Size 1048576
lcons Minimum Stack Size 16384
Services Output resource string .drc file []false
Version Info Set base address for relocatable in 0
Appearance Set extra PE HEEdEI’ﬂEgS ]
Packages Set extra PE Header optional flags 0
Runtime Packages Set OS5 Version fields in PE Header 5.0
Debugger Set Subsystem Version fields in PE 5.0
Set User Version fields in PE Head: 0.0

Symbol Tables

Envirenment Block
Deployment

Provisicning

Project Properties

Cancel Help

When you have edited the project options you need to rebuild the software for the options to take effect
and create the debug information.

MAP files
MAP files are not generated by default. You need to enable the option to generate a detailed map file.
The method is the same for 32 bit and 64 bit Delphi.

Select the project configuration as shown in the Debugging Information section above, then modify the
Delphi Compiler, Linking settings.

Linker Settings
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G Project Options for Project3.exe (Win&4 - Release)

| Delphi Compiler |

Compiling Target
Hints and Warnings Release cenfiguration - Windows 64-bit platform  ~~ Apply... Save...
Output - C/C++ Debug information true
Resource Compiler EXE Description
Build Events Generate console application D false
Application Image Base A00D000
Forms Include remote debug symbols [ ] false
Manifest > Map file |
Icons Maximum Stack Size 1048576
Services Minimurmn Stack Size 16384
Version Info Output resource string .drc file D false
Appearance Set base address for relocatable in 0
Packages Set extra PE Header flags 0
Runtime Packages Set extra PE Header optional flags 0
Debugger Set 05 Version fields in PE Header 5.0
Symbol Tables Set Subsystem Version fields in PE 5.0
Environment Block Set User Version fields in PE Head: 0.0
Deployment

Provisicning

Project Properties o

Cancel Help

When you have edited the project options you need to rebuild the software for the options to take effect
and create the debug information.

Debugging Information or MAP files?

If you can create both debugging information and MAP files which should | use?

Thread Validator uses this information to provide symbols, filenames and line numbers in stack traces.

For this purpose it doesn't matter whether you use Debugging Information or MAP files.

94 MingW, gcc, g++

The following compiler options are available if you are using MingW, gcc or g++.

-9
This is the default debug format. This will normally choose the DWARF symbol format.
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9.5

-gdwarf
The DWARF symbol format.

-gstabs
The STABS symbol format.

-gCoff

The COFF symbol format. This does create a lot of unnecessary symbols, making symbol parsing
slower.

Dev C++

Dev C++ uses the gcc and g++ compilers.

The following compiler options are available if you are using gcc or g++.

-9
This is the default debug format. This will normally choose the DWARF symbol format.

-gdwarf
The DWARF symbol format.

-gstabs
The STABS symbol format.

-gCoff

The COFF symbol format. This does create a lot of unnecessary symbols, making symbol parsing
slower.

You can edit the compiler and linker options by choosing Project Options... from the Project menu.

[] Mew File
Add To Project...
Remove From Project...

E Project Options...  Ctrl+H

Compiler and Linker options
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Project Options ﬂ

General | Files Compiler| Parameters | Directories | Qutput | Makefile | Version Info

Additional command line options:

C compiler: C++ compiler Linker:

-gdwarf -gdwarf -gdwarf

CL Add library or object

¢ QK x Cancel ‘? Help

When you have edited the project options you need to rebuild the software for the options to take effect
and create the debug information.

9.6 Salford Software FORTRAN 95
Salford FORTRAN95 symbolic information is embedded in the .exe/.dll as COFF (Common Object File
Format) information, with some proprietary extensions to Salford Software (which they have kindly shared

with us).

Please consult the documentation for Salford FORTRAN95 to include debug information (including
filenames and line numbers) in the COFF information.

If you still have problems, please contact us giving as much detail as possible, including what you've

tried.

9.7 Metrowerks

Metrowerks symbolic information is embedded in the .exe/.dll as CodeView information.

Please consult the documentation for CodeWarrior in order to include debug information (including
filenames and line numbers) in the CodeView information.
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9.8

If you still have problems, please contact us giving as much detail as possible, including what you've
tried.

Visual Basic 6

To get debug symbols for Visual Basic you need to open the Properties dialog box from the Project
menu (you'll find it at the bottom of the menu).

nativebxampleVB6 - Project Properties “

General ] Make | Compile Component] Debugging ]

" Compile to P-Code

* Compile to Native Code

{" Optimize for Fast Code [ Favor Pentium Proftm)

" Optimize for Small Code | [ Create Symbolic Debug Info

{* Mo Optimization

Advanced Optimizations. ..

&H11000000

QK | Cancel Help

When you have changed your project properties you need to build the application.

Go to the File menu and choose Make <projectname.exe>.

Copyright © 2003-2025 Software Verify Limited






410 Thread Validator Help

10 Frequently Asked Questions

Here's a brief description about the type of question included in each of the following sections:
e General questions
How Thread Validator works and how to do a few of the more common tasks.
e Not getting results
Missing or unhooked data and not finding the data or callstacks you expected.

e Seeing unexpected data

The data you are finding looks wrong or is unexpected.

Crashes and error reports

Your program crashes with Thread Validator or Thread Validator itself has a problem.

DbgHelp

Troubleshooting search paths for DbgHelp.dll, and finding or installing different versions.

System and environment

Your environment on the machine you are using Thread Validator with.

10.1 General Questions

El Does Thread Validator work with NT Senices?

Absolutely. There is a help section on working with NT Senvices.

=] Why might Inject or Launch fail?
Not using CreateProcess

The Inject and Wait for Application to Start functionality use CreateRemoteThread to inject into an
application.

For the reasons below, injection using CreateRemoteThread does not always work.
Common reasons for injection failure
e A missing DLL in your application

Check your application is complete.
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The target application is a .NET application or .NET senice

Check your application or senice is not written using .NET technology.

A missing DLL in Thread Validator

Check Thread Validator is installed correctly.

The application may have started and finished before the DLL could be injected

This only applies if you are launching the application.

The application security settings do not allow process handles to be opened

The application is a senice and is running with different privileges than Thread Validator
If the application being injected into is a senice it is recommended that the serice and

Thread Validator are both run on the same user account. See the topic on working with NT
senvices.

Application Specific Reasons for Failure

A small percentage of applications/services will not allow any DLL to be injected into them.

The reasons for this are unknown, but our testing shows that the reason for failure to inject is a
combination of application, operating system and hardware that causes an inconsistency during

injection (we think it is a timing issue) that causes a failure.

Our tests show that on NT 4 about 1% of all applications fail to inject, 2% on Windows 2000 rising to
5% with Windows XP.

We expect that subsequent operating systems (Windows 2003 and Windows Vista) will have higher
failure rates.

E How do I name a thread?
Some features such as the Callstack tab can use thread names to make things a bit more intuitive.
Windows 10

Use the SetThreadDescription() Win32 API (or the methods described in the next section).

Earlier versions of Windows

From within your application you can provide a name for use by a debugger or debugging tool by
using the Win32 RaiseException() API.

Add the function below to your application. This is based on an example from Microsoft and there are
other examples available on the web; some specify a buffer size of 8 characters and one terminator,
others specify no strict buffer size limit.
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=l show code
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// This function is documented as being callable from outside of the thread which
// named, however it appears that it works more reliably if called from within th
// the thread being name, passing a threadlId of -1 to indicate "current thread"

#ifndef DWORD PTR

#ifdef WIN64

#define DWORD PTR unsigned  int64
telse  //#ifdef WIN64

#define DWORD PTR  DWORD

#endif  //#ifdef WIN6E4

#endif //#ifndef DWORD PTR

void CTeststakApp::nameThread (const DWORD threadId,
const char *name)

// You can name your threads by using the following code.
// Thread Validator will intercept the exception and pass it along (so if you
// under a debugger the debugger will also see the exception and read the thre

// NOTE: this is for 'unmanaged' C++ ONLY!

#define MS VC EXCEPTION 0x406D1388
#define BUFFER LEN 16

typedef struct tagTHREADNAME INFO
{

DWORD dwType; // must be 0x1000

LPCSTR szName; // pointer to name (in user addr space) buffer must b
DWORD dwThreadID; // thread ID (-1 == caller thread)

DWORD dwFlags; // reserved for future use, must be zero

} THREADNAME INFO;

THREADNAME INFO ThreadInfo;

char szSafeThreadName [BUFFER LEN] ; // buffer can be any size, just m
memset (szSafeThreadName, 0, sizeof (szSafeThreadName)) ; // ensure all charact
strncpy (szSafeThreadName, name, BUFFER LEN - 1); // copying name
//szSafeThreadName [BUFFER LEN - 1] = '"\0';

ThreadInfo.dwType = 0x1000;
ThreadInfo.szName = szSafeThreadName;
ThreadInfo.dwThreadID = threadId;
ThreadInfo.dwFlags = 0;

_ try
{
RaiseException (MS VC EXCEPTION, 0, sizeof (ThreadInfo) / sizeof (DWORD PTR),
}
__gxcept(EXCEPTIONiEXECUTEiHANDLER)
{

// do nothing, just catch the exception so that you don't terminate the app
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After adding this function declaration you can call it from inside the thread procedure of any
executing thread to name.

nameThread (-1, "example");
To name a thread from outside of the thread procedure pass the thread id instead of -1.

The example application shipped with Thread Validator demonstrates how to use nameThread. See

nativeExample.cpp.

El How do I clear the symbol cache?
To clear Thread Validator's in-memory symbol cache, delete all sessions first:
e Managers Menu *» Session Manager * Delete All »> Close
Then flush the cache:

o Settings Menu *> Edit Settings * General * File Cache / Subst Drives » click Flush
Cache button * OK

Flush Cache disabled? Delete all the sessions first.

= See also: Clearing coverage cache.

El | have an idea for a feature, can it be added to Thread Validator?

We hawe tried to add as many features to Thread Validator that we thought would be useful to our
users.

In fact, every feature in Thread Validator has been used to solve problems and bugs for clients who
consult us, and in our own business, so we know the features we have are useful.

However, maybe we overlooked a feature that you would find very useful.

We'll happily consider most ideas for new features to Thread Validator. But no Quake, FlightSim or
Flappy Bird Easter eggs though, sorry!

Please contact us to let us know your thoughts.

10.2 Not getting results

= Why don't | get any information about critical sections?
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If you have started (or re-started) your application with data collection turned off, then Thread
Validator will not collect or show any data.

=] Why can't | get callstacks for sleeping or suspended threads?
Thread Validator can display callstacks for sleeping or suspended threads.
To do this Thread Validator must hook the suspendThread, Sleep and SleepEx functions.

Thread Validator will only hook these functions if you enable Functions allocating waitable
handles on the Hook Insertion settings dialog and check the required options.

In addition, callstack collection must be enabled. See the Collect and Callstack tabs.

= Why are my ordinal to symbol conversions not working?

If you have used the Ordinal Handling utility, you may still find the ordinal names have not been
converted in symbol names,

¢ You haven't defined the ordinal to symbol conversion for the correct DLL in which the
ordinals are defined

Double check the DLL for which you defined the conversions really include those ordinals.

= See the topic on Ordinal Handling

10.3 Seeing unexpected data

E why do I get <UNKNOWN> symbols?
Some callstacks may not have a symbol name and can display the value <UNKNOWN>.
There are several reasons this may happen:
e The program you are monitoring has no debugging information
You'll need to enable debugging information in your program.

Debugging information is controlled from the Linker Tab on your Visual C++ project settings,
and is available for Debug and Release builds.

e The PDB files with the debug information can't be found

The program you are monitoring may have the debug information but Thread Validator can't
find the debug information if it's stored in PDB files that are not in the current directory.
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Use the Eile Paths dialog to set where the PDB files can be found.

If you don't have PDB files for a particular DLL, but do have MAP files, you can also set the
location of these too.

e A stack trace contains a location not present inside a DLL

This sometimes happens when hooks cause the program to jump to dynamically allocated
memory holding the hook.

These hooks will not have any debugging information referencing them.
e The DLL has no filename and line-number data in the debugging information

This is the case for some release mode DLLs from Microsoft such as mfc42(u).dll and
mfc80(u).dll.

These only have symbol name information available, with filename and line-number
removed.

If you have this problem, you could try and get more up to date symbol information from
Microsoft using the symbol server support page in the global settings dialog.

& Note that this will only work if the symbol server symbols do actually contain flename
and line-number information - they might not!

If none of the abowe solves your problem and all symbols are still displayed as <UNKNOWN> please
drop us a line. We have found that newer versions of Visual Studio sometimes change the debug
information format and need a newer version of DbgHelp.dIl. The version of DbgHelp.dll that is
shipped with Thread Validator is compatible with Visual Studio.net and all previous versions of Visual
Studio.

E some symbols are displayed as Ordinalxxx, why?

If Thread Validator can't find debug information for DLLs that have their functions exported as ordinal
values, the functions are named ordinalxxx, using the decimal number of the function.

These ordinal values can be displayed as function names, but only if the linker definition (.def) file
that refers to each relevant DLL is known.

You can define the Ordinal Handling, but don't forget to also select the Convert DLL exported
function ordinals to symbols check box on the Symbols and Warnings page of the global settings
dialog.

Here's an example of Ordinal function names without debug information: 0rdinal1711 and
Ordinall8?
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Ed ? ¥ Unknown : 4 bytes ak 002960e0 : [ Line 0]
'_ El Allocation location

LE' ¥ ThreadID: 00000912 Timesktamp: 00005327 Request ID: 00000155

= b 0x5F527757 mfcdzud. dll: Ordinal?11
= b 0x01BB2940 memorywalidatorexample.exe: publics woid __thiscall CTeskstakapp: idoMen
= [ 0x01BBZ300 memoryvalidatorexample.exe: public: wirtual int __thiscall CTeststakapp::I
= b 0x5F333783 mfcdZud. dll: Ordinall 157
= [ 0x01BBA07E memorywalidatorexample.exe: _wiWinMain@1 6 [approdul.cpp Line 30]
= [ 0x01BB984 1 memorywalidakorexample. exe: _wihinMainCR TSkartup [crbexe.c Line 330]
@ b 0x77ES9246 kernel32.dll: GetComrmandLinei

3

And here's the same thing without debug information but after ordinal to symbol conversion, showing
__cdecl operator new () and int AfxWinMain ()

Pi‘l ? ¥ Unknown : 4 : bytes at 0029600 : [ Line 0]

'_ = Allocation location
LE' ¥ ThreadID: DO0DO91Z Timestamp: 00005327 Request ID: 00000155
2 0x5F327757 mfc42ud.dll: void * __cdecl operator news{unsigned ink)
b 0x01BB29A0 memoryvalidatorexample, exe: public: woid __thiscall CTeststakapp: :doMemoryLeak1 {1
b 0x01BB2300 memoryvalidatorexample, exe: public: wirtual int __thiscall CTeststakapp::InitInstance
b 0x5F333783 mfc42ud.dll: ink AFxMinMainstruck HINSTAMCE  *, struck HINSTANCE _ *,unsigned
b 0x01BBA07E memoryvalidatorexample, exe: _wininMain@ 16 [apprmodul.cpp Line 30]

b 0x01BBIAA1 memorywalidatorexample, exe: _wiinMainCRTSkartup [crtexe, c Line 330]

I

b 0x77ER92A6 kernel32.dil: GetZommandLine'y %

E| What is address 0x006d00657?

This is relevant to one version of the VisualStudio.net DbgHelp library that sometimes does not
correctly identify the end of a stack walk.

When this happens, a stack trace can have numerous addresses of value 0x00640065 tacked onto
the end of it, even if the stack walking callback informs DbgHelp that the address is not valid.

= 1his bug will not affect Thread Validator. All stack traces shown will be valid. A few stack traces
may have extra data, but no data will be missing.

We don't filter these addresses out, in case a valid DLL does get loaded and uses this address
space, producing symbols for this address.

Callstacks that contain this error look like this:
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AEIEEEEEEEE:

B 0:004029A memorvalidatorexample. exe ;- wiwinkdainCR T Startup ; [ortexe.c Line 330]
D¢ UMEMNOWM
[ 0400640065
< UMEHOWM
S UMEMNOWM
D UMEMNOWM
[ 0x006d006S -

B» 000840065

B 0x006d00ES
P 0x005d0065
P 0x006d006S

Fi‘l L_T'I W CtestParsing_c: 4 bytes at 00222730 : [E:\OMAChmemaony32hieststak \estztak, CPP Line 353)
I— =] Allocation locatian

L= % ThreadiD: 00000266 Timestamp: 17785844 Request 1D: 00000125

[+ 0:00402631 memonryalidatoresample. exe | CTeststakdppi:initinztance | [E:AOMACmemon 3z

[ 0456333603 micd2ud.dil - Afdwintd ain - [wirmain. cpp Line 39]

[ 040040ceed memnryvalitl;@cure:-:ample.exe s winintd ain ;- [apprnodul. cpp Line 30]

<UMEMOWN

<UMENOWHN:

As you can see from the image, the program started at the UNICODE entry point
wWinMainCRTStartup, so there should be no symbols (other than GetPriorityBoost or other
kernel32.dll symbols) after this entry.

Subsequent versions of the DbgHelp.dll from Microsoft fix this bug.

10.4 Crashes and error reports

El the program I'm trying to monitor keeps crashing, why?
The following assumes your crash is one that only happens when using Thread Validator.
Here's a few scenarios in which your program might crash:
e Third party DLLs are using system wide hooks

Some DLLs from third party vendors use system wide hooks and do not interact with Thread
Validator and the target program very well.

If you can identify such DLLs, prevent them being hooked by adding the DLL name to the
Hooked DLLs page of the global settings dialog as in the example below.
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" Hook all DLLs.
" Hook the enabled DLLs in the list. Do not hook ang ather DLLs.
¢ Do not hook the enabled DLLs in the list.. Hook all obher DLLs.

YWhen the executable changes, take the following action:

|.-'-‘-.sk about DLLs to Hook, zettings if zome DLz defined. ﬂ

Process Modules

Process Modules
Su:umeThiru:IPart_-,.r.dII

e Third party DLLs are using global hooks

A global hook DLL from a third party vendor could be adversely affecting Thread Validator
when hooking your program.

Read about handling global hooks on the Global Hooks page of the settings dialog.
Judging by multiple independent error reports, we believe there may be an incompatibility
between Thread Validator and the global hooks that come with the Matrox G400 and the
Matrox Millenium Il PCI video cards released in the late 1990's.

e There may be a bug in Thread Validator

It happens. We've tried to make Thread Validator as robust as possible, but bugs and new
scenarios do occur.

First, ensure that the crash never happens if you are not using Thread Validator.
Second, check all the suggestions above.
Then drop us a line sending details of the error and we'll try to reproduce the crash with a
view to fixing any bugs found in as timely a manner as possible.
El Thread Validator gives an Unrecowverable Error?

The Thread Validator Unrecoverable Error dialog is displayed when an unexpected internal error
means Thread Validator cannot continue to execute.

A stack trace and register dump is shown and you can Copy to Clipboard so that the data can be
sent to us with a description of the activities that caused the error.

Wel'll aim to fix any problems in as timely manner as possible.

The data shown in the dialog is also written to c:\users\<user
name>\AppData\Roaming\Software Verify\Thread Validator\tvExceptionLogUI.txt.

The picture below shows a stack overflow exception report (artificially generated).
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Thread Validator Unrecoverable Error ? 4

An unrecoverable error has ocourred. Thread Yalidator is unable to continue.

Please zend the crazh report and a description of what you were doing when the error occured to
supportEzoftyareserify. com

A copy af thiz repart can be faund in
C:4zers\StephentppDatabRoaminghS oftware Wenfuh T hread Y alidatortvE sceptionLogl| bt

Fleaze email thiz report to supporti@zoftwareverify. com ~

& copy of this repart can be found in C:hUsershStephenhdppD atah B oaminghSoftware Yenbph T hread W alidatc
Thread Y alidator 4,89 [512]

Wwindows Wersion: 6.2

Semvice Pack: 0.0

Build: 5200

B4 bit Operating System

Mum Processors: 8

Proceszsar Type: 536

Whi Page size: 0x1000

Wi Paragraph zize: 0x10000

Wk Minirum address: 0=00070000
WA b amimunn address: Ox e
16244: MB of phuzical mermary

e homhchthready alidatorhtabserdreleaze'thready alidatar. exe
Thread 1D: 10636 [MainT hread)

£ >

Email zupport... Copy to Clipboard

El what is in tvExceptionLogUl.txt and tvExceptionLog.txt?
In the event of a crash, the file c:\users\<user name>\AppData\Roaming\Software
Verify\Thread Validator\tvExceptionLogUI.txt contains information that identifies where
Thread Validator was executing when it crashed.
In the event of a crash, the file c:\users\<user name>\AppData\Roaming\Software
Verify\Thread Validator\tvExceptionLog.txt contains information that identifies where the
target process was executing when it crashed. This crash may be caused by an error in the target
process or an error in the Thread Validator's instrumentation code.

The file contains a stack trace and register dump and is the same information that is displayed in the
Unrecoverable Error dialog (above) when a crash occurred.

The file contains only the data for the most recent exception.

10.5 Debug symbols and DbgHelp

= Why does Thread Validator fail to load my symbols?
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In a few cases Thread Validator will fail to load symbols for a DLL that you believe you have provided
symbols for.

This topic describes the possible causes. Please read the suggested course of action for each
compiler.
E] Microsoft Visual Studio or Deweloper Studio
Symbols are defined in PDB files with the same name as the .exe or .dll to which it refers.

Thread Validator uses the Microsoft supplied DbgHelp.dIl to perform all symbol handling
activities.

Correct PDB name and location?
To ensure that the correct PDB is found to match a DLL the following must be true:
e The DLL and PDB file have the same name, except for the extension
For example test.pdb matches for test.dll or test.exe.
e The first matching PDB file in the PDB search path has the correct checksum

If DbgHelp finds a PDB file with a different checksum, loading symbols will fail but the
search will still stop.

Verify that there are no PDB files with the same file name that are on the PDB search path,
except for the PDB file you expect to be used.

You can check the DbgHelp symbol search path to troubleshoot symbol loading failures relating
to the symbol search path.

Are compiler and linker producing symbols?
If DbgHelp is still failing to load your symbols, check the following:
e Your program is compiled to include symbol information
e Your program is linked to include symbol information
Linker options are different to the compiler options
Running correct version of DLL?
Check that you are using:
e The most recent version of your DLL
e The correct build version of your DLL

For example release DLL with release builds, debug DLL with debug builds
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Checking for correctly loaded modules
When your application is running, check the modules being loaded by the application.

In Thread Validator, you can check the modules by using the Loaded Modules dialog, or by
inspecting the Diagnostics tab.

You need to be sure that your application is not loading a different DLL with the same name from
a different directory that is on the search path.

Correct version of DbgHelp.dll?

Try checking the version of DbgHelp.dIl used by your Visual Studio installation and the version of
DbgHelp.dll distributed with Thread Validator.

If the version used by Visual Studio is higher, it's possible Microsoft changed the PDB file
format, making the symbols unreadable by Thread Validator.

To fix this:
e Copy the DbgHelp.dll from Visual Studio to the Thread Validator installation directory
e Remove any DbgHelp.dll from your application directory

When Thread Validator launches an application it copies Thread Validator's DbgHelp.dll
to the directory of the executable.

This ensures that the DbgHelp.dIl used is more recent than the default
system32\dbghelp.dl1 which may not get updated.

You need to find and remove these dlls - e.g. c:\myapplication\debug\DbgHelp.dl1l
etc.

If all else fails...
Sometimes symbolic information will not load for unknown reasons.

In this circumstance, after trying the above suggestions, try changing the location in which
symbols are sourced.

You could also try flushing and disabling the caching of symboals.

If you still have problems, please contact us giving as much detail as possible, including what
you've tried.

El visual Studio 2005 (8.0) and later versions

You may find that symbols for the msvcr80.d11, msvcr80d.dll, mf80.d11, mfc80u.dll,
mfc80d.d1l and mfc80ud.dll DLLs are not loaded.

The reason for this is that these symbols are stored in c:\windows\symbols\d11 rather than with
the DLLs themselves.
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This is due to the Windows.NET Side-by-Side (WinSxS) DLL/assembly loading.

To resolve this, add the path c:\windows\symbols\dll to the list of paths for Program Database
(PDB) Files on the Eile Locations tab:

& Settings ? X
D1ata Collection ~  File Locations
- Collet Path Type: | Program Database (PDB) Files ;I Partial scam.. | Full scan... |
- Lock Callstacks
- Detect Add

Directory

- Callstack. .

- Stantup Data Ch\Windowshsymbolsidll Femove

- Hook. Ingertion

- Haok Trace Remave al
- Histarical D ata —
- Hooks Femave invalid

- Thread Coverage
- Applications to Manitor
Dizplay
- General Colours
- Lock Calours
- Data Display
Filkers
“-Hooked DLLs [~ Ak for location of file if file cannot be found in search paths
G.eneral [~ Don't ask for location of file if ine number iz nat valid (0, -1, stc)
- Source Browsing ¥ Automatically detect PDB paths [PDB expected in same dir as EXE/DLL)
E diting [~ Automatically detect MAP paths [MAP expected in zame dir as .EXE/DLL)

File Cache / Subst Drives v Faset | Help [F1] | ok, I Cancel |

Lo Imatrormemtatioe | nanina

Ewport...

LR

|mpaort...

You may need to restart Thread Validator to get valid symbols for MFC80 (u) (d) .d11 if you have
already recorded a session for which you did not get symbols.

Alternatively follow the instructions in the question on how to clear the symbol cache:

E] Metrowerks CodeWarrior for Windows V8 / V9
Metrowerks symbolic information is embedded in the .exe/.dll as CodeView information.

Please consult the documentation for CodeWarrior in order to include debug information
(including filenames and line numbers) in the CodeView information.

If you still have problems, please contact us giving as much detail as possible, including what
you've tried.

= Salford Software Fortran 95

Salford Fortran 95 symbolic information is embedded in the .exe/.dll as COFF (Common Object
File Format) information, with some proprietary extensions to Salford Software (which they have
kindly shared with us).

Please consult the documentation for Salford FORTRAN95 to include debug information
(including filenames and line numbers) in the COFF information.
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If you still have problems, please contact us giving as much detail as possible, including what
you've tried.

=) MingW compiler
We recommend compiling your software with -gstabs to create stabs debugging information.

The -gCoff option is also supported, but this does create a lot of unnecessary symbols,
making symbol parsing slower.

[E] Troubleshooting DbgHelp.dil

Thread Validator uses the Microsoft Debugging DLL, DbgHelp.dIIEZ, copying the correct private
version to your application's directory as your program is started.

However, there are cases where your application can be started independently, and you must ensure
that your application uses the correct DbgHelp.dll.

Diagnostic error messages appear on the Diagnostics tab as in the example below detailing which
version of DbgHelp.dll was expected and what was actually loaded.

If you see any DbgHelp warning dialogs, or get diagnostic errors, ensure the correct DbgHelp.dll is
used by:

e Copy (don't move) DbgHelp.dll
from: the Thread Validator install directory
to: the location of the application being tested (the same directory as the .exe).
Rerun your test.
e Try updating the versions of DbgHelp.dll in:
c:\windows\system32
and
c:\windows\system32\dllcache
Accept any Windows permission warnings if you try to do this.
Rerun your test.

If you still continue to have problems, please drop us a line via our support email.
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El How do I examine (and fix) the DbgHelp symbol search path?

It can sometimes be quite confusing to see why symbols fail to load for modules built with compilers
that generate PDB files, e.g.: Microsoft, Intel.

There are typically three reasons for failure: the PDB file is...
e missing, for example it was not provided with the executable
¢ in the wrong place, so the debugging library can't find it
e the wrong version, for example from a different build

The diagnostic tab

The Diagnostic tab of Thread Validator displays lots of messages that can help diagnose many
problems.

To show only DbgHelp debug information, use the message filter drop down at the top of the
diagnostic tab. This lets you examine where DbgHelp.dll looks for symbols.

Examine the output to see if it's finding the PDB file you think it should, and if it rejects the contents
of any PDB file it finds.

Output for alternate modules is shown in alternating coloursets, and the messages are the exact
same output from the DbgHelp.dll debugging stream.
Examples of examining the diagnostics

Below we show three examples using nativeExample.exe and nativeExample.pdb from our example
application.

e Correct symbol file found

DbgHelp first searches in various places looking for nativeExample.pdb

DbgHelp Search Info DBGHELP: CA\WINDOWS\symbols\dil\nativeExample.pdb - file not found
DbgHelp Search Info DBGHELP: CA\WINDOWS\symbols\dil\exe\nativeExample.pdb - file not found
DbgHelp Search Info DEGHELP: C\WINDOWS\symbols\dil\symbeols\exe\nativeExample.pdb - file not found

Depending on your machine, there may be other search paths included.

Finally nativeExample.pdb is found in the same directory as the .exe file of the target

program

DbgHelp Search Info DBGHELP: nativeExample - private symbols & lines

DbgHelp Search Info C:\Program Files (x86)\Software Verify\Thread Validator x86\examplesinativeExample\ReleaseMonLink10_D\nativeExample.pdb

Loaded symbols Loaded PDB symbols for:C:\Program Files (x86)\Software Verify\ Thread Validator x 86\ examples\nativeExample'\ReleaseMNonLink10_0\nativeExample.exe

DbgHelp loads private symbols and lines, (the alternative being that DbgHelp loads public
symbols).

Outcome:
Success. Symbols are loaded.
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¢ Missing symbol file

As before, DbgHelp first searches in various places looking for nativeExample.pdb

But, nativeExample.pdb doesn't get found in the same directory as the .exe file of the target
program.

‘ DbgHelp Search Info DBGHELP: C:\Program Files (x86)\Software Verify\Thread Validator xB8\examples\nativeExample\ReleaseNonLink10_0\nativeExample.pdb - file not found
nativeExample.pdb never gets found on the search path.
SymSrv might then look for additional locations for nativeExample.pdb, but has no luck.

DbgHelp might find some COFF symbols in the executable, however these don't contain
filename or line number information.

Finally all options are exhausted.

DbgHelp Search Info DBGHELP: nativeExample - no symbols loaded

Outcome:
Failure. The PDB file could not be found. Some default symbols are loaded but are not of
much use.

Resolution:
Check the File Locations PDB paths to ensure that all the possible paths for PDB files are
listed.

¢ Incorrect symbol file

As before, DbgHelp first searches in various places looking for nativeExample.pdb

This time, nativeExample.pdb does get found in the same directory as the .exe file of the
target program.

DbgHelp tries to load the symbols but fails - the checksum inside the PDB file does not
match the module.

This might be because the symbols are for a different build of the software, or it's an
incorrectly named PDB file belonging to another program.

DbgHelp Search Info 3G \Program Files (x86)\Soft xamples\nativeExample\ReleaseNonLink10_0\nativeExample.pdb - mismatched pdb

DbgHelp Search Info
DbgHe\p Search Info

ples\nativeExample\ReleaseNonLink10_O\nativeExample.pdb - mismatched pdb

ftware Verify\Thread Valida mples\nativebxample\ReleaseNeonLink10_O\nativeExample.exe

Finally all options are exhausted.

DbgHelp Search Info DEGHELP: nativeExample - no symbols loaded
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Outcome:
Failure. A PDB file was found, but it was not the right one.

Resolutions:

Double check the PDB is the correct one for the build you are running.

When copying builds from another machine (or from a build server), make sure to copy the
correct PDB as well.

Check the Eile Locations PDB paths to ensure that all the possible paths for PDB files are
listed.

Check the order of those PDB paths in case there are multiple paths resulting in the wrong
PDB being found first.

El How can | create a map file with line numbers

If you don't have the ability to use .PDB files for debug information, you may be able to use .MAP
files with line information.

The following is only applicable to Debug builds. Map files for Release builds can't have line number
data.

= Microsoft discontinued support for including line information in .MAP files with Visual Studio 8.0
(2005). There is no easy workaround to this.

To select the /MAPINFO: LINES option for Visual Studio 6.0 use the following steps. If you are using

Visual Studio 7.0, 7.1 (i.e .NET 2002 or 2003) the project settings user interface is slightly different,
but the basic principle remains the same.

In Visual Studio:

E| Project Menu * Settings... * Select project * Shows project settings

The example image below shows a project called nativeExample.
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Project Settings k EHEd

Settings For: [v/in32 Debug j General | Debug | CAC++ | Lirk: | Hesu:uuru:(: EE
B

Categorny: I General j Beset |

Output file name:

-- pvlndent
-- pvLicense
-- ZEMVICE
__ servicellient |Del:uug.n’va:-:ampIe.e:-:e
" serviceMutex Object/librar modules:
-- zimpledpp

=-E8 stublib |
wHEE stubMonMFC
=-E8 sviMapFileDLL
B8 svPYStubService V' Link incremnentally V' Generate mapfile
B test! [~ Enable profiling

-- test_exceptions
-- testMFCAFP Froject Dptions:

- testwin32 /map:"Debug/pvExample.map” /debug /machine| 356 a |

-- testinfind?_2 Aout"'DebugdpvE ample.exe" /pdbtype: sept
-- threadStatus MAPINFO:LIMES j

¥ Generate debuginfo [ Ignore all default libraries

L |

Cancel I

e Generate mapfile » check option to request MAP file output
e Project Options » add the text /MaPINFO:LINES to add line information to the file » OK

Save your project workspace and build your project.

= Dueto daylight saving times it is possible for a MAP file to have an embedded timestamp that is
different than the DLL timestamp by an hour. In these situations Thread Validator will not recognise
the MAP as valid. The solution to this problem is to rebuild the application.

10.6 Extensions, services and tools

El Including stublib.h in my project doesn't compile. Why?
You may encounter problems when including stublib.h in order to link directly with Thread
Validator.
Include path problems

Ensure that your project C preprocessor include paths reference both of the stub and stublib
subdirectories in the installation directory of Thread Validator.
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For example, if Thread Validator is installed in:
C:\Program Files (x86)\Software Verify\Thread Validator
Then add the following paths for all configurations; Debug, Release, etc:

C:\Program Files (x86)\Software Verify\Thread Validator\stub
C:\Program Files (x86)\Software Verify\Thread Validator\stublib

Compiler errors

If you include stublib.h, your project must have included windows.h first, (or see below for an
alternative).

If you fail to include windows.h then stublib.h will refer to some none-existent datatypes, causing
compiler errors similar to the ones shown below.

Here's an example program that will not compile:

#include "stdafx.h"
#include "stublib.h"

int main (int argc, char* argv[])

{

return 0;

}
El see the compiler errors from the above code

———————————————————— Configuration: testMV_allEnum - Win32

Compiling...

testMV_allEnum.cpp

c:\program files\software verification\thread validator\stub\allenum.h (70)
error C2146: syntax error : missing ';' before identifier 'lRequest'
c:\program files\software verification\thread validator\stub\allenum.h (70)
error C2501: 'LONG' : missing storage-class or type specifiers

c:\program files\software verification\thread validator\stub\allenum.h (70)
error C2501: 'lRequest' : missing storage-class or type specifiers
c:\program files\software verification\thread validator\stub\allenum.h (71)
error C2146: syntax error : missing ';' before identifier 'reserved3'
c:\program files\software verification\thread validator\stub\allenum.h (71)
error C2501: 'DWORD' : missing storage-class or type specifiers
c:\program files\software verification\thread validator\stub\allenum.h (71)
error C2501: 'reserved3' : missing storage-class or type specifiers
c:\program files\software verification\thread validator\stub\allenum.h (73)
error C2143: syntax error : missing ';' before '*'

c:\program files\software verification\thread validator\stub\allenum.h (73)
error C2501: 'BYTE' : missing storage-class or type specifiers

c:\program files\software verification\thread validator\stub\allenum.h (74)
error C2501: 'dde pbData' : missing storage-class or type specifiers

To fix this problem simply include windows.h before stublib.h
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#include "stdafx.h"
#include <windows.h> // new line to fix compile errors
#include "stublib.h"

int main(int argc, char* argv[])
{
return O;

}

Can't include windows.h?

If including windows.h is not an option, you can just define the following types:
#define LONG long
#define DWORD unsigned long

#define BYTE unsigned char
#define HANDLE void *

Bl What do | do if I cannot use sVMMVStubSenice.lib?

You may find that you can't use sviTVStubService.lib / svITVStubService_x64.lib because your
linker doesn't understand the format of the lib file.

If that happens you can use the code below to compile the two functions that would be provided by
those libraries.
El see the header file

#ifndef SVL TVSTUB_SERVICE H
#define SVIL TVSTUB SERVICE H
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#include "svlServiceError.h"

// IMPORTANT.

// If you use svITVStub LoadThreadValidator () to load sviThreadValidatorStub.dll in
// application, you must also use svIlTVStub UnloadThreadValidator () to unload the D
// your application being closed down. Failure to do so will almost certainly resul
// It does not matter how the application is closed down, you must ensure that you
// svI1TVStub UnloadThreadValidator () to unload the DLL if you have loaded it.

//
// The DLL prepares itself in different ways and shuts itself down differently depe
// it is:-

// a) Directly linked to the application for use with the API or injected with Thre
// When the DLL is used in this manner to DLL expects to oversee and manage the
// shutdown.

// b) Loaded by using sv1TVStub LoadThreadValidator ().

// When the DLL is used in this manner to DLL expects to be removed prior to app
// and the behaviour of the DLL is undefined once you enter the program shutdown
//

// This difference in behaviour is intentional and is done to allow the use of
// services.

#ifdef  cplusplus
extern "C" {
#endif

SVL SERVICE ERROR sv1TVStub LoadThreadValidator (serviceCallback FUNC callback,
void *userParam) ;

SVL SERVICE ERROR svlTVStub_UnloadThreadValidator();
#ifdef  cplusplus

}

#endif

#endif

El see the implementation file
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#include "sv1TVStubService.h"

#include <windows.h>
#include <tchar.h>

typedef void (*ENABLE STUB SYMBOL FUNC) () ;

SVL SERVICE ERROR sv1TVStub LoadThreadValidator (serviceCallback FUNC callback,

void *userParam)
{
SVL SERVICE ERROR errCode = SVL OK;
if (hModule == NULL)
{
hModule = LoadLibraryW(L"svlThreadvValidatorStub.d11l"); // change this to
if (hModule != NULL)

{
// DLL loaded, set the service callback function

SETCALLBACK FUNC setCallbackFunc;

setCallbackFunc = (SETCALLBACK FUNC)GetProcAddress (hModule, "apiSetService
if (setCallbackFunc != NULL)

{
(*setCallbackFunc) (callback, userParam);
// now start the profiler
PROC *p;
p = GetProcAddress (hModule, "startProfiler");

if (p != NULL)
(*p) ()
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// now turn on provision of symbols by the stub
ENABLE STUB_ SYMBOL FUNC enableSymbolFunc;

enableSymbolFunc = (ENABLE STUB SYMBOL FUNC)GetProcAddress (hModule, "apiEn
if (enableSymbolFunc != NULL)
{
(*enableSymbolFunc) () ;
}

else

{
errCode = SVL_FAILED TO ENABLE STUB_SYMBOLS;

}

else

{
errCode = SVL LOAD FATILED;

}

else

{
errCode = SVL ALREADY LOADED;

return errCode;

typedef wvoid (*UNLOAD FUNC) () ;
typedef HANDLE (*GET_ STUB HEAP FUNC) () ;

SVL_SERVICE ERROR sv1TVStub UnloadThreadValidator ()

{
SVL SERVICE ERROR errCode = SVL OK;

if (hModule != NULL)

{
// get the stub heap before we shut down the DLL

HANDLE hStubHeap = NULL;
GET STUB HEAP FUNC getHeapFunc;

getHeapFunc = (GET_STUB HEAP FUNC)GetProcAddress (hModule, "apiGetInternalMVst
if (getHeapFunc != NULL)
{

hStubHeap = (*getHeapFunc) () ;

// get the unload stub function
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UNLOAD FUNC unloadFunc;

unloadFunc = (UNLOAD FUNC)GetProcAddress (hModule, "apiShutdownThreadvValidator
if (unloadFunc != NULL)
{

(*unloadFunc) () ;

// get the function

HMODULE hModule;

hModule = GetModuleHandleW (L"svlThreadValidatorStub.d1l1l") ;
if (hModule != NULL)

{
// unload the stub

FreelLibrary (hModule) ;

// destroy the stub's heap (which was still in use whilst FreelLibrary()

if (hStubHeap != NULL)
HeapDestroy (hStubHeap) ;
else
{
if (errCode == SVL OK)

errCode = SVL_FAIL TO CLEANUP INTERNAL HEAP;

}

else

{
errCode = SVL_FAIL MODULE HANDLE;

}

else

{
errCode = SVL FAIL UNLOAD;

hModule NULL;

}
else
errCode = SVL NOT LOADED;

return errCode;
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10.7 System and environment

=| How do | create a Power User on Windows XP?

Windows 2000 and Windows XP Pro allow Power User accounts that stop short of full Administrator
permissions.

To make an existing user (say Test User) a Power User do the following:
e Start Menu » Right click on My Computer > Manage
The Computer Management window appears

e On the left, expand System Tools * Local Users and Groups * Users

g Computer Management [Local)
[=] ﬁ System Tooks
& (L] Event Viewer

g Shared Folders
= E Local Users and Groups
£ Users
e On the right, select and Right click on Test User' > Properties
The User Properties dialog appears
e Select the Member Of tab > Add...

The Select Groups dialog appears

¢ In the bottom box, type Power Users *» OK

Enter the object names to select (examples)
Pawer Users

¢ In the user properties dialog select Users * Remove » OK
e Close Computer Management
Your Test User is now a member of the Power Users group - and probably not really a Test' User
any more!
[E]l What file extensions does Thread Validator use?

Most configuration data is stored in the registry, but some information is file-based such as settings,
coverage, hook and filter data.
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Thread Validator uses the following extensions:

Sessions, Settings, Hooks and File Locations

e tvm Session files for 32 bit or 64 bit Thread Validator
e tvm_x64

o tvs Settings for 32 bit or 64 bit

o tvs x64

o tvx Hooked DLLs

o tvxfl File locations

Session Export

e html HTML export files
e xml XML export files

Program Launch, Extensions

o dll Extension DLLs
* exe Program files
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11

Installing Floating Licensing

How to install floating licences

Floating licences float globally. Your team members in an office on the other side of the world can share
a floating licence with you.

If you have floating licences install the software on all machines in your business unit that wish to use
the software.

For an ovenview of how floating licences work, please read this.

Floating licence server

The floating licence server is managed by Software Verify.

No server to setup, no licences to misconfigure. All the things that are bad about floating licences, we've
removed all that.

If you need to acquire a licences or release a licence, see the Floating Licences tab.

Floating licence help
If you have problems with the floating licences please contact support@softwareverify.com

If you need to purchase additional floating licences for a new floating licence please visit

https://www.softwareverify.com/purchasing/.

If you need to purchase additional floating licences to add to an existing floating licence please contact

sales@softwareverify.com.
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12

12.1

Copyright notices

Udis86

This software uses the library sMUdis86.dIl and s\MUdis86_x64.dll. These libraries are modified binary
versions of the open source disassembler udis86.

udis86 was hosted at http://udis86.sourceforge.net/
udis86 is currently hosted at https://github.com/vmt/udis86 although the current distribution (at the time
of writing) appears to be missing some files required to compile.

The 1.7.0 version of the udis source code contains this copyright notice: Copyright (c) 2005, 2006, Vivek
Mohan

The 1.7.2 version of the udis source code contains this copyright notice: Copyright (c) 2002-2009 Vivek
Thampi

These copyright notices appear to conflict and the latter copyright notice completely ignores the claims
set forth in the 1.7.0 copyright notice.

In accordance with the license terms in the 1.7.2 software we include this binary license.

* 1.7.2 Copyright (c) 2002-2009 Vivek Thampi
All rights reserved.

*

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

* ok % X % %

*

*

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

* ok % X % %

*

*

* % X %
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active objects 92
adding 209

dialog 209

using 209

Bookmarks (editor) 234
Borland

supported compilers 10
Breakpoint at ExitProcess 181
Buffer size

for inter process communication 179
Built in editor 234

-C -

Cache directory 168
Caching
symbols 182
Caching thread cowerage data 129
Call stack depth 114

Callstack

current locks 67
FAQ 414
locks 52

per thread locks 60
sampled thread lock order 72
sampled thread lock states 72
settings 114
Callstack monitoring 114
Callstacks
analysis 78
for all threads 220
for deadlocked threads 220
relations 78
Child application monitoring 136
Class and function filters (faq) 410
Class relations 78
Clearing covwerage data 129
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Clipboard use 37
Closing sessions 203
Code editing 234
CodeW arrior
supported compilers 10
Coff debug format 182
Collapsing lines
in the editor 234
Collect
settings 110
Collected data 78
Collecting lock data 110
Colours 142, 144
analysis tab 78
cowerage 87
Command description (status bar) 44
Command files
command line 324
example 324
Command line
examples 304
interface overview 304
reference 328
refreshing display 317
return codes 325
start modes 310
unrecognised arguments 304
user interface 317
Command line arguments
command files 324
DLL hooks 322

echoing 325
editor 158
errors 325

export format 321

export options 321

file locations 322

global settings 322

help 325

launching a program 310

load settings 322

MAP files 322

PDB files 322

pipe warnings 325

resetting global settings 310

session export 321

session management 319
-commandFile 324

Communication
between stub and ui 10

Communication buffer size 179

Cowerage data

Cowerage tab

supported compilers 10

7,10

symbol lookup 182
Configure menu

38

Contended locks

callstack collection 111
Contention callstack 52, 60, 67
Contentions

47

maximum ratio 47

47

Convwerting ordinals to functions 199
Copy and paste

37

47

129

129

87

4
user interface 87

Crashes (faq)

Creation callstack
current locks 67

418

per thread locks 60
sampled thread states 72
Critical section
52, 60, 67, 72
callstack collection 111
code cowrage 87

52, 60, 67, 72

current locks 67
52, 60

52, 60, 67, 72

sampled thread states 72

52, 60, 67, 72

Critical section information (faq) 414
Critical sections
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Critical sections
data collection 110
in DlIMain 120
used in one thread 218
within watermarks 92
Current lock
statistics 67
Current locks data 67
Current locks tab 67
data collection 110
ovweniew 4
user interface 67
Custom queries 78

-D -

Data alignment 146
Data collection 265, 275, 279, 284
Applications to monitor 136
Callstack 114
Collect 110
Detect 113
Historical data 126
Hook insertion 122
Hook trace 125
Hooks 128
Lock callstacks 111
Startup data 120
statistics on the status bar 44
summary 47
Thread coverage 129
Data collection (faq) 414
Data display
settings 146
Data format 146
Data views menu 40
DbgHelp (fagq) 420
DbgHelp messages 99
Deadlock detection 113, 223
Deadlock errors 47
Deadlocked thread callstacks 220
Deadlocks
analysis tab 78
lock order 228
Deallocated data
discarding 126
Debug
DLL information 240

instrumentation log data 250
status 240
Debugging tools for windows 186
Default settings 108
Deferred symbol loading 181
Delay loaded DLLs 148
Deleting sessions 203
Delphi symbol lookup 182
Detect
settings 113
Detection intervals 113
Diagnostic information 99
Diagnostic tab
user interface 99
Diagnostics
.net warnings 181
data collection 181
Dialog mode 1086, 265, 275, 279
Dialogs 228
About 296
Administrator privileges required
Advanced Stack Walk 114
Applications to Monitor 136
Attach to running process wizard
Auto Merge 129
bookmarks 209
Borland compiler debug information
Check for software updates 251
Compiler debug information 182

265, 275

275

182

Contended Critical Section Callstacks

67, 72

52, 60,

Critical Section Information 52, 60, 67, 72

CriticalSection information 228
Current Locks Settings 67
Deadlocked Thread PostMortem

220

DLLs needing ordinal to function resolution 199

Downloading 251

Edit session alias 203
Editor 234

Environment variables 290
Export session 259

File Locations Settings 92
File paths 161

File scan 161, 199

Filter objects by thread id 205
Find function 78, 215

Find Source File 92

Find synchronization object 78, 211
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Dialogs 228
First run configuration 25
Global hook warning 192
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Inject into service warning 275
Inject validator into running process 275
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Launch different application 148
Loaded modules 239
Lock Acquisition Order 52, 60, 67, 72, 92
Locks and waits in sequence order 228
Locks Settings 52, 92
MinGW compiler debug information 182
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Monitor a senice 284

nativeExample application 366
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Options (editor) 234
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Ordinal to function converter 199
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Prefetch symbols 186
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67,72, 92

Sawe session 258

Scanning for files 199

Searching For Source File 92

Settings 108
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Software update download confirmation 251
Software update maintenance has expired 251
Software update maintenance renewal 251
Software update schedule 251

Start an application and inject validator into the
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Start application wizard 265
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Symbol server 186
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Thread History Locks Settings 72

Thread History Settings 72

Thread information 52, 60, 67, 72, 92, 228
Tips 296

User interface chooser 106

User permissions warnings 196

Wait for application wizard 279
Wait for process to start then inject validator into
process 279
WaitForSingleObject information
92, 228
watermarks 206
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oveniew 4
-directory 310
Directory (working)
command line 310
working 310
Disabling hooks 128
Discarding historical data 126
Display
callstack information 114
Data display 146
General colours 142
Lock colours 144
refreshing 238
source code context 155
tab views 40
update 52, 60, 67, 72, 78, 87, 97
updating via command line 317
watermarks 206
Display lock order 228
Displaying tabs 46
-displayUl 317
DLL
.def association 199
debug information 240
instrumentation log data 250
DLL information 99
-dlIHookFile 322
DIIMain 120
DLLs
delay loaded 148
hooking 148
-doNotInteractWithUser 317
Downloading updates 251

-E -

Edit menu 37
Editing

settings 158
Editing source code
Editor 158, 234

52, 60, 67, 72,

52, 60, 67, 72, 78, 87, 92, 158
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command line 325
deadlock 47

potential deadlock 47
summary 47
threading 47
Errors (faq) 418
Examining source code
Example application
building 370
getting started 20
oveniew 366
usage 366
Example NT senice
building 371
building sample client 373
building sample senice utility 373
oveniew 371
Examples
command line 304
deadlock checking 223
example application 366
finding allocations in functions 215
finding objects used in one thread 218
finding synchronization objects 211
how to use 366
senvice source code 356
ExitProcess breakpoint 181
Expired maintenance 251
Export
command line options 321
file locations 161
formats 259
hooked DLLs 148
HTML or XML 259
sessions 259
-exportAs options 321
Extensions (faq) 435

-F -

F1 help 296
Failed symbol load (faq) 414

52, 60, 67, 72, 78, 87, 92

445

File cache
settings 168
File extensions (faq) 435
File locations 161
active objects tab 92
command line 322
settings 161
File menu 36
File scan 161
-fileLocations 322
Filtering diagnostics 99
Filtering results
analysistab 78
Filters
Hooked DLLs 148
summary 47
Find
bad lock strategies 78
deadlocks 78
lock errors 78
locked critical sections 78
potential deadlocks 78
trace messages 78
wating critical sections 78
Finding
critical sections used in one thread 218
deadlocked thread callstacks 220
functions with allocations 215
synchronization objects 211
thread callstacks 220
Finding source files
active objects tab 92
First run configuration 25
First watermark 206
Flushing caches 168
Forcing a deadlock check 223
Format
file locations 161
numerical data 146
XML session export 261
Formatting (editor) 234
Fortran 95
supported compilers 10
Freed handles 126
Frequently asked questions
clearing symbol cache 410
crashes and error reports 418
DbgHelp 420
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Frequently asked questions
extensions 435
failing to launch 410
general 410
ideas 410
not getting results 414
NT senices 410
oveniew 410
power users 435
unexpected results 415
Function keys 45
Function search 78
Functions
finding allocations in 215
finding synchronization objects 211
Functions with waitable handles 122

-G -

GDI handle search 78
General colours
settings 142
General settings
Editing 158
File cache 168
File locations 161
Inter process communication 179
Source browsing 155
Substitute drive 168
Symbols and warnings 181
Symbols lookup 182
Symbols sener 186
Getting started 19
Global settings
(see Settings) 107
command line 322
resetting 108
Global settings dialog 108
Goto bookmark 209

-H-

Handle search 78
Handles
average 47
discarding 126
maximum 47

total 47
Help 325
notation 3
-help
command line 325
Help menu 42, 296
-hideUl 317
Hiding tabs 46
Highlighting
active objects display 92
cowerage tab display 87
current locks tab display 67
locks tab display 52
per thread locks tab display 60
threads tab display 72
Historical data
settings 126
History of threads 72
Hook groups 128
Hook insertion
functions with waitable handles 129
settings 122
summary 47
Hook reference
oveniew 383
Synchronization hooks 383
Hook trace
settings 125
Hooked DLLs
settings 148
Hooking messages 99
Hooking trace messages 125
Hooks
settings 128
HTML help 296
HTML session export
user interface 259

lcons 46
Ideas for features (faq) 410
Import

file locations 161

hooked DLLs 148
Information about lock or wait 52, 60, 67, 72
Injecting

command line 310
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Last watermark 206
Launch
dialog 20
environment variables 290
methods 265
reasons for failure (faq) 410
wizard 20
-launchApp options (command line) 317
Launching a program 265
command line 310
hooks during 148
quick start 20
Licensing 9
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in the editor 234
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Line time collection 265
Linkers 10
Linking Thread Validator 289
Loaded modules 239
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Loading sessions
command line 319
menu option 258
Loading settings 195
-loadSettings 322
Local filters 87
Local settings 107
Lock

343

statistics

52
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Lock callstacks

settings 1
Lock colours
settings 1

11

44

Lock errors 78
Lock order 228
Locked critical sections
Locking error detection

Locks 47
analysis tab
contended
locked 47

78

47

locked at any time
locked by any thread

re-entered
slow 47
summary

47

47
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Locks data 52

Locks tab 52

data collection

oveniew 4

user interface
Looking up symbols

52, 60, 67, 72, 228

78
113

47

47

47

110

52

182

Maintenance of software
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bookmarks
menu 39

209

251
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software updates
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MAP file

205
206
MAP data in modules

command line
line numbers (faq)

locations

322

MAP file warnings
MAP information
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Menus
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40

322
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240
199

251

265

420
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Menus

edit 37

file 36

help 42

managers 39

query 39

software updates 41
tools 40

Merging session coverage data 129
Message area (status bar) 44
Metrowerks

supported compilers 10

Microsoft

supported compilers 10
symbols 182
MinGW

supported compilers 10

symbol lookup 182
Miscellaneous locking errors 78
Missing PDB/MAP files 181
Mixed mode senices 284
Module PDB and MAP data 265
Module search 78

Modules
finding synchronization objects 211
hooking 148

loaded list 239

manual addition 148
Monitor a senice 284
Monitoring child applications 136
Monitoring senices 342
Mudules

summary 47
Multiple sessions 203

-N -

Naming

threads 205
Naming threads (how to) 410
Native senices 284
nativeExample (application) 370
Notation used in help 3
NT senices

APl 343

working with 342
Null handles 122
Number of sessions

command line 319
Numerical data

alignmet 146
format 146
-numSessions 319

-0 -

Object

flags 97

handles 97

kernel address 97
Objects tab

oveniew 4

user interface 97
Operating system

requirements 7, 10
Operating system information 99
Options (editor) 234
Order of lock acquisition 228
Ordinal conversion to symbols 181
Ordinal handling 199
Ordinal mapping (faq) 414
Ordinal maps 199
OrdinalXXX symbols (faq) 415
Orientation 87
Out of order detection 113
OutputDebugString messages 125

-P-

Paused start mode 265
PDB data in modules 265
PDB file
command line 322
debg information 240
locations 322
PDB file warnings 181
PDF help 296
Per thread lock
statistics 60
Per thread locks data 60
Per thread locks tab 60
data collection 110
oveniew 4
user interface 60
Percentage bars
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current locks tab 67

locks tab 52

per thread locks tab 60

threads tab 72
Performance collectors (faq) 410
Permissions 12
Pipe warnings

command line 325
Potential deadlock detection 113
Potential deadlock errors 47
Potential deadlocks 78
Power user

creating (faq) 435
Power user accounts 196
Predefined queries

analysis tab 78
Prefetching symbols 186
Privileges 7, 12, 265
-program 310
Program information (status bar) 44
-programToMonitor 310
-programToMonitorLaunchCount 310
Promoting analysis data 78
Purchasing Thread Validator 9
Purging sessions 203

-Q-

Qt

supported compilers 10
Query and search

ovwenview 210
Query menu 39
Questions 410

Quick start 20, 265
Readme 296

Recursing locks
callstack collection 111
Recursion callstack 52, 60, 67, 72
Recursions
maximum re-entries 47
summary 47
Reference of command line options 328

Refresh 238
Refresh All 238
-refresh tab (command line) 317
Registry access 7, 12, 196
Related objects

analysis tab 78
Related threads 228
Relations tab

sending statistics data 78
Relaunching a program 274
Renewing maintenance 251
Report

exporting 259

format 259
-resetSettings 310
Resetting

default settings 108
Restart required 265
Restoring settings 108
Result promotion 78
Results in analysis tab 78
Return codes

command line 325
Running data queries 78

-S -

Sales 9
Salford

supported compilers 10
Sampled thread

statistics 72
Sampled threads 72
Saving

sessions 258

settings 195
Scanning

for files 161
Scheduling software updates 251
Selectall 37
Servers (symbols) 186
Senice

injecting into 275
Senice account (NT senices) 342
Senvice notification callback 343
Senices

example source code 356
Session export
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Session export
command line 321
Session management 203
command line 319
-sessionCompare options 319
-sessionLoad 319

Sessions
alias 203
choosing 203
closing 203
deleting 203
hook changes 122
limiting 203

loading and saving 258
managing 203
purging 203
Settingup 25

Settings 108, 161
Applications to monitor 136
Callstack 114
Collect 110

Data display 146
Detect 113

display tabs 46
Editing 158

File cache 168

file locations 161
General colours 142
global and local 107
Historical data 126
Hook insertion 122
Hook trace 125
Hooked DLLs 148
Hooks 128

in the editor 234
Inter process communication 179
loading and saving 195
Lock callstacks 111
Lock colours 144
Source browsing 155
Startup data 120
Substitute drive 168
Symbols and warnings 181
Symbols lookup 182
Symbols server 186
Thread coverage 129
Ul global hooks 192
-settings 322

Settings (editor) 234
Shortcuts 45
-showErrorsOnCommandPrompt 317
-showErrorsWithMessageBox 325
Showing tabs 46
Single thread critical section detection 218
Sleep hooks 122
Sleeping threads 228
Snapshots of threads 72
Software updates

credentials 25, 251

download location 25, 251
Software updates menu 41
Source browsing

settings 155
Source code 87

editing 78

examination 78

file locations 161

surrounding code 155
Source code editor 158, 234
Source file

file locations 161

locations on command line 322
Stabs debug format 182
Stack depth 114
Stack trace discarding 126
Stack traces 114
Stack traces (faq) 414
StackWalk 114
Stall detection 125
Start application wizard 265
Start collecting data 295
Starting a program

launch methods 265

launching 265

methods 265
Startup data

settings 120
Startup thread acquisition 120
Statistics

active objects 92

code cowrage 87

contention 52, 60, 67, 72

critical section 52, 60, 67, 72

current locks 67

locks 52, 60

recursion 52, 60, 67, 72
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wait time 52, 60, 67, 72
Status bar

command description 44
message area 44
program information 44
statistics 44
Status bar (editor) 234
Stop collecting data 295
Stopping your program 291
Stub
as part of Thread Validator 10
Substitute drive
settings 168
Summary tab 47
data collection 110
oweniew 4
Support 9
Suspended start mode 265
Suspended threads 228
svMCVStubSenice 343
sMTVExceptionReport (faq) 418
Symbol cache (faq) 410
Symbol environment variables 186
Symbol loading 181
Symbol loading messages 99
Symbol lookup 25
Symbol search path environment variables 25
Symbol search paths 99

Symbols
caching 182
lookup 182
mapping 199

not loading (faq) 420

prefetching 186

serers 186
Symbols and DbgHelp 99
Symbols and warnings

settings 181
Symbols lookup

settings 182
Symbols serer

settings 186
SymChk 186
Synchronization code cowerage 87
Synchronization functions 122
Synchronization hooks 128

hook reference 383
Synchronization location visits 129
Synchronization objects

searching for 211
Syntax highlighting

in the editor 234
System requirements 7

-T -

Tab size format 155
Tab visibility 40
Tab width 155
Tabs
active objects 92
analysis 78
cowrage 87
current locks 67
display windows 46
locks 52
objects 97
oveniew 4
per thread locks 60
threads 72
Third party coverage 129
Third party DLL settings
Ul global hooks 192
Third party source files
command line 322
file locations 161
Thread
cowrage 87
owning module 52, 60, 67, 72
state 52, 60, 67, 72
statistics 52, 60, 67, 72
Thread acquisition 120
Thread coverage
auto merge 129
caching 129
data collection 129
filters 129
settings 129
summary 47
Thread data (sampled) 72
Thread history 72
Thread sampling 72, 87
Thread stall detection 125
Thread status information 179
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Thread status interval 113
Thread synchronization code coverage
Thread Validator

contact 9
design principles 5
features 4

getting started 19
impact on program 5
licensing 9
purchasing 9

quick start 20
section oveniew 4
stubandui 10

support 9

whatis it 4

workflow 5
Threads 47

callstacks for deadlocks 220
contended 47

fetching all callstacks 220
filters 205

id 205

locked 47

names 205

re-entering locks 47
related 228

sleeping 228

summary 47
suspended 228

total entered 47

using locks 47
Threads tab 72

oweniew 4

user interface 72
Tips 296
Toolbar reference 42
Tools

editor 234

loaded modules 239
Tools menu 40
Trace message monitoring 125
Trace messages 78
discarding 126
Tracking waitable handles
Tutorials 19, 296
Types of object 97

122, 129
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-U -

Ul global hooks
managing 192
settings 192
Unhooked lines 99
Unknown symbols (faq) 415
Unrecoverable errors 418
Unvisited locks 47
Update download location 251
Updating software 251
User
account (NT senices) 342
permissions 12, 196
privileges 12
User interface
active objects tab 92
analysis tab 78
as part of Thread Validator 10
command line 317
cowerage tab 87
current locks tab 67
locks tab 52
mode 106
mode for injection 275
mode when launching 265
mode when waiting for a program
objects tab 97
parts of the interface 25
per thread locks tab 60
threads tab 72
visibility 317
workflow 25
User permissions warnings 196
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Version history 296
Views (tab visibility) 40
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DbgHelp.dIl version 182
supported compilers 10
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callstack collection 111
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tracking 129
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Waiting for a program
command line 310
startup mode 279

Waiting locks 78

-waitName 310
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summary 47
total 47

Warning dialogs
global hooks 192
User permissions 196

Warnings
.NET 181
debug information 181
symbol loading 181

Watermarks

active objects 92
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analysis tab 78
dialog 206
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manager 206

using 206
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Wizard mode 106
Workflow 25
Working directory

command line 310
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user interface 259
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