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How to get PE File Browser

PE File Browser is free for commercial use. PE File Browser can be downloaded for Software Verify's
website at https://www.softwareverify.com/product/pe-file-browser/.

This help manual is available in Compiled HTML Help (Windows Help files), PDF, and online.

Windows Help https://www.softwareverify.com/documentation/chm/peFileBrowser.chm
PDF https://www.softwarewverify.com/documentation/pdfs/peFileBrowser. pdf
Online https://www.softwarewverify.com/documentation/html/peFileBrowser/index.html

Whilst PE File Browser is free for commercial use, PE File Browser is copyrighted software and is not in
the public domain.

You are free to use the software at your own risk.

You are not allowed to distribute the software in any form, or to sell the software, or to host the software
on a website.

Contact
Contact Software Verify at:

Software Verify Limited
Suffolk Business Park
Eldo House

Kempson Way

Bury Saint Edmunds
IP32 7AR

United Kingdom

email sales@softwareverify.com

web https://www.softwareverify.com

blog https://www.softwareverify.com/blog
twitter  http://twitter.com/softwareverify

Visit our blog to read our articles on debugging techniques and tools.
Follow us on twitter to keep track of the latest software tools and updates.
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What does PE File Browser do?

PE File Browser allows you to inspect the contents of a PE format file (.exe or .dll).

32 bit and 64 bit

PDB files created by 32 bit and 64 bit software are supported. On 64 bit Operating systems if a 64 bit
PDB file is opened the 64 bit version PE File Browser is automatically started.

History

PE File Browser has been an internal tool at Software Verify for many years. We recently decided to
make it a bit more user friendly and to make it available for public use.

Copyright © 2015-2023 Software Verify Limited
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3 Menu

The main menu contains three menus, File, Software Updates and Help.

% PE File Browser x64

File Software Updates Help
3.1 File
The File menu controls loading of PE files, clearing the display and exiting the program.

Open PE File... %
Close

Exit

File menu > Open PE File... > loads a PE File (exe or dll) and displays information about the PE file.
File menu > Close * clear all results, unloads the PE file.

File menu * Exit * closes PE File Browser.

3.2 Software Updates

The Software Updates menu controls how often software updates are downloaded.

If you've been notified of a new software release to PE File Browser or just want to see if there's a new
version, this feature makes it easy to update.

Check for software updates...
Configure software updates...

Set software update directory...

E Software Updates menu * Check for software updates » checks for updates and shows the
software update dialog if any exist

An internet connection is needed to be able to make contact with our senvers.

& Before updating the software, close the help manual, and end any active session by closing
target programs.

If no updates are available, you'll just see this message:

Copyright © 2015-2023 Software Verify Limited
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Check for software updates. >

o Mo new updates are available for PE File Browser

Software Update dialog

If a software update is available for PE File Browser you'll see the software update dialog.

Software update download confirmation H

A software update is available for PE File Browser.

Do you wish to install PE File Browser V1,787

Yes, Download and Install Don't download, ask me later Skip this version, don't tell me about it again

Software update

Software update options...

e Download and install > downloads the update, showing progress

Downleading PE File Browser 1.78 *

Downloading PE File Browser 1,73

5552 KB of 16831 KB (33.0%)

Once the update has downloaded, PE File Browser will close, run the installer, and restart.
You can stop the download at any time, if necessary.

e Don't download... * Doesn't download, but you'll be prompted for it again next time you start PE
File Browser

e Skip this version... * Doesn't download the update and doesn't bother you again until there's an
even newer update

e Software update options... > edit the software update schedule

Problems downloading or installing?

Copyright © 2015-2023 Software Verify Limited
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If for whatever reason, automatic download and installation fails to complete:
¢ Download the latest installer manually from the software verify website.

Make some checks for possible scenarios where files may be locked by PE File Browser as follows:
e Ensure PE File Browser and its help manual is also closed
e Ensure any error dialogs from the previous installation are closed

You should now be ready to run the new version.

Software update schedule

PE File Browser can automatically check to see if a new version of PE File Browser is available for
downloading.

E Software Updates menu * Configure software updates > shows the software update schedule
dialog

The update options are:

never check for updates
e check daily (the default)
e check weekly
e check monthly

The most recent check for updates is shown at the bottom.

Software update schedule ? >

CutputDebugStringChedker can check for software updates on a regular basis.
" Mever check for updates
(" Chedk for updates every day
* Check for updates once a week

(" Chedk for updates once a month

Muost recent check for updates was performed on 2022-07-23

QK | Cancel

Software update directory

It's important to be able to specify where software updates are downloaded to because of potential
security risks that may arise from allowing the Tmp directory to be executable. For example, to
counteract security threats it's possible that account ownership permissions or antivirus software blocks
program execution directly from the Tvp directory.

Copyright © 2015-2023 Software Verify Limited
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The Tvp directory is the default location but if for whatever reason you're not comfortable with that, you

can specify your preferred download directory. This allows you to set permissions for Tmp to deny
execute privileges if you wish.

E Software Updates menu * Set software update directory * shows the Software update
download directory dialog

Software update download directory ? X

Software updates will be downloaded to the location specified below:
| C:\Users'stephen\AppDataLocal Temp! Browse. ..

Reset

oK | Cancel |

An invalid directory will show the path in red and will not be accepted until a valid folder is
entered.

Example reasons for invalid directories include:
¢ the directory doesn't exist

¢ the directory doesn't have write privilege (update can't be downloaded)
¢ the directory doesn't have execute privilege (downloaded update can't be run)

E When modifying the download directory, you should ensure the directory will continue to be valid.
Updates may no longer occur if the download location is later invalidated.

e Reset » reverts the download location to the user's Tvpr directory

The default location is c:\users\ [username] \AppData\Local\Temp

3.3 Help

The Help menu controls displaying this help document and displaying information about PE File Browser.

Copyright © 2015-2023 Software Verify Limited
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About PE File Browser...

Readme and Version History...

Help Topics..
Help POF...

Help on softwareverify.com...

Blzg...
Library...

Contact custorner support...

How do ...

Help menu > About PE File Browser... * displays information about PE File Browser.
Help menu * Readme and Version History... > displays the readme and version history.
Help menu * Help Topics... > displays this help file.

Help menu * Help PDF... » displays this help file in PDF format.

Help menu * Help on softwareverify.com... » display the Software Verify documentation web page
where you can view online documentation or download compiled HTML Help and PDF help documents.

Help menu > Blog... *> display the Software Verify blog.

Help menu * Library... > display the Software Verify library - our best blog articles grouped by related
topics.

Help menu *» Contact customer support... > displays the options for contacting customer support.
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Contact Software Verify Customer Support *
We provide customer support via email.

Email allows us to exchange detailed bug descriptions, detailed instructions, screenshots, log
files, crash dumps and other metadata that can't easily be communicated via telephone ar chat.

Should your support request require escalation to phone, Zoom or remote computer access we
will do that when required.

There are two methods to start a support request:

Email:

support@softwareverify.com

Website customer support form:
https: /fwww  softwareverify, com/suppart.php

Close

Click a link to contact customer support.

Help menu * How do I?... > displays the options for asking us how to do a particular task.

How do |7 »

How do I fly to the moon?
How do I make a purple cow?
How do I do X¥Z with PE File Browser?

We can't help with the first two questions, but I think we can help with the last question.
we'l give you step by step instructions and/or a video showing you how to do XYZ,

Just send us an email describing what you're trying to do and we'll get right bacdk to you with a
solution,

Start a Support Reguest

Emiail:

support@softwareverify.com

Website customer support form:
https: /fwww . softwareverify, com/suppart/

Close
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4 The user interface

The PE File Browser user interface is shown below.

¥ PE File Browser x64 [E\om\c\testAppsitestDelayload 1\ Debug_x64\testDelayLoad .exe] — m] X
File Help
Header ~ | |Name Value
-~ Optional Header File Name
Optional Header Directories PDB Name
- Additional Information
.Net Information File Signature PE
et Header File Type Executable
--.Net MetaData
Modules Machine Type x64
- Imperted Modules and Functions
.-Delay Loaded Modules Timestamp ‘Wed Jun 24 10:24:00 2020
- All Dependent Modules Num symbols 0
Functions )
.- Imported Functions Pointer to symbols (0000000000000000
- Exported Functions Sections 7
Data
Sections Size of optional header (0 000000f0
- Data Bounds Characteristic Relocations stripped (image has been bound using bind.exe or similar)
FPO Data
- X654 Exception Handling Characteristic Executable File
Version Information
- Manifest Characteristic 64 bit machine
Digital Signatures Characteristic Large address aware
Symbols
PDB Symbols < 3
- COFF Symbols w

The general principle guiding what data we choose to display and how we group the data is as follows:

e |s the data logically grouped inside the PE file?
This covers data that is in the structure of the PE file, such as File Headers, Optional Headers,
Sections, etc.

e Is the data logically grouped from the perspective of the user of the software?
This covers data such as debugging symbols.

There have been a few areas where we've blended data together to either compress the display (the File
Header section has a few additional entries) or to synthesize extra information not expressly provided by
the PE file format but which can be determined from the data in the PE file (the Additional Information
section is an example of this).

4.1 File Header

The File Header display shows the contents of the PE file File Header.

Copyright © 2015-2023 Software Verify Limited
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File Software Updates Help

Header
Optional Header
~-Optional Header Directories
Additional Information
- Met Information
.Net Header
~-Net MetaData
Modules
- Imperted Modules and Functions
Delay Loaded Modules
~ All Dependent Madules
Functions
- Imported Functions
Exported Functions
Data
Sections [ Segments
~Data Bounds
FPO Data
- x54 Exception Handling
- Version Information
- Manifest
- Digital Signatures
- Thread Local Storage
~-Resources
Symbals
£

¥ PE File Browser x64 [E:\om\c\testApps\native\testDelayL oad 1\ Debug_x64\testDelayload1.exe] - m] X

Name

File Name

PDB Name

File Signature

File Type

Machine Type
Timestamp

Num symbols
Pointer to symbols
Sections

Size of optional header
Characteristic
Characteristic
Characteristic

Characteristic

<

Value

PE

Executable

x64

Wed May 10 22:07:34 2023
0

0:x0000000000000000

7

0000000

Relocations stripped (image has been bound using bind.exe or similar)
Executable File

64 bit machine

Large address aware

File Name

The name of the PE file. This is often blank.

PDB Name

The name of the corresponding PDB file. This is often blank.

File Signature

This can be many values, but for a PE file, will be the value "PE".

File Type

This can be one of three values:
e DLL. A loadable module.

e Executable. An executable program.
e System. A system file.

Machine Type

This can be one of many values, although we typically only expect "i386" and "x64".

Valid values are:
e Unknown

e 386

e Xx64

e MIPS R3000

e MIPS R4000

e MIPS R10000
e Alpha

e Power PC

e Hitatchi SH3

e Hitatchi SH4

e ARM

e MIPS WinCE W2

e Hitatchi SH3E
e Thumb

e |IAB4 (Merced/Itanium)

e MIPS 16
e MIPS FPU

Copyright © 2015-2023 Software Verify Limited
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e MIPS FPU 16
o ALPHAG4

Timestamp
This is the time the PE file was created. This is often not set.

Num Symbols
The number of symbols embedded in the PE file.

Pointer to Symbols
Pointer to any symbols embedded in the PE file.

Sections
The number of different named sections in the PE file.

Size of optional header
The size of the optional header in the PE file.

Characteristics

A PE file can have many characteristics. The remainder of the File Header lists only the characteristics
that have been set, one per line.

The following characteristics can be set. Many values can apply at the same time. Many of these
characteristics are obsolete.

Relocations stripped (image has been bound using bind.exe or similar)
Executable File

DLL

System File

UniProcessor systems only

32 bit machine

64 bit machine

Line numbers stripped

Local symbols stripped

Debug info stripped (held in separate .DBG file)
Aggressive working set trim

Large address aware

Machine is LSB precedes MSB

Run from swap if image is on removable media
Run from swap if image is on the network
Machine is MSB precedes LSB

4.2 Optional Header

The Optional Header display shows the contents of the PE file Optional Header.

Copyright © 2015-2023 Software Verify Limited
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¥ PE File Browser x64 [E:\om\c\testApps\native\testDelayL oad 1\ Debug_x64\testDelayload1.exe]
File Software Updates Help
Header Name Value Description
~-File Header
Magic Mumber 0x0000020b 64 bit
~Cptional Header Directories Linker Version 10.0 Visual Studio 2010
Additional Information
- Net Information Size of code 000062200 392.50 KB
et header Size of initialised data 00001400 113.00 KB
~-Net MetaData
Modules Size of uninitialised data (000000000 0B
- Imperted Modules and Functions
Delay Loaded Modules Entry point RVA 000002290
-~ All Dependent Modules Base of code (x00001000 4.00 KB
Functions
- Imported Functions Image base 0x00000007140000000 | Fixed load address
Exported Functions Section alignment 0x00001000 400 KB
Data
Sections / Segments File alignment (00000200 512B
~Data Bounds 0.5, version 52 Windows XP
FPO Data
- x54 Exception Handling Image version 0.0
:::;rns‘l:;énfurmahnn Subsystem version 5.2 Windows XP
- Digital Signatures ‘Win32 version 0
- Thread Local Storage
- Resources Size of image 000085000 532,00 KB e
Symbals v < >
£ >

Magic Number
This is the magic number stored in the PE file to identify the file type.
Valid values are:

e 0x0107 ROM
e 0x010B 32 bit
e 0x020B 64 bit

Linker Version
This is the version of the linker used to build the image.

The description field indicates which version of Visual Studio may have been used to build this file.

If Visual Studio 2012 is set to build using Visual Studio 2010 libraries this field will indicate Visual Studio
2010.

If a different compiler/linker is used (Embarcadero, Delphi, MingW) the description field will be incorrect.

Size of code
Size of the executable code in the PE file.

Size of initialised data
Size of the initialised data in the PE file.

Size of uninitialised data
Size of the uninitialised data in the PE file.

Entry point RVA

The relative virtual address of the entry point to the executable. This is an offset from the start of the PE
file.

This is DIIMain for a DLL, or the start of the program for an EXE.

Base of code
This is the relative virtual address of the start of the code in the PE file.

Copyright © 2015-2023 Software Verify Limited
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Base of data
This is the relative virtual address of the start of the data in the PE file.

Section alignment
Sections are aligned at boundaries that are a multiple of this value after the PE file is mapped into
memory.

File alignment
Sections are aligned at boundaries that are a multiple of this value before the PE file is mapped into
memory.

0.S. version
The minimum version of the Windows operating system that this software can execute.

Image version
A user definable version number.

Subsystem version
The windows subsystem version number.

Win32 version
The Win32 version number

Size of image
The size of the parts of the PE file that the DLL loader needs to be concerned with.

Size of headers
The size of the PE header and the section (object) table.

Subsystem

The Windows subsystem.
Valid values are:

e Unknown

Native

Windows GUI
Windows Character Ul
OS2 Character Ul
Posix Character Ul
Windows 95/98 Driver
Windows CE GUI

EFI Application

EFI Boot Senvice Driver
EFI Runtime Driver

EFI ROM

XBox

Windows Boot Application

Characteristics

These are characteristics that affect how the PE file is treated. This is a bitmask. Many values can apply
at the same time.

Valid characteristics are:

e Call when DLL is first loaded into a process's address space

e Call when a thread terminates

Copyright © 2015-2023 Software Verify Limited
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4.3

Call when a thread starts up
Call when DLL exits
Unknown(0x0010)
Unknown(0x0020)
Relocatable

Fixed load address

Force code integrity check
Data execution prevention compatible
No isolation

No SEH

Do not bind

WDM driver
Reserved(0x4000)

Terminal server aware

Stack reserve
This is the amount of memory reserved for the first thread's stack.

Stack commit
This is the amount of memory committed for the first thread's stack.

Heap reserve
This is the amount of memory reserved for the process heap.

Heap commit
This is the amount of memory committed for the process heap.

Loader flags

The Loader flags value is obsolete. This value is normally set to 0.
Known values appear to be related to debugging support.

1. Invoke a breakpoint instruction before starting the process

2. Invoke a debugger on the process after it's been loaded

Optional Header Directories

The Optional Header Directories display shows the contents of the PE file Optional Header Directories.

Copyright © 2015-2023 Software Verify Limited
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¥ PE File Browser x64 [E:\om\c\testApps\native\testDelayL oad 1\ Debug_x64\testDelayload1.exe] - m] X
File Software Updates Help

Header D Name RVA Address Size
- File Header
Optional Header Export 0x00000000
® Optional Header Directories| Import 0x00081000 0x0000000140081000 | 0x00000050
Additional Information Resource 0x00084000 (x00000DD1A0084000 | DxD000D459
- Met Information
Net Header Exception 0x0007d000 0x000000014007D000 | 0x00002ad8
- Net MetaData Security / Certificate table  (%00000000
Modues Base Relocation 0x0D000000
- Imperted Modules and Functions
Delay Loaded Modules Debug 0%00064ced 0x0D0D00D140064CED | 0x0D0D001
- All Dependent Modules Architecture Specific 0% 00000000
Functions .
. Imported Functions Global Pointer 000000000
Exported Functions Thread Local Storage 0x00000000
Data Load Configuration 00000000
Sections [ Segments
- Data Bounds Bound Import 0x 00000000
FPO Data Import Address Table 0x000814e0 0x0D0D0D01400814ED | 0x00000490
- ¥B4 Bxception Handing Delay Load Import Table  0x00083000 0xD0000D0140083000  OxBODODOG0
- Version Information
- Manifest CLR/ COM Runtime Table  0x00000000
- Digital Signatures Reserved 0%00000000
- Thread Local Storage
--Resources
Symbals w
£ >

Each optional header directory is listed, with the RVA, the actual address and size. Address and Size
are only displayed if the RVA is valid (non-zero).

The following header directories are displayed.
e Export

e Import

e Resource

e Exception

e Security

e Base Relocation

e Debug

e Architecture Specific

e Global Pointer

e Thread Local Storage

e Load Configuration

e Bound Import

e Import Address Table

e Delay Load Import Table
e COM Runtime Table

e Reserved

4.4 Additional Information

The Additional Information displays some additional information about a PE that can be determined from
a PE file, but which is not an obvious value in the PE file.

Copyright © 2015-2023 Software Verify Limited
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45 PE File Browser x64 [E:\om)\c\testApps\native\testDelayl oad 1\Debug_x64\testDelayl oad.exe] -
File Software Updates Help

Header ~| Name Value
~-File Header
Optional Header Console Ul Yes
-~ Optional Header Directories VB& Mo
Additional Information
- Net Information Mative Module Yes
Net Header Mixed-mode Module No
~-Net MetaData
Modules Entry point Mative entry point
- Imperted Modules and Functions Module contains code Yes
Delay Loaded Modules
~ All Dependent Madules Modules contains Resources | Yes

Functions

. Imported Functions Modules is only Resources  Ne

Exported Functions Uses Win32 Service AP No
Data
Sections /Segments Uses Visual Leak Detector No
--Data Bounds Uses Address Sanitizer No
FPO Data

- x54 Exception Handling

- Version Information

- Manifest

- Digital Signatures

- Thread Local Storage

~-Resources
Symbals v
£ >

Console Ul
Is this module a console application?

VB6
Is this module a Visual Basic 6 application?

Native Module
Is this a native executable?

Mixed-mode Module
Is this a mixed mode executable (contains native code and .Net code)?

Entry point

The entry point field describes the type of entry point for the DLL.
Valid values are:

¢ No entry point

.Net entry point

Native entry point

Unknown entry point type

Module contains code
Does this module contain executable code?

Module contains Resources
Does this module contain resources?

Module is only Resources
Does this module only contain resources?

Uses Win32 Service API
This EXE/DLL uses functions in the Win32 Senice API. This EXE/DLL may be part of a senice.

Uses Visual Leak Detector
This EXE/DLL uses Visual Leak Detector.
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Uses Address Sanitizer
This EXE/DLL uses Address Sanitizer.

4.5 .Net Information

The .Net Information displays some .Net specific information about a PE that can be determined from a
PE file, but which is not an obvious value in the PE file.

&"' PE File Browser x86 [E\om'\c\testApps\dotnet\Bank\Bank\bin\Debug\netcoreapp2. 1\Bank.dll]
File Software Updates Help

Header ~

Name Value
File Header
- Optional Header ‘Net x86 CPU Mo
Optional Header Directories MNet x64 CPU No
- Additional Information
Met Any CPU Yes
- Net Header Net Any CPU 32 bit preferr... No
--.Net MetaData
Modules MNet Core Yes
- Imperted Modules and Functions Net Module Yes
- Delay Loaded Modules
~ All Dependent Modules Met Linked Module Yes
Fl‘_‘_r_“;;;r:ted Eunctions Native Loads .Met Runtime | No
-~ Exported Functions CLR Version Net CLR 2.0 (V5 2012..2022)

Data
Sections [ Segments
~Data Bounds
FPO Data
~Version Information
Manifest
- Digital Signatures
Thread Local Storage
- Riesources
Symbols
- Debug Information v

< >

.Net x86 CPU
Is this module a .Net module that is compiled for use on x86 processors?

.Net x64 CPU
Is this module a .Net module that is compiled for use on x86 processors?

.Net Any CPU
Is this module a .Net module that is compiled for use on any CPU?

.Net Any CPU 32 bit preferred
Is this module a .Net module that is compiled for use on any CPU but prefers 32 bit processors?

.Net Core
Is this module built for use with .Net Core?

.Net Module
Is this module a pure .Net module (contains no native code)?

.Net Linked Module
Is this module linked to the .Net runtime?

CLR Version

If this module uses the .Net runtime, this entry displays which version of the CLR is required.
Valid values are:

e .Net CLR 1.0 (VS 2002)

e .Net CLR 1.1 (VS 2003)
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4.6

e .Net CLR 2.0 (VS 2005..2010)
e .Net CLR 2.0 (VS 2012..2017)
e .Net CLR 2.0 or later

The last value will be displayed if a CLR version that is not recognised is encountered.

.Net Header

The .Net Header displays some information the .Net Header (if any) that is present in the PE file.

File Software Updates Help

Header ~
File Header
- Optional Header
Optional Header Directories
- Additional Information
.Net Information
--.Net MetaData
Modules
- Imperted Modules and Functions
- Delay Loaded Modules
~ All Dependent Modules
Functions
- Imperted Functions
- Exported Functions
Data
Sections [ Segments
~Data Bounds
FPO Data
~Version Information
Manifest
- Digital Signatures
Thread Local Storage
- Riesources
Symbols
- Debug Information v
< >

Name

Framework Version
CLR Header Version
Size

Flags

.Net Entry Point Token
MetaData

Resources
StrongMNameSignature
CodeManagerTable
VTableFixups
ExportAddressTablelumps

ManagedMativeHeader

5 PE File Browser x86 [E'\om\\c\testApps\dotnetiBank\Bankibin\Debug\netcoreapp2. 14Bank.dll]

Value
v4.0.30319
25
0x00000048
0% 00000001
(0x06000007
0x000022f8

Size

COMIMAGE_FLAGS_ILONLY

0%00000810

Framework version

The .Net Framework version

MetaData Version

The .Net Metadata version.

MetaData Flags

The .Net Metadata flags.

Size

Size of the .Net Header

Flags

CLR flags. As specified by .corflags directive in ILASM or [FLAGS with ILASM compiler.

.Net Entry Point RVA
The relative virtual address that defines the native entry point for this .Net application.
This is not displayed if a .Net Entry Point Token is defined.

.Net Entry Point Token
The .Net method token that identifies the startup function for this application.
This is not displayed if a .Net Entry Point RVA is defined.

MetaData
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Relative virtual address (RVA) of the .Net Metadata inside the PE file.

Resources
Relative virtual address (RVA) of the managed resources inside the PE file.

StrongNameSignature
Relative virtual address (RVA) of the strong name signature for this PE file.

CodeManagerTable
Relative virtual address (RVA) of the Code Manager table.

VTableFixups
Relative virtual address (RVA) of the virtual fixup table.

ExportAddressTableJumps
Relative virtual address (RVA) of jump thunks.

ManagedNativeHeader

Relative virtual address (RVA) of the managed native header. Reserved for precompiled images.

For a more detailed explanation of the fields mentioned in this topic see Table 4-6, Chapter 4 of Expert
.Net 2.0 Assembler by Serge Lidin.
4.7 .Net MetaData

The .Net MetaData displays some information the .Net MetaData (if any) that is present in the PE file.

&"' PE File Browser x86 [E\om'\c\testApps\dotnet\Bank\Bank\bin\Debug\netcoreapp2. 1\Bank.dll] — m] X
File Software Updates Help

Header | Name Value Size
File Header .
.- Optional Header Framework Version v4.0.30319
Optional Header Directories MetaData Version 11
- Additional Information
.Net Information MetaData Flags 0% 00000000
- Net Header Number of Streams 5
& et MetaData
Modules Stream 1 E-
- Imperted Modules and Functions Stream 2 #Strings
- Delay Loaded Modules
~ All Dependent Modules Stream 3 S
Functions
2
- Imperted Functions St ED
- Exported Functions Stream 5 #Blob

Data
Sections [ Segments
~Data Bounds
FPO Data
~Version Information
Manifest
- Digital Signatures
Thread Local Storage
- Riesources
Symbols
- Debug Information v

< >

Framework version
The .Net Framework version

MetaData Version
The .Net Metadata version.

MetaData Flags
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4.8

4.9

The .Net Metadata flags.

Number of Streams

How many streams are in the .Net MetaData.

Stream ??

For each metadata stream present the name of the metadata stream is shown.

There are typically no more than 5 streams. The expected names are #~, #Strings, #US, #GUID, #Blob.

Imported Modules and Functions

The Imported Modules and Functions display shows the modules that are linked to the PE file. The

display also shows the functions imported from each module.

File Software Updates Help

Header
File Header
- Optional Header
Optional Header Directories
- Additional Information
.Net Information
- Net Header
--.Net MetaData
Modules
- Delay Loaded Modules
~ All Dependent Modules
Functions
- Imperted Functions
- Exported Functions
Data
Sections [ Segments
~Data Bounds
FPO Data
- k64 Exception Handling
Version Information
~-Manifest
Digital Signatures
~-Thread Local Storage
Resources
Symbals

< >

v

&" PE File Browser x84 [E\om'\c\testApps\native\testDelayload 1'\Debug_x64\testDelayloadl.exe]

Imported Modules (3) and Functions (95)
[ imports from DLLKERNEL32.dIl (28)
B Imports from DLL:OLEAUT32.dIl (6)

i Imports from DLL:USER32.dII (1)
MessageBoxA

In the image above you can see that this PE file imports functions from 3 DLLs. The first DLL in the list,

KERNEL32.DLL imports 88 functions to the PE file.

Delay Loaded Modules

The Delay Loaded Modules display shows the modules that are linked to the PE file but which are delay

loaded (they load when the a delay loaded function is called).
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45 PE File Browser x64 [E:\om)\c\testApps\native\testDelayl oad 1\Debug_x64\testDelayl oad.exe] - m] X
File Software Updates Help

Header

>

|Delay Loaded Modules (2) Ordinal

~-File Header
Optional Header

~Optional Header Directories CoTaskMemFree
Addtional Information CreateStreamOnHGlobal

- Met Information
Net Header ¥ Imports from DLL:SHLWAPLAII (2)

- Net MetaData SHStrDupA.

Modules
=] SHstrDupW
-~ Imperted Modules and Functions El el

~ All Dependent Madules
Functions
- Imported Functions
Exported Functions
Data
Sections [ Segments
~Data Bounds
FPO Data
- x54 Exception Handling
- Version Information
- Manifest
- Digital Signatures
- Thread Local Storage
~-Resources
Symbals v
£ >

In the image above you can see that this PE file delay loads two DLLs, ole32.dll and shiwapi.dll. Each
DLL in this example imports 2 functions.

410 All Dependent Modules

The All Dependent Modules display shows the all the modules that the PE file depends on.

&" PE File Browser x64 [E\om'\c\testApps\native\testDelayload 1'\Debug_x64\testDelayload.exe] - O X
File Software Updates Help
Header ~ Dependent DLLs ~
File Header =
- Optional Header P CAWINDOWSAsystem32\KERNEL32.dll
Optional Header Directories EH P CAWINDOWShsystern32\USER3Z.dII
- Additional Information
.Net Information R R R
- Net Header FE B CAWINDOWS\system32ymsvep_win.dll
-Net MetaData — CAWINDOWS\system32\downlevel\api-ms-win-crt-string-11-1-0.dIl
Modules
Imported Modules and Functions — CAWINDOWS\systern32' downlevel\api-ms-win-crt-runtime-11-1-0.dlI
--Delay Loaded Modules — CAWINDOWS\system 32\ downlevel\api-ms-win-crt-private-11-1-0.dll
Llbspemie s I Bl CAWINDOWS\system32intdll.dll
Functions
mported Functions B CAWINDOWS\system32\combase.dll
- Exported Functions — CAWINDOWS\systemn32\downlevel\api-ms-win-core-registry-11-1-0.dll
bata — CAWINDOWS\systern 32\ downlevel\api-ms-win-core-localization-11-2-0.dll
- Sections [ Segments
Data Bounds — CAWINDOWS\system32\downlevel\api-ms-win-core-synch-11-1-0.dll
~-FPO Data — CAWINDOWS\systern 32\ downlevel\api-ms-win-core-string-11-1-0.dlI
64 E: tion Handlir
---;arsl;cla:v’;;a::n m — CAWINDOWS\systern 32\ downlevel\api-ms-win-core-processthreads-11-1-0.dll
- Manifest — CAWINDOWS\systern 32\ downlevel\api-ms-win-core-heap-11-1-0.dIl
~Digital Signatures — api-ms-win-core-libraryloader-11-2-0.dll
-~ Thread Local Storage . .
- Resources — CAWINDOWS\system32\downlevel\api-ms-win-core-debug-11-1-0.dll v
Symbols w < >
< >

If you expand the entries you can see which DLLs those DLLs depend on.

Any DLLs that can't be found on the $PATH or in the same folder as the main PE file will be displayed in
red and marked as a "Missing DLL".
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411

412

Imported Functions

The Imported Functions display shows the all the functions imported to the PE file.

¥ PE File Browser x64 [E:\om\c\testApps\native\testDelayLoad 1\ Debug_x64\testDelayLoad .exe] - O X
File Software Updates Help
Header Undecorate symbols | =
- File Header
-~ Optional Header Function Module ~
- Optional Header Directaries
.. Additional Tnformation CloseHandle KERMEL32.dlI
- Net Information CreateFileW KERMEL32.dlI
-~ Net Header DecodePointer KERMEL32.dll
- Met MetaData
Modules DeleteCriticalSection KERMEL32.dlI
Imported Modules and Functions EncodePointer KERMEL32.dlIl
~Delay Loaded Moduies EnterCriticalSection KERNEL32.dll
All Dependent Modules
Functions EnumSystemLocalesi KERMEL32.dll
ExitProcess KERNEL32.dil
D;t':"w’m Functions FatalAppExith KERNEL32.dil
. Sections [ Segments FlsAlloc KERMEL32.dI
Data Bounds FlsFree KERMEL32.dIl
--FPO Data
*64 Exception Handing FlsGetValue KERMEL32.dlI
~Version Information FlsSetValue KERMEL32.dII
Vanifest FlushFileBuffers KERMEL32.d]l
- Digital Signatures
Thread Local Storage FreeEnvironmentStringsW KERMEL32.dII
- Resources Freelibrary KERMEL32.dlI 4
Symbols < >
<
Function

The name of the imported function.

Module

The name of the module the function is imported from.

Sorting

The data can be sorted by Function or Module. Click the column header to select sorting by Function or

Module. Click the same header to reverse the sort direction.

Filter

If a filter string is typed into the edit field and the Filter button is clicked the display shows on functions

that contain the filter string. The search is case sensitive.

Exported Functions

The Exported Functions display shows the all the functions exported from the PE file.
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¥ PE File Browser x64 [E:\om\c\memory32itabsend debug_x64\ dbgHelp\vs14.0\symsrv.dil] - m] X
File Software Updates Help
Header Undecorate symbols ‘ | | Filter I
- File Header
Optional Header Function Forwarded Function Address | Ordinal ‘ Hint &
~Optional Header Directories EulaDlgProc 0x00007FFBS42BB4E0 | 0x00000001 (00000000
Additional Information
- Net Information RunDIIEntry Dx00D07FFBS42BBDT0 | Dx00000002 (00000001
Net Header SymbolServer Ox00007FFB542B9B80 | 0x00000016 000000002
-+ Met MetaData
Modules SymbolServerBylndex Ox00007FFB542BA0S0 | 0x000D00D03 0x00000003
-~ Imported Modules and Functions SymbolServerBylndexW 0x00007FFB342BA000 | 0x00000017 0x00000004
Delay Loaded Modules SymbolServerClose OxO0DOTFFBS42B9660 | OxDODOOOTS (x00000005
~ All Dependent Madules
Functions SymbolServerDeltaName 0x0D00TFFBS42BAFT0 | 0x0000D004 (x00000006
-~ Imported Functions SymbolServerDeltalameW Ox00D07FFB342BAESD | Ox 00000003 000000007
Da SymbeolServerGetindexString 0x00007FFB342BB720 | 0x00000019 000000008
Sections / Segments SymbolServerGetindexStringW Ox00007FFB542BBEA0 | 0x0000001a 000000009
~Data Bounds SymbolServerGetOptionData 0x00007FFB342BA200 | 0x0000001b 0x0000000a
FPO Data )
%54 Exception Handing SymbolServerGetOptions Ox00007FFB542BATED | 0x0000001c 00000000k
- Version Information SymbolServerGetSupplement O0D0D7FFB542BB290 | O 0DDDDD0G 00000000
~Manifest SymbolServerGetSupplementW 0x00DDOTFFB542BBOA0 | 0x00000007 0x0000000d
- Digital Signatures
- Thread Local Storage SymbolServerGetVersion OxDODO7FFBS42BACID | DxD000000S (0000000
--Resources SymbolServerlsStore Ox00007FFB542BBCEQ | 0x 00000009 0x0000000f R
Symbals <
<
Function

The name of the exported function.

Forwarded Function
If function is being forwarded from another DLL, it is listed in this column.

Address

The address of the exported function.

Ordinal

The ordinal of the exported function.

Hint

The ordinal hint of the exported function.

Sorting

The data can be sorted by any column. Click the column header to select sorting by that column. Click
the same header to reverse the sort direction.

Filter

If a filter string is typed into the edit field and the Filter button is clicked the display shows on functions
that contain the filter string. The search is case sensitive.

Sections / Segments

The Sections display shows the all the sections in the PE file.

Sections are also known as segments, often mentioned in MAP files and in the context of debugging

information.

Symbol information is often provided as an offset and a segment. The symbol address is the module load

address + the segment offset inside the dll, plus the symbol offset inside the segment.
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File Software Updates Help

Header
~-File Header
Optional Header
~-Optional Header Directories
Additional Information
- Met Information
.Net Header
~-Net MetaData
Modules
- Imperted Modules and Functions
Delay Loaded Modules
~ All Dependent Madules
Functions
- Imported Functions
Exported Functions
Data
~Data Bounds
FPO Data
- x54 Exception Handling
- Version Information
- Manifest
- Digital Signatures
- Thread Local Storage
~-Resources
Symbals
£ >

5 PE File Browser x64 [E\om\c\memory32\tabsend debug_x64\dbgHelp\vs14.0\symsrv.dll]

m} x
Segment A| Name R Line Numb Length Virtual Raw Size Character
1 text 0 o 0x000141df 0%00001000 0x00014200 Code, Execu
2 .rdata 0 0 0x00010e64 000016000 000011000 Init data, Re:
3 .data 0 o 0x00023364 000027000 0x00000E00 Init data, Re:
4 .pdata 0 1] 000000 ed 0x0004b000 000001000 Init data, Rez
5 didat 0 o 0x000007c8 00004000 000000200 Init data, Re:
6 .mrdata 0 o 0 00002d30 Ox 00044000 O 00002200 Init data, Re:
T JEIC 0 1] 0% 00001998 000050000 000001200 Init data, Re:
8 reloc 0 o 0x 0000030 000052000 000000200 Init data, Dis

Segment

The segment identifier.

Name
The section name.

Relocations

The number of relocations in this section.

Line Numbers

The number of line numbers in this section.

Physical

The physical address of this section.

Virtual

The virtual address of this section.

Size

The size of this section.

Characteristics

The characteristics of this section. This is a bitmask. Many values can apply at the same time. Some of
these values are obsolete.

e Code

¢ Init data

¢ Uninit data

e Comments/info
¢ Not part of image
e COMDAT

e Reset speculative exception

e GP relative data
¢ FAR data
e Purgeable data
¢ 16 bit data
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Locked data
Preloadable data
Extended relocations
Discardable
Not cacheable
Not pageable
Shareable
Executable
Readable
Writeable
Alignment:1
Alignment:2
Alignment:4
Alignment:8
Alignment: 16
Alignment:32
Alignment:64
Alignment: 128
Alignment: 256
Alignment:512
Alignment: 1024
Alignment:2048
Alignment:4096
Alignment:8192

The alignment values are exclusive. Only one alignment value can be applied.
Sorting

The data can be sorted by any column. Click the column header to select sorting by that column. Click
the same header to reverse the sort direction.

414 Data Bounds

The Data Bounds display shows the all the different data and code area in the PE file.

&" PE File Browser x64 [E\omh\c\memory32itabsen\debug_x84\dbgHelp\vs14.00symsrv.dIl] — m] X
File Software Updates Help

Header | Low A| High Type Init Writeable
File Head;
e eater 00001000 0xD00151df Code No No
- Optional Header
Optional Header Directories 0x000716000 0x0D026e64 Data Yes No
-+ Additional Information 0xD0027000 0xD004a364 Data Yes Yes
.Net Information
. Net Header 0x00046000 Ox0D04bfed Data Yes No
- Net MetaData 0x0D04<000 0x0D04c1c8 Data Yes Yes
Modes 040004000 0:00047d30 Data Yes No
- Imperted Modules and Functions
--Delay Loaded Modules 0x00050000 0x00051998 Data Yes No
- All Dependent Modules 0x00052000 0x000529€0 Data Yes No

Functions
- Imperted Functions
- Exported Functions
Data
Sections [ Segments
FPO Data
- k64 Exception Handling
Version Information
~-Manifest
Digital Signatures
~-Thread Local Storage
Resources
Symbals v
< >
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Low
The low RVA (offset from the start of the PE file) of the data bound.

High
The high RVA (offset from the start of the PE file) of the data bound.

Type
This indicates if this area of memory is code or data.

Init
Is this area of memory initialised?

Writeable
Is this area of memory writeable?

Sorting

The data can be sorted by any column. Click the column header to select sorting by that column. Click
the same header to reverse the sort direction.

415 FPO Data

The FPO display shows the all the Frame Pointer Omission data in the PE file.

Frame Pointer Omission data is largely obsolete these days. Since Windows Vista, no Windows
binaries have been shipped that use Frame Pointer Omission. However the option to use Frame Pointer
Omission remains in the compiler.

-'5:‘“ PE File Browser x86 [C:\Program Files (x86)\Microsoft Visual Studio 8\WC\ce\bin\x86_arm'midl.exe] — [m] *
File Software Updates Help
Hea:TrH 4 “| | Type RVA Size Locals Params Prolog Registers ‘ SEH | Uses EBP Ll
ile Header
. Optionsl Header FPO 0x00D2c719 13 0 0 0 0 No Mo
Optional Header Directories FPO 0x00028cbd 35 0 4 0 0 No No
- Addtional Information FPO 0x00028cel 5 0 0 0 0 No No
Net Information
. Net Header FPO Dx00028ce5 1 0 0 0 0 No No
- .NetMetaData FPO 0xD00EYafc 25 0 0 0 0 No No
Modhes FPO 0x0002914b 104 0 0 0 2 N N
- Imperted Modules and Functions ° °
- Delay Loaded Modules FPO 0x000291b3 63 0 8 0 0 Mo Mo
-+~ All Dependent Modules FRO 0x000291£2 7 0 0 0 0 No No
Functions
- Impor ted Functions FPO 0x000291£9 bE! 0 4 0 0 No No
- Exported Functions FPO 0x00029210 3 0 4 0 0 Mo Mo
Data FPO 0%00026210 3 0 4 0 0 No No
Sections [ Segments
.-Data Bounds FPO k00029210 3 0 4 ] 0 No No
FP0 0x00029210 3 0 4 0 0 No No
~Version Informati
ol FPO 0x00028210 3 0 4 0 0 No Mo
- Digital Signatures FPO 0x00029210 3 0 4 0 (1] Mo Mo
Thread Local Storage FPO 0xD0029210 3 0 4 0 0 No No
-~ Resources
Symbols FPO 0x00020210 3 0 4 0 0 No No .
- Debug Information v < >
€ >
Type

The type of frame.
Valid values are:
e FPO

e Trap

e TSS
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e Non FPO

RVA
The relative virtual offset of the function that has Frame Pointer Omission data

Size
This is the size of the function that has Frame Pointer Omission data.

Locals
The number of DWORD local variables this function has.

Params
The number of DWORD parameters this function has.

Prolog
The number of bytes in the function prolog.

Registers
How many registers are saved.

SEH
Does the function use Structured Exception Handling?

Uses EBP
Does the function use the EBP register?

Sorting

The data can be sorted by any column. Click the column header to select sorting by that column. Click
the same header to reverse the sort direction.

416 x64 Exception Handling

The x64 Exception Handling display shows the all the exception handling data in the x64 PE file. These
are RUNTIME_FUNCTION records.

x86 PE files handle exceptions using a different technique, as such there is no corresponding data in an
x86 PE file. This display is not available when working with a 32 bit (x86) PE file.
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#% PE File Browser x64 [E:\om\c\peFileBrowser\Release\xf4\ peFileBrowser_x6d.exe] -
File Software Updates Help
Hea:TrH 4 |Fum:|iun Filename |Line ‘Begin End Unwind |Version |Flag fl
- Flle Reader
Optional Header Po CFont:'scalar deleting de... 0x00001030 000001062 (0x000%ecdd 1 0x00
~Optional Header Directories B CBrush::scalar deleting d... 0x00001080 0x000010ba (e 000Gecdd 1 000
Additional Information P2 | CGdiObject: scalar deleti.. (x000010c0 0x000010F)  0x000%ecdd |1 0x00
-~ Net Information
Net Header B3 CGdiObject:~CGdiObject | c\program files (x86)\microsoft vi.. | 77 (0% 00001 0F0 0x0000113b 0x0009efac 1 0x03
- Net MetaData B4 CBitmapi'scalar deleting ... 0x00001140 0x0000117a 0x000%ecdd 1 000
Modul
 Imported Modues and Functons D5 | COridCellnCreateObject | e\omic\drd_src\virtuattreegrideon... 41 0x00001410  (xD000T48c  OxOO0Oecdd 1 0x00
Delay Loaded Modules P e CGridDefaultCell:Create.. | el\omi\c\3rd_src\virtualtreegridcon... 42 0x00007490 0x000014c4 0x000a1f60 1 0x02
-~ Al Dependent Modules D7 CGridCell:CGridCell ehomic\3rd_srélwirtualtreegrideon... 48 0x000014£0 0x0000154e  Ox00DSecdd | 1 000
Functions
- Imported Functions P8 | CGridCell:scalar deletin.. 0x00001550 0x000015ac | Ox0D09ecHd 1 0x00
Exported Functions o CGridCell:~CGridCell ehom\ch3rd_src\virtualtreegrideon...| 55 0x000015b0 000001 5ef 0x000a23b8 1 0x00
Dah; tions /5 ts B 10 CGridCell:Reset efom\c\3rd_src\wvirtualtreegridcon... 71 0x0000715f0 000001662 0x000%ecdd 1 000
ections egmen
.Data Bounds P11 CGridCell:SetFont elomic\3rd_src\wirtualtreegrideon... 91 0x 00001670 0x00001719 0x0009c24c 1 0x00
FPO Data P12 | CGridCellzGetFont efom\e\3rd_src\virtualtreegridcon... 121 0x00001720 0x00001751 0x0009cd14 1 0x00
il Tl P13 CGridCell:GetFont ehormc\3rd_srclwirtualtresgrideon...| 135 0x00001760 0x00001729  Ox000a23b8 |1 000
--Version Information
--Manifest B 14 CGridCell:GetFormat eomic\3rd_src\wvirtualtreegrideon... 173 0000017l 000001810 0x0009c414 1 0x00
---ig\taldS\gna:ures P> 15 | CGridCell:GetMargin elom\c\3rd_src\wirtualtreegridcon... 188 0x00001810 0x00001840 0x0009c414 1 0x00
~-Thread Local Storage
- Resources P16 | CGridCell:Edit e\omi\e\3rd_srelvirtualtreegridcon... 204 0x00001240 x0000TST2  OxODDalf2D |1 0x02°
Symbals v < >
< >

Each line of the grid displays the following information. If you expand the entry you can see the codes

used for that exception handler.

#
The index of the RUNTIME_FUNCTION in the PE file.

Function
The name of the function this RUNTIME_FUNCTION relates to
This value is only populated if debug information can be read for this PE file.

Filename
The filename of the function this RUNTIME_FUNCTION relates to
This value is only populated if debug information can be read for this PE file.

Line
The line number of the function this RUNTIME_FUNCTION relates to
This value is only populated if debug information can be read for this PE file.

Begin

The relative virtual address of the start of the area affected by the exception handler.

End
The relative virtual address of the end of the area affected by the exception handler.

Unwind
The relative virtual address of the unwind data for the exception handler.

Version
The version format of the exception handling data

Flags

Flags that indicate how what this exception handler is.
Valid values are:

e Exception Handler

e Termination Handler
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e Chained unwind info

Prolog

Size of the function prologue.

Frame Reg
The name of frame register.

Frame Offset
The offset for the frame.

Codes

The number of codes used by this exception handler.

Except RVA

The relative virtual address of the exception handler.

Version Information

The Version Information display shows the all the version information strings in the PE file.

34

File Software Updates Help

Header ~ Name
File Header

- Optional Header

- Imperted Functions
- Exported Functions
Data
Sections [ Segments
~Data Bounds
FPO Data
- k64 Exception Handling
~-Manifest
Digital Signatures
~-Thread Local Storage
Resources
Symbals v
< >

Product name

Optional Header Directories Company name
- Additional Information
Net Information Legal copyright
- Net Header File description
--.Net MetaData
Modules File version
- Imperted Modules and Functions Product version
- Delay Loaded Modules
~ All Dependent Modules Original filename
Functions

Internal name

&"' PE File Browser x64 [E\om\c\peFileBrowser\Release\x64\peFileBrowser_x64.exe]

Value

PE File Browser

Software Verify Limited - www.softwareverify.com
Copyright © 2003-2023 Software Verify Limited
PE File Browser

19500

1,950,0

peFileBrowser.exe

peFileBrowser.exe

The following version strings are queried to see if they are present in the PE file

present are displayed.

Product name
Company name
Legal copyright
Legal Trademarks
File description
File version
Product version
Original filename
Internal name

. Only values that are
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418

419

e Private build
e Special build
¢ Comments

Manifest

The Manifest display shows the manifest that is used by the PE file.

File Software Updates Help

Header
File Header
- Optional Header
Optional Header Directories
- Additional Information
.Net Information
- Net Header
--.Net MetaData
Modules
- Imperted Modules and Functions
elay Loaded Modules
~ All Dependent Modules
Functions
- Imperted Functions
- Exported Functions
Data
Sections [ Segments
~Data Bounds
FPO Data
- k64 Exception Handling
Version Information
Digital Signatures
~-Thread Local Storage

"3:” PE File Browser x64 [E\om\c\peFileBrowser\Release\x64\peFileBrowser_x64.exe]

<assembly xmlns="urn:schemas-microsoft-com:asm. vl
<dependency>

<dependentAssembly>

<assemb1¥
</assemb

Tdentity type="win32" name="Microsoft.windows.Common-Controls” version="6.0.0.0" processor
yIdentity>

</dependentAssembly>
</dependency>

<trustInfo xmlns

<securitys

true

<requestedPrivileges>
<requestedexecutionLevel Tevel="asInvoker" uiaccess="false">
</requestedexecutionLevel>
</requestedpPrivileges>
</security>
</trustinfo>
<application xmlin
<windowsSettings>
<ms_windowssettings:dpiaware xmlns:ms_windowssettings="http

</ms_windowssettings:dpiaware>
</windowsSettings>

</application=

</assembly>

"urn:schemas-microsoft-com:asm.v3">

urn:schemas-microsoft-com:asm. v3">

manifestversion="1.0">

/schemas.microsoft. com/sMI/2005/window

Resources
Symbals >
<
The manifest will be reformatted to make it more readable if required. Embedded manifests have no
formatting and are thus quite hard to read.
Digital Signatures
The Digital Signatures display shows the digital signature information in the PE file.
"{” PE File Browser x64 [C:\Program Files (x86)\Software Verify\Memory Validator x84 Evaluation\memonyValidator_x64.exe] b m] *
File Software Updates Help
Header Name Value X
~-File Header
Optional Header Display Name Sectigo RSA Code Signing CA
- Optional Header Directaries Organisation Unit
Additional Information
-~ Net Information Organisation Sectigo Limited
- Met Header Street
- Met MetaData
Modules State/Province Greater Manchester
- Imported Modules and Functions .
elay Loaded Modules Locality Sard
- All Dependent Modules Country GB
Functions .
- Imported Functions Email
- Exported Functions
Data
- Sections [ Segments Display Name Software Verify Limited
Data Sounds Organisation Unit
~-FPQO Data
x64 Exception Handling Organisation Software Verify Limited
~Version Information
Manifest Street Eldo House
- State/Province Suffelk
Thread Local Storage . v
| nralite Rurs Gaint FAmunds
- Resources < 3>
Symbols
£
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The digital signature is queried for the following information. Any queries that provide a result are
displayed here.

Display Name
Organisation Unit
Organisation
Street
State/Province
Locality

Country

Email

4.20 Thread Local Storage

The Thread Local Storage display shows the thread local storage in the PE file.

&" PE File Browser x84 [E\om'\c\testApps\native\threadLocalStorageExamplex 64\ ReleasehthreadLocalStorageExample. exe] — m] X
File Software Updates Help

Header - Name Value Comment
File Header
StartAddressOfRawData 0x00007HB67545000 | tls
- Optional Header
Optional Header Directories EndAddressOfRawData 0x00007ffB67343001 | tls
-+ Additional Information SizeOfZerofil 0xD00DDDDD
.Net Information
- Net Header Characteristics 000000000
- Net MetaData AddressOfindex 0x00007Ff667542020 | .data
Modes AddressOfCallBacks 0x00007176675421a0 | rdata
- Imperted Modules and Functions
--Delay Loaded Modules Callback 1 0x00007ff667541000 | .text
- All Dependent Modules Callback 2 0xQ0007f667541000 | text
Functi
Lnetans Callback 3 0x0000000000000000

- Imperted Functions
- Exported Functions
Data
Sections [ Segments
~Data Bounds
FPO Data
- k64 Exception Handling
Version Information
~-Manifest
Digital Signatures
Resources
Symbals v

< >

The thread local storage is queried for the following information. Any queries that provide a result are
displayed here.

StartAddressOfRawData
EndAddressOfRawData
SizeOfZeroFill
Characteristics
AddressOfindex
AddressOfCallBacks
Callback 1

Callback 2

Callback 3
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4.21 Resources

4.22

The Resources display shows the resources section in the PE file.

File Software Updates Help

Header
~-File Header
- Optional Header
- Optional Header Directaries
- Additional Information
- Met Information
- Met Header
- Met MetaData
Modules
Imported Modules and Functions
~-Delay Loaded Modules
All Dependent Modules
Functions
Imported Functions
- Exported Functions
Data
-~ Sections [ Segments
Data Bounds
~FPO Data
%64 Exception Handling
~Version Information
Manifest
- Digital Signatures
Thread Local Storage
Symbols
<

@ PE File Browser x64 [E\om\c\memory32itabsen/\release_x 64 memonyValidator_x64.exe] b [m] *

Name

Characteristics
TimeStamp
MajorVersion
MinaorVersion
MNumberOfNamedEntries
NumberOfldEntries

| value
| 000000000

The resources header is queried for the following information. Any queries that provide a result are

displayed here.

Characteristics
TimeStamp
MajorVersion
MinorVersion

NumberOfNamedEntries
NumberOfldEntries

Debug Information

The Debug Information display shows the CV record for the module plus the symbol server id and local

symbol store id.
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55 PE File Browser x64 [E\am'\c\peFileBr r\Rel 64\peFileBr 1_xBd.exe] - m] X

File Software Updates Help

- Net Header ~ Name Value
~-Net MetaData
Modules GUID 24783792-d2da-45ce-ab5e-b15b4054f626
- Imported Modules and Functions Age 3
Delay Loaded Modules
- All Dependent Modules FileMame ehom\c\peFileBrowser\Release\x 64\ peFileBrowser x64.pdb
Functions Symbol Server D 24783792D2DA45CEAGSEB1584054F6263
- Imperted Functions
Exported Functions Symbel Store D 64A6D80714A000
Data
Sections [ Segments
~Data Bounds
FPO Data

- x54 Exception Handling
Version Information
- Manifest
Digital Signatures
- Thread Local Storage
Resources
Symbals
~-PDB Symbals
- COFF Symbols
- CodeView Symbols
~-STABS Symbols
«-Misc Debug Data v
£ >

If the module contains a CV record the data in that record is shown here.

GUID The globally unique identifier that identifies the module.

Age The age of the module - this is the number of times the module has been linked after
a clean or full rebuild.

Filename The name of the PDB file at the time the module was built.

Symbol senerid  The id that identifies a PDB file.
Symbol store id  The id that identifies a module.

4.23 PDB Symbols

The PDB Symbols display shows the all the PDB format symbols for the PE file.

&" PE File Browser x64 [E:\om'\c\peFileBr r\Rel 64\peFileBr r_xGd.exe] - m] *
File Software Updates Help
- Met Header A~ | Filter: ‘ | | Filter
.Net MetaData
Modules # [ Name /.| call Conv Address [ sz~
Imported Modules and Functions
~-Delay Loaded Modules 0 = (T TR | GO
All Dependent Modules 1 $51 Ox0DDOTFFEBECABFDO 4 (0x
Functions 2 Sxdatasym 0xDODOTFFEBECBABES 1 (0x
Imported Functions
.-Exported Functions 3 Sxdatasym Ox0DDOTFFEBECBACES 1 (0x
Data 4 AFX_EXCEPTION_LINK:AFX_EXCEPTIOM_LINK OxDDDOTFFGBECS4912 O (Ox
“'ge‘m""s"s / zegf“e”‘s 5 AFX_EXCEPTION_LINK::~ AFX_EXCEPTION_LINK CV_CALL_NEAR_C OxD0D0TFF6BEBFS080 | 7 (U
ata Bounds
--FPO Data 6 ATL:AtThrowlmpl CV_CALL_NEAR_C OxDDDOTFFGBECO4CTO | 26 (C
64 Exception Handling 7 ATL::Clmage RTTI Type Descriptor' Ox0000TFFEBECASOCO | O (0x
~Version Information
Manifest 8 ATL:Clmage:AlphaBlend CV_CALL_NEAR_C OxDDDOTFFGBECODE70 | 314
- Digital Signatures 9 ATL:Clmage:Clmage CV_CALL_MNEAR_C Ox0DDOTFFGBECODD30 1074
Thread Local Storage 10 ATL:Clmage:CInitGDIPlus:Init CV_CALL_NEAR_C OxDDDOTFFGBECTICFD | 137
- Reesources
Symbols n ATL:Clmage: Createbx CV_CALL_MNEAR_C Ox0DDOTFFGBECODBOD | 339
~-Debug Information 12 ATL:Clmage: CreateFromGdiplusBitmap CV_CALL NEAR C Ox000D07FFGBECTIFED | 1052
" ' 13 ATL:Clmage:Load CV_CALL_NEAR_C OxD0DOTFFEBECTITCS0 1471
- COFF Symbols
- CodeView Symbols 14 ATL:Clmage:SetColorTable CV_CALL_NEAR_C OxDDDOTFFGBECTIETD | 199
-+ STABS Symbals 15 ATL:Clmage:UpdateBitmapinfo CV_CALL_NEAR_C OxDDDOTFF6BECODIFD | 2601
«-Misc Debug Data w < >
< >
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#
The ordinal of the symbol in the symbol data.

Name
The name of the symbol.

Call Conv
The calling convention for the symbol.

Address
The symbol address.

Size
The symbol size.

Type

The type of debug data.
Valid values are:

e SymTagNull

e SymTagExe
SymTagCompiland
SymTagCompilandDetails
SymTagCompilandEnv
SymTagFunction
SymTagBlock
SymTagData
SymTagAnnotation
SymTagLabel
SymTagPublicSymbol
SymTagUDT
SymTagEnum
SymTagFunctionType
SymTagPointerType
SymTagArray Type
SymTagBaseType
SymTagTypedef
SymTagBaseClass
SymTagFriend
SymTagFunctionArgType
SymTagFuncDebugStart
SymTagFuncDebugEnd
SymTagUsingNamespace
SymTagVTableShape
SymTagVTable
SymTagCustom
SymTagThunk
SymTagCustomType
SymTagManagedType
SymTagDimension

Flags
Any flags that related to this debug information
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Line Number
The line number for the symbol, if any.

Filename
The filename for the symbol, if any.

Sorting

The data can be sorted by any column. Click the column header to select sorting by that column. Click
the same header to reverse the sort direction.

Filtering

To restrict the display to just symbols that match the filter, or symbols with a filename that matches the
filter, enter your filter specification into the filter field then click Filter.

The filter can include the * wildcard to match any sequence of characters.
Example filters:

Get*
*test*

*.cpp

To reset the filter, delete all text from the filter field then click Filter.
Exporting Data

To export the contents of the grid to a comma separated text file, click the Export... button then enter
the name of the file you would like the data sawed in.

4.24 COFF Symbols

The COFF Symbols display shows the all the COFF format symbols for the PE file.

¥ PE File Browser x86 [E:\om\bugsa_debug_formats\COFF\BenVanRens\memoryValidstorTest\a-gcoff.exe] - O X
File Software Updates Help
-+ Net Information A | Filter: | | Filter | Export...
.Net Header
- MetMetaData Name | Address | Section Type Storage Size Lines Filen *
Modules
- Imported Modules and Functions .bb Ox0D0D02fa Section 1 void Block 0 (Cx0000) main.t
Delay Loaded Modules .bb 0%00000336 Section 1 void Block 0 (0000} functiv
-~ All Dependent Modules bf 0%00D0DD2D Section 1 void Function 0 {0xDDOD) main.c
Functions
.. Imported Functions bf 0%00000330 Section 1 void Function 0 {0x0000) functiv
Exported Functions .bss 0%00000008 Section 4 int Static 0 (0x0000) new_o
Data bss (00000008 Section 4 int Static 1 (00000) eh_pel
Sections [ Segments
. Data Bounds bss 0x000040a8 Section 4 int Static 0 (Cx0000) crtstut
FPO Data .bss 000004028 Section 4 int Static 0 (00000} pseud
" perdon Informatin bss 0x0000408 Section 4 int Static 0 (€x0000) crtstut
--Digital Signatures ‘bss 000004028 Section 4 int Static 0 {0x0000) fake
Thread Local Storage bss 0x00004023 Section 4 int Static 0 (0x0000) fake
- Reesources
Symbols bss 0x000040a8 Section 4 int Static 0 {0000} cristuf
~-Debug Information b=z 0x000040a8 Section 4 int Static 0 {0x0000) pseud
+PDB Symbols bss Dx00000000 Section 4 int Static 0 (0x0000) crtlc
- CodeView Symbols b=z 0x000040a8 Section 4 int Static 0 {0x0000) pseud
- STABS Symbals .bss 0x000040a8 Section 4 int Static 0 (0x0000) fake ¥
«-Misc Debug Data w < >
L4 >
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Columns

Name
The name of the symbol.

Address
The relative virtual address of the symbol.

Section
The symbol section humber.

Type
The datatype for the symbol.

Storage
The storage class for the symbol.

Size
The size of the symbol.

Lines
Number of lines for this function (blank if not available)

Filename
The symbol filename.

Sorting

The data can be sorted by any column. Click the column header to select sorting by that column. Click
the same header to reverse the sort direction.

Filtering

To restrict the display to just symbols that match the filter, or symbols with a filename that matches the
filter, enter your filter specification into the filter field then click Filter.

The filter can include the * wildcard to match any sequence of characters.
Example filters:

Get*
*test*

*.cpp
To reset the filter, delete all text from the filter field then click Filter.
Exporting Data

To export the contents of the grid to a comma separated text file, click the Export... button then enter
the name of the file you would like the data saved in.
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4.25 CodeView Symbols

The CodeView Symbols display shows the all the CodeView format symbols for the PE file.

-'{‘“ PE File Browser x86 [E\om\bugs\a_debug_formats\.CodeView\MSL_AIl-DLLS0_x26_D.DLL] b m] *
File Software Updates Help
-~ :Met Information 2 Filter: | | Filter | Export...
- Net Header
--.Net MetaData Name |Type ‘ Address Offset Line Number Filename ~
Modules = =
77 7
. Imported Madules and Functions Line Offset 000000000 000007733 2719 file_io.c
- Delay Loaded Modules Data Oxfd3a03b9 000000000 0 math_x87.0bj
-~ All Dependent Modules Data OxB65c1eflf x0000DO0D 0 math_x&7.0bj
Functions -
- Impor ted Functions Data lx65c1ef1f (00000000 0 math_87.obj
Exported Functions Data Oxb5c1efif 000000000 0 locale.obj
Data Data Ox65cTef1f (00000000 ] strtold.obj
Sections [ Segments
. Data Bounds Data OxB5cTef1f 0x00000000 0 math_x27.0bj
FPO Data Data Dx7ce314s 000000000 0 westold.obj
 Version Information Data OxTce36145 £x00000000 0 strtold.obj
Manifest
.-Digital Signatures Data 0x628bbafd 0x0000000D 0 strtold.obj
Thread Local Storage Data Ox628bbafd 0x00000000 0 ThreadLocalData.obj
- Resources - R
Symbols Data 0x99573ab6 000000000 0 locale.obj
- Debug Information Data Oxbf30bbd0 000000000 0 locale.obj
PDB Symbols Data (xcBeT2667 (00000000 0 locale.obj
- COFF Symbols
Data 0x9a5be5b7 000000000 0 locale.obj
-~ STABS Symbols Data 0x9b9ad5b7 000000000 0 locale.obj R
Misc Debug Data v < >
L4 >
Name

The name of the symbol.

Type
The type of the symbol.

Address
The relative virtual address of the symbol.

Offset
The symbol offset.

Line Number
The line number, if any, of the symbol.

Filename
The filename of the symbol.

Sorting
The data can be sorted by any column. Click the column header to select sorting by that column. Click
the same header to reverse the sort direction.

Filtering

To restrict the display to just symbols that match the filter, or symbols with a filename that matches the
filter, enter your filter specification into the filter field then click Filter.

The filter can include the * wildcard to match any sequence of characters.
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Example filters:
Get*
*test™

*.cpp

To reset the filter, delete all text from the filter field then click Filter.
Exporting Data

To export the contents of the grid to a comma separated text file, click the Export... button then enter
the name of the file you would like the data saved in.

426 STABS Symbols

The STABS Symbols display shows the all the STABS format symbols for the PE file.

#& PE File Browser x86 [E:\om\bugs\BenRendel\genie\genie.exe] - m] X
File Software Updates Help
Net Information * | Filter: | [ Fiter | Export...
- Met Header
-Net MetaData Name |Address |Se:tiun Type Storage Size Filename &
Modules . -
tmported Modules and Functions . BinaryToGrayn 00004680 Section 8 struct External 12 (0000c) dVANTLRVVER-MAIN
- Delay Loaded Modules . _loinitc 0x0031f0d4 Section 8 struct External 0 (0:0000) dVAMTLRWER-MAIN
All Dependent Modules , _ioinite 0x0031£50 Section 8 struct External 0 (€x0000)
Functi
unimopr:rtEd Functions . _ioinite x0031f1a8 Section 8 struct External 0 (Cx0000)
- Exported Functions . _ioinite 0x0031f020 Section 8 struct External 0 {0x0000)
Data . _ioinite k0031328 Section 8 struct External D ((x0000)
- Sections [ Segments
Data Bounds . _ioinite 0x0031f460 Section 8 struct External 0 {0x0000)
~-FPO Data . _ioinite 0003143 Section & struct External 0 (00000)
:;:f;énfwmahm . _loinite 0x0031f06c Section 8 struct External 0 (00000}
- Digital Signatures . _ioinite 00031494 Section 8 struct External 0 (0x0000)
~-Thread Local Storage . _ioinite 00031142 Section § struct External 0 (00000}
-- Resources . )
Symbols . _ioinite 0x0031f4fd Section 8 struct External 0 (0x0000)
~-Debug Information . _loinite 0x0031F30c Section 8 struct External 0 (00000}
DB Symbols . _ioinite 0xD031565 Section 8 struct External 0 (0x0000)
- COFF Symbols
CodeView Symbols . _loinite 0x003113f8 Section & struct External 0 {0x0000) v
& STABS Symbols| < 3
Misc Debug Data v
£ >
Name

The name of the symbol.

Address
The relative virtual address of the symbol.

Section
The symbol section humber.

Type
The datatype for the symbol.

Storage
The storage class for the symbol.
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Size
The size of the symbol.

Filename
The symbol filename.

Sorting

The data can be sorted by any column. Click the column header to select sorting by that column. Click
the same header to reverse the sort direction.

Filtering

To restrict the display to just symbols that match the filter, or symbols with a filename that matches the
filter, enter your filter specification into the filter field then click Filter.

The filter can include the * wildcard to match any sequence of characters.
Example filters:

Get*
*test*

*.cpp

To reset the filter, delete all text from the filter field then click Filter.
Exporting Data

To export the contents of the grid to a comma separated text file, click the Export... button then enter
the name of the file you would like the data sawed in.

4.27 Misc Debug Data

The Misc Debug Data display shows the all the Miscellaneous debug symbols for the PE file.

@ PE File Browser x86 [C:\Program Files (x86)\Microsoft Visual Studio 8\WC\ce\bin'x86_arm'midl.exe] b m] *
File Software Updates Help

- Met Information ~
.Net Header
- Net MetaData exe\midl.dbg
Modules
- Imperted Modules and Functions
Delay Loaded Modules

Name

~ All Dependent Modules
Functions
-~ Imperted Functions
Exported Functions
Data
Sections [ Segments
~Data Bounds
FPO Data
~Version Information
Manifest
- Digital Signatures
Thread Local Storage
- Reesources
Symbols
~-Debug Information
- PDB Symbols
- COFF Symbols
- CodeView Symbols
- STABS Symbals

& Misc Debug Data w

L4 >
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5 Command Line Interface

PE File Browser can be used from the command line as well as with the GUI.

The command line options allow you to launch PE File Browser from another an application so that you
can display PE file internals for a specific DLL.

5.1 Alphabetic Reference

/dll
Specifies the PE File that will be displayed

/dll path-to-executable

Example: /dll e:\om\c\test\release\test.dll

5.2 Usage Reference
Displaying a DLL

/dll
Specifies the PE File that will be displayed

/dIl path-to-executable

Example: /dll e:\om\c\test\release\test.dll
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