a\

Coverage Validator

by
Software Verify

Copyright © 2002-2025 Software Verify Limited

Troubleshoot your software




Coverage Validator

Source code coverage analysis for Windows applications built
using .Net, .Net Core, C#, VB.Net, C, C++, Delphi, Fortran 95 and
Visual Basic 6.
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Welcome to the Coverage Validator software tool. Coverage
Validator is a source code coverage analysis software tool.
Using Coverage Validator you can identify unvisited functions
and unvisited lines in your source code. This information can
be used to inform your testing program to ensure that you
test all of your software.

Coverage Validator provides numerous features to allow you
integrate Coverage Validator into your regression tests and
unit tests. This allows you to monitor the progress of your
software testing during your development programme.

We hope you will find this document useful.
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Overview 3

1 Overview

Hi, welcome to the Coverage Validator help manual.

This help manual is available in Compiled HTML Help (Windows Help files), PDF, and online.

Windows Help https://www.softwarewverify.com/documentation/chm/coverageValidator.chm
PDF https://www.softwareverify.com/documentation/pdfs/coverageValidator. pdf
Online https://www.softwarewverify.com/documentation/html/coverageValidator/index.html

Tutorials for Coverage Validator are available at https//www.softwareverify.com/tutorial/coverage-
validator-tutorial/.

Before reading this manual, it's worth taking a quick look at the notation used.

Read background information

The oveniew section cowvers things like:

the capabilities of Coverage Validator
e how it works

e what's supported

e how to purchase.

If you've already purchased, thank you!

Learn about getting started

You can skip the background information, but do make sure you're aware of how to prepare your target
program in the getting started section.

Dive right in
The quick start section shows how to launch your application.

To find your way around the rest of the features and settings then read about the user interface, or
browse the examples.

If you're already feeling confident you can learn about some of the advanced features such as merging
sessions, or the command line interface.

Copyright © 2002-2025 Software Verify Limited
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1.1  Notation used in this help

> Instruction > steps
E Menu action > steps

Throughout the help you'll find instruction steps like this:
e Filter... *» shows the session comparison private filters dialog

or

E| Settings Menu * Edit Settings... * Data Collection in the list * Trace Hooks
This is a shorthand notation for performing consecutive steps in the user interface.

The first example indicates that the action of clicking the Filter... will result in showing the dialog
described.

The second example directs you to open the Settings menu (from the menu bar in this case), and

then choose the Edit Settings item, and in the dialog that appears, open the Data Collection option
via the list and select the Trace Hooks child entry.

“SRight mouse button menu

Where you see this mouse menu the instruction is to use the right mouse button menu (a.k.a.
popup menu or context menu) and select the menu option that follows this symbol.

For example: use Y= Edit Source Code...

‘h Interactive images

Shown next to a picture, the hand symbol i indicates the image is interactive and can be clicked
on in order to jump directly to the help section most relevant to the part of the image under the
cursor.

@ External Links
You may see this symbol [@ after some links. Those links lead to an external website (shown in

your default browser), as opposed to jumping to another section in the help. Naturally, if you have no
internet access, these links will be unavailable.

For example: Software Verify Limited[3

= Notes

Copyright © 2002-2025 Software Verify Limited
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& Warning notes

Notes pertaining to the current topic are indicated by the A= | symbol. Notes may include
exceptions to a rule, items to watch out for, or other asides to the main topic.

Notes that act as warnings will use the similar = symbol, for example where there's a danger of
crashing your application. Don't panic though - there aren't many of these!

= See also
Where there are other pages in the help that have more detail on the topic at hand, or if there is

additional reading that is not already linked within the content, you will find these sections linked
after the = symbol.

1.2 Introducing Coverage Validator

What is Coverage Validator?

Coverage Validator is an automatic source code coverage analyzer for Windows.

Coverage Validator works with versions of Windows from 10.0 through Windows XP, on x86 and x64
processors (and compatible).

What does Coverage Validator do?

Coverage Validator can find:
e which lines of your program have been executed
e \isit counts for each line, function, file, directory and DLL
e \isit percentages for each source file visited

The results are displayed in a summary dashboard and a variety of comprehensive but easily explorable
hierarchical formats.

Source code editing is provided with colour coded lines so that you can see at a glance which lines were
hooked or not hooked, and visited or unvisited.

The Cowerage overhead is very low and there is no need to recompile or relink the target program.
The only requirement is PDB files with debug information and/or MAP files with line number information.
Coverage Validator can also be used for unit testing and as part of a regression testing strategy used by

Quality Assurance teams.

The main sections of Coverage Validator

Copyright © 2002-2025 Software Verify Limited
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1.3

The user interface is split via tabs into separate report sections (+Tutorials), each presenting or analysing
cowerage in the target program at different levels of granularity.

| Summar Coverage Branch Coverage Functions Directories DLLs Files and Lines Diagnostic Tutorial
Here's a summary of those sections, each of which is covered in full in The User Interface section.
Summary A summary of the code coverage for the whole application.

Coverage A file by file summary of the number of lines visited, total visit count and percentage of
the file that has been visited.

Branch Statistics about branch coverage for each function containing branches.
Coverage
Functions Function lines visited, total visit count and percentage of each \visited function.

Directories  Coverage information for each directory that contains source files

DLLs Cowerage information for each DLL that contains source files
Files and A file by file summary of the coverage details of visited files. Expandable to show
Lines individual lines and the corresponding source code.

Diagnostic  Lists diagnostic information collected by the stub, including lines that could not be
hooked.

Why Coverage Validator?

Adapts to everyone's workflow

Coverage Validator allows you to find how much of your software is being executed by a particular test,
using an intuitive colour-coded user interface.

If you want to edit the source code for a line that is not being visited, it's simple. Just double click on the
code fragment shown and the appropriate source code file will be loaded into Coverage Validator's colour-
coded editor, or into Microsoft® Visual Studio®, or you can choose your preferred awesome editor.

You can save sessions, reload them at a later date, and interact with the collected data. You can also
export to HTML or XML which can be used to create reports targeted to the appropriate audience: the
management team; quality assurance team; or to create detailed coverage reports for the software
engineers.

Designed with principles

Coverage Validator and the other products in our suite of tools have been created with the following
principles in mind:

Copyright © 2002-2025 Software Verify Limited
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MINIMUM IMPACT
INDEPENDENT
RELIABLE
FLEXIBLE
DO NO HARM

e must not adversely
effect the program's
behaviour

e must be reliable and
avoid causing the target
program to crash

e must have as little
impact on the target
program's performance
as possible

e must have a user
interface independent
of the target program

Any hooks placed into the target program's code must not affect the
registers or the condition code flags of that program. The program
must behawe in the same way when being inspected by Coverage
Validator as without.

Since we can't know exactly which DLLs and other components are
present on every computer that Coverage Validator is installed on,
every hook can be enabled or disabled, and/or installed or not
installed.

Thus if a new DLL is released in the future that causes problems with
certain functions, you can disable the hooks for those functions, and
continue using Coverage Validator until a fix for the new DLL's
behaviour is available.

Cowerage Validator has very little effect on the target applications
performance, but you can also enable and disable as many or as few
function hooks as you wish.

For example:

If you are only interested in coverage of a particular area of code
you can pick only that directory to be hooked.

If you're only interested in a selection of in-house DLLs, choose
only those modules to be hooked.
Coverage Validator's user interface is independent of the target
program.

This means:

If the target program crashes, the user interface will not crash -
you will still have data to work with.

If the target program is stopped in the debugger, Coverage
Validator's user interface will continue to work.

Copyright © 2002-2025 Software Verify Limited



8 Coverage Validator Help

In the unlikely event that the Coverage Validator's own user
interface crashes, your target program will not crash.

e must be flexible We know our users like choices! Where there are multiple ways of
presenting the data, the user is given a choice over how that display
works, so that not all users have to work with the same settings.

1.4 What do you need to run Coverage Validator?

Compilers
The following makes of compiler are supported:

Microsoft® Visual Studio®
Borland C++

Borland Delphi

Intel

Metrowerks

MinGW

QtCreator

Fortran (various)

=% Supported compilers for more details regarding versions and caveats.

User Privileges

Cowverage Validator uses the CreateRemoteThread () Win32 function. You must have access privileges
that allow you to create threads in other programs.

Typically Administrator and Power User user types have the appropriate privileges. Ordinary user
accounts can be easily modified to have the required privileges.

= | earn more about user privileges in the section on User Permissions.

Registry Access Privileges
Coverage Validator requires read and write access to:
e HKEY CURRENT USER\Software\SoftwareVerification\CoverageValidator
e HKEY USERS\.DEFAULT\Software\SoftwareVerification\CoveragevValidator.
This is used when working with services

If read and write access is not allowed:

Copyright © 2002-2025 Software Verify Limited
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e Cowerage Validator will use default settings (thus any user selections will not apply)
e Error messages will be displayed when Coverage Validator tries to access the registry key
These error messages can be suppressed if they are not desired. For example, if you're not

working with services, then there's no requirement to access the second registry key, and all
error messages relating to it can be ignored.

Operating System
Any 'modern’ windows machine is suitable to run Coverage Validator.

At a minimum, Coverage Validator requires Windows XP or better.

1.5 Buying Coverage Validator and support

The best way to purchase Coverage Validator is online from Software Verify Limited[ - just click the
Purchasing link at the top of the website.

Purchase options

There are options for single or multiple licenses, per-user or floating licenses, and although you can of
course purchase it as a single product, you can save significantly by buying Coverage Validator as part
of a suite of products. All the details are online.

Pre-purchase questions?

If you have any pre-purchase questions not answered in this help manual, or niggling little doubts about
something, we can be contacted as below.

email: sales@softwareverify.com (recommended)

web: https://www.softwareverify.com[%

or by old fashioned post:

Software Verify Limited
Suffolk Business Park
Eldo House

Kempson Way

Bury Saint Edmunds
IP32 7TAR

United Kingdom

After sales support

Copyright © 2002-2025 Software Verify Limited
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1.6

1.7

If you need support after purchase, check our frequently asked questions and then drop us a line below
with as much detail as possible about your problem.

email: support@softwareverify.com
How does Coverage Validator work?

The Stub and the Ul - more than the sum of its parts

Coverage Validator has two main parts - the stub and the user interface.

The stub is typically injected into the target program and communicates with the Coverage Validator user
interface.

The stub is injected into the target program using the CreateProcess () Or CreateRemoteThread ()
Win32 function. Communication between the stub and the user interface is via named pipes. There is no
human readable data sent between the two parts of the program. Both the stub and the user interface are
multi-threaded.

The stub walks the entire program image detecting the start of each source code line using PDB and/or
MAP files.

Each line is checked to see if it can safely be hooked without corrupting the code for another line or
function, or changing the function of the program. The line is hooked if possible, otherwise the user
interface is informed of the line hook failure.

As your program executes, the hooks on each line record the \visit counts for the line and communicates
this to the user interface. The user interface calculates statistics based on the \visit counts and provides
a colour coded display for the user to inspect.

The stub can also be linked if required, so that it doesn't need to be injected into the program.

Supported Compilers

Coverage Validator will work with any portable executable (PELR) file format and supports .Net, .Net
Core, C#, VB.Net, C, C++, Delphi, Fortran 95 and Visual Basic.

Microsoft .Net, .Net Core

Both .Net and .Net Core technologies are supported as well all the native compilers listed below.

The following compilers are supported by Coverage Validator.

Microsoft http://www.microsoft.coml%
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Coverage Validator requires your application to be built using Microsoft® Visual Studio® 6.0 service pack
3 or later.

In practice, you may find that applications built with Developer Studio 4.2 and later can be used with
Coverage Validator.

Microsoft Developer Studio 4.0
Microsoft Developer Studio 5.0
Microsoft Developer Studio 6.0
Microsoft Visual Basic 6.0

Microsoft Visual Studio 6.0 - senice pack 3 or later
Microsoft Visual Studio 7.0 / .net 2002
Microsoft Visual Studio 7.1/ .net 2003
Microsoft Visual Studio 8.0 / .net 2005
Microsoft Visual Studio 9.0 / .net 2008
Microsoft Visual Studio 10.0 / .net 2010
Microsoft Visual Studio 11.0 / .net 2012
Microsoft Visual Studio 12.0 / .net 2013
Microsoft Visual Studio 14.0 / .net 2015
Microsoft Visual Studio 15.0 / .net 2017
etc...

Microsoft Developer Studio and Microsoft Visual Studio products support both C++ and Visual Basic.

=% Visual Studio and Visual Basic 6 in the Getting Started section.

Intel http://www.intel.com%

¢ Intel performance compiler - The Intel compiler uses the Microsoft runtime already installed on
your computer rather than supply its own

¢ Intel Fortran
Intel use Microsoft's PDB proprietary symbol information format. If your compiler uses PDB symbol
information Cowverage Validator will be able to use it.

Metrowerks

e Metrowerks CodeWarrior for Windows Version 8.0
e Metrowerks CodeWarrior for Windows Version 9.0

You will need to ensure the debug information is stored as CodeView information and not a custom
Metrowerks debug format. Metrowerks symbolic information is embedded in the .exe/.dll as CodeView

information. Please consult the documentation for CodeWarrior to include debug information (including
filenames and line numbers) in the CodeView information.

Embarcadero https://www.embarcadero.com/[3

This includes compilers formerly produced by Borland.
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e C++ Builder 5.0 to C++ Builder 11
¢ Delphi 6.0 to Delphi 11
¢ Rad Studio

=» C++ Builder and Delphi in the Getting Started section.

MinGW http://www.mingw.org[#
e MinGW (Minimalist GNU for Windows)

MinGW can create symbols in a variety of formats. If you configure MinGW to produce DWARF
symbols, STABS symbols or COFF symbols Coverage Validator can read them.

= MinGW compiler in the Getting Started section.

Qt (Digia, Nokia, Trolltech) http:/qt.iol?
e QtCreator

= Ensure that debug information is created in DWARF, STABS or COFF formats.

Salford Software http://www.salfordsoftware.co.ukE3
o Salford Software Fortran 95
Salford Software Fortran 95 uses COFF symbol information. If your compiler uses COFF symbol
information Coverage Validator will be able to use that information.
Compaq
e Compaq Visual Fortran 6.6

The Compaq Visual Fortran product may be compatible with Coverage Validator. If you are using
Compagq Visual Fortran and wish to use Coverage Validator please contact us.

Other...?

If the compiler you are using is not listed here, please contact us for advice. We add compilers as we
receive requests for them. In fact, the Borland C++, Borland Delphi, Metrowerks CodeWarrior, Salford
Software's Fortran 95 compiler, and Intel Fortran support were all added at the request of customers.

User Permissions

This section details the privileges a user requires to successfully run Coverage Validator.
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E Typically, Administrator and Power User user types will already have the appropriate privileges.

Why do user privileges matter?

Debugging tools such as Cowerage Validator are intrusive tools - they require specific privileges not
normally granted to typical applications.

Coverage Validator requires specific privileges to write to the default user profile in the registry.

This is so that when Coverage Validator is working with senices (or any application run on an account
which is not the current user's account) it can read the registry and the correct configuration data.

If the account upon which a senice or application is running is not the user's account, the fallback
position is the DEFAULT account in HKEY USERS\.DEFAULT.

You can enable and disable various warnings using the User Permissions Warnings dialog.

User privileges

Coverage Validator requires the following privilege to allow debugging of applications and senices:
Debug Programs (SE_DEBUG_NAME)

Ordinary users will need to be granted these permissions using the Administrative User Manager tool.

The example below shows the NT4 User Manager - the Windows 2000 User Manager and Windows XP
User Manager will be different but similar in principle.

+ User Manager _ O] x|
User Policiezs Options  Help k
Username |Fu|| Name |Descriptiun
€ Administrator Built-in account for administering the computer/damain

Built-in account fo
Te: with minirmal rights for using =WL apps
Account far the Wisual Studio Analyzer server compaonents

‘* Test User

) Joe Blogos
€ WVUSE_LORNA

WoA Serser Account

Groups Description

Administratars
Backup Operatars

tembers can fully administer the computer/domain
tembers can bypass file security to back up files

Guests Users granted guest access to the computerfdamain
Power Users Members can share directories and printers
Replicator Supports file replication in a domain

Users Ordinary users

In the User Manager select the user - in this case "Test User".

Choose: Policies Menu » User Rights » check Show Advanced User Rights *» select Debug

Programs in the Right combo box
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User Rightz Policy

Computer:  LORMA

Tl 1o i =buig prograrms Cancel

Grant Tex Help

Adrinistrators
Test Uszer [Joe Eloggs)

EEN
_tide |

Bemove

¥ Show Advanced User Rights

Click Add.... * Show Users

Add Users and Groups h h

List Mames From: I WLOR A j
M ames:
E.,,- HETWORE. |lzerz accessing thi object remotely ;I
Poweer Users tembers can share directories and print
R eplicataor Supports file replication in a domain
|lzers Ordinary users
ﬁ Adrministratar Buil-in account for administening the cor
ir Guest Built-in account for guest access to the

¥ Test User [Jos Bloggs] Test uger with minimal rights for using 5%
ﬁ WIISH_LORMA WSA Server Acc Account for the Wizual Studio Analyzer = =

Add Stiat [Users Embers... Search... |

Add Mames:
LORMNANT est User =]

k. Cancel Help

Select [ComputerName]\Test User in the top list. Click Add *» OK » OK * Close the User Manager.

Registry access privileges
Coverage Validator requires read and write access to:

e HKEY CURRENT USER\Software\SoftwareVerification\CoverageValidator
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e HKEY USERS\.DEFAULT\Software\SoftwareVerification\CoverageValidator.
This is used when working with services
If read and write access is not allowed:
e Cowerage Validator will use default settings (thus any user selections will not apply)
e Error messages will be displayed when Coverage Validator tries to access the registry key
These error messages can be suppressed if they are not desired. For example, if you're not
working with services, then there's no requirement to access the second registry key, and all

error messages relating to it can be ignored.

You can modify the registry access permissions using the regedt32.exe tool Security menu (or similar).
Ask your administrator to modify your registry access permissions if you can't do this yourself.

=» What's the difference between Regedit and Regedt32?[4

Error notifications

When Cowverage Validator fails to gain access for read or write to the registry a message box is displayed
indicating if the error is for the user interface (Ul) or Senices. The message indicates the name of the
registry key that failed and the failure reason.

This simple message box is displayed during early startup and late close-down of Coverage Validator:

Coverage Yalidator User Interface unable to access Registry k E

& UI: Failure acceszing registry kew: HEKEY_CURREMT_USERMS oftwarehS oftwareWerficationhCoverageValidator  Access is denied.

Message box like the following are displayed when Coverage Validator is not starting up or closing down.
The messages differ in the registry key.

C++ Coverage Validator User Interface unable to access Registry

I: Failure accezsing registyg key: -
HEEY_CURREMT_USERMNS oftwarewenfication \C++Coveragel alidator

Access iz denied.

4 F

I Don't show this Ul registy eror dialog again oK Help
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C++ Coverage Validator User Interface unable to update Registry &J

Semvice: Faillure accessing registy ke -
HKEY_USERSYDEFALLT

Access iz denied.

4 |

[~ Don't show this Service registy enor dialog again

Help

Detailed registry access error messages

The following detailed registry access error message is also displayed when failing to gain access to the
registry keys.

R eqgistiy Permiszion Warming k i

Fegquired permissions are:;
Read [Read Control, Quer Yalue, Create Subkey, Enumerate Subkens, Matify]
Wirite [Seffalue, Delete]

Failure acceszing registry kew:

HEEY _CURRENT_LUSERMS oftwwarehS oftwaretenfic ationhCoverage'! alidator

& Reqgisty permizzions far uge with Applications need madifying.

Accezz iz denied.
Fleaze read the Permizzions section in the help file.

Coverage Yalidatar will not execute carrectly withaut the corect Begisty permizsions.

Insufficient user privileges

The following dialog is displayed if a user has insufficient privileges to use the software correctly.
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Insufficient Uszer Privileges k l

Failure zetting SE_DERBUG_HAME privilege: :l
Mat all privileqes referenced are assigned to the caller.

Failure zetting SE_SECURITY_MAME privilege:
Mat all privileges referenced are assigned to the caller.

Fleaze read the Uszer Permizzionz zection of the help manual,

Coverage Y alidator will nob work, correctly without these User Privileges.

i o

[T Dron't show this User Privileges dislog again.

&= without the Debug Programs privilege, Coverage Validator will not work correctly with Services,
and may not work correctly with Applications.

= Creating Power User accounts for Windows XP.
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2.1

Getting Started

For those that wish to 'dive in', this section will make you aware of how to prepare your target program
before giving a quick start introduction.

Otherwise skip right on to the next chapter - The User Interface.

Diving in?

If you have never used Coverage Validator before you have probably purchased Coverage Validator
because you wish to analyse the code coverage of your application. As such, you may want to 'dive in'
and start identifying your code coverage immediately.

However, if you choose to read this manual first, you'll find out more about Coverage Validator and how to
leverage it to its full advantage.

For new users of Coverage Validator, a configuration wizard appears the first time you run the
application. This ends with a brief overview video.

We also recommend watching the tutorials online[d - it's an easy way to explore the functionality
available.

Enabling Debugging

To get the best from our tools you will need to enable debugging information for your compiler and your
linker.

Detailed instructions are available for these IDEs / compilers:

Visual Studio

Visual Basic 6

C++ Builder

Delphi

MingW, gcc, g++

Dev C++

Salford Software FORTRAN 95
Metrowerks Code Warrior

Debug Information Formats
Thread Validator can understand debugging information in the following formats:

e Microsoft Program Database (PDB)
Turbo Debugger Symbols (TDS)
COFF

DWARF

STABS
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The Intel Performance Compiler and Intel Fortran compilers produce symbols in Microsoft's PDB format.
2.2 Quick Start
If you are:

an admin level user

using Microsoft compilers

on a modern OS

already know that you create debug info in your debug and release product

...then you're more than likely good to go and dive in!
Otherwise, we recommend reading these topics before starting:
e What do you need to run Coverage Validator?
e Supported Compilers
e User Permissions

Testing on the Example Program

You can test drive the capabilities of Coverage Validator by launching the example program supplied with
Coverage Validator - nativeExample.exe.

The example program can be used in conjunction with the Coverage Validator tutorials.

Ensure you have debugging information

Your application needs to be compiled to produce debugging information and linked to make that
debugging information. Details are available for enabling debugging information with Visual Studio, C+
+ Builder, Delphi, MinGW, and other compilers.

If you have no PDB debugging information but you do have a Microsoft format MAP file available, it must
contain line number information by using the /MAPINFO:LINES linker directive.

Launching

To start your program click on the launch icon on the session toolbar.

%[l 7 &

What you see next depends on the user interface mode (wizard or dialog style).

The Launch Wizard...
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If you hawe just installed the software you will be shown the launch wizard:

Click Browse... to choose a program to launch * Next » Next > Next > Start Application...

S Start application wizard ? X

Select an application to start,

Previously started applications are shown in the list at the bottom of the wizard, with their startup directory and
command line arguments. If your application is dizplaved in the list, you can select it repeat the launch of the
application.

Application [*.exe or * bat]:
|E: womhchooveragey alidator CWYEXAMPLEND ebugM onLink10_0hevEsample.exe Browse. ..

Application to monitor [*.exe]:

| E:Sombchooveragey alidatorCWERSMPLE \DebughonLink 10_0%cvE ample.exe

=
Command Line Arguments: 1

Startup Directorny:
|E:\om\c\coverageVaIidator\EVEX-’-\M PLEMD ebughanLink10_0 Diir....

Edit...

4

Enwironment ' ariables [oweride global environment wariables)

| Edit...

File to zupply to stdin [leave blank for none]:

| Browse. ..

File to supply to stdaut (leave blank for none):

Pk

| Browse. ..
Click the Resst button to clear the list. € FullPath & Image Name | ket |
Admin Application Arguments Directory Environmer ~
cvExample.exe Eh\omi\ch\coverageValidator\ CVEXA..
memeonyValidator.exe EN\om\c\memory32itabsen/\Release
peFileBrowser.exe E\ornh\c\peFileBrowser\Release'x86
testAlphaBlend.exe E\om\c\testApps\testAlphaBlend\...
£

[

| Mest »» Close

...or the Launch Dialog
If you have switched to Dialog mode you will be shown the launch dialog:

Click Browse... to choose a program to launch * Launch
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ﬂ Start an application and inject Validator into the process

Iv Collect data from application | Collect Stdout

Application to launch [*.exe or * bat):

? *
|E “omhchooveragel alidator\CWERAMPLEND ebugM onLink 10_0hevE xample. exe

Application to monitor [7 exe]:

| E:hombchooveraget alidator\CWEXAMPLE \D ebugMonLink10_0hevE mample. exe j Edi...

Arguments: 1
|

Starbup Directany:

|E:\0m\c\coverageVaIidator\EVEK&M PLEMD ebugh anLink10_0 Diir.

Environment ¥ ariables [override global environment variables)

| Edit..

File ta supply to stdin [leave blank for none]:

| Browse...

File ko supply to stdout (leave blank, for none];

| Browse...

Previously started applications [double click ta relaunch] " Full Path ™ Image Mame | Reset |

Admin Application Arguments Directory Environmi ~
cvExample.exe E\om\c\coverageValidator CVEXA...
memoryValidator.exe E\om\c\memory32\tabsens\Release
peFileBrowser.exe Ef\omi\c\peFileBrowser\Release\x 86 v

£ >

During launch

Coverage Validator will start and inject the stub into the target program. Progress during this phase is
displayed in the title header of the main window.

Once correctly installed in the target program, the stub will establish communications with Coverage
Validator and data can be collected and viewed until the target program exits.

The Summary Tab and the Coverage Tab will update at intervals to show coverage so far. Other tabs
need manually refreshing.
After exit - examining the output

When the target program exits, Coverage Validator closes the session. The data collection icons on the
session toolbar are disabled, and the launch icons are enabled again.

The picture shown below shows an example of the Summary Tab displaying coverage at different
granularities.

Some quick takeaways from this dashboard include:
o About 80% of the files were covered, but no individual file had 100% coverage (dial 1)
e A third of the functions were covered, most of those had 100% coverage (dial 4)

e Less than a quarter of all lines of source code were visited (dial 7)
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© There are same iniine andior tempiate funchons tat have not been visited. See Functions tab for detalls
Filter summary
Al DLLs hooked., Hook Insertion: [Using General DLL Hooks! | Edit
o,

Source dirs, 3rd parly Scurce dirs, Other source dirs, Edit
Insirumertalion log data 5 awailable, find out why code is not instrumented. View

Sassion Marging

Session Manager contains 1 session Edit
Automatic session mergng 15 disabled. Edit.

£ HiCdlectn  Rumming

Ending the session

eErample et il 01 118 3000

Summary Coverage Branch Covarage Functions Directories DLLs Files and Lines Diagnastic Tuterial
Files 5 Directories 1 Dus 1 Functions 84 Branches 43 Function Branches 13 Lines 21
L L] L]
Ut Ful Vs Umistad Pl vaRed  Unvites Ful Vietsd Ussied Ful Umastad vaisd Uil Ful isted  Usisted Visites
1 [] 4 ] 0 1 ] ) 1 & E:] a0 [
2000% a.00% [Ty 0.00% 0.00% WO.O0%  0OM [ 00M% G702 270% .02% [ 2% (s e T 2%%
Comments

Even though the target program has exited, the session is still active and can be examined or saved until

the session is closed via the File menu * Close Session.

You can have more than one session open at a time.
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3 The User Interface

The part of Coverage Validator that you get to see is the user interface.

Behind the scenes, the stub installs and controls the data hooks in the target program and interacts with
the user interface.

This section describes the various functions of the user interface so that you can get the most from using
Coverage Validator.

Typical workflow

Typical usage of Coverage Validator is very simple:

o Start the target program

¢ Collect and monitor the coverage data of the program

e Close the program

¢ Analyse the coverage - saving or exporting data if needed

However, there is much more to Coverage Validator than this simple workflow. For example, whilst your
program is running, you can display data and gain insight into a bug you are looking at in the debugger.
And of course you can determine the functionality needed for testing on order to achieve a higher
percentage of code execution.

The user interface
The user interface consists of the menus, toolbars, status bar and the main display tabs.

Read on to find out about all those features, or click parts of the image below to jump directly to any of
the menus, tabs or other sections of interest.

W

EEB % AX700  »0|eaa " E&E

Coverage Branch Coverage Functions Directories DLLs Files and Lines Diagnestic Tuterial

Ready L] 1746 11,036 Collect:On  Ready minidumpbrowser.exe:Sat Jul (4 10:22:30 2020

3.1  First run configuration

First run configuration

For new users of Coverage Validator, a configuration wizard appears the first time you run the
application.
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The wizard collects a few details about environment, tools, update requirements (for non-evaluation
users) and ends with a short video tutorial.

i First Run Configuration ? s

Let'z zet up Coverage Validator
Before pou start uzing Coverage W alidator we need to zet up a few bazic things.
# Environment variables that contral the symbal 2earch path for Yisual Studio
& “Which compiler/linker/IDE you are using
+ Automatic zoftware update information

& Shaort tutarial demaonstrating how bo uze Coverage Yalidator

| Mewxt s |

User interface mode

After the introductory page, the wizard presents options for configuring the how the launch, inject and
wait dialogs present information to you.
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' First Run Configuration ? *

User Interface Mode

Coverage Validator provides two user interface levels, an easy-to-use wizard user interface and a
faster, terse, dialog user interface. You can switch between interface styles at any time.

" \Wizard

The wizard interface provides wizards for launching, attaching to and wait for applications.
The wizard interfaces contain explanatory text to help you make your choices.

{* Dialog

The dialog interface provides dialogs for launching, attach to and waiting for applications.
Very litte explanatory text is used.

<< Prev | M et w3 |

e Wizard mode * guides you through the tasks in a linear fashion
e Dialog mode * all options are contained in a single dialog
Experienced users will find this mode quicker to use

These settings can be changed at any time via the User Interface Mode option on the Settings menu.

Symbol search path environment variables

The next page of the wizard presents options for using environment variables for symbol search paths
when finding PDB symbols.

You don't have to choose any of these options as Coverage Validator will try to automatically determine
symbol path information.
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i First Run Configuration ? s

Symbol Search Path Environment Yariables

Choose the environment wariables you wizh to uze to supply symbol path and symbol server
information,

You can leave these all unselected - pou don't have to uze these environment variables - the software
can determing symbal path infarmation automatically.

[~ Usze NT_SYMBOL_PATH to supply syrbal search paths
[ Use MNT_ALT_S¥MBOL_PATH to supply syrbol search paths
[ Use MNT_ALTERMATE_SYMBOL_FPATH to supply symbol search paths

[~ Usze NT_SYMCACHE_PATH to supply symbol search paths

<< Prey | M et = |

These environment settings can be changed at any time via the Configure Symbol Handling Environment
Variables on the Symbol Server page of the Settings Dialog.

Symbol lookup

The next page of the wizard allows you to specify which IDE, Compiler or Linker you're using.

This is important as it affects how symbol lookup is performed. Visual Studio has various quirks in its
history of symbol handling and we have to work around that.

The default settings are shown below, although the Visual Studio version may vary.
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i First Run Configuration ? s

Symbol Lookup
DbgHelp.dll iz uzed to interpret Microzaoft/|ntel debug infarmation.

* ‘we can provide a DbgHelp.dll wersion matching the compiler the application was built with,

Wigual Studio 10.0 [2010] [Supplied by C++ Coverage Yalidator) j
DboHelp version: 6.17.0007.404

" 0Or, you may locate a version of DbgHelp.dll that best matches your build,

" MinGW was used to build the application.

" Delphi or C++ Builder was used to build the application,

<< Prey | M et = |

These lookup settings can be changed at any time on the Symbol Lookup page of the Settings Dialog.

Instrumentation details

The Instrumentation detail section of the wizard allows you to specify how lines are hooked and how
many times a line visit is counted.
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i First Run Configuration ? s

Instrumentation Detail

Chooze an instrumentation level

Incomplete | Complete
bt faster 8] bt zlower

recommended

Yery zhart lines are instrumented uzing breakpoints [slower)
E ach wizited line iz only ever counted ance [faster]

<< Prey | M et = |

Two instrumentation settings affect how quickly the instrumented program will run:

the hooking of very short lines

Most lines can be monitored using a normal line hooking technology. These hooks are fast but
cannot be used for all lines.

Very short lines are hooked using breakpoint hooking technology which is very advanced but
also incurs a serious performance penalty for each visit to that line.

the counting of lines on every \visit

Counting lines just once is quicker than doing it on every visit.

The instrumentation level lets you balance the detail of collected visit counts for every line against speed
of execution.

Incomplete but faster * Short lines NOT counted. Lines counted once
Incomplete but slower *> Short lines NOT counted. Lines counted every \isit.
Complete but faster > Short lines counted. Lines counted once. (This is the recommended option)

Complete but slower *» Short lines counted. Lines counted every \isit.
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= See more about very short lines, and related caweats.

These instrumentation settings can be changed at any time on the Instrumentation Detail page of the
Settings Dialog.

Software update credentials

The software updates page of the wizard is only shown to non-evaluation users.

You can configure your software update credentials within the application and where updates are
downloaded to.

i First Run Configuration ? pod

Software Update Credentials
To enable automatic zoftware updates you need o specify your login details.

These details were provided ta wou when you purchazed Coverage Y alidator.

Email &ddress; |dev@null.cnn{

HEREHRHHN

Paszward:

Test Login Details... |

Setting theze values iz optional. Yau can zet them anytime vou want on the Safbware pdates menu,

Software Update Download Location

Software updates will be downloaded to the location specified below:

4 zers'StephenippDatatlocalhTemp Browse...

| Emom. |
Reset

<< Prey | MeRt = |

You can test the login details to ensure they are valid:
o Test login details > click to check your entered details are valid (requires an internet connection)

Valid details will be confirmed:
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Legin details *

Login details are valid.

Invalid details may mean you entered credentials for another application in the Validator suite,
or they could have been entered incorrectly.

Legin details *

Login details are not valid for Coverage Validator.

Please check that you have the correct login details far this
software tool.

You should have received the correct credentials when you purchased Coverage Validator.
If you experience problems, check with your system administrator or contact Software Verify.

These update credentials can be changed at any time from the Software Updates menu.

Software update download location

It's important to be able to specify where software updates are downloaded to because of potential
security risks that may arise from allowing the Tvp directory to be executable.

We use the TvPp directory as a default, but if you're not comfortable with that you can specify your
preferred download directory. This allows you to set permissions for TP to deny execute privileges if you
wish.

An invalid directory, e.g. one that does not exist, will show text in red and will not be accepted until a
valid folder is entered.

o Reset * reverts the download location to the user's Tvp directory
The default location is c:\users\ [username] \AppData\Local\Temp

The download location can be changed at any time from the Software Updates menu.

Build example projects
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The next page of the wizard allows you to build the example projects that ship with Coverage Validator.

The example projects demonstrate various application types containing bug you may wish to investigate
with Coverage Validator.

' First Run Configuration ? *

Build example projects

Dptional: Build the example projects.

Yizual Studio

Open the esample projects solution with Yisual Studio.

igual Studio 170 [2022] Yizual Studio...

Download

Download the prebuilt examples from Software Yerify, Dawnload.

|deal far uze if pou don't have Yizual Stadio.
YWorks best if pou have inztalled in the default location.

[Becauze the paths in the debug infarmation are fiked in the prebuilt examples. ]

Open example projects folder. . |

<< Prev | M et w3 |

¢ Visual Studio... * opens the example projects solution with the version of Visual Studio selected

e Download... * downloads a prebuilt version of the example projects, unzips them and installs them
in the examples folder in the Coverage Validator installation directory

If you choose this option and you have not installed Coverage Validator in the default location
(assuming a 64 bit OS) the source file paths in the debug information will be incorrect - you will need
to use the File Locations settings to inform Coverage Validator of the correct location(s).

e Open example projects folder... > opens the folder that contains all example projects

Video overview of application

The final page of the wizard presents a short video overview of Coverage Validator.

E The video has audio
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3.2

i First Run Configuration ? b

Coverage Yalidator overview

You can find topic specific tutanalz on the main Tutarals tab and the Help menu.
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<< Prey | Finizh I

More help is available via the Tutorials tab and the Help menu.

The video is also available on the product website. Visit https://www.softwareverify.com/products.php and
find the product link for Coverage Validator.

e Finish * closes the First Run Configuration dialog leaving the application ready to use

Menu Reference

The menus provide access to all the major features in Coverage Validator. The most common ones are
also directly accessible via the toolbars.

The next few pages provide a convenient collection of links to the detailed help pages on each menu
item.

Click in the picture below to jump to any menu's page:

W

Eile Edit Configure Managers Query Tools Data Views Software Updates Help
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3.21 File menu

The File menu allows you to:
e open, close and save sessions
e manage the launching of an application
e control the collection of data
e exit the application

Most of these actions are also available via the standard or session toolbars.

Near the bottom of the menu, a list of recently used file names allows you to easily reload a previously
saved session.

'h Click on an item in the picture below to find out more:

|_i Open Session... Ctr+0
] Save Session Ctrl+5
E Save Session As...

Export Session L

Close Session

Exit

E The last two items are not linked to topics. Exit is self explanatory and abowe that is a list of
recently opened files.

3.2.2 Launch menu

The Launch menu allows you to:

o start applications and restart applications

e inject into running applications

¢ wait for applications to start then attach to them
e monitor senvices and ISAPI extensions

e stop monitoring an application
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Most of these actions are also available via the standard or session toolbars.

These actions are grouped into submenus according to whether they involve applications or senices.

‘h Click on an item in the pictures below to find out more:

Applications »
Services ¥
Web »

Command Line Builder...

Applications
4 Launch Application... F4
4 Launch Met Core Application...  Shift=F4
o Re-Start Application F5
}{; Imject into running process. .. F3
{:j. Wait for Application... F2
Services

Maonitor a service...  F&

Web
ASP Met Core Web Application... 7
ASP Met ([15)... Fa
ASP MNet (Web Development Server)... F9
ISAPI{I1S)...

E In addition to the function key short cuts shown abowe, you can redisplay the previously chosen

launch dialog by using +
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3.2.3 Edit menu

Selections and the clipboard

The Edit menu options can be used to clear all selected items in a table or tree, copy selected items
(and relevant data where applicable) to the clipboard, or select all the items available.

Selected data is formatted into one line per row with a single space used to separate column data.

| Clear |
|:D Copy Cirl+C
Select Al Ctd+A

= Select All will include the header row as well as the data, and Copy will include the column titles.

For example, after running the example application, Select All on the Coverage Tab might show:

File | % Visit..."7| Num Lines

Totals | 17.91%|
nativesxample.cpp

mainfrm.cpp

testmemorydialog.cpp

testsdoc.cpp

|Num Visited ~ |Visit Count | DLL
201 |

36| 36|
11 | 11 | CA\Praogram Fil

Tl C\Program Files (x86)\Software Verify\Covy

WSoftware Verify\ Cowv
Ell CA\Program Fil Software Verify\Covy
3| C\Program Fil

‘ISl CA\Program Files

6)\Software Verify\Covd
)\ Software VerifyhCovd

This would result in the following being copied to clipboard:

File % Visited Num Lines

Num Visited Visit Count DLL

Totals 17.91% 201 36 36

nativeexample.cpp 57.89% 19 11 11 C:\Program Files (x86)\Software Verify\Cove
mainfrm.cpp 87.50% 8 7 7 C:\Program Files (x86)\Software Verify\Coverage Va
testmemorydialog.cpp 0.00% 58 0 0 C:\Program Files (x86)\Software Verify\Cove
testsdoc.cpp 50.00% 6 3 3 C:\Program Files (x86)\Software Verify\Coverage Ve
testsvw.cpp 13.64% 110 15 15 C:\Program Files (x86)\Software Verify\Coverage Ve

3.24 Settings menu

The Settings menu allows you to:

e choose the user interface mode (wizards or dialogs)
e change settings for global data and how it is displayed

Global settings are also accessible via the session toolbar.

“ Click on an item in the menu below to find out more:
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. Edit Seftings... F&
Load Settings...
Save Settings...

User Inteface Mode...
LI¥ Theme. ..

First-Run Settings Wizard ...

3.2.5 Managers menu

Managers

The Managers menu provides just one lonely ( but powerful ) tool to manage sessions including
comparing and merging current or previous data.

* Click on the menu item in the picture to find out more:

| Session Manager...

3.26 Query menu

Query
The query and search tools enable you to find particular coverage data collected in each session.

Some of these options are also available from the Query toolbar.

‘h Click on an item in the picture below to find out more:

E\"‘ Cluery Address. .. F5
®  Query Object... Cir+F3

@‘ Find function. ..
Find unhooked functions. ..
Find unvisited lines...

Find unvisited files ...
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3.2.7 Tools menu

Tools

The Tools menu provides access to a few different tools including a couple not found on the Tools
toolbar:

¢ A list of the modules loaded by your target application
¢ A list of the debug information status of modules loaded by your application

e Alog of files, classes, functions, methods, or modules not instrumented, and reasons why not

i Click on a menu item in the picture of the Tools Menu below to find out more:

Edit Source Code. ..
(B Refresh
1B, Refresh Al

Loaded Modules...
DLL Debug Information...

Instrumentation Failure Data...

<3 Reset All Statistics

3.2.8 Data Views menu

Data Views
The Data Views provides easy control of which tabs are displayed in the main view.

Selecting any of the items shows the relevant tab (if it's not visible already), and makes it the current
selected tab.

e Hide All Views > hides all tabs except the one that's currently visible
e Show All Views * shows all the listed tabs, and in their normal order

¢ Reset All Views » shows only the most popular tabs, so excludes the Unit Tests, and the Files
and Lines tabs

This is the default setting when you first use the software
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3.29

Summary

Coverage

Branch Coverage
Functions
Directories

DLLs

Files and Lines
Diagnostic
Tutorial

Hide Al Views

Show Al Views
Reset All Views

When you hide a tab (by clicking the cross on the right of the tab header), you'll initially be reminded of

where to go to show it again.

You can choose not to keep seeing this reminder.

Tutorial Tab

"Tutorial' on the Help menu

[ Don't show this dialog again

3 >

Yau can re-dizplay this tukarial tab by chaosing

The Summary tab will always remain shown.

Hidden views are remembered between sessions.

Software Updates menu

Software Updates

All six items in this menu are covered in the Software Updates topic.

W
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£ Check for software updates...
Corfigure software updates...

Renew software updates ...

Reset software update credentials...
Set software update credertials...

Set software update directory ...

3.210 Help menu

Help Menu

* Click on an item in the picture below to find out more about each item in the Help topic:

i Tips...

ﬂ About Coverage Validator...
Owerview Video...

Readme and Yersion History...

Help Topics... F1
Help PDF...

Help on softwareverfy com...

Blog...
Librany...

|___]:| Tutorials...

Tutorals on softwareverfy.com...

Contact customer support...
How do [7...

Report a crash L4

= Check out the Frequently Asked Questions too!

3.3 Toolbar Reference

This reference section lists the various toolbars in Coverage Validator, with quick links to their own
section of the help manual.

The items are listed in left to right order.

E ®, (X U) \@\@\ 2 @@
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“ Click on any part of the pictures below to jump straight to the topic:

Standard toolbar

=1=]2]

e Load session
e Save session
e Help

Session toolbar

L@ PO |

Settings

Launch application using the launch chooser
Relaunch the previously launched application
Inject into application

Wait for application to start

Stop application

Ask stub for coverage data

Enable collecting data

Disable collecting data

Query

W \. @\.%

e Query address
e Query object
e Find function

Tools

2@ 5

o Reset statistics
o Refresh view
o Refresh all views

Copyright © 2002-2025 Software Verify Limited



The User Interface 43

3.4 The status bar

Elements of the status bar

The status bar has three main sections, from left to right:

o the message line
o data collection statistics
e program information

The message line

Most of the time, youl'll just see this:

| Ready

When you hover the mouse over a toolbar button or a menu item for a short time, a help message
appears in the status bar describing the button's action.

Data collection statistics

The data statistics counts give a crude indicator of how data is being collected by the stub and sent to
Coverage Validator.

This collection data has three counters and a collection status:

Data items sent from stub that have been processed
Symbols that have been processed

Line coverage data entries

Status indicating whether collection is currently on or off

1,235 639 360 |Collect:On

The boxes stay gray when the values are static, but will be coloured for a few seconds when the value
changes:

I:l The value increased
The value decreased
Coverage status

The status of the flow trace indicates what is currently happening.

e Ready. Waiting to start a run, or a run has finished and is waiting for you to analyze the data.
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Starting. Starting a run (hooks being installed etc).

Running. Target executable is hooked and running.

Terminating. Target executable has entered ExitProcess but has not yet finished executing.
Post Processing. Target executable has finished executing. There is data that still needs to be
processed.

Running

Target program name
This displays No active session when there is no session running, terminating or loaded.

Mo active session

When a session is running, terminated or loaded, this displays the name of the target program followed
by a timestamp.

cvExample.exe:Fri Jul 03 10:09:24 2020

3.5 Keyboard Shortcuts

Keyboard shortcuts

The following shortcuts are available. Note the useful F1 for contextual help.

+ Select All

+ Copy

+ Find (file or function)

+ Goto line (Source code views)
+ E Open session

+ E Sawe session

Help (contextual for current view or dialog)
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Wait for application

Inject into process

Start application (Native / .Net)

+ Start application (.Net Core)

Restart application

Monitor a Senice

Monitor IIS and ISAPI

Monitor IS and ASP.Net

Monitor Web Development Server and ASP.Net

+ Redisplay the previously chosen launch dialog.

Also
and + navigate forwards and backwards through unvisited lines when source code
has focus.
and + navigate forwards and backwards through the visited lines of the source
code.
3.6 Icons

Icons used in the main displays

Some of the displays include an icon on the left border of the scrolled list/tree to indicate the type of data
that is present on that line.

Option enabled
[] option disabled
Source code line indicator
Source code
v Line has been visited
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3.7

3.71

X Line could not be hooked

The main display

The tab windows

The main display of Coverage Validator consists of tabbed windows. Not all the tabs may be \visible - see
the Data Views menu to show any hidden tabs.

Each window allows the data collected to be viewed, inspected and queried in different and
complimentary ways.

Typical usage might be to use the Summary or Coverage tab to monitor high level coverage in the target
program, and then use another view to gain insights at a different granularity.

'h Click on an item in the picture below to find out more about each of the tabbed windows, or use the
list further below:

‘ Summar Coverage Branch Coverage Functions Directories DLLs Files and Lines Diagnostic Tuteorial

Hiding and showing tabs

Each tabbed window can be closed by clicking the small [x] on the right hand side of the tab. The
window can be redisplayed from the Data Views menu.

Icons

Most windows use a small nhumber of icons to indicate different types of data.

Summary

The Summary tab view displays a dashboard of high level information about the coverage of the current
application.
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wBH % AL/ 880 2 CE

Summary Coverage Branch Covarage Functions Diractories DLz Unit Tests Files and Lines. Diagnostic Tutorial
Files 5 Directories 1 Dus 1 Functions 84 Branches 43 Function Branches 13 Lines 270 Unit Tests
e FA e s Yoo uniemd W e e EA Vs | et Vises  Umstad  Fdl Visiles  Uestad Visited

4 3 12 [] 1 2 @
PP Y M Yy ond  adtw  dbew  soos e e e uae 2202% [Ty wa% aom%  Terw T 2.18%
‘ . . o

Comments

© There are same iniine andior tempiate funchons tat have not been visited. See Functions tab for detalls
Fillor summary
N DLLs hooked , Hook Insertion” [Using General DLL Hooks! | Edi
o file extension hitars speciied Edit
Hnokel\lﬁle Edt
Ho class and function fibers. Edit
Source dirs, 3rd party source dirs, Dther source dirs. Edit
Instrumertation logging is umed off Edit
Unit Tests
Unittest resuks not recorded. Edit
Sassion Merging

Session Manager contains 1 session Edit
Aulomalie session mesgng is disabled. Edi

£ Calecttn  Ready

The summary tab

eEsampte v bk 03 1038 3000

The display shows various coverage statistics with percentages where appropriate.

Each dial summarises coverage of the different types of information found in the main tabs.

Files (Coverage)

Directories

DLLs

Functions

Branches and Function Branches
Lines

Clicking on the dials takes you to the corresponding main tab to explore in more detail.

= Branches gets two dials, one for just branches (Branches) and one for functions that contain

branches (Function Branches)

Understanding the dials

Each dial displays:

e numeric statistics on visited and unvisited items, and those items with 100% coverage

o the unvisited/visited information as angular data
o the 100% coverage as inner radial data

o the partial coverage distribution as outer radial data
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Example:

The following dial summarises data on a total of 26,748 known functions in a complex target program

Functions 26,748 | 13.58% (or 3,633) '
have been visited ’ %

Unvisited Full Visited

231 15 2,5599 3,5339 Inner area represents Quter area gradient shows
86.42% 9.60% 13.58% the proportion of visited coverage distribution of
functions with 100% other visited functions from

coverage - approx 70% 0.01% | to -

Example: non 100% coverage functions have...

s NS

| 86.42% (or 23,115) : . . .
of the functions have mostly low - a linear © mostly high
not been visited at all coverage : coverage : coverage
L F o\ : distribution  ° )

& The radius of the inner area may grow or shrink as the target program runs, since the proportion of
visited functions that have 100% coverage can go up or down.

Status summary area

Below the dials is a status area showing any comments or special notices related to the current
session.

Underneath the comments you'll find the status of any filters, unit tests, or session merging.
Clicking Edit... or View... opens a dialog to edit or view the relevant settings.
In most cases the settings shown are identical to the relevant page of the global settings dialog.

Filter summary:

e DLLs Hooked Edit... > Hooked DDLs settings

¢ File extension filters Edit... > Hooked Source File Types settings

e File hooks Edit... > Source Files Filter settings

e Class and function filters Edit... > Class and Function Filter settings

o File location filters Edit... > File Locations settings

¢ Instrumentation logging Edit... > Instrumentation Logging settings (If logging is off)

View... > Instrumentation Log dialog (If logging is on)
Session merging:

e Session manager status Edit... > Session Chooser dialog
e Session merging status Edit... > Auto Merge settings
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3.7.2 Coverage

The Coverage tab view displays file coverage and gives a good overall picture of the coverage.

'b Read on, or click a part of the image below to jump straight to the help for that area.

E ﬂi'-*ll Dissles.. | Updun it s) [10 7]
File

Totals

22.96%|

% Visit... | Num Lines

| Num Visited | Visit Count  |DLL
270
F-]

62| 62|
" 14 Ef\omi\c\ coveraget
1 11 E\omicicoveragelt

e

\CYEHAMPLE D, 10_OhveoE
MumUnes 14, Vedted 11, Parcent Visied PAETY, Totel Mumber of Visls 11, Mot hooked 0
B @ Uneied O Lie  Gow Veeed BHEY

include "stdafx, h™
include "cvExample.h”

inciude “mainfrm. h”

undef new
TMPLEMENT_DYNCREATE (CMainFrame, CFramewnd)
anewnd)

MainFrame()
// Topo: add member initialization code he

ainFrame: :~CMainFrame()

ainerame diagnostics

ifdef _DEBUG
old cMainFrame: ;assertvalid() const

1
60 1 i; CFramennd: tassertvalid();

As with many of the tab views, the display is split into two resizable panes.

o the left side lists a summary of the file coverage data

o the right side shows source code for any file selected on the left

Wel'll cover the file list and its popup menu first, and then the source code view.

The file list

At the top of the list is a summary of the total current file coverage statistics.

File

% Visited

Num Lines

Num Visited |Visit Count °/ DLL

Totals

54.52%

332

181

Each subsequent line in the list of files displays the following:

o the file name - either the full path or the short name

o the percentage of hookable lines that have been visited

63,062

o the number of hooked lines in the file, (unhooked lines in brackets)
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This is not the same as the total number of lines in a file, which may include comments,
declarations and white space.

Neither is it the same as the number of hookable lines since some lines or functions can be
excluded from hooking.

The count also includes lines which should have been hooked but failed, for example because
the instrumentation level was set low. The unhooked line count is shown in brackets.

e the number of different lines that have been visited
o the total visit count for the file

This may be equal to the number of different lines visited unless you're counting each visit
separately as seen below.

File % Visited |Num Lines |Num Visited |Visit Count "/ DLL

Totals 54.52% 332 181 63,062

testsvw.cpp 76.24% 181 138 31,267 C:A\Program Files (x86]\Software \
mainfrm.cpp 73.68% 19 14 18,629 C:\Program Files (x86]\Software \
testsdoc.cpp 57.14% 21 12 13,086 CM\Program Files (x86)\Software
cvexample.cpp 5313% 32 17 80 C\Program Files (x86)\Software ¥
testmemorydialog.cpp 0.00% 79 0 _| C:\Program Files (x86)\Software }

e the DLL in which the file was found

Files are ordered first by their directory and then by the files in those directories.

Line colours
Each line in the list is colour coded to indicate one of the following:

o the file has not been visited at all

|testmemorydia|og.cpp 0.00% 79 ] 0 CMProgram Files (x
o the file has been visited to some extent

|testsdoc.cpp 57.14% 2 12 12 CM\Program Files (%

e every hookable line in the file has been \isited, i.e. 100% file coverage

e none of the lines in the file could be hooked

‘ gstringlist.h 0.00% 2 (2 unhooked) a 0 Dh\dev\Gradie

Unhooked lines
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The number of unhooked lines is shown in brackets in the Num Lines column.

Depending on what file or DLL hook filters are set up, not all the hookable lines in a header file may

attempt to be hooked.

Only those that are actually used (e.g. via macros or inlines) in the program may actually be hooked.

= By default, lines that could not be hooked don't stop the coverage from reaching 100%, but you can

change this.

In this example below, the instrumentation level was set low (incomplete but faster') to force significant

numbers of unhooked lines.

File

% Visit..."

MNum Lines

Num Visited

Visit Count |DLL

Totals

41.16%

1,314 (194)

461

461

gtmain_win.cpp
mec_gradients.cpp
glist.h
gradients.cpp
gvector.h
gstringlist.h
gtextstream.h

Scrollbar visualisations

85.71%
7143%
40.00%
3798%
1781%

0.00%

0.00%

8 (1 unhooked)

15 (8 unhooked)
120 (25 unhooked)
942 (39 unhooked)
101 (28 unhooked)
2 (2 unhooked)

1 {1 unhooked)

38
343
13

6 DhdevGradients
5 DidevtGradients
38 DideviGradients'
343 DhdeviGradients'
13 DdevtGradients
0 D:M\dev\Gradients
0 Dhdev\Gradients

To the right of each pane, beside the vertical scrollbars, you'll see a coloured area which represents the

coverage.

For the file list, the visualisation shows the coverage of each file in the list - reflecting the progress

meters in the second column.

mainfrm.cpp
cvexample.cpp
testsvw.cpp
testsdoc.cpp
testmemorydialog.cpp

713.68% 19
53.13% 32
48.88% 178
A

0.00% L

11,029 C:\Program Files
46 C:h\Program Files (
10,154 C:\Program Files
4,183 C:\Program Files (
0 CM\Program Files

For the source code view, the visualisation shows the coverage of each line in the file
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162 1 cs.ocy = 300:; -
164 1 CView: PreCreatelVindow(cs)
| 165 H

166 1 return TRUE:
167 1 W3

-void CTeststakView: OnTestPerformte=st ()
170 0 {
171 0 test (TRUE) ; Tl
172 0 T B
— D-VDid CTeststakView: OnlUpdateTestPerformtest (CCndUI#* pCndlI)

{

176 0 pCmdUI-3Enable(TRUE) ;
177 0 }

-vnid CTeststakView: OnTestTest2()
180 0 {
181 0 test (FALSE) :
182 0 ¥

-vn:nid CTeststakView: OnllpdateTestTestZ (CCndlUI* pCudlUI)
185 0 i i

These visualisations provide a snapshot view of the whole list of files or the whole source file.
Irrespective of how much you can see in the file list or in the source code view, you can still get a global
ovenview of the coverage distribution.

Coverage options

The coverage controls are shown below.

_=| Refresh | Update Interval (seconds) (1.0 | v Highlight non zera line countz [ Show Path

Window orientation

The horizontal or vertical orientation of the statistics and source code panes can be toggled with the
orientation button.

=l =

Updating the display

o Update Interval (seconds) * automatically updates the display at your choice of interval between
0.1 and 60 seconds - or not at all!

Adjust this depending on the complexity of your application.

Only the Coverage view has automatic update intervals controlled in this way.

o Refresh » updates the display - as does the Q button on the Tools menu and toolbar

With an update interval set to No Update, you'll need to use this Refresh button to update the
display when you wish.
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Display settings

» Highlight unvisited lines » highlights rows for files and lines that have not been visited (on by
default)

If switched off, unvisited lines appear white - or whatever colour you've set as the unselected
colour.

testmemorydialog.cpp 0.00% 79 0 0 CAProgram Files (x

e Show Path *» shows the short file name or the longer file path in the File column of the data

File list menu options ‘8

The following popup menu is available over the data area to add filters or edit code.

Instrumentation Fiter ¥
Edit Source Code. ..

EMenu options: Instrumentation Filter

The instrumentation filter lets you add filters at different levels of granularity:

Exclude Filename
Exclude Directory
BExclude DLL

o Exclude Filename * adds a new filter to the Source Files Filter settings, excluding it from the
results of subsequent sessions

o Exclude Directory * excludes all files in the same directory as the selected file

From the sub menu, choose the directory level at which you want to exclude files, right up to the
drive specifier if you need to.

cprogram files 86} software verficationc++ coverage validator'cvexample
cprogram files (86} \software verfication‘.c++ coverage validator
cprogram files 86} software verfication

cprogram files x86)

[
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e Exclude DLL * excludes all files belonging to the same executable or DLL as the selected file

This adds a filter to the Hooked DLLs settings.

b= Filters become effective at the start of the next session. Adding a filter during a session will show
the relevant rows in grey so that you can see which files would be filtered, but the coverage results will
continue to be included for the rest of the current session.

& Menu option: editing source code

o Edit Source Code... * opens the default or preferred editor to edit the source code

The file source code view

Clicking on a file in the file list, shows that file in the source code view on the right.

The source code uses syntax highlighting by default, with the background colour of the line indicating if
the line has been \isited, is unvisited or could not be hooked.

Icons are displayed next to hooked and unhooked lines indicating visit and hook status and visit counts
are shown in-line with the code.

Hovering over a line for a short period of time shows a tooltip with the number of visits to the line.

Contiguous groups of lines can be collapsed and hidden from view.

Source code file information

On the right hand panel, above the source code, you'll find some information about the source file

1387184 c:hprogram files [#B6]\software vernfication\c++ coverage validatorcvexampleitestsviw, cpp
/-’ C:AProgram Files [#861%5 oftware WerificationsC++ Coverage YWalidatorseyE sampleDebugH onLinkAaM519_0heyE sample. exe
{ Murn Lines 181, Wisited 138, Percent Visited 7E.24%, Total Number of Yigits 31336, Not hooked O

m *I Unvisited ¢ Line & Group  isited m iH

The details shown include the following:

o 'quick view' details for visited and unvisited lines, pink for unvisited, light green for partial visited, and
dark green for 100% visited

138 7181 178 1178

/

r
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o the source code filename and the executable or DLL to which it belongs

c:hprogram files [#8E)\software verficationhc++ coverage validatorhcvexampleitestavw. cpp
C:\Program Files [2B6)\Saftware VerficationhC++ Coverage Y alidatorhovE sampleh D ebugMonLinkAMS19_0hevE sample. exe

o the same file statistics as seen in the left hand panel

Mum Lines 181, Yizited 138, Percent Wisited 76.24%, Total Mumber of Wizt 31665, Mat hooked 0

Browsing visited and unvisited lines
o ﬁ *I # show the previous and next unvisited line of code
and + also navigate forwards and backwards when the source code has focus.

o fﬁi' ﬂfl > show previous and next visited line of code

The arrows are grey when disabled.

and + also navigate forwards and backwards through the visited lines.

Line > step by individual lines of code

Group * step by groups of contiguous visited or unvisited lines

Keyboard access: Find and Goto

When the data view or the source code view has focus, some keyboard access is available to search for
files and other text, or to navigate to numbered lines.

Find filename in data view

In the data view, + displays a dialog that will allow you to search by full or partial match for
a filename.
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Find filename

*
Find what: |s~..'w Find Mext

[ Match whale word only Direction Cancel
" Up ™ Down

[ Match case

Find text in source view

In the source code view + lets you search by full or partial match anywhere in the file.

Find in Coverage Source View

>

[ Match whale word only Direction Cancel
" Up ™ Down

[ Match case

Goto line in source view

In the source code view, + displays a goto-line dialog.

Goto Line Dialeg

Line Mumber |$1 -
Cancel

3.7.3 Branch Coverage

The Branch Coverage tab view displays branch coverage information for each function that contains
branches.

\h Read on, or click a part of the image below to jump straight to the help for that area.

Copyright © 2002-2025 Software Verify Limited



The User Interface 57

]  Bebwn | Ewsdtt | Disslr. | ryp [ByCes =] = [ Qowcerring el A A e S
=" % Visited | Num Bra._.| Num Visitad  Visie Count | D ~ Num Branches 1. Visked 3. Percert Visted 81 (2%, Total Nunbes of Visks 9
a290%| 4287 1,830 1,839 B @ Unvisted C Line & Giop  Vited B &
= :
Blaestenpcess sinain ! ! 1E OLORREF highlightcolumnsackground(coLorrer colo -
4 P logFile 000% “ L] e = [
2 P hashMap<stubString wehar t const *unsigned int unsigned i.. a615% 13 [ e o e aif?‘_bl_u‘-
@ ; B ; 1
D> hashMap<stubString.wchar $ canst % stubSting wehar ¢ cons... 000% " ) 0E = splitroeCeolour, ry g b:
9 | hashMap<stubString wehar_t const *int int> 8a33% & 5 5E . h d and K
o T . m— . = e increase the red and green components (mal
T ;] 2 if (r == 0)
[E] testColours Bx00CITdeD [Line 45] 000% 12 0 oe - WES o Bttt
(5] testAndGetHelpFilePath Tx00c3400 [Line 469] 000% 3 ) 0E @ 325 2 o else if (r = 255)
, NE| 328 F ro= (ine)(r ¥ 1.2);
] sviSetThresdDescription Cx00cA2650 [Line 58] S0.00% 4 2 e | - q else
5] scaleBitmap 0x00c37540 [Line 150] 000% s [} I = | g2 S diff = 0.1;
. T
[ printvalue 0x00c35300 [Line 20] 000% 16 C G A 2 v elsedr E?. 1= 255)
(5] print¥slue 0x00c35850 [Line 430] 80.00% 0 8 el = 2 1% elser nt)(g *'1.2);
(] printvalue 0x00c35920 [Line 557] 2% 9 2 2 335 1 diff = 0.1;
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The branch coverage focuses only on those areas of code which are conditionally executed.
This includes if / else statements and conditional loops such as for and while.

When viewing the source code, only the first line in each branch is marked. This is because any
subsequent lines in the same code block must also be executed as part of the same branch.

As with many of the tab views, the display is split into two resizable panes.
o the left side lists a summary of the branch coverage data
e the right side shows source code for any method selected on the left

Wel'll cover the data view and its popup menu first, and then the source code view.

The data view

|Class f Method % Visited | Num Branches | Num Visited | Visit Count | DLL

Each line in the view displays the following:
o the file, class, method or function, depending on the Type of the view
o the percentage of hookable branches that have been visited in the function
o the number of hooked branches in the function

This is not the same as the number of hookable branches since some lines or functions can be
excluded from hooking.
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e the number of different branches that have been visited in the function
o the total visit count for all the branches in the function

This may be equal to the number of different branches visited unless you're counting each visit
separately.

e the DLL in which the method was found

The Branch Cowverage can show a hierarchical or list view of data according to the Type setting.

Hierarchical views

A hierarchical view is shown when the Type is set to one of the following:
e class / method
o file / function (the default)

o directory structure / file / function

Examples:
¥ didevigradients\gradients\gradients.cpp D\deviGradie
Gradients:style 000 ca3afl [Line 316] 18.18% 11 2 142612 | D:\devi\Gradie
Gradients:rghToFill5tring (kd0ca5afl [Line 521] 0.00% 3 0 0| D:\devi\Gradie
Gradients:rect 0x00ca3830 [Line 299] 0.00% 1 1} 0 Di\dev\Gradie
Gradients:readASCData 0:00ca9d30 [Line 1035] 73.33% 15 11 40,713 | D:\dewv\Gradie
Gradients::radialGradient 0:00cald70 [Line 89] 50.00% 2 1 1 Di\dev\Gradie
Gradients:lightBackground 0x00ca5cel [Line 538] 0.00% 4 Q 0 Di\dev\Gradie
¥ 4 34.44% 151 52 1,608,292 D:\deviGradie
¥ dev 2771% 83 23 334,257 Di\dew\Gradie
¥ gradients 21.11% 83 23 334,257 D\deviGradie
W gradients 27.71% 83 23 334,257 D:hdev\Gradie
W gradients.cpp 26.58% 79 21 334,242 D:\dev\Gradie
Gradients:background 0x00ca5a00 [Li... 0.00% 2 0 0 Di\dev\Gradie
Gradients:borderedShadowedBoxGro... 0.00% 2 0 0 Dhdev\Gradie
Gradients:borderedShadowedCircleG... 0.00% 2 0 0 DhdevGradie

& Forclass and directory hierarchical views, the statistics against each directory or class is an
aggregated sum of all the contained branches

List views

A hierarchical view is shown when the Type is set to one of the following:

e method or function
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e class or method (ordered by number of lines in file)

Example:
E Gradients:background 0x00ca5a0l [Line 497] 0.00% 2 i} 0 D:\dev\Gradie
El Gradients:borderedShadowedBoxGroup Oxd0ca3e.. 0.00% 2 0 0 Dhvde\Gradie
El Gradients:borderedShadowedCircleGroup 0:0ca... 0.00% 2 0 0 Dhvde\Gradie
El Gradients:createArt] 0x00cabac) [Line 647] 0.00% 4 0 0 D:\dev\Gradie
El Gradients: createArt? 0x00ca74a0 [Line 718] 0.00% 2 0 0 D:\dev\Gradie
El Gradients: createArt? 0:00ca78ed [Line 778] 0.00% 2 0 0 D:\dev\Gradie

= Only the first column in the view can be used for sorting the data.

Unhooked lines

Depending on what file or DLL hook filters are set up, not all the hookable lines in a header file may
attempt to be hooked.

Only those that are actually used (e.g. via macros or inlines) in the program may actually be hooked.

= By default, lines that could not be hooked don't stop the coverage from reaching 100%, but you can
change this.

In this example below, the instrumentation level was set low (incomplete but faster') to force significant
numbers of unhooked lines.

¥ pa 30.88% 68 21 pal
¥ gt 30.88% 68 pal pal
W o 30.88% 68 21 21
¥ 32 30.88% 68 21 21
W o 30.88% 68 il pal
¥ corelib 30.88% 68 21 21
¥ global Not hooked
W qglobalh Mot hooked
El gMax<int> (Mot hooked) Not hooked
q
=l qMin<int> (Not hooked) Not hooked
q

Line colours
Each line of data in any of the views is colour coded to indicate one of the following:
¢ the function has not had any branches visited at all
&l Gradients:groupScale 0x00ca3670 [Line 284] 0.00% 1 0 0 D:\dev\Gradie
e some but not all branches in the function have been visited

& Gradients:radialGradient 0x00cald70 [Line &3] 50.00% 2 1 1 Ddev\Gradie
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e every hookable branch in the function has been visited, i.e. 100% file coverage

e no branches in the function could be hooked

gMin<int> (Mot hooked) Mot hooked D:\dew\Gradie

& Unhookable branches are likely when the instrumentation level is set low, for example
incomplete but faster.

Scrollbar visualisations

To the right of each pane, beside the vertical scrollbars, you'll see a coloured area which represents the
coverage.

As with the scrollbar visualisation in the Coverage tab, the bar in the left hand pane shows an overall view
of the coverage distribution across every function listed.

Howewer, because branch coverage is broken down to the function level, selecting a function in the left
hand pane will only highlight branches in the source code view for that function.

Branch coverage options

The branch coverage controls are shown below.

Befrezh | Expand All Dizplay... |T_'r'|:IEZ IB}. Clazs LI ¥ Descending

Window orientation

The horizontal or vertical orientation of the statistics and source code panes can be toggled with the
orientation button.

=l =

Updating the display

o Refresh » updates the display - as does the Q button on the Tools menu and toolbar

View type
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Changing the Type alters the view to one of the hierarchical or list views described earlier.

By Class * shows a hierarchical C++ class / method view

By Function Name * shows a list of all functions sorted by name

By Directory * shows a hierarchical view of directory / file / function

By File > shows a hierarchical file / function view

By Number of Lines * shows a list of classes or methods ordered by number of lines in file

E Each view shows the same owerall data, just in different arrangements

Sort order

o Descending * reverses the direction of the data, sorted by the names in first column
Expanding and collapsing the data
o Expand All / Collapse All > switches any hierarchical view between collapsed and expanded view

o Collapsed * sets the preferred state of the view when the data is refreshed

This includes when you change some of the other display settings.

Display settings

o Display... * displays the branch display settings dialog

Branch Display Settings ? pod
Iv Highlight unvisited lines
[ Show Unhooked lines
{* Display data in @ collapsed tree

(" Display data in an expanded tree

Ok | Cancel

¢ Highlight unvisited lines * highlights rows for branches that have not been visited (on by default)
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If switched off, unvisited lines appear white - or whatever colour you've set as the unselected
colour.

o Show unhooked functions » display information about functions that could not be hooked (off by
default)

This means unhookable lines, for example lines that were too short, rather than lines or
functions that are deliberately set not to be hooked.

File list menu options &

The following popup menu is available over the data area to add filters, edit code, or expand and collapse
the view.

Instrumentation Fiter ¥
Edit Source Code...

Collapse Entry
Expand Entry
Collapse Al
Expand All

EMenu options: Instrumentation Filter

The instrumentation filter lets you add filters at different levels of granularity:

Exclude Filename

Exclude Directory r
Exclude DLL

Filter By Class

Fitter By Class And Method
Fitter By Method

e Exclude Filename * adds a new filter to the Source Files Filter settings, excluding it from the
results of subsequent sessions

e Exclude Directory * excludes all files in the same directory as the selected file

From the sub menu, choose the directory level at which you want to exclude files, right up to the
drive specifier if you need to.
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cprogram files 86} software verficationc++ coverage validator'cvexample
cprogram files (86} software verfication'c++ coverage validator
cprogram files 86} software verfication

cprogram files x86)

c:

o Exclude DLL * excludes all files belonging to the same executable or DLL as the selected file

This adds a filter to the Hooked DLLs settings.

The other options all add a filter to the Class and function filter settings
o Filter By Class » excludes all functions in the selected class
Example filter: cTeststakbDoc: :
o Filter By Class And Method * excludes only the selected class functions
Example filter: cTeststakDoc: : OnNewDocument

o Filter By Method » excludes only the selected method, whether in a class or the global
namespace

Example filter: onNewDocument
= Filters become effective at the start of the next session. Adding a filter during a session will show
the relevant rows in grey so that you can see which files would be filtered, but the coverage results will
continue to be included for the rest of the current session.
& Menu option: editing source code

o Edit Source Code... * opens the default or preferred editor to edit the source code

& Menu options: collapse / expand trace

o Expand or Collapse Entry > shows and hides the selected section in the view, the same as using
the or = buttons

o Collapse All > completely collapses all sections

o Expand All * expands all the sections

The branch source code view
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Clicking on a function in the left hand panel, shows that file and function in the source code view on the
right.

The source code uses syntax highlighting by default, with the background colour of the line indicating if
the branch line has been visited, is unvisited or could not be hooked.

Icons are displayed next to hooked and unhooked branch lines indicating visit and hook status and visit
counts are shown in-line with the code.

Howering over a line for a short period of time shows a tooltip with the number of visits to the line.

Contiguous groups of lines can be collapsed and hidden from view.

Source code branch information

On the right hand panel, above the source code, you'll find some information about branches in the
selected function in the source file

102 chprogram files [#86]hsofbware venfication.o++ coverage validatorhcvesamplet.ovesample cpp
- C:\Program Files [=BE]\Software Yerification\C++ Coverage ValidatorhcvExampletDebughonLinkAMSIS_0havExample. exe
s Mum Branches 2, Wisited 1, Percent Visited 50.00%, Total Humber of Yisits 1

4 & Unvisited & Line  Group  Wisted [ 5
The details shown include the following:

e 'quick view' details for visited and unvisited branches in the function, pink for unvisited, light green for
partial visited, and dark green for 100% visited

1712 414

-
-

/
f.

“
.

o the source code flename and the executable or DLL to which it belongs

c:hprogram files [86]Nzoftware verficationhc++ coverage validator\cvesamplehcvexample.cpp
C:\Program Files [«86]\5 oftware Yerfication\ C++ Coverage YalidatorhowE =ampleh D ebugMonLinkaM 519 0hevExample exe

e the same branch statistics as seen in the left hand panel

Mum Branche: 2 %igited 1, Percent Vizited 50.00%, Total Mumber of Yisits 1

Browsing visited and unvisited lines

° ﬁ ﬂ # show the previous and next unvisited branch in the function
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and + also navigate forwards and backwards when the source code has focus.

o ﬁ ﬂfl » show previous and next visited branch in the function

The arrows are grey when disabled.

and + also navigate forwards and backwards through the visited lines.

e Line * step by individual lines of code

e Group *» step by groups of contiguous visited or unvisited lines

Keyboard access: Find and Goto

When the data view or the source code view has focus, some keyboard access is available to search for

text, or to navigate to numbered lines.

Find text in data view

In the data view, + displays a dialog that will allow you to search by full or partial match for
text in the first column - the contents of which depends on the Type setting.

Find Class / Method

Find what: |51.rw|

[ Match whole word only
[ Match case

Direction
" Up f Down

*

Eind Mext
Cancel

Find text in source view

In the source code view + lets you search by full or partial match anywhere in the file.

Find in Branches Source View

Find what:  |DoData

[ Match whole word only
[ Match case

Direction
" Up * Down

et

Cancel
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Goto line

In the source code view, + displays a goto-line dialog.

Goto Line Dialog X

Line Murnber IB'I Ok, I
Cancel |

3.7.4 Functions

The Functions tab view displays function and line coverage information for each hookable function.

* Read on, or click a part of the image below to jump straight to the help for that area.

= pewesh | Epmam | D = ; ehonc\svkanmanuicaioutranstom cop Line 315
__—] Bahes apand A isplay... | Type: [By Ciass W Descendin e S e
T % Visited | Num Lines | Hura Viited |1~ Wom Lines. 21, Visted 17, Percent Viskad 60 95%, Total Number of Vists 1. Mol haoked 0
4435%| 11,038 4888 B § Umsied Clim @ Gop Veled B &Y
[ sortFunc 0c00c a0 Line 51) i L b - - OLORREF highlightcolunnBackground (COLORREF colour
5] sortFunc 0x00<53110 ILine 581 000% 4 0 =| 315 Ll
=] sertFunc 0x00c 38bal [Line 51] 000% 2 0 m H 1 dgzm G,!f '-bi‘o;
5] scaleBitmap Dx00c37440 [Line 1501 000% 28 o 5 splitree(colour, r, g, b);
=] safeLoadMappedBitmap (DI 35400 [Line 352 000% 5 [l e . )
B —-— s - BF ncrease the red and green components (make
= 5 B i & =0
= r = 20
[ K - 325 2 1 if l= 255
[E] print¥alue (x00c35500 (Line 20] 5161% Ell 1% e H 5 e ser_ T Eﬁnt)(r ‘)1.2):
[S] print¥alue (x00c35360 [Line 430] S048% 2 b = i = else
[E] printialue Dx00c15%aD [Line 557) 2381% 2 s | S| e 1 diff -= 0.1
| a3t 3 ! if (g == 0)
] madifyBitmape. 50 Line 218] 000% E O E S 2 v alseif Eg'!- 255
(5] sHTMLHelpinstalled Bx00c3ccd0 [Line 18] 000% B s i Il .9 - e T2
[=] isAFlappyDrive 0x00:42230 [Line 103] 8333% 3 5 u — 1; diff -= 0.1
5] initGet0y sion D0c41a20 [Line 28] 3659% 4 15 =] 337 1 if (r » 255)
Foer Exclude Flename. | L u B ﬁm - diff = ((r - 255) / 255.00;
Bl 9ut0 1y r o= 255
’ Edt Scurce Code. | Exclude Dwwctory [ etomicuvicommons | = - 1
e T Ercude DLL oo T T 343 1 if (g > 255)
[E] getfilterindes (x00c3dded |1 ;’:" Fier By Clats eom — =
- Expand - | diff —= - 255) / 255.0);
] getExceptionbame x00c34 a Fiter By Class A Method . Tte H it e LI 4
[5] getbxceptionDescription 0~ £ Fater By Method [
=2 0.00% 1w 0 b = (int)(b * diff);
[=] displeyHtmiHelplisingHelper (:00c3cd2 [Line 141] 000% ™ [ calaur = REB(r, g, B):
5] displaytilgTopic_internal (x00c3d490 LLine 506) e = ° 5 colour &= RGBOXFF, OXBF, OxbF):
[=] displeyHelpTopic xDDc3d340 [Line 755] 0.00% [ 0 = colour |= RGB{0xFO, OxfO, 0x00);
5] displayHelpFailureMessage 1x00c3dTcd [Line 7011 000% 7 0 = Y CETRIEEIE
[=] copyTeClipbaard CxDDcA00 [Line 10] 000% 17 o — | I .l

The function coverage view focuses on coverage at the function level. If you need to see an oveniew of
cowverage for a whole file, see the Coverage view.

When viewing the source code, only the lines in the selected function are highlighted.
As with many of the tab views, the display is split into two resizable panes.

o the left side lists a summary of the function coverage data
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o the right side shows source code for any function selected on the left

Wel'll cover the data view and its popup menu first, and then the source code view.

The data view

|Class / Method % Visited | Num Lines | Num Visited | Visit Count |DLL

Each line in the view displays the following:

o the file, class, method or function, depending on the Type of the view

the percentage of hookable lines that have been visited in the function

the number of hooked lines in the function

This is not the same as the number of hookable lines since some lines or functions can be
excluded from hooking.

the number of different lines that have been visited in the function

the total visit count for the function

This may be equal to the number of different lines visited unless you're counting each visit
separately as seen in one of the hierarchical view examples below.

The count also includes lines which should have been hooked but failed, for example because
the instrumentation level was set low.

the DLL in which the file was found

The Function coverage can show a hierarchical or list view of data according to the Type setting.

Hierarchical views

A hierarchical view is shown when the Type is set to one of the following:
e class / method
o file / function (the default)
o directory structure / file / function
Examples:

Data organised by file / function:
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H W g2 dev\gradients\gradients\gradients.cpp
il = Gradients:Gradients 0:011515d0 [Line 11]

— . Gradients:background 0x01155a00 [Line 497] 0 Didev
— . Gradients:borderedShadowedBoxGroup 0x01153e... 0 DA\dev'
— . Gradients::borderedShadowedCircleGroup (:0115... 0 D:\dev'

Data organised by directory / file / function:

= For class and directory hierarchical views, the statistics shown against each directory or class is an
aggregated sum of all the contained functions

List views
A hierarchical view is shown when the Type is set to one of the following:
e method or function ordered by name

e class or method ordered by number of lines in file

Example:

Data organised by function name:

. Gradients:background 0:01155a00 [Line 497] 0 Dihdev
. Gradients:borderedShadowedBoxGroup 0:011532e0 .. 0 Dhdev
. Gradients:borderedShadowedCircleGroup 0x011549... 0 Didev

= Function names are sorted alphabetically. Destructors (starting with ~) will likely be shown first or
last depending on the sorting order.

A= | Only the first column in the view can be used for sorting the data.

Line colours
Each line of data in any of the views is colour coded to indicate one of the following:
¢ the function has not had any lines visited at all

Gradients::groupScale 0:01153670 [Line 284] 0.00% 7 a 0 Ddev
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e some but not all lines in the function have been \visited

GradientszradialGradient 0:01151d70 [Line 83] 8235% 17 14 1 Didev

e every hookable line in the function has been visited, i.e. 100% file coverage
¢ no lines in the function could be hooked

gMin<int> (Mot hooked) Mot hooked DihdeviGradie

E Unhookable lines are likely when the instrumentation level is set low, for example
incomplete but faster'.

Unhooked lines

Depending on what file or DLLs hook filters are set up, not all the hookable lines in a header file may
attempt to be hooked.

Only those that are actually used (e.g. via macros or inlines) in the program may actually be hooked.

E By default, lines that could not be hooked don't stop the coverage from reaching 100%, but you can
change this.

In this example below, the instrumentation level was set low (incomplete but faster) to force significant
numbers of unhooked lines.

v QL|5t< Q5tring= 75.00%
. QLISI{QStnngb Mot hooked
append 0x0117efel [Line 435] 44.00% 28 11
detach Not hooked

Scrollbar visualisations

To the right of each pane, beside the vertical scrollbars, you'll see a coloured area which represents the
coverage.

As with the scrollbar visualisation in the Coverage tab, the bar in the left hand pane shows an overall view
of the coverage distribution across every function listed.

Howewer, because function coverage is broken down to the function lewel, selecting a function in the left
hand pane will only highlight lines in the source code view for that function.

Function coverage options
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The function coverage controls are shown below.

Refresh Expand Al Dizplay... | Type: |E;_.,. Class ﬂ ¥ Descending

Window orientation

The horizontal or vertical orientation of the statistics and source code panes can be toggled with the
orientation button.

=l =

Updating the display
o Refresh * updates the display - as does the Qv button on the Tools menu and toolbar
View type

Changing the Type alters the view to one of the hierarchical or list views described earlier.

e By Class * shows a hierarchical C++ class / method view

By Function Name * shows a list of all functions sorted by name

By Directory * shows a hierarchical view of directory / file / function

By File > shows a hierarchical file / function view

By Number of Lines * shows a list of classes or methods ordered by number of lines in file

E Each view shows the same owerall data, just in different arrangements

Sort order

o Descending * reverses the direction of the data, sorted by the names in first column

Expanding and collapsing the data

o Expand All / Collapse All > switches any hierarchical view between collapsed and expanded view

o Collapsed * sets the preferred state of the view when the data is refreshed

This includes when you change some of the other display settings.
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Display settings

o Display... » displays the branch display settings dialog

Branch Display Settings ? *
Iv Highlight unvisited lines
[ Show Unhooked lines
{* Display data in & collapsed tree

(" Display data in an expanded tree

QK | Cancel

¢ Highlight unvisited lines * highlight rows for any functions that have not been \visited (on by
default)

If switched off, unvisited lines appear white - or whatever colour you've set as the unselected
colour.

o Show unhooked functions » display information about functions that could not be hooked (off by
default)

This means unhookable lines, for example lines that were too short, rather than lines or
functions that are deliberately set not to be hooked.

File list menu optionsE
The popup menu is identical to that for the Branch Coverage view.

The following popup menu is available over the data area to add filters, edit code, or expand and collapse
the view.

Instrumentation Fiter ¥
Edit Source Code...

Collapse Entry

Expand Entry
Collapse Al

Expand All

EMenu options: Instrumentation Filter

The instrumentation filter lets you add filters at different levels of granularity:
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BExclude Filename

Exclude Directony ¥
Exclude DLL

Fitter By Class

Fiter By Class And Methad
Fiter By Method

e Exclude Filename * adds a new filter to the Source Files Filter settings, excluding it from the
results of subsequent sessions

e Exclude Directory * excludes all files in the same directory as the selected file

From the sub menu, choose the directory level at which you want to exclude files, right up to the
drive specifier if you need to.

cprogram files (c@6) software verficationc++ coverage validator cvexample
c:program files (86} \software verfication'c++ coverage validator
cprogram files (@6} \software verfication

c:hprogram files (c86)

[0

e Exclude DLL * excludes all files belonging to the same executable or DLL as the selected file

This adds a filter to the Hooked DLLs settings.

The other options all add a filter to the Class and function filter settings
o Filter By Class * excludes all functions in the selected class
Example filter: cTeststakDoc: :
o Filter By Class And Method * excludes only the selected class functions
Example filter: CTeststakDoc: : OnNewDocument
o Filter By Method > excludes all functions in the selected class

Example filter: onNewDocument

b= Filters become effective at the start of the next session. Adding a filter during a session will show
the relevant rows in grey so that you can see which items would be filtered, but the coverage results will
continue to be included for the rest of the current session.

& Menu option: editing source code

e Edit Source Code... * opens the default or preferred editor to edit the source code
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“EMenu options: collapse / expand trace

o Expand or Collapse Entry » shows and hides the selected section in the view, the same as using
the or = buttons

e Collapse All > completely collapses all sections

e Expand All * expands all the sections

The functions source code view

Clicking on a function in the left hand panel, shows that file and function in the source code view on the
right.

The source code uses syntax highlighting by default, with the background colour of the line indicating if
the function lines have been visited, are unvisited or could not be hooked.

Icons are displayed next to hooked and unhooked function lines indicating visit and hook status and visit
counts are shown in-line with the code.

Howvering over a line for a short period of time shows a tooltip with the number of visits to the line.

Contiguous groups of lines can be collapsed and hidden from view.

Source code function information

On the right hand panel, above the source code, you'll find some information about lines in the selected
function in the source file

18 /29 d:Sdevhgradientzharadientz\aradients. cpp
P D:hdewhGradientshwind2sDebughGradients. exe
Mur Lines 23, Visited 13, Percent Visited 85.52%, Total Mumber of Yisitz: 71306, Mot hooked O

4 & Unvisited & Line © Group Visited 4 JY

T

The details shown include the following:

e 'quick view' details for visited and unvisited lines in the function, pink for unvisited, light green for
partial visited, and dark green for 100% visited

19129 21121

-
e

{
[
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o the source code filename and the executable or DLL to which it belongs

o the same statistics as seen in the left hand panel

Mum Linez 29, Vizited 19, Percent Visited B5.52%, Tatal Mumber of Wizt 71308, Mat hoaked 0

Browsing visited and unvisited lines
o ﬁ *I » show the previous and next unvisited line in the function
and + also navigate forwards and backwards when the source code has focus.

° ﬁH ﬂfl » show previous and next visited line in the function

The arrows are grey when disabled.

and + also navigate forwards and backwards through the \visited lines.

e Line » step by individual lines of code

Group » step by groups of contiguous visited or unvisited lines

Keyboard access: Find and Goto

When the data view or the source code view has focus, some keyboard access is available to search for
text, or to navigate to numbered lines.

Find text in data view

In the data view, + displays a dialog that will allow you to search by full or partial match for
text in the first column - the contents of which depends on the Type setting.

Find Class / Method

*
Find what: |suw| Find Mext

[ Match whole word only Direction Cancel
" Up * Down

[ Match case
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Find text in source view

In the source code view + lets you search by full or partial match anywhere in the file.

Find in Functions Source View

X
Findwhat:  [DoData

[ Match whole word only Direction Cancel
" Up * Down

[ Match case

Goto line

In the source code view, + displays a goto-line dialog.

Goto Line Dialog

Line Mumber |31 -
Cancel

3.7.5 Directories

The DLLs tab displays coverage information for each DLL that contains hooked code.

'h Read on, or click a part of the image below to jump straight to the help for that area.
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colour = RGB(r, g, b);

e

colour &= RGB(OxFF, Oxbf, Oxbf);
colour |- RGB(OxFO, 0xfD, OX00); ‘ ‘

return colour;

¥ et o}

The DLLs view is largely similar to the Coverage view except that the file list is structured as a hierarchy

of DLLs and files rather than just a flat list of files.

As with many of the tab views, the display is split into two resizable panes.

o the left side lists a summary of the directory and file coverage data

o the right side shows source code for any file selected on the left

Wel'll cover the file list and its popup menu first, and then the source code view.

The directory and file list

Each line in the view displays the following:

o the directory or file name

o the percentage of hookable lines that have been visited

e the number of hooked lines in the directory or file

This is not the same as the total number of lines in a file, which may include comments,

declarations and white space.

Neither is it the same as the number of hookable lines since some lines or functions can be

excluded from hooking.

The count also includes lines which should have been hooked but failed, for example because

the instrumentation level was set low.

e the number of different lines that have been visited

o the total visit count for the file
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This may be equal to the number of different lines visited unless you're counting each visit
separately as seen below:

W diwpalqtivedad2\sre\corelib\tools 45.71% 294 80 2,579,580
El d:wpa\gtiveduad2\sre\corelib\tools\ghash.h _ 64 26 2,394,268
. diwpalgtive®ea2\src\corelib\tools\glist.h 185,080

e the DLL in which the file was found

The statistics for each directory is an aggregated view of all the files within it.

Line colours
Each line in the list is colour coded to indicate one of the following:

the file has not been visited at all

d:hvwpagthivedeaisrchcorelibikernelgmath.h 0.00% 9 0 0

the file has been visited to some extent

d\wpahgthvedua 2\ srch corelib\tools\gvector.h 17.81% 101 13 13

every hookable line in the file has been visited, i.e. 100% file coverage

none of the lines in the file could be hooked

di\vpatgtived 32\ srch corelib\tools\gstring.h Mot hooked

Unhooked lines

Depending on what file or DLLs hook filters are set up, not all the hookable lines in a header file may
attempt to be hooked.

Only those that are actually used (e.g. via macros or inlines) in the program may actually be hooked.

A= | By default, lines that could not be hooked don't stop the coverage from reaching 100%, but you can
change this.

In this example below, the instrumentation level was set low (incomplete but faster') to force significant
numbers of unhooked lines.

Copyright © 2002-2025 Software Verify Limited



78

Coverage Validator Help

;

W d)\devigradients\gradients\generatedfiles - 100.00% 30 2
e ———
= | 3
i' di\devigradients\gradients\generatedfiles\debug 71.43% 15 5
di\devigradients\gradients\generatedfiles\debugimeoc_gra... 7143% 15 5
W diwpatgtivedua2isrct coreliblglobal 0.00% 8 0
diwpa\gtivedua2\src\corelib\globaligglobal.h Not hooked
W diwpatgtiwveduS2isrc\coreliblio 0.00% 2 0
? di\wpa\qtivedud2\src\corelibio\giodevice.h Mot hooked
diwpatgtivedua\src\coreliblio\qtextstream.h Not hooked

Scrollbar visualisations

To the right of each pane, beside the vertical scrollbars, you'll see a coloured area which represents the
coverage.

For the directory and file list, the visualisation shows the coverage of each item in the list - reflecting the
progress meters in the second column.

¥ divpaigtivedud2isrdicorelibikernel 0.00% 9 0
diwpalgtivedeaisrchcorelib\kerneligmath.h 0.00% 9 0
¥ diwpaigtivedud2isrcicorelibitools 45.71% 294 80
di\wpatgtiwede32\src\ corelib\toolsighash.h - 100.00% 64 26

diwpalgtivedea2isrc\ corelibhtools\glist.h 40.00% 120 38
= .

For the source code view, the visualisation shows the coverage of each line in the file

162 1 W cs.ocy = 300; o
[ 163 _ _
164 1 CView: PreCreateWindow(cs)
[ 165
166 1 return TRUE;
167 1
- woid CTeststakView:  OnTestPerformtest()
170 0 {
171 0 test (TRUE) ; il
= - (A
-VDid CTeststakView: OnlUpdateTestPerformtest (CCndUI#* pCndlI)
175 0
176 0 pCmdUI-:Enable{ TRUE) ;
177 0
-vnid CTeststakView: OnTestTest2()
180 0 {
181 0 test (FALSE):
182 0
-vn:nid CTeststakView: OnllpdateTestTest2 (CCmdUI* pCmdUL)
185 0 i i

These visualisations provide a snapshot view of the whole list of files or the whole source file.
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Irrespective of how much you can see in the directory and file list or in the source code view, you can still
get a global overview of the coverage distribution.

Window orientation

The horizontal or vertical orientation of the statistics and source code panes can be toggled with the
orientation button.

= —

Updating the display

o Refresh * updates the display - as does the Q button on the Tools menu and toolbar

Sort order

* Descending * reverses the direction of the data, sorted by the names in first column
Expanding and collapsing the data

o Expand All / Collapse All > switches any hierarchical view between collapsed and expanded view

Display settings

o Highlight unvisited lines * highlights rows for any functions that have not been \visited (on by
default)

If switched off, unvisited lines appear white - or whatever colour you've set as the unselected
colour.

File list menu optionsE

The popup menu is identical to that for the Branch Coverage and Functions view.

The following popup menu is available over the data area to add filters, edit code, or expand and collapse
the view.
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Imstrumentation Fiter *
Edit Source Code...

Collapse Entry

Expand Entry
Collapse Al

Expand All

& Menu options: Instrumentation Filter

The instrumentation filter lets you add filters at different levels of granularity:

Exclude Filename
Exclude Directory *
Exclude DLL

o Exclude Filename * adds a new filter to the Source Files Filter settings, excluding it from the
results of subsequent sessions

o Exclude Directory » excludes all files in the same directory as the selected file

From the sub menu, choose the directory level at which you want to exclude files, right up to the
drive specifier if you need to.

c:hprogram files (86} \software verfication'.c++ coverage validatorcvexample
cprogram files (86} software verfication'c++ coverage validator
c:hprogram files (86} \software verfication

cprogram files (x86)

[

o Exclude DLL * excludes all files belonging to the same executable or DLL as the selected file

This adds a filter to the Hooked DLLs settings.

& Filters become effective at the start of the next session. Adding a filter during a session will show
the relevant rows in grey so that you can see which items would be filtered, but the coverage results will
continue to be included for the rest of the current session.

S Menu option: editing source code

o Edit Source Code... » opens the default or preferred editor to edit the source code

“EMenu options: collapse / expand trace
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e Expand or Collapse Entry » shows and hides the selected section in the view, the same as using
the or = buttons

e Collapse All > completely collapses all sections

e Expand All » expands all the sections

The file source code view

Clicking on a file in the directory and file list, shows that file in the source code view on the right.

The source code uses syntax highlighting by default, with the background colour of the line indicating if
the line has been \isited, is unvisited or could not be hooked.

Icons are displayed next to hooked and unhooked lines indicating visit and hook status and visit counts
are shown in-line with the code.

Howering over a line for a short period of time shows a tooltip with the number of visits to the line.

Contiguous groups of lines can be collapsed and hidden from view.

Source code file information

On the right hand panel, above the source code, you'll find some information about the source file

365 / 942 d:hdevhgradientshgradients\gradients. cpp
P [ hdevhGradientzhiwfin3250 ebughGradients. exe
{ Mum Lines 942, Vigited 365, Percent Visited 38.75%, Total Mumber of Visitz 2933220, Mot hooked 0

" 4 & Urwisited & Line ¢ Group Visited HN JY

The details shown include the following:

o 'quick view' details for visited and unvisited lines, pink for unvisited, light green for partial visited, and
dark green for 100% visited

365 /942 23123

-
-

/
f.

L o

o the source code filename and the executable or DLL to which it belongs

d:hdevtaradientsaradientzhoradients. cpp
D:hdewGradientshwin32hDebughGradientz exe
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o the same statistics as seen in the left hand panel

Mum Linez 942 Vizited 365, Percent Wisited 38.75%, Total Mumber of Visits 3933220, Mat hooked O

Browsing visited and unvisited lines
o ﬁ ﬂ # show the previous and next unvisited line of code in the file
and + also navigate forwards and backwards when the source code has focus.

o ﬁ ﬂfl » show previous and next visited line of code in the file

The arrows are grey when disabled.

and + also navigate forwards and backwards through the visited lines.

Line > step by individual lines of code

Group * step by groups of contiguous visited or unvisited lines

Keyboard access: Find and Goto

When the data view or the source code view has focus, some keyboard access is available to search for
directories, or to navigate to numbered lines.

Find filename in data view

In the data view, + displays a dialog that will allow you to search by full or partial match for
a directory path.

Find Directory / File >

[ Match whole word only Direction Cancel

" Up ™ Down

[ Match case

Find text in source view
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In the source code view + lets you search by full or partial match anywhere in the file.

Find in Directory Source View

X
Find what: [DoData

[~ Match whole word only Direction ———— Cancel
" Up = Down

[T Match case

Goto line in source view

In the source code view, + displays a goto-line dialog.

Goto Line Dialeg =

Lire Murnber IE'I Ok I
Cancel |

3.76 DLLs
The DLLs tab displays source file coverage information for each DLL that contains hooked functions.

i Read on, or click a part of the image below to jump straight to the help for that area.

ES peieh F Highight unshedines slonicdeomnondcobutaionos Los 315
s % Visited | Num Lines | Num Visited | Visit Count |~ NumLives 19,Vished 17, Pascert Vieled B9.47%, Tola Nunber ofisls 17, Nol hackad 0
46.76% 10,446 4,885 4,885 | B @ Unished © Uee @ Growp  Vieied B S
] eomicisvicommonuild_newstylesettingsbase.cpp e 132 & [ ! SLORREF highl ghtcoTumnaackoround (COLORREF co ™
(5] ehomic\svicommonuilcustomtabet.cpp 40.00% 40 1 16 - {
] etemicisvicommonuilcresizingdialogex.cpp 637% 1 109 10 —_— ile wef'lia:
C e ) ‘j ‘: . splitReB(colour, r, g, b);
5 chomciscommonmictvesionge Edt Source Cade.. | xmﬁm == b increase the red and green components (m
[5] eomicisvicommonnmfcreadwitess  Coia0ee Entry \—Iz.m 5 B 5 A=)
Emnd Erty . 325 1 W else df {r != 255

[=] ehomicisvicommeonmicprintuzlue] C;::: 56.00% L g B 915; = {ine)(r =1.2);
] fomic getexcept 000% 136 [} [] 228 = diff - 0.1;
3] Somicivicommonmécidinutits.cpp 000% 6 [} 0 E z L=
[5] eAomicisvicommonmicibigicon.cpp 0005, ] [} 0 332 Py et (g s sy
] homicisicommont threaddescription.nl 5T 6 4 4 223 g .0 - timG T 1.2:
[2] eomicisvicommensvihesps.con 000% ] 0 o <11 1 diff —= 0.1
5] eomicisvicommon stubvector.h 000% 2 [} 0 — 1 if (r > 25%)
(=] ehomcisvlcommeniatub mt.cpp 07 1 4 . - — 1 P ——
] e\omicisvicommonistoragemedia.cpp 24T4% 19 18 18 340 iV r o= 255
3] \omicisvicommeni registryhelper.cpp o00% u [} 0 | 3e !
[5] eAomicisvicommon opesatingsystem.cpp 5263% 57 £ 3 i lq I (9_’ 233
[E] ehom\cisvicommontlagfile.cpp DETR "s 1 1 “H H ;'ifzgz:‘(g - 255) / 255.0);
[E] elemic\svicommenthashmap.h 68.18% “ 30 3 }
5] eomicisvicommeni ciipbeard.cpp 000% ” [} 0 b= (int)(b * diff);
= Ll : 50 & ] i colour = RGE(r, g, b);
] et sminid — - 8 8 colour &= RGB(DxFF, Oxbf, Oxbf);
= i ini A074% b1l n n colour |= rRGE(0xFO, OxFO. 0x00):
[ ehomieimini \mini minid w00 5 § 4 i return colour;
= ini ini ini 3600% 5 5 ] - i
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The DLLs view is largely similar to the Coverage view except that the file list is structured as a hierarchy
of DLLs and files rather than just a flat list of files.

As with many of the tab views, the display is split into two resizable panes.
o the left side lists a summary of the DLL and file coverage data
o the right side shows source code for any file selected on the left

Wel'll cover the file list and its popup menu first, and then the source code view.

The DLL and file list

File "/| % Visited | Num Lines | Num Visited | Visit Count

Each line in the view displays the following:
e the DLL or file name
o the percentage of hookable lines that have been visited
o the number of hooked lines in the DLL or file

This is not the same as the total number of lines in a file, which may include comments,
declarations and white space.

Neither is it the same as the number of hookable lines since some lines or functions can be
excluded from hooking.

The count also includes lines which should have been hooked but failed, for example because
the instrumentation level was set low.

e the number of different lines that have been visited
o the total visit count for the file

This may be equal to the number of different lines visited unless you're counting each visit
separately as seen below:

¥ diwpalqtivedod2\sre\corelibltools 45.71% 294 80 2,579,580
E] diwpatgtiveduaisre\corelib\tools\ghash.h _ 64 26 2,394,268
. diwpahgtive@ea2\srd\corelib\tools\glist.h 185,080

The statistics for each DLL is an aggregated view of all the files within it.

Files in a DLL are ordered by their full paths, not by the directories in which they are found.

Line colours
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Each line in the list is colour coded to indicate one of the following:
o the file has not been visited at all
d\vpalgtivedua2\src\ corelibkernel\gmath.h 0.00% g 0 0
o the file has been visited to some extent
diwpalgtivedua2isrc\ corelibitools\quector.h 17.81% 101 13 13

e every hookable line in the file has been \isited, i.e. 100% file coverage

e none of the lines in the file could be hooked

diwpahgtivedodsrch corelib\tools\gstring.h

Unhooked lines

Mot hooked

Depending on what file or DLLs hook filters are set up, not all the hookable lines in a header file may

attempt to be hooked.

Only those that are actually used (e.g. via macros or inlines) in the program may actually be hooked.

A= | By default, lines that could not be hooked don't stop the coverage from reaching 100%, but you can

change this.

In this example below, the instrumentation level was set low (incomplete but faster) to force significant

numbers of unhooked lines.

EH W 4 devigradients\win32\debughgradients.exe
— dwpalgtiwc@oce 2 srdwinmaingtmain_win.cpp
diwpatgtivedea2\src\corelib\tools\qvector.h

diwpagtivede32isrc\corelibhtoolsigstringlist.h

ctwpaanmz\srcxcmerb\tmlsxqstﬁng h

. diwpaigtiwedoc2isrchcorelibitoolsiglist.h

= diwpaigtiwe®oc2isrchcorelibitoolsi ghash.h
d\wpahgtiwedoc2isrchcorelib\kernelgmath.h
dwpalgtiwc®oc 2 srch coreliblioh gtextstream.h
d\wpatgtiwc®oc2isrch coreliblioh giodevice.h
diwpalgtivc®oece2isrchcoreliblglobalgglobal.h

4116% 1,314 451 65,060,275
85.71% g8 6 6
1781% 101 12 12
Mot hooked
Mot hooked
185,080
_ 64 2 2,394,268
0.00% 9 0 0
Mot hooked
Mot hooked
Mot hooked

Scrollbar visualisations
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To the right of each pane, beside the vertical scrollbars, you'll see a coloured area which represents the
coverage.

For the DLL and file list, the visualisation shows the coverage of each item in the list - reflecting the
progress meters in the second column.

H W g devigradients\win32\debugigradients.exe 41.16% 13514 461 6,060,275
— diwpatgtiwvedec2\srewinmainigtrain_win.cpp 85.71% 8 5] 6
— di\wpatgtiwcdec2\src corelib\tools\gvector.h 17.81% 101 13 1=
— ditwpa\gtiwedwa2hsrchcorelib\toolshgstringlist.h Mot hooked
— B di\wpahgtiweduS2\src\ corelib\tools\gstring.h Mot hooked
B _____
— Ela Ywpahgtiwedua\srchcorelibltoolshglist.h 185,080 |
— E di\wpatgtiwedeS2\srch corelib\toolshghash.h _ 64 26 2,394 268
— di\wpatgtiwcdec 2\src corelib\kernelgmath.h 0.00% 9 0 0

For the source code view, the visualisation shows the coverage of each line in the file

162 1 W c=.cy = 300; -
[ 163

164 1 CView: PreCreatelVindow(cs)
[ 165

166 1 return TRUE;

167 1 W3
- wvolid CTeststakView: : OnTestPerformtest()

170 {

171 0 test (TRUE) ; =]

172 0 i
- -vn:nid CTest=stakViev: :OnllpdateTestPerformtest (CCndUI* pCmdlI)

175 0

176 0 pCndUI—->Enable{ TRUE) ;

177 0
- -void CTeststakView: OnTestTest2()

180 0 {

181 0 test (FALSE) ;

182 0

- D-VDid CTeststakView: OnlpdateTestTest2 (CCndUI* pCmdUI)

T -

These visualisations provide a snapshot view of the whole list of files or the whole source file.

Irrespective of how much you can see in the DLL and file list or in the source code view, you can still get
a global overview of the coverage distribution.

Window orientation

The horizontal or vertical orientation of the statistics and source code panes can be toggled with the
orientation button.

=1 =

Updating the display
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o Refresh * updates the display - as does the . button on the Tools menu and toolbar

Sort order

* Descending * rewverses the direction of the data, sorted by the names in first column

Expanding and collapsing the data

o Expand All / Collapse All * switches any hierarchical view from collapsed to expanded view

Display settings

o Highlight unvisited lines * highlights rows for any functions that have not been \visited (on by
default)

If switched off, unvisited lines appear white - or whatever colour you've set as the unselected
colour.

File list menu options &
The popup menu is identical to that for the Branch Coverage and Functions view.

The following popup menu is available over the data area to add filters, edit code, or expand and collapse
the view.

Instrumentation Filter
Edit Source Code. ..

Collapse Entry

Expand Entry
Collapse Al
Expand All

& Menu options: Instrumentation Filter

The instrumentation filter lets you add filters at different levels of granularity:

Exclude Filename
Exclude Directory *
Exclude DLL
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o Exclude Filename * adds a new filter to the Source Files Filter settings, excluding it from the
results of subsequent sessions

o Exclude Directory * excludes all files in the same directory as the selected file

From the sub menu, choose the directory level at which you want to exclude files, right up to the
drive specifier if you need to

cprogram files 86} software verficationc++ coverage validator'cvexample
cprogram files (86} software verfication'c++ coverage validator
cprogram files 86} software verfication

cprogram files x86)

[

o Exclude DLL *» excludes all files belonging to the same executable or DLL as the selected file

This adds a filter to the Hooked DLLs settings.

& Filters become effective at the start of the next session. Adding a filter during a session will show
the relevant rows in grey so that you can see which items would be filtered, but the coverage results will
continue to be included for the rest of the current session.

& Menu option: editing source code

o Edit Source Code... * opens the default or preferred editor to edit the source code

& Menu options: collapse / expand trace

o Expand or Collapse Entry > shows and hides the selected section in the view, the same as using
the or = buttons

o Collapse All > completely collapses all sections

o Expand All * expands all the sections

The file source code view

Clicking on a file in the DLL and file list, shows that file in the source code view on the right.

The source code uses syntax highlighting by default, with the background colour of the line indicating if
the line has been \isited, is unvisited or could not be hooked.

Icons are displayed next to hooked and unhooked lines indicating visit and hook status and visit counts
are shown in-line with the code.

Howvering over a line for a short period of time shows a tooltip with the number of visits to the line.
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Contiguous groups of lines can be collapsed and hidden from view.

Source code file information
On the right hand panel, above the source code, you'll find some information about the source file
365 / 942 d:hdevhgradientshgradients\gradients. cpp

P [ hdevhGradientzhiwfin3250 ebughGradients. exe
{ Mum Lines 942, Vigited 365, Percent Vigited 38.75%, Taotal Mumber of Vizite 3933220, Mot hooked 0

X ﬁ ﬂ Urvigted & Line © Group  Yisited m iH
The details shown include the following:

o 'quick view' details for visited and unvisited lines, pink for unvisited, light green for partial visited, and
dark green for 100% visited

365 /942 23123

-
-

/
f.

n L .

o the source code filename and the executable or DLL to which it belongs

d:hdevtaradientsaradientzhoradients. cpp
D:hdewGradientshwin32hDebughGradientz exe

o the same statistics as seen in the left hand panel

Mum Linez 942 Vizited 365, Percent YWisited 38.75%, Total Mumber of Yisits 3933220, Mat hooked O

Browsing visited and unvisited lines
° i' ﬂ » show the previous and next unvisited line of code in the file
and + also navigate forwards and backwards when the source code has focus.

° ﬁ' ﬂfl » show previous and next visited line of code in the file

The arrows are grey when disabled.

and + also navigate forwards and backwards through the \visited lines.
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e Line ¥ step by individual lines of code

e Group * step by groups of contiguous visited or unvisited lines

Keyboard access: Find and Goto

When the data view or the source code view has focus, some keyboard access is available to search for

DLLs, source code, or to navigate to numbered lines.

Find filename in data view

In the data view, + displays a dialog that will allow you to search by full or partial match for

a DLL path

Find DLL / File

Find what: |51.rw

[ Match whole word only
[ Match case

Direction
" Up * Down

X

Cancel

Find text in source view

In the source code view + lets you search by full or partial match anywhere in the file

Find in DLL Source View

Find what:  |DoData

[ Match whole word only
[ Match case

Direction
" Up ™ Down

x

Cancel

Goto line in source view

In the source code view, + displays a goto-line dialog

Copyright © 2002-2025 Software Verify Limited



The User Interface

91

Goto Line Dialeg >

Line Mumber IE'I
Cancel |

Files and lines

The Files and lines view displays coverage data for files and their lines.

"h Read on, or click a part of the image below to jump straight to the help for that area.

—— _ Befresh Display

5] highlightCelumn@ackground [Line 356]

B -ipaasatet:
o

e\omie svicommonuicoloursansiom. cpa Line -2

E! 2]
Mum Lines 19, Visited 17, Percent Visked 9 475, TotslMumber of Vistz 17, Hot hooke

File % Visited | Num Lines [ Mum visited [ Visit Count
46.76% | 10,446 4,885 | 4,88 B Uwisted ©line @ Guow  Visled BN BB
e e P i b 3 -(cu.omEF highlightcolusnBackground(coLoRRE
= P etemicisvicommonmeciversiongetdlinfo.cop 0.00% u 0 315 LU .
P eemietsvicommenud Bitmaphelper. cpp [ 8 o v M einie mied o
[ Excluds Fiename B i splitreB(colour, r, g, b);
htColumnBackground [L
5] highightColu ‘k:wu“[l Edit Source Code. Exclude Dvectary [ etomiciseommans increase the red and green componem
2 wnda Collapes Eniry Exciude DLL elom'\s i i (r == 0
[=] highlightCelumnBackground [ Expend Eniry Fhter By Clasa wom 324 o = 20:
E hfghlrgllco\umukgmund I Cotapma Fiter By Clasa And Mathod ;ié i 5 Elser1f Eqn:;éi?)l_z):
[5] highlightCelumnBackground [ Epand Al Fiter By Method ﬁ q else
5] highiightc memeor e 1 diff —= 0.1
[ highlightCelumnBackground [Line 3281 ;;g 3 ’ it (g "23?
[=] highlightCelumnBackground [Line 330] 332 1 else°1F (g".- 252)
5] highlighttolumnBackground [Line 3311 34 il 15 - UML)
[5] highlightCelumnBackground [Line 332] 335 1 diff -= 0.1
5] highlightCelumnBackground [Line 333] 337 1 if (r > 255)
[S] highlghtColumnSackground Line 335 b1 e - - 259 7 25500
[E] highlightCslumnBackground [Line 337] S 1 ) =235
5] highlightColumnBackground [Line 333] 3 "
[E] highlightC clumnBsckground [Line 340] e Lq if (g > 235)
] highightColumnBackground [Line 343] 1Y g*fz;; a2 S B)F 2357007
[=] highlightC clumnBackground [Line 345] } !
[E] highlightColumnBackground [Line 346] b= (int)(b * diff);

colour = RGB(r, g, b);

[ efem\csvicommonuilcresizingdisloges.cpp CERS 1 108 1 o Coxt oxbt . Oxbf
colour &= rRGB{Oxff, Oxbf, Oxbf);
= p elomicisdcommenuilcustomtabetricpp 000% o 16 colour |= RGB(OXFO, OxfO, Ox00);
[p efem\csvicommonuildpibelper.cop anson ) it 1 return colour;
= p elomicisdcommeonuid newstylesetiingsbase.cpp nm% 12 & u 1

The Files and Lines view is structured as a hierarchy of filenames and the hooked lines within those files.

As with many of the tab views, the display is split into two resizable panes.

o the left side lists a summary of the file and line coverage data

o the right side shows source code for any file or line selected on the left

Wel'll cover the file and line list and its popup menu first, and then the source code view.

The file and line list

File

/.| % Visited | Num Lines

Each line in the view displays the following:

Num Visited

Visit Count DLL
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o the filename or function line within the file

o for files, the percentage of hookable lines that have been visited, while line data echos the ‘progress
bar' of their file

o for files, the number of hooked lines in the file, (unhooked lines in brackets)

This is not the same as the total number of lines in a file, which may include comments,
declarations and white space.

Neither is it the same as the number of hookable lines since some lines or functions can be
excluded from hooking.

The count also includes lines which should have been hooked but failed, for example because
the instrumentation level was set low. The unhooked line count is shown in brackets.

o for files, the number of different lines that have been visited
 the total visit count for the file or line
This may be equal to the number of different lines visited unless you're counting each visit
separately:
Line colours
Each line in the list is colour coded to indicate one of the following:

the file or line has not been visited at all

Gradients::getDarkMatchingLighter [Line 52... 0

the file has been visited to some extent (or the line has been visited)

Gradients::rgbToFill5tring [Line 532] 1

every hookable line in the file has been visited, i.e. 100% file coverage

the line in the file could be hooked

Gradients::rgbToFillString [Line 539] Mot hooked 1]

Unhooked lines

Depending on what file or DLLs hook filters are set up, not all the hookable lines in a header file may
attempt to be hooked.

Only those that are actually used (e.g. via macros or inlines) in the program may actually be hooked.
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= By default, lines that could not be hooked don't stop the coverage from reaching 100%, but you can

change this.

In this example below, the instrumentation level was set low (incomplete but faster') to force significant

numbers of unhooked lines.

H W gi\dev\gradients\win32\debug'gradients.exe
diwpagtivedea2\srdwinmaintigtrmain_win.cpp
— diwpatgtivedeE2\src\corelib\tools\gvector.h
— diwpatgtiwvedua2\src\corelibhtools\gstringlist.h
— ct\upa\ql\wﬂ\ﬂﬂsrc\cnrerb\tmls\qstﬁng h

— . dwpahgtiwedoc2isrchcorelibitools\ glist.h

El dwpalgtiwc®ocisrchcorelibitools\ghash.h
diwpagtivedea2isrc\corelibhkerneligmath.h
diwpagtivede32'src\ corelibhioh gtextstream. h
& davpaigtweduazisrc\coreliblio\giodevice.h
— diwpaigtiwe®os2isrchcoreliblglobalgglobal.h

41.16% 1,314 4a1 6,060,275
8571% g8 & ]
1781% 101 13 13
Mot hooked
Mot hooked
185,080
_ b4 26 2,394,268
0.00% 9 0 0
Mot hooked
Mot hooked
Mot hooked

Scrollbar visualisations

To the right of each pane, beside the vertical scrollbars, you'll see a coloured area which represents the

coverage.

For the file and line list, the visualisation shows the coverage of each item in the list - reflecting the

progress meters in the second column.

E W gadevigradients\wind2\debug\gradients.exe
diwpa\gtiweduS2\srchwinmainhgtmain_win.cpp
— di\wpatgtiwedec2\src\ corelib\tools\gvector.h
diwpatgtiwvedua\src\ corelib\tools\gstringlist.h
— l di\wpa\qtivedud2\src\corelib\tools\gstring.h

— . diwpa\gtwedwa2\src\ corelibltoolshglist.h
— E di\wpa\gtiwedud2\srchcorelib\toolsighash.h
— di\wpa\gt'weus2hsrc\corelib\kernelgmath.h

41.16% 1,314 451 6,060,275
85.71% 8 5] 5]
1781% 101 13 13

Mot hooked

Mot hooked
185,080
_ 64 % 2,394,268
0.00% 9 0 0

For the source code view, the \isualisation shows the coverage of each line in the file
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162 1 cs.ocy = 300:; -
164 1 CView: PreCreatelVindow(cs)
| 165 H

166 1 return TRUE:
167 1 W3

-void CTeststakView: OnTestPerformte=st ()
170 0 {
171 0 test (TRUE) ; Tl
172 0 T B
— D-VDid CTeststakView: OnlUpdateTestPerformtest (CCndUI#* pCndlI)

{

176 0 pCmdUI-3Enable(TRUE) ;
177 0 }

-vnid CTeststakView: OnTestTest2()
180 0 {
181 0 test (FALSE) :
182 0 ¥

-vn:nid CTeststakView: OnllpdateTestTestZ (CCndlUI* pCudlUI)
185 0 i i

These visualisations provide a snapshot view of the whole list of files or the whole source file.

Irrespective of how much you can see in the file and line list or in the source code view, you can still get
a global ovenview of the coverage distribution.

Files and lines options

The coverage controls are shown below.

:‘ Befresh [v Highlight non zera line counts W Show Path [ Show Unhooked lines

Window orientation

The horizontal or vertical orientation of the statistics and source code panes can be toggled with the
orientation button.

=l =

Updating the display

o Refresh » updates the display - as does the @ button on the Tools menu and toolbar

Display settings
o Highlight unvisited lines * highlights rows for any lines that have not been visited (on by default)

If switched off, unvisited lines appear white - or whatever colour you've set as the unselected
colour.
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testmemorydialog.cpp 0.00% 79 ] 0 CAProgram Files (x

o Show Path * for filenames, shows the short file name or the longer file path in the File column of
the data

o Show unhooked functions » display information about lines that could not be hooked (off by
default)

This means unhookable lines, for example, lines that were too short, rather than lines or
functions that are deliberately set not to be hooked.

Files and lines menu optionsﬁ

The following popup menu is available over the data area to add filters, edit code, or expand and collapse
the view.

Instrumentation Fiter *
Edit Source Code. .

Collapse Entry
Expand Entry
Collapse Al
Expand All

& Menu options: Instrumentation Filter

The instrumentation filter lets you add filters at different levels of granularity:

BExclude Filename

Exclude Directony ¥
Exclude DLL

Fitter By Class

Fiter By Class And Methad
Fiter By Method

¢ Exclude Filename * adds a new filter to the Source Files Filter settings, excluding it from the
results of subsequent sessions

e Exclude Directory * excludes all files in the same directory as the selected file

From the sub menu, choose the directory level at which you want to exclude files, right up to the
drive specifier if you need to
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cprogram files 86} software verficationc++ coverage validator'cvexample
cprogram files (86} software verfication'c++ coverage validator
cprogram files 86} software verfication

cprogram files x86)

c:

o Exclude DLL * excludes all files belonging to the same executable or DLL as the selected file

This adds a filter to the Hooked DLLs settings.

The other options all add a filter to the Class and function filter settings
o Filter By Class » excludes all functions in the selected class
Example filter: cTeststakbDoc: :
o Filter By Class And Method * excludes only the selected class functions
Example filter: cTeststakDoc: : OnNewDocument
o Filter By Method * excludes all functions in the selected class
Example filter: onNewDocument
= Filters become effective at the start of the next session. Adding a filter during a session will show

the relevant rows in grey so that you can see which items would be filtered, but the coverage results will
continue to be included for the rest of the current session.

& Menu option: editing source code

o Edit Source Code... * opens the default or preferred editor to edit the source code

& Menu options: collapse / expand trace

o Expand or Collapse Entry > shows and hides the selected section in the view, the same as using
the or = buttons

o Collapse All > completely collapses all sections

o Expand All * expands all the sections

The file source code view

Clicking on a file in the file and line view shows that file in the source code view on the right, with the
selected line highlighted.
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The source code uses syntax highlighting by default, with the background colour of the line indicating if
the line has been \isited, is unvisited or could not be hooked.

Icons are displayed next to hooked and unhooked lines indicating visit and hook status and visit counts
are shown in-line with the code.

Howering over a line for a short period of time shows a tooltip with the number of visits to the line.

Contiguous groups of lines can be collapsed and hidden from view.

Source code file information
On the right hand panel, above the source code, you'll find some information about the source file
365 / 942 d:hdevhgradientshgradients\gradients. cpp

P [ hdevhGradientzhiwfin3250 ebughGradients. exe
{ Mum Lines 942, Vigited 365, Percent Vigited 38.75%, Taotal Mumber of Vizite 3933220, Mot hooked 0

X ﬁ ﬂ Urvigted & Line © Group  Yisited m iH
The details shown include the following:

o 'quick view' details for visited and unvisited lines, pink for unvisited, light green for partial visited, and
dark green for 100% visited

365 /942 23123

-
-

/
f.

L o

¢ the source code filename and the executable or DLL to which it belongs

d:hdevtaradientsaradientzhoradients. cpp
D:hdewGradientshwin32hDebughGradientz exe

o the same statistics as seen for the file in the left hand panel

Mum Linez 942 Vizited 365, Percent YWisited 38.75%, Total Mumber of Yisits 3933220, Mat hooked O

Browsing visited and unvisited lines
When a line has been selected in the files and lines view, the line is marked in the source code.

You can then use the following buttons to mowe to adjacent lines;
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o ﬁ *I # show the previous and next unvisited line of code in the file
and + also navigate forwards and backwards when the source code has focus.

o fﬁi' ﬂfl > show previous and next visited line of code in the file

The arrows are grey when disabled, for example when a filename rather than a line is selected
on the left.

and + also navigate forwards and backwards through the visited lines.

Line > step by individual lines of code

Group * step by groups of contiguous visited or unvisited lines

Keyboard access: Find and Goto

When the data view or the source code view has focus, some keyboard access is available to search for
filenames, code or to navigate to numbered lines.

Find text in data view

In the data view, + displays a dialog that will allow you to search by full or partial match for
text in the filenames in the first column.

Find filename =

Find what: |s~.rw Find Mext
[ Match whale word only Direction Cancel

| Match case " Up @ Down

Find text in source view

In the source code view + lets you search by full or partial match anywhere in the file
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Find in File and Line Source View =

Find what:  [DoData
[ Match whale word only Direction Cancel

[ Match case " Up © Down

Goto line

In the source code view, + displays a goto-line dialog

Goto Line Dialeg

Line Mumber |$1 -
Cancel

3.7.8 Diagnostic

The Diagnostic tab displays information collected by Coverage Validator about the target program.

There are two subtabs. One for Diagnostic information and one for displaying any data captured from
stdout and stderr.

Diagnostic
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Diagnostic Stdout

Show |4l ~| Eier Apoly Fiter

1D ‘ Message

Information C++ Coverage Validator 7.67

Information Windows Version: 61 (Windows 7)

Information Service Pack: 1.0

Information Service Pack 1

Information Build: 7601

Infermaticn 64 bit Operating System

Infermation Num Processors: 2

Information Processor Type: 586

Information VM Page size: 01000

Information VM Paragraph size: 0x10000

Information VM Minimum address: 0:00010000

Information VM Maximum address: 0x7FFEFFFF

Information 3951: MB of physical memery

Symbol Search Path CAWindows\symbeols\dll;

Command line testAppTheReadsFromStdinAndWiitesToStdout.exe

DbgHelp.dll version E\om\c\testApps\testAppTheReadsF i dbghelp.dil

DbgHelp.dll version DbgHelp.dll version loaded into target: 611.1.404

DbgHelp.dll version DbgHelp.dll version expected: 10.0.16200.91

DbgHelp.dil version warning DbgHelp.dil loaded has a lower version number than the DbgHelp.dll that ships with C++ Coverage Validator.
DbgHelp.dil version waming This may cause failures when trying read debugging information (Symbols, Filenames, Line Numbers).
DbgHelp.dil version waming DbgHelp.dil prior to 6.0 will not work properly. DbgHelp.dll 6.9 or better is preferred.

DbgHelp.dil version warning For best results you need to ensure that C++ Coverage Validator's DbgHelp.dil is found on the SPATH before the DbgHelp.dil that is being loaded.
DbgHelp.dil version waming You can usually do this by putting the current directory (') at the start of your SPATH.

Command line testAppTheReadsFromStdinAndWritesToStdout.exe

DLL load address Loaded at 0x00250000 to 0xD0255ffF: E\om\c\testApp: \ppTheReadsF itesToStdout) PP i itesToStdout.exe
Adding to PDB search path PDB Search path, add directory:E\om\c\testApps\testAppTheReadsFromStdinAndWritesToStdout\Release
DbgHelp Search Info DBGHELP: Symbol Search Path: C:\Windows\symbols\dIiE:\om\c'\testAppsitestAppTheReadsFromStdinAndWritesToStdout\Release;
Symbol Search Path C\Windows\symbols\dILE\em\c\testApps\testAppTheReadsFromStdinAndWritesToStdout\Release;

DLL load address Loaded at 0:776c0000 to 0x7783ffff: C:\Windows\SysWOW64\ntdIl.dil

Diagnostic information

When Cowverage Validator's stub is injected into the target program, it logs diagnostic information to the
main window for inspection.

Examples of diagnostic data collected are below, and may be displayed with a message, although you
may not see some of these if all is well:

Hooking information Other information

e Ordinal hook found e DLL load address

e Function hook success or failure e DbgHelp searching

¢ Delay loaded function hooked ¢ Image source line

e Possible hook found e Unknown instruction found

¢ Function already hooked e Disassembly of troublesome code
e Hook at address e Other text message

The locations of loaded DLLs are also displayed in the window for each LoadLibrary (),
LoadLibraryEx () and FreeLibrary () in the target program.

&= i for whatever reason, you don't want to collect diagnostic information, you can switch it off in the
Data Collection > Miscellaneous settings.

Unhooked lines
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Messages indicating that particular source lines could not be hooked are common and are because
there was not enough space to safely insert a hook for the particular line.

This is normal and is to be expected. The number of lines that cannot be hooked because of this will vary
from program to program, and from debug mode to release mode based on what the program is doing
and how the program is optimized.

Filtering diagnostic information

By default, all information is displayed, but you can filter the messages to show only one type:

S how: |-"-"-|| j Filter: | £pply Filker |
i
Information
ID Hiooks Message
Inform Dllz C++ Coverage Validator 6.31
Symbolz i . .
Inform DbgHelp debug Windows Version: 6.1 (Windows 7)
Ir11‘|::rrr'.E-'I'.':'j'.:'.':'lS and DbgHelp debug Service Pack: 1.0

Information Service Pack 1

All > the default

Information » operating system and environment information, etc

Hooks * hooking success and failure messages

DLLs » DLL related information

Symbols * symbol loading status messages

DbgHelp debug * messages from DbgHelp.dll about the DLL symbol search processes
Symbols and DbgHelp debug * both the previous two

As well as filtering different types of lines, you can also search for specific terms:

o Filter > enter some text and Apply Filter to show lines with the term in the Message column

E When identifying why symbols aren't loading, you'll find it's much easier when showing only the
DbgHelp debug information.

Stdout and Stderr
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Diagnostic Stdout

Copy Elser 62 Lines [ Dizplay Most Recent

Stdout and Stderr
wtilibatrop rof senilediug gnidec s'tinUppC

orcam esu daetsni ecapseman tinUppC eralced ylticilpxe t'nod -

LDME_SM_TINUPPC dna NIGEE_SM_TINUPPC
.ecapseman tinUppC ni ssalc ot refer ot 'tinUppC' esu ylticilpxe t'nod -
re tinUppC' rehtie ot sdnapxe hoihw SM_TINUPPC orecam esu daetsni

.neitarugifnoc eht ne gnidneped gnihton

LTS roF .noitacifilaug lluf esu syawla 'evitcerid gnisu' eht esu t'nod -

sidts esu syawla

orcam tsac s'tinUppC esu daetsni yltcerid tsac elyts ++C esu t'nod -

JTSAC_TSNOC_TINUPPC(

tsac tsnoc a od daetsni, drowyek elbatum eht esu t'nod -

Jssalc' esu daetsni noitaralced etalpret ni drowyek emanepyt eht esu t'ned -

Jyrotadnam tsac_cimanyd ro Jdiepyt(ITTR fo esu ekam t'nod -

The Stdout tab displays any data collected from stdout and stderr. = The option to enable this data
collection is specified on the launch dialog/wizard.

The above image shows some data collected from a program that reverses the characters in each line
passed to it.

e Copy » copy all data from the display on to the clipboard. For large amounts of data this can be
time consuming.

e Clear » clear the display of any captured data.
e Display Most Recent * the display will be scrolled to ensure the most recently captured data is

displayed.

Environment Variables
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Environment variables tab displays environment variables from Coverage Validator, environment variables
from the program under test and environment variable substitution errors.

Choose which data you wish to view using the combo box at the top left of the tab.

Coverage Validator environment variables

i:f Data Collection Settings 7 et

- Hook Inzertion Ll Culnitialize[Ex]
- Hook Contral
- Hook Safety There are zome circumnstances when we need to get Net symbols.
- |hgtrumentation Logging
- FORTRAM 95 Saretines, in arder ta da thiz we need to call ColnitializeE ] if your pragrarm hasn't called it

Symbol Handling
- Gymbal Misc If paur pragram then later zalls Calnitialize(] ar ColnitializeE <] the call may Fail

- Symbol Lookup
- Symbol Servers
Drata Digplay
- Data Display
- Source Code Colours
- Hotgpot Colours

-~ Editing [~ COINIT_DISAELE_OLE1DDE

 File locations [~ COINIT_SPEED_OWER MEMOR
- Subst Drives

- Diagnogtic
- Dlon't Show Me Agai
[ZniliaeEx gan v Show Colnitialize(E =) warnings
- Data Transfer
Tlhird Party DLLz
- Stub Global Hook DLL=

Ul Glabal Hook DLLs v Reset Help [F1] 0K | Cancel

To prevent failure, tell Performance Yalidator to uze the zame value that your program uzes.

Chooze a value that matches the value your program uzes,

[COINIT_APARTMENTTHREADED |

Target application environment variables

If you launched the target application from the Validator the target application’s environment variables will
be similar to those in the Validator, but with some additional env vars to control .Net profilers and and
some other SVL_ prefixed env vars to communicate various data to Software Verify components that are
loaded.

If you launched the target application as a standalone application, or service and used one of our APlIs to
connect to the Validator, the environment variables shown will reflect those in force at the time the
application/senvice was started, and the account that application/senvice is running on.
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Diagnostic Stdout Env Vars

Yiew,

Process [D: 3088 e:ombchabohusic T utorreleasehabehusicT utar exe

| Child Processes

ArmServerinfo

CommanProgramFiles(x36)
CommonPregramFiles
CommenProgramWed32
COMPLUS_ProfAPI_ProfilerCompatibilitySetting
COMPUTERNAME

ComSpec

CORECLR_ENABLE_PROFILING

Environment variable errors

Name Value

= Y

=C: C\Program Files (x86)\Microsoft Visual Studie 10.05\CommonT\IDE
=D: D

== E\om\c\coverageValidator

=Z N

ALLUSERSPROFILE C\ProgramData

APPDATA

Ci\Users\stephent\AppData\Roaming

000B0B42

C\Program Files (x86)\Common Files

C:\Program Files (x86)\Commaon Files

C\Program Files\Common Files

EnableV2Profiler
DOBRO

CAWINDOWS\system32icmd.exe

1

The environment variable errors display shows the name of the environment variable that could not be
found, the string containing the environment variable, a comment indicating where the string came from
(in this example, the command line), and a timestamp.

Diagnostic | Stdout Env Vars

Wiew: IEnvirnnmEnl variable erors -

Erwironment variable substitution failures

| Child Processes

Child Processes

Name | Value Comment Time

SRC_DIR e\SSRC_DIRS \model Commandline: -fileLocations 2022-02-28:00:20:42
SRC_DIR e)\SSRC_DIRS \wiew Commandline: -fileLocations 2022-02-28:08:20:42
SRC_DIR e’\SSRC_DIRS\controller Commandline: -fileLocations 2022-02-28:00:20:42
SRC_DIR e\SSRC_DIRS\test Commandline: -fileLocations 2022-02-28:09:20:42

Information about child processes, and the appropriate launch parameters passed to CreateProcess (and

related functions) are displayed on this tab.

Diagrostic Sdout Env Vars Child Processes

Proces il

s |Pia | AppBcati | command Line | Directory Function

o 5538 testLminchiop! exe I e
1 18R CresteProcessw
2 12552 deeietExample D Dexe CresteProcesi.
1 un e CrestProcessn
4 a8 Desearg! [ —
E] ) oveletC CresteProcessw
o 15078 [ —

A context menu is provided to allow you to perform some actions with the launched application data.
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3.7.9

Launch parent application and menitor this application...
Launch applicaticn...

Open directory...

Open application directory...

¢ Launch parent application and monitor this application... * the launch application dialog is
displayed configured to launch the parent application and monitor this application

e Launch application... * the launch application dialog is displayed configured to launch and monitor
this application

e Open directory... * Windows Explorer is launched to view the contents of the launch directory (the
directory field is empty nothing will be shown)

e Open application directory... * Windows Explorer is launched to view the directory that contains
the application (if the application specification has no path nothing will be shown)

Floating Licence

The Floating Licence view displays information about the computers using the floating licence.

This view is only displayed if a floating licence has been purchased. Evaluation users will not see this
view.

i ‘ Release Licence | 2 zer. LS Flosting Licence Num licensed: 2 [of 2). This computer is licenced

User # (max:... | Computer Name Computer User Identifier [ ID ] Software Tool Computer Id IP Address
1 DOBRO Stephen 15838-358c4cB909d5522a8... 15838 Coverage Validator x64 821934: 31 D7F6:F643d7aa 217.155.63.140
2 SURFACEPRO3 Stephen 15838-c95a3beefTacddd5e... 15838 Coverage Validator x64 C2335E:098624:189badd2 217.155.63.140

The screenshot above show two computers using the same 2 user floating licence, that has maintenance
id 15838. Both computer users are licenced and can use the software.

On startup the software automatically checks to see if a floating licence is available, and acquires the
licence if possible. This takes a few seconds to process, after startup of the software.

Global Floating Licences
An internet connection is required for floating licences to work. The licence server is managed
and run by Software Verify.

Local Network Floating Licences
An internet connection is not required for local network floating licences to work. No licence
server is required. The licences are automatically managed by the computers on the local network.

Licence information

The information show in this display allows you to identify which of your colleagues are using the
software and which versions of the software are in use.
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e User
The user id (1 to number of licensed users).

e Computer Name
The name of the computer

e Computer User
The login name of the user of the computer.

e |dentifier
The unique identifier for this licence, used on the licence server.

e ID
The maintenance id for the software.

e Software Tool
The software tool and version of the software that is running on that computer.

e Computer ID
The unique id for this computer.

e [P Address
This computer's IP address.

Unlicenced users

| | 2 user, LS Flosting Licence This computer is not licenced

User ¥ (max: 2) Computer Name | Compute... | Identifier (=] Software Tool Computer Id IP Address
1 iP513 Stephen 15838-6516edbIedbad11beBEAcd T, 5. 15838 Coverage Validator 81 | 4E1D96:DALETF: bac
2 SURFACEPROZ Stephen 15838-c95a3beefTacOd95eeldTad 15838 Coverage Vahdator x64 | C2335E:00862

cence mot available - Maximum limit reached DOBRO Stephen CVu202311010985AC Fd-0000-3dde-0200 158338 Coverage Validator x64 821934:3107F6:f643d Taa

If any additional users are trying to get a licence for the software, but there are not enough licences, they
will also be shown in the display, but with red text on a yellow background.

Please note that on the machine of an unlicensed user the status information will be different.
The software checks to see if a licence has been released on a periodic basis, so that if a licence is

released by another user, it can be acquired by the next waiting user.

Releasing a licence

If you have finished using a licence and wish to let a team mate use the software, you have two choices.
You can close Thread Validator, releasing the licence as it closes.
Or you can keep Thread Validator running by manually releasing the licence. Do this by clicking the

Release Licence button.

Acquiring a licence
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3.8

If you have released a licence you will need to actively reclaim a licence when you wish to use Coverage
Validator again. You can start this procedure by clicking the Acquire Licence button.

User Interface Mode

Setting the user interface mode - Wizards or Dialogs?

For some key tasks, there are two user interface modes controlling the way in which options are
presented to you:

e Wizard mode * guides you through the tasks in a linear fashion
e Dialog mode * all options are contained in a single dialog
Experienced users will find this mode quicker to use

To set the user interface mode

|E| Settings menu » User Interface Mode... » select the desired mode in the User Interface
Chooser dialog:

User Interface Chooser ? >

Coverage Yalidator provides bwo uzer interface levels, an easy-to-uze wizard uzer interface and
a faster, terze, dialog uzer interface. Y'ou can switch between interface styles at any time.

* Wizand
The wizard interface provides wizardz for launching, attaching to and wait for applications.
The wizard interfaces contain explanatorny test o help vou make your choices.

" Dialog
The dialag interface provides dialogs far launching, attach to and waiting for application.

Yery little explanatory text iz uzed.
k. | Cancel

The user interface mode affects the following tasks:
e Attaching to an application (Injection)
e Launching an application

e Wait for application to start
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3.9

3.10

UX Theme

The user interface provides three UX themes.

e Modern. The look and feel of current Software Verify tools.

e Classic. The look and feel of previous Software Verify tools.

e High Contrast. A higher contrast version of the Modern theme.
Setting the UX theme

To set the UXtheme

E| Settings menu * UX Theme... * shows the UX Theme chooser dialog

UX Theme ? >

Choose a visual theme that best matches your visual needs or taste.

oder] =]

Flatter, calmer LX theme with less decoration

Close

Changing the UX theme will update some of the colours that you can modify with the colour settings
dialog.

Settings

Cowerage Validator allows extensive control over which data is collected and how that data is displayed.
Additional options control the way the application behaves.

These settings can generally be considered as Global settings or Local settings.

Global and local settings

Global settings affect all data collected and its display throughout Coverage Validator.

Global settings are changed via the Data Collection Settings Dialog and the following 25 or so pages
describe each available group of settings.

Local settings apply to controls and data displayed in each of the main display windows.

Local settings are found at the top of each relevant tab.

Copyright © 2002-2025 Software Verify Limited



The User Interface 109

Other settings
There are a few more settings not included in the global settings dialog such as:
e User interface mode

e Session settings

3.10.1 Data Collection Settings

The Data Collection Settings dialog allows you to control all the global settings in Coverage Validator that
affect the way data is collected and displayed. There are also local display options on most of the main
tabs.

= mis page has a warning about use of the Reset button.

Opening the settings dialog
To view the settings dialog, choose Settings menu * Edit Settings...

Or use the option on the Session Toolbar:
i
W|AXIO

Using the settings dialog

The dialog has a scrolled list on the left hand side, grouping the topics. When a topic is clicked, its
related controls are displayed on the right hand side.

The default display of the dialog is shown below with the first topic selected.
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—h Data Collection Settings

IMMM ~
- Colours
- Data Display
- Code Yiewing
- Source Code Browsing
- Editing
- File locations
- Subst Drives
Filters
- Hooked DLLs
- Hooked File Extensions
- Source Files Filter
- Clazz and function filker
- Met Function nlining
- Met Function Caching
- Code Excluzion
- Load Settings Patterm Match
Instrumentation
- Instrumentation Detail
- Hook, [nzertion
- Hook Control
- Hook, Safety
- |nstrumentation Logging [v]

7 *
Colours
Fercentage urvisited: Souce code: | white - |:|
HffclcO - .
Fercentage visited: Mllocation source code; | HE0TR0 s |:|
#E4diE4 v |:| -
Selected:  |silver -
100% wisited: Feete |:| J
H#4ddhdd :" |:| Unselected:  |*hite hd |:|
7oz ]
Urwvisited: | Fffc0c0 -
1o -8 ]
Visited some lines: | HSfffaf A |:|
Visited all lines: | #0715b01 |l -
Urhooked lines: | #c0c080 hd |:|
¥ Display files that will be fikered on the nest mn using a different colour scheme
Reset Al | Feset | Help [F1) | ok | Cancal |

After selecting a topic, you can also use the cursor up and down arrow keys to change the selected

item.

Entering a character on the keyboard cycles though topics starting with that letter.

E Too many settings? It may seem that there is an overwhelming number of settings to worry about.
Don't panic! The good news is that for new users, very few (if any) settings actually need to be changed
to use the application in most cases, and even for experienced users, many groups of settings will not
be needed. However, Coverage Validator remains flexible for all our users in many different scenarios.

\h Click on any item in the picture below to find out more about the settings for that group.
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Drata Dizplay ~
- Colours

- Drata Dizplay

- Code Wiswing

- Source Code Browsing

- Editifg

- File locations

- Subszt Drives

Filtkers

- Hooked DLLs

- Hooked Source File Types
- Source Files Filker

- Clagz and function filker

- Met Funchion [nlining

- Met Funchion Caching

- Code Exclusion

| nigtrurmentation

- [nstramentation D etail

- Hook Insertion

- Hook Control

- Hook, Safety

- |ngtrumentation Logging
wmbal Handling

o

- Syrbal Lookup

- Syrnbal Servers

ata Collection

- Auto Merge

- Statigtics

- Wl arnings

- Dian't Show Me Aagain
- Mizcellaneous

- Applications to Monitor
- Colritializek «

- Data Tranzfer

hird Party DLz

- Shub Global Hook, DLL:
- Ul Global Hook DLLz

=

—

Restoring the default settings

The settings dialog has Reset All and Reset buttons near the bottom left of the dialog which you can
use to reset all global settings back to their default values.

e Instrumentation Logging

S__I,meol Handling v Feset Al Feset Help [F1] (] | Cancel |

E The Reset All button resets all global
settings in Coverage Validator, not just the settings
visible on the current tab of the dialog.
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= The Reset button resets just the settings
visible on the current tab of the dialog.

3.10.1.1 Data Display

3.10.1.1.1 Display Behaviour

The Display Behaviour tab allows you control how which displays are shown when a program starts
executing and when a program finishes executing.

The default options are shown below:

=%, Data Collection Settings

Data Dizplay

- Colours

- Data Display

- Code Yiewing

- Source Code Browsing
- Editing

- File Locations

- Path Substitutions
Filters

- Hooked DLLs

- Hooked File Extensions
- Source Files Filkers

- Clazs &nd Function Filters
- Met Function Inlining
- Met Function Caching
- Code Excluzion

- Load Settings Patterm Match
Instrumentation

- Ingtumentation O etail
- Hook, [ngertion

- Hook. Caontral

- Hook Safety

- [netimantatinn | anninn

Program Starts Executing Behaviour

Chooze what data iz displayed when the target program starts executing,

Summary j

Program Finished Executing Behaviour

Chooze what data iz displaved when the target progran finishes executing.

Mo change to display j

Hes;em||| Reset | HeIp[F1]| ok | cancel

Covwerage Validator can change the current display to any of the following displays.

e Summary » the main display
e Coverage » code coverage

e Branch Coverage » branch code coverage

¢ Functions » function code coverage

o Directories : Types *> directory code coverage
e DLLs: Sizes * dIl code cowerage

e Filesand Lines : Locations » code cowerage for files and lines
o Diagnostic : Diagnostic » diagnostic information
o Diagnostic : Stdout > text collected from stdout
o Diagnostic : Environment Variables *» environment variables from the program under test
o Diagnostic : Child Processes * processes launched by the program under test

Program Starts Executing Behaviour

When Cowerage Validator starts monitoring the behaviour of an application the current display can
automatically be switched to any of the displays listed abowe.
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There is also the option not to change the display.

Program Finished Executing Behaviour

When Cowerage Validator has finished processing all the information from the target application the
current display can automatically be switched to any of the displays listed above.

There is also the option not to change the display.

The type of display that may interesting for collected data depends on the type of program that was
executed. Native, .Net or Mixed mode. To accommodate this we provide one setting for each of the three

program types.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.1.2 Colours

The Colours tab lets you choose the colours used to display statistics and source code.

The default colours are shown below:

3& Data Collection Settings

Data Display

- Digplay Behaviour
- D ata Display
- Code Yiewing
- Source Code Browsing
- Editing
- File Locations
- Path Substitutions
Filters
- Hooked DLL:
- Hooked File Estensions
- Source Files Fileers
- Clazs And Function Filters
- Met Function nlining
- Met Function Caching
- Code Excluzion
- Load Settings Pattern Match
Instrurentation
- Ingtrumentation Detail
- Hook [nzertion
- Hook Control
- Hook Safety

- Inetmimentation | annina

Colours

Percentage unvisited
#ffcOc0

Som

Percentage wisited: Allocation source code:
#E4diE4 -
. D Selected:
100% wisited:
Haddhdd :l' |:| Unzelected:
707 [
Urwigited:
100 [T

Wigited some lines:

Visited all lines:

Unhoaked lines

Source code:

e =1 7 .|
CETCERES |
E=IE o
e =1 7 .|

EETTICI
Ea— i
ot -] |
e

Iv Dizplay files that will be fikered on the nest min using a diferent colour scheme

Reset Al Reset Help [F1]

o]

Caricel |
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The colours on the right are used for highlighting data in the Summary Tab; other tab data displays, and
the source code.

The three colours on the left are used for percentage bars in the data displays.

Highlighting data that won't be shown on the next run

You can use other settings, such as the Source Files Filter, to exclude files or directories of source code
from being analyzed.

If you've already got coverage data being displayed, and you filter out some of that data, it is not removed
from statistics in the current session.

However, you can opt to highlight the data that will excluded. The Selected colour (light grey in the above

example) will be used for this.

o Display files that will be filtered on the next run... > If checked, this will highlight filtered data
(the default)

In the example below, the Microsoft Visual Studio folder has just been added to the Source Files Filter,
removing two of the files that were displayed:

File % Visit...",| Num Lines Num Visited

Totals 25.28% 352 B89

Changing display colours

For each colour you can choose a predefined colour or make your own:

e Use the drop-down list IWhitE LI » pick one of 16 predefined colours below
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agua [ R rawy
black [l [ otive
bue [l [l purple
fuchsia [l [ red
aray [l [ silver
green | B teal
lime . D white
marcon ][] vellow

e Click the J button * edit the colour using the standard colour dialog:

Colour XJ
Source code: IWhitE 'l U B i =
Allocation source code: IﬂBDHBD j' |:| _I -
Selected: Isilver 'l |:| J =
Unselected: Iwhite 'l |:| J -
Urreigited: IﬂfchcD 'l |:| J
Custom colours:
Yisited some lines: Ianffo 'l ] J I—
I_

I_ Hue:lﬁ Red:lﬁ
Visted allines: |#010b01 Bl | _I r sat:[0 Green:[255

Unhooked ines: | #:0c080 1l -] Define Custar Calours >> | ColowlSoid |\ [320  Blue: [255
QK I Cancel | Help | Add to Custom Colours |

m
i
B
a
Q
=N
=]
[

EEEEATY
1T HEEEEN
1T HEEENT

EEEENET
HEEENT]
171 FEEEENR

171
171
171
-
1

=% See the Data Display Settings for changing the colour of the visit count shown in the source code..

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.1.3 Data Display

The Data Display page allows you to specify how data is shown on all the data displays.
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—h Data Collection Settings 7 X
Data Display A Data Display
- Display Behaviour L . o
Colgui The perfarmance statistics can show some very large numbers. To increasze the readability of the

numbers, the numbers can be shown with commas separating each multiple of 1000.

& Data Display

- Code Yiewing " Mo separators. Example: 1234567 Language:| User Default ~|
- Source Code Browsing

- Editing % lse separators. Example: 1,234,567 Ewample; 123456789 1,234 BE7.89

- File Locations

- Path Substitutions
Filters (™ Left alignment
- Hooked DLL:

- Hooked File Estensions
- Source Files Filkers

- Clags &nd Function Filkers Embedded Statistics
- Met Function nlining
- Met Function Caching
- Code Exclusion

The statistics can be left or right alighed:

{* Right alignment

The source code displays for most of the main tabs include statistics for the function or line that is
dizplayed. The statistics can be displayed in different colowrs to allow easy identification.

- Load Se.ttings Pattem Match v Display embedded statistics
|ztmentation
- Instrumentation D etail Visit count: | blue dll Wigit width: |10 -

- Hoak, [ngertion
- Hok, Contral

-~ Hook Safety . Reset Al | Feset | Help (F1) | ok | cancel

- matirmenbatinn | anainn

Numerical data format
Numeric data on the displays can contain some pretty big values, up to 2"64-1 if needed!

Long values are hard to read without grouping digits. To improve readability Coverage Validator can
delimit each group of three digits, so 1234567 becomes 1,234,567 for example.

¢ No separators/ Use separators » Choose whether to group digits
The format used to delimit digit groups is set to User Default, which uses your computer's current
locale, but you can change the format to suit another language if you wish.

e Language * Format numbers according to the default locale, or choose another language

Numerical data alignment

Numeric data on the displays can be aligned left or right, with right aligned numbers being more easily
compared.

o Left alignment/ Right alignment * Choose preferred alignment

Embedding visit counts in the source code

The source code displayed on most of the main tabs can show a colour-coded visit count in-lined to the
left of the source code.

You can choose a colour to display these statistics to distinguish them from the code and line numbers.
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Without embedding statistics:

fifdef _DEBUG
volid CTest=stakView:  As=ertValid() con=t

1
) CView:  AssertValid();

v 1

volid CTeststakView: :Dunp(CounpContexté do) const
{

139 CView: :Dunp(de) ;

140 i

ek
Ll
g

135

With embedded statistics:

- fifdef _DEBUG
vuid CTest=takView:  A=zsertValid() con=t

133 1
134 1 \f CWiew:  AssertValid();
135 1 V3
- -vn:lid CTest=takView: :Dunp({ChunpContexté: do) const
138 D 1
139 CView: :Dunp(de) ;
140 1

o Display embedded statistics * Choose whether to include the visit count
If displayed (the default), you can choose a preferred text colour, and a width for the column:
o Visit count > Set your preferred colour

o Visit width > Change the column width

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.1.4 Code Viewing

The Code Viewing tab allows you to configure some options when viewing the source code pane.
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—h Data Collection Settings

- File Locations

- Path Substitutions

ilters

- Hooked DLL:

- Hooked File Estensions
- Source Files Filkers

- Clags And Function Filkers
- Met Function nlining

- Met Function Caching

- Code Exclusion

- Load Settings Pattern Match

|ztmentation

- [ngtumentation O etail
- Hoak, [ngertion

- Hok, Contral

- Hook Safety

- matirmenbatinn | anainn

Data Display A Source Code Yiewing Pane
- Display Behaviour ) . . . .
T |p ¥ Coverage Validator can colour source code dizplayed in the right hand pane of each view. Each
. ours. hooked line can also display a tooltip indicating the number of times the line has been visited.
- Data Display
™ Code Yiewing L }
. [w Enable syntax colouring it right hand pane of all views
- Source Code Browsing
- Editing [ Enable tooltips it right hand pane of all views

¥ Enable collapsing lines in right hand pane of all views

v Automatically update coverage colours inright hand pane of all views as coverage progresses.

Coverage Validator can display filenames in the format reported by DbgHelp, or az fully qualified
filenames, if the filename can be resolved to a file on disk using the File Location specifications.

W Always display fully qualified Alenarmes, when possible.

Reset All Reset Help [F1] Ok | Cancel

Source Code Viewing Pane

The source code pane is displayed on the right hand side of most of the main tabs:

e Cowerage

e Branch Coverage
e Functions

o Directories

e DLLs

e Unit Tests
e Files and Lines

Syntax highlighting

Usually the source code shows a colour coded syntax:

e Enable syntax colouring... * Untick if you don't want colour coded syntax

Visit count tooltips

Tooltips showing the visit count may be useful if you've disabled the display of the visit count in the
source code.

e Enable tooltips... * Tick if you want tooltips like the one below
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#ifdef _DERUG
vold CTest=stakView:  As=ertValid() const
133 1

134 5 CView: :As{visited ttime [ d{ ) ;
135 V3

Collapsing lines

You may want to temporarily collapse sections of source code you're not interested in.

o Enable collapsing lines... * Check this to enable collapsing lines (see below)

To create a collapsible region:

E] Left click drag (up or down) in the dark grey margin immediately to the left of the source code.
Release the mouse at the end of the region you want to collapse.

= Page up/down and mouse-wheel scrolling works during the drag if you want to select more than
you can see.

A 'collapse line' will appear as below:

CTeststakView: CTeststalkView()

{
hHodLoadLibrary = HULL:
colour = RGE( 255, 255, 255): £ white
uself = TRUE;

I

v
v
v
v

To collapse the region, E] left click anywhere on the collapse line, and the region will reduce to a single
grey highlighted line:

89
Bﬂi CTest=stakView: CTeststakView( i { hModLoadL

To expand the region again, E] left click the [*] symbol.

To remowe the collapsible status,Eright click anywhere on the collapse line.

E A collapsible region that spans right across another region will take precedent and the smaller
regions will be removed.

A= | Creating a region that partially overlaps another will merge them into one.

Auto update
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Viewing the source code while your program is still running may cause the view to update as you
browse.

Updates happen once a second by default, but you can change this interval in the local settings of each
tab view.

Reasons you might want to also disable the auto-update could be:

e You want to keep an eye on the statistics, but still browse the source code without it updating every
second

e You may find that very large files are slow to update regularly.
To disable the auto update:

o Automatically update coverage colours... * Uncheck this to prevent the source code auto
updating

Without auto-update, you'll need to use the manual refresh button found on each view.

Fully qualified file names

If the display of file names in the data is of a shortened format (as reported by DbgHelp), Coverage
Validator can determine the fully qualified file name based on any source file locations you may have
provided.

o Always display fully qualified filenames... » Check to show complete file name paths where
possible

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.1.5 Source Brow sing

There a few areas in Coverage Validator where you can view snippets of source code, such as in the
Query tool results.

The Source Browsing tab allows you control how much source code is displayed and the indentation.

The default options are shown below:
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?ﬁh Data Collection Settings 7 e

C'ata Display ~  Source Browsing
- Digplay Behaviour

- Colours £ Show entire function Lines before trace |5 5: T abr veidth: |4 'I

an;?a E\J,-Iizlzl,?::g & Shaw lines Lires after trace |5 5:
- Editing Source Code Example )
-~ Fils Locatlo_ns. [165] Dhe40013466 : yourApplication.exe [sourceFile.cpp Line 234]
- Path Substibutions .
Filters if (index < @)
- Hooked DLLs return;

- Hooked File Estensions
- Source Files Filkers

- Clags And Function Filkers
- Met Function nlining
et Function Caching BOOL fExpanded = tree-> GetitemExpand(index);
- Code Exclusion

- Load Settings Pattern Match
Ihstrurnentation /1 if control key is used we'll expand all dependents v
- Irestrumnentation D etail < »

- Hoak, [ngertion
- Hok, Contral

- Hook Safety v Reset Al Reset Help [F1] 0] I Caticel

- matirmenbatinn | anainn

/f get current expand/collapsed status

Source browsing

When viewing sections of source code, you can choose to see the whole function or a few lines either
side of the line of interest.

o Show entire function * shows the whole function source as below:

W Lines with case insensitive partial match of function named: About
% c\program files (86)\software verifcatin’cr-+ coverage valdator\cvexamplelverample.cpp
= W CAboutDlg:CAboutDIg0x00401750 [Line 0]
— 155 : CAboutDlg:CAboutDIg() : CDialeg(CAboutDIg:IDD)
— Eliss 1
— 157 ¢ SALARX_DATA INIT(CAboutDlg)
— =158 :  /DARX DATAINIT
— El1so 1y

e Show lines * shows a given number of lines before and after the point of interest:
e Lines before trace * number of lines before, from 0 to 100
e Lines after trace * number of lines after, from 0 to 100

The default is to show 5 lines above and below, as in this example:
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W Lines with case insensitive partial match of function named: About
7 ciprogram fils (66)\software verficationc-+ coverage valdator\cvexamplel cvexample.cpp

= W CAboutDlg:CAboutDIglx00401750 [Line 0]

— BElis1: AR msG

— El1s2: DECLARE_MESSAGE_MAP(

— Elis3

— Eiss.

— 155 : CAboutDlg:CAboutDlg() : Chialeg(CAboutDIg:IDDY)

— Eise ¢

— Elis7: SALAFX_DATA_INIT(CAboutDlg)

— Eliss:  //pARXDATAINIT

— Eise

— El1eo:

_ 161 :wvoid CAboutDlg:DoDatabExchange({CDataExchange™ pDi)

Source browsing - how much to show?

Showing the entire function is more likely to show the full context of the line of interest, but if you have
particularly long functions it may become cumbersome to browse query data!

Because of the unpredictable lengths of showing entire functions, the entire function is not the default
setting.

Showing a set number of lines reduces the amount of source display to something that is consistent and
manageable.

You may see parts of neighbouring functions that are not relevant (as abowe), or you may not see enough
of the preceding lines to determine the full context of the line. If this happens often, try changing the
number of lines displayed.

Tab size formatting

When formatting the source code being displayed you can control the tab size

o Tab width * set the tab size between 1 and 16 characters

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.
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3.10.1.1.6 Editing

The Editing tab allows you to configure which editor Coverage Validator will use for editing source code.

The default settings are shown below:

=%, Data Collection Settings

Data Dizplay
- Digplay Behaviour
- Colours
- Data Display
- Code Yiewing
- Source Code Browsing

- File Locations

- Path Substitutions

Filters

- Hooked DLLs

- Hooked File Extensions

- Source Files Filkers

- Clazs &nd Function Filters
- Met Function Inlining

- Met Function Caching

- Code Excluzion

- Load Settings Patterm Match
Instrumentation

- Ingtumentation O etail

- Hook, [ngertion

- Hook. Caontral

- Hook Safety

- [netimantatinn | anninn

L]

-3
*

Editing

YWhen editing source code you can use Coverage Yalidator's source code editor or Microzaft
Developer Studio. ¥ou can request that edits happen in a different instance of Developer Studio than
pour cument one.

I Coverage Walidator »64 editor

Editor path and filename:

I Browse...

[

Editor arguments:

Value Add

Type

Fiemane

Remaove All

[l

Example: editor.exe fileMame.cpp

Feset Al Feset Help (F1] Cancel

[ ox |

Editing source code

From the Tools menu, or any of the data views in the main tabs, you can right click to edit the source

code.

By default, source code is opened in a provided source code editor using syntax colouring, but you can
change where you edit code via the drop-down list:
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Configure celumns (Sampling Statistics)

Select the columng that will be vizible,

Column Up |
|

Class
Method
CIass::Method
Murn Children
Address

Sample Count
Sample Count %
Filename
Madule

Drowr

Reset |
k. I Cancel |

¥ Don't scroll first column

When choosing one of the editors listed, you can request a currently open instance (e.g. the same one
you are using to develop your application), or to open a new instance.

= SCITE[ is included in the list of editors, but there are many text editors that can be used for source
code on windows. Wikipedia has a comparisonE of editors including their programming feature support

i}
Editing with your preferred editor
We've all got our favourite editors! To use yours:
o Select User defined editor from the list of options * enables the fields below

o Enter the Editor path and filename or just Browse ¥ choose the executable for your preferred
editor

I IJzer defined editor ﬂ

Editor path and filename:

IE: WProgram Files [#86NSublime Test Zhaublime_test exe

Now when you want to edit source code, that editor will be opened, but typically you'll need to specify
some command line arguments with which to start the editor.

Copyright © 2002-2025 Software Verify Limited



The User Interface

Starting your preferred editor with command line arguments

By default, just the file name is passed as a command line argument to the editor.

125

Depending on the editor, you may need to tailor the arguments, for example if you want the file scrolled

to a particular line.

The arguments can be specified by adding them to the table provided, one at a time and in the order

required

e Add > adds a row to the Editor arguments table ¥ select an argument Type from the following

options

Editar argurments:

The possible arguments include:

e (Space) Filename » appends a space followed by the filename

e Filename * appends just the filename

e (Space) Line Number * a space followed by the line number

e Line Number * just the line number

e Space * aspace

Type Value Add
Other Remove
(Space) Filename Femowve &l
(Space) Line Number

Line Number

Space

(Space) Other

Other Cancel

o (Space) Other * a space followed by the text typed in the Value column of the list

e Other » just the text typed in the Value column of the list

=] Only the Other options need an entry in the Value column.

E You will need to press Return after entering the value otherwise the entry won't get recognized.

The example below configures NotePad++ to edit a file at the required line using the -n switch
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Editar path and filenarne:

C:%Program Files [«86)\M otepad++'notepad++. exe

E ditar arguments:

Type Value
(Space) Filename
Other

Line Mumber

Example: notepad++. exe fileM ame.cpp -n25

As you modify the arguments an example command line is shown below the list.

Managing the command line arguments

Edit a Type or Value by double clicking the entry. The usual controls apply for removing list items:

« Remove * removes selected arguments in the list
« Remove All * remowes all arguments, clearing the list

Alternatively, press BE t0 delete selected items, and Ctrl to select all items in the list first.

Reset All - Resets all global settings, not just those on the current page.
Reset - Resets the settings on the current page.

3.10.1.1.7 File Locations

The File Locations tab allows you to specify which directories Coverage Validator should look in for
source code files, whether that's your own or third party code.

The default settings are shown below:

* Read on, or click on a setting in the picture below to find out more:
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—h Data Collection Settings ? X
Data Display #  File Locations
- Dizplay Behavi
C;E:r-l; Fraad Path Type: |Third Party Source Files ﬂ Iﬂl
- Data Display . - -~ Add
- Cods Viewing Directories (19)
- Source Code Browsing C\Program Files (x26)\Microsoft Visual Studic 10.00\WCatimfcinclude
Eiting ) C:\Program Files (x36)\Microsoft Visual Studio 10.00\WC\\atimfc\srcatl
C:\Program Files (x86)\Microsoft Visual Studio 10.00\WC\\atlmfc\src\athy M
- Path Substitutions
Filters C\Program Files (x26)\Microsoft Visual Studio 10.00M\WC\\atlmfc\srcatlh
- Hooked DLLs C:\Program Files (x86)\Microsoft Visual Studio 10.0WWC\\atlmfc\srchath
 Hooked File Extensions C:\Program Files (x86)\Microsoft Visual Studio 10.0\C\\atimfc\src\m:
- Source Files Filkers
- Class And Function Filters C:\Program Files (x26)\Microsoft Visual Studio 10.0\WC\atimfcsrcmf Export..
- et Function [nlining C\Proaram Files (x86)\Microsoft Visual Studio 10.00WC\\atimfc\src\mfi ¥
- Met Function Caching < > |mpart...
- Code Exclusion
- Load Settings Patterm Match [~ Ask for location of file if file cannot be found in search paths
Instiumentation ™ Don't ask for location of file if line nurber is nat valid [0, -1, etc)

¥ Automatically detect PDE paths [PDB expected in same dir as EXE/DLL)
[T Automatically detect MAP paths [MAP expected in same dir as EXE/.DLL)

- [ngtumentation O etail
- Hoak, [ngertion
- Hok, Contral

- Hook Safety v Reset Al Reset Help [F1] 0] | Caticel

- matirmenbatinn | anainn

File locations

Sometimes the information Coverage Validator has access to consists of the file name, but not the
directory.

When this happens Coverage Validator scans a set of directories that it knows about in order to find the
file.

The options below allow you to specify those directories that should be searched for source files, PDB
files and MAP files.

If a file can't be found, you'll get prompted for a location, but you can control this below as well.

Setting directories for a path type
There are four path types, and a separate list of directories to scan for each one.

o Path Type * select the type of file with which you want to modify the list directory

Fath Type: |S|:|ur|:e Files ﬂ

Directar| Third Party Source Files
Frogram D atabaze [FDB] Filez
b ap Files

ou don't have to specify any directories if you don't want to, or if you just don't have them. Nor do
= vou don't have t ify any directories if you don't want to, or if you just don't have them. Nor d
you have to give directories for all the path types.
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Prompting for file locations

Whenever a file still cannot be found, then the default action is for a dialog to ask you where it is.

To awid frequent user interruption, it is recommended that the directories for source code files (yours
and third party) are specified, enabling Coverage Validator to automatically load source code for
browsing.

If however, you don't want to be prompted for locations, you can disable that too.

o Ask for location of file... * untick to stop prompting for file locations

Even when prompting is switched on, it can still happen that the line in question is invalid anyway, e.g.
line number 0 or -1.

The default is not to prompt for invalid lines, but if you want to know when that happens, just switch that
behaviour off.

e Don't ask for location of file if line number is not valid... * untick to be prompted for invalid
lines anyway

PDB (program database) file paths

Normally PDB search paths are automatically generated, based on the same directories that .exe and
.dil files are found in:

o Automatically detect PDB paths * automatically detect PDB locations (the default)

However, it is recommended that you specify paths for PDB (program database) files, especially if your
build environment dictates that PDB files are kept in different directories to their binaries.

If you don't automatically generate PDB paths and you don't specify any paths for PDBs, the search path
will be defined as the current directory plus any paths found in the following environment variables:

o NT_SYMBOL_PATH

o NT_ALTERNATE_SYMBOL_PATH
« SYSTEMROOT

MAP file paths

It's recommended that you specify paths for Map files if your build environment means they are kept in
different directories to their binaries.

If you don't specify any paths for Map files, then search paths are automatically generated, based on the
same directories that .exe and .dll files are found in.

Manually adding path type directories
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Once you have chosen your path type you can modify the list of files for each path type in the following
ways:

e Add * appends a row to the directory list * enter the directory path

Edit a directory path by double clicking the entry. The usual controls apply for removing list items:
e Remove * remowes selected items from the list

o Remove all * clears the list

e Remove invalid ¥ remowes all items that are not valid directories from the list

Alternatively, press m to delete selected items, and + to select all items in the list first.

Scanning for directories to add

The File Scan... button displays the File Search dialog to provide three ways of specifying the files to
scan.

Third Party Source File Search *

Files will be searched for on the paths you spedify.
{* Visual Studio Search

All paths for the chosen Visual Studio will be selected.
Visual Studio 17.0 (2022) ~|

(" Directory Search

(" File System Search

QK | Cancel

e Visual Studio Search * choose the version of Visual Studio * OK * starts a scan for directories
related to that version of Visual Studio

o Directory Search » Browse... displays a directory browser * navigate to a location you want to
scan within » OK » starts a scan for directories

» File System Search » OK » starts a scan of all drives for directories containing files
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All options will bring up a File Scan dialog indicating number of relevant directories found, and giving you
a chance to Stop or Cancel the scan at any time:

PDE File Scan 7 =

Scanning for directories containing POE files...

Dir: C:\Program Files [#86]\Microzoft Wisual Studio 17.05Common@ DEProje
Mumber of dirs: 12

Prezs stop to stop the search and keep the lizt of scanned directonies.
Prezs cancel to stop the search and discard the lizt of scanned directaries.

Stop | Cancel

Once the scan is complete you'll see the File Paths dialog showing you the scan results:

~, PDE File Paths

Directory ~ Add To List
ChProgram Files (x26)\Microsoft SDEs\Microsoft Sync Frameworkw1.005ymbolshiab Feplace List
CProgram Files (x36)\Microsoft SDEs\Microsoft Sync Frameworkv1.005ymbols'xed
ChProgram Files (x26)\Microsoft SDEs\Microsoft Sync Frameworkw1.005ymbols\x 88

Cancel

C:hProgram Files (x86)\Microsoft SDEs\Windows'w3.00Libh AGd Add
C\Program Files (x26)\Microsoft Visual Studic 10.00CommenTIDE

T Demmrmme Cillar GOV A mrmrmdd Wiral Chodia A0 M DA SO s ams AEA w7 HEmDVE
£ >

Remove all

Elele el

You can modify the list of resulting directories by adding, removing or editing, exactly as for the path
type list above.

Once you're happy with the scan results, either append or replace the path type directories with the scan
results.

e Add To List > adds the scan results list to the path type directories and closes the File Paths
dialog

e Replace List * replaces the path type directories with the scan results

e Cancel » discard the scan results and close the dialog

Exporting and Importing

Since the list of path types and their file locations can be quite complicated to set up and optimise, you
can export the settings to a file and import them again later. This is useful when switching between
different target applications.
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3.10.1.1.8

o Export... * choose or enter a flename * Save » outputs all the path types and their file locations
to the file

o Import... * navigate to an existing *.cwxfl file * Open ¥ loads the hooking rule and the list of
modules

= The exported file can be used with the -fileLocations command line option.

Export file format

The file format is plain text with one folder listed per line. Sections are denoted by a line containing
[Files] (for source code files), [Third] (for third party source code files), [PDB] etc.

Example:

[Files]

c:\work\projectl\

[Third]
d:\VisualStudio\VvC98\Include
[PDB]

c:\work\project3\debug
c:\work\project3\release
[MAP]

c:\work\project3\debug
c:\work\project3\release

Checking directory scanning order

To see the order in which the DbgHelp.dll process checks directories to find symbols, see the diagnostic
tab, showing DbgHelp debug in the drop-down.

Reset All - Resets all global settings, not just those on the current page.

Currently, the four checkbox items at the bottom of this page are not reset as part of the global settings.

Reset - Resets the settings on the current page.

Currently, the four checkbox items at the bottom of this page are not reset.

Path Substitutions

The Path Substitutions tab allows you to specify how file paths can be modified to account for copying
a build from a build machine to a development machine or test machine.

File paths need to be modified otherwise the debug information will point to source code in locations that
don't exist on the new machine.
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There are no substitutions set up by default:

—h Data Collection Settings

Data Display A Path Substitutions

- Digplay Behaviour

3
>

- Colours

- Data Display

- Code Yiewing

- Source Code Browsing

- Editing

- File Locations

Filters

- Hooked DLL:

- Hooked File Estensions

- Source Files Filkers

- Clags And Function Filkers
- Met Function nlining

- Met Function Caching

- Code Exclusion

- Load Settings Pattern Match
|ztmentation

MNew Path

c\users\Stephen\Documents

Haw to perfarm path substitution

Old Path Add

fih e build

Remove

Remove All

I

- [ngtumentation O etail
- Hoak, [ngertion

- Hok, Contral

- Hook Safety

Reset Al | Reset

Automatic substitution, specified paths if automatic substitution fails

Help [F1] Cancel

- matirmenbatinn | anainn

Path Substitutions

Some software development schemes have multiple rolling builds of their software, often enabled by

using substituted disk drive naming schemes.

When you download the build to your development machine for development and testing, debugging
information may reference disk drives that don't exist on your machine, for example, drive X while your

machine only has C:, D:, and E: drives.

Or you may just be copying a build from a drive on a development machine to a subdirectory on a drive

on your test machine.

These options let you remap the substitution so that the Coverage Validator looks in the correct place for

the source code.

e Add » adds a row to the File Paths Substitutions table » enter the new path that will replace the
old path in the New Path column ¥ click in the Old Path column * enter the path that is being

replaced

For example, you might enter c:\users\stephen\documents for the new path and f:\dev\build

for the old path.

You can double click to edit drives and paths in the table, or remowe items:

e Remove * removes selected substitutions from the list

e Remove All * remowves all substitutions from the list
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Alternatively, press m to delete selected items, and + to select all items in the list first.

Example: Changed disk drive

Project originally located at m:\dewbuild\testApp

Project copied to e:\dewbuild\testApp

New Path e\

Old Path m:\

Example: Project copied to a new location

Project originally located at f\devbuild\testApp

Project copied to C:\Users\Stephen\Documents\testApp
New Path C:\Users\Stephen\Documents

Old Path f\dewbuild

E| The slashes do not have to match, a forward slash will match a backslash when comparing path
fragments. This is deliberate - to improve ease of use with libraries built by different compilers (LLVM and
compilers that use it use forward slashes, whereas Visual Studio etc use backslashes).

Path Substitution Method

Path substitution can be turned off, use only manually specified paths, perform automatic path
substitution based on best guesses based on information in the executable, or a combination.

Use the combo box to choose the appropriate path substitution method. The default is automatic path
substitution and if that fails to try path substitution using the manually specified paths.

¢ No path substitution * path substitution does not happen

e Only substitute specified paths » path substitution uses the manually specified paths

o Automatic substitution only * path substitution is performed automatically using information in the
executable

o Automatic substitution, specified paths if substitution fails »> an attempt at automatic path
substitution is made, if this fails path substitution is performed using the manually specified paths

The default is Automatic substitution, specified paths if substitution fails.

“*IMPORTANT**

File Substitution is for updating the source code paths in the debugging information as the code coverage
information is being collected.

It is not for fixing up paths because you accidentally collected coverage using one set of paths on
computerA and a different set of paths on computerB and then want to fix those paths (for example when
merging collected data).

The correct solution for this scenario is to fix the paths on both machines to match each other. You are
in control of this scenario, therefore you can set it up correctly.
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3.10.1.2
3.10.1.2.1

It is not the same as the build machine vs dev machine environment where the build directory may
change with each rolling build and the dev machine may have multiple branches on it, each with a

different path.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

Filters

Hooked DLLs

The Hooked DLLs tab allows you to specify which DLLs should be hooked or not.

The default is simply to hook everything.

"b Read on, or click on a setting in the picture below to find out more.

- Source Code Browsing

—h Data Collection Settings 7 X
Data Display A Hooked DLLs
- Display Behaviour
CDEui % Hook all DLLs. Expart...
- Data Display " Hook the enabled DLLs in the ligt. Do not ook any other DLLs. Impart...
. Code Yiewing " Do not hook the enabled DLL: in the list.. Hook all ather DLLs.

YWwhen the executable changes, take the following action:

- Editing
- File Locations

- Path Substitutions Process Modules

Azk about DLLs to Hook settings if zome DLLs defined.

=

Choose Exe..

Filters

- Hooked File Estensions

- Source Files Filkers

- Clags And Function Filkers

- Met Function nlining

- Met Function Caching

- Code Exclusion

- Load Settings Pattern Match
|ztmentation

- [ngtumentation O etail

Process Modules

- Haok Insertion advanced... | [ Don't hook delay loaded DLLs
- Hok, Contral
- Hook Safety v Reszet Al | Resat Help [F1] ITI Cancel |

Add Module...
Add Folder...

Femave

Femaowe Al

Enable &l

L I

Dizable &l

- matirmenbatinn | anainn

Which DLLs to hook - the hooking rule

By default, Coverage Validator will try to hook all DLLs and .EXEs used by your application, but you can

choose to list only those which should be included or excluded:

e Hook all DLLs * hook everything - ignoring the settings in the list
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e Hook the enabled DLLs in the list > hook only the ticked modules listed

* Do not hook the enabled DLLs in the list * ignore all the ticked modules in the list, and hook
everything else

Populating the process modules list

The process modules list should specify the following items to be included or excluded from hooking in
the target application

e DLLs
o EXEs
e folders containing DLLs and .EXEs

Initially the list is empty as the default option is to hook all DLLs and ignore the list. You can add
modules to the list by:

e automatically adding modules on which your application is dependent

e manually adding modules or folders
¢ editing modules or folders already in the list

Automatic module addition

You can automatically populate the list with all the dependent modules for your application:

e Choose Exe... * navigate to your application and click Open * all the process modules appear in
the list

=

Process Modules
C"."EHEF‘I"Ip|E.Eﬂ[E

[ KERNEL32.dIl

[ mfcand.dil

[ msvcraoD. di

[ cle2.dll —
[WloLEAauT32.dI cvExample.exe

Manual module addition

You can also manually add one or more modules or a folder to the list.
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o Add Module * navigate to the DLL or EXE and click Open * all the selected items are added
o Add Folder * navigate to the folder and click OK * the folder is added to the list

Manual addition might be useful for example if you use LoadLibrary () to load a DLL rather than linking
it, as this would not be picked up automatically by the Choose Exe... method.

By default, all the modules are ticked in the yellow checkboxes.

Any DLLs in the list override the DLL Hook Insertion settings on the Hook Insertion tab.

ENote that ticked modules or folders are either included or excluded depending on the hooking rule
above

Altering existing module names

Although you can't add blank entries to the list and edit them, you can edit existing items in the list by
double clicking on an entry:

e enter only the module name, not the path
e you can use wild-cards like MFC*.dll, but only for DLLs, not folders

Managing the process modules list

The usual controls apply for removing or changing the enabled state of items in the list:

Remove * remowves selected items in the list

Remove All > remowes all items, clearing the list

Enable All  ticks all items in the list for applying to the hooking rule

Disable All > unticks all items in the list, meaning they won't apply to the hooking rule

Alternatively, press m to delete selected items, and + to select all items in the list first.

Exporting and importing

Since the list of hooked DLLs (and the rule being applied) can be quite complicated to set up and
optimise, you can export the settings to a file and import them again later. This is useful when switching
between different target applications.

o Export... * choose or enter a filename * Save * outputs the hooking rule and the list of modules
to the file

e Import... * navigate to an existing *.cw file * Open * loads the hooking rule and the list of
modules
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= The exported file can also be used with the -dlIHookFile command line option.

Optionally hooking delay loaded DLLs

¢ Don't hook delay loaded DLLs * prevents hooking of delay loaded DLLs. The default is to hook
these.

= What is 'delay loading'?

Delay loading a DLL is when it is implicitly linked, but not actually loaded until your code
references a symbol contained in the DLL.

Delay loading can speed up startup time, but unhandled exceptions may cause your program to
terminate if the DLL can't be found when needed during the run time.

Launching new Applications

When specifying DLLs to hook, and launching different applications, it can be quite easy to forget to
change the hooked DLLs for the new program. This might be the case when performing unit tests, for

example.

Using the wrong list of hooked DLLs for a program will likely cause incorrect coverage results, so you
can opt to be warned about the DLLs being hooked whenever the target application changes between
sessions (using the dialog below).

The choices in the drop down list are only applicable when the application changes:

o Ask about DLLs to Hook settings if some DLLs defined

You'll only be asked about the settings if you defined some DLLs in the list and if the hooking
rule is not set to hook all DLLs

o Always ask about DLLs to Hook settings

You'll always be asked about the settings - whatever the other settings are.

e Never ask about DLLs to Hook settings

The 'Launch Different Application' dialog

When being asked about the hooked DLL settings, you'll see the following dialog:
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Launch Different Application ? >

The application you are about to launch iz different from the previously launched application.
Thiz means that the DLL=s to Hook zettings will be incorect. Faor best results vou should update the
DLLs to Hook, settings.

(¥ Agk this question again only if the DLLs to Hook settings have some DLLs specified

" Do nat azk thiz guestion again

" Always ask this guestion

IJpdate Settings and Launch lgnare Settings and Launch Cancel

You can update the settings; ignore them and launch anyway, or just cancel the launch:
o Update Settings and Launch » edit the settings * click OK * the application will be launched
o Ignore Settings and Launch » the application will be launched without updating the settings
e Cancel > won't launch the application

To change when you are asked this question, just choose the appropriate option in the dialog.

Advanced options
There are a few system DLLs which are generally not much use when hooked for code coverage.

The source code for these DLLs is unlikely to be available, and even if it is, your application is unlikely to
be able to influence the code coverage.

Consequently, by default these system files are not hooked - unless you override that by specifically
including them in the process modules list above.

With the advanced options below, you can change this behaviour if you need to, letting you specify which
DLLs will be processed according to the rules for Source Code Line Hook Insertion.

e Advanced » shows the Hooked DLLs (Advanced) dialog for function and line profiling
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Hooked DLLs (Advanced) =

These settingz are the default settings far how DLLz are hooked. You can overide these by
gpecifying exphcit hook settings for individual DLLs on the Hooked DLLs settings.

" ze the Hooked DLL settings and ignaore these default settings
* |lze these default DLL hook zettings unless overridden by Hooked DLL settings
[ Track functions in fileg in MFC DLLs [MFC*DLL)
[ Track functions in files in MSWC DLLs [MSWC=DLL)
[ Track functions in filez in STL suppart DLL [MSYCP=DLL]
[ Track functions in filez in the spstemn directony [C:SWINNTASYSTEM32 or equivalent]

Reset 2k, | Cancel

In the Hooked DLLs (Advanced) dialog:

o Use the Hooked DLL settings... * if selected then only the general settings apply (i.e. those on the
Hooked DLLs tab)

o Use these default DLL settings... * if selected then the checkboxes control the default behaviour
for the relevant DLLs

The default is not to track functions in files in the following:

MFC DLLs... * check to cover MmrC*.DLL or leave unchecked to ignore

MSVC DLLs... *» check to cover Mmsvc*.DLL or leave unchecked to ignore

STL support DLL... > check to cover Msvcp*.DLL or leave unchecked to ignore

the system directory... * check to cover anything in C: \WINDOWS\SYSTEM32 or leave
unchecked to ignore them

o Reset * resets the settings in the dialog

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.2.2 Hooked File Extensions

The Hooked File Extensions page lets you specify which source code file types should be hooked or
not.
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—h Data Collection Settings

Data Display

- Digplay Behaviour

- Colours

- Data Display

- Code Yiewing

- Source Code Browsing
- Editing

- File Locations

- Path Substitutions
ilters

- Hooked DLLs

- Source Files Filkers

- Clags And Function Filkers
- Met Function nlining
- Met Function Caching
- Code Exclusion

- Load Settings Pattern Match
|ztmentation

- [ngtumentation O etail
- Hoak, [ngertion

- Hok, Contral

- Hook Safety

- matirmenbatinn | anainn

]

3
>

Hooked File Extensions

% Hook all file types Add.
" Only hook, the file types in the list, Specify the source code file types to be hooked

" Don't hook the file types in the list. 5pecify the source code file types to be ignored Remave

Examples: cpp. o b, inl, asm, cls. baz, mod, pas Remave Al

If thiz list iz empty then all file types will be hooked.

File extensions to hook ++

Delphi

Fartran 35

WEB.Met

FEEEE L

YBE

Resstdl | FReset | Help[F1) ok | caneel |

Which file types to hook - the hooking rule

By default, Coverage Validator will try to hook all file types used by your application, but you can choose
to list only those which should be included or excluded:

» Hook all file types * hook everything - ignoring the settings in the list

¢ Only hook the file types in the list * hook only the listed file types

» Don't hook the file types in the list * ignore all the listed file types, and hook everything else

File extensions to hook

By default, all source code files are hooked, but you can change this by specifying only those file

extensions which should be hooked.

For example, you may want to include C++ source and header files but exclude C source files with the
.c extension:

or

The usual controls apply for adding, removing or changing items in a list:
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e Add... * adds a new row to the list *» enter the extension you want to allow
* Remove * removes selected items in the list

e Remove All * remowes all items, clearing the list

e C++ » adds the file extensions for C++

o C# » adds the file extensions for C#

o Delphi * adds the file extensions for Delphi

e Fortran 95 » adds the file extensions for Fortran 95

e VB.Net » adds the file extensions for the VB.Net

e VB6 * adds the file extensions for the Visual Basic 6

Alternatively, press m to delete selected items, and + to select all items in the list first.

Clear the list to hook all source file types again.

E Do not include the dot in the extension.

The filters take effect on the next session. If you're in the middle of a session and existing views show
data that will be excluded in the next session, then that data will be highlighted according to the colours
settings

Reset All - Resets all global settings, not just those on the current page.
Reset - Resets the settings on the current page.

3.10.1.2.3 Source Files Filters

The Source Files Filter page allows you to specify which source files should not be hooked.
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—h Data Collection Settings 7 X
Data Display A Source Files and 5ource Directories to Filter
E'Sipla-"' Behaviour " Hook all files for code coverage Expart...
- Colours
. Data Display 7 Only hook the files in the list for code coverage Impart...
- Code Viewing % Dor't hook the files in the list for code coverage
- Source Code Brovsing ) o )
- Editing ™ Only match exact directary, do nat match child directaries
- File Locations Specity the source code Hes that will not be hooked. Example: “debugh®
- Path Substitutions
Filters Source Code Files Add File... |
- Hooked DLL:
“svlCommon'™ .
- Hooked File Estensions Add Dir... |
=5 Files Filt
ource Files Filters il

- Clazzs And Function Filters

- Met Function nlining

- Met Function Caching

- Code Exclusion

- Load Settings Pattern Match
|ztmentation

- [ngtumentation O etail

- Hoak, [ngertion

- Hok, Contral

-~ Hook Safety . Resetdl | Feset Help (F1) ok | caneel |

- matirmenbatinn | anainn

Remowe

Remaove All

i

Listing files to exclude or include

By default, Coverage Validator will try to hook all source files used by your application, but you can
choose to list only those which should be included or excluded

e Hook all files... * hook all files

» Don't hook the files in the list... * hook everything except the files in the list

e Only hook the files in the list... * hook only the source files listed
In the list you can include files or directories. If using directories you may want only that specific
directory, or everything underneath it (the default):

e Only match exact directory... * check this so as not to recurse into child directories

Managing the list of files

Add files or directories on disk:

o Add File... * navigate to the source files * select one or more files * click Open * all the selected
items are added

e Add Dir... * navigate to the folder * select it and click OK * the folder is added to the list

Or manually enter a file:
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e Add... * a new row is added to the list » Type the file path * press Return * the file is added to
the list
Remowe items as normal:
o Remove ¥ removes selected items in the list

e Remove All * remowes all items, clearing the list

Alternatively, press m to delete selected items, and + to select all items in the list first.

Exporting and importing

Since the list of source files can be quite complicated to set up, you can export the settings to a file and
import them again later. This is useful when switching between different target applications.

o Export... * choose or enter a flename * Save * outputs the filtered source files to the file

e Import... > navigate to an existing *.cwxft file » Open * loads the filtered source files

E The exported file can be used with the -sourceFileFilterHookFile command line option.

Wildcards

All file and directory specifications can contain the * wildcard.
Some examples will help:

Consider a project with three source directories:

e:\dev\srcMain\

e:\dev\srcCommon\

e:\dev\srcCustom\

Possible filters could be:

e:\dev\src*\

*\src*\
*\srcC*\*

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.
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3.10.1.2.4 Class and Function Filters

The Class and function filter page allows you to set specific classes, methods and functions to be

included in, or excluded from, the hooking process.

=%, Data Collection Settings

- File Locations

Export...

Impaort...

i

Data Dizplay A Clazs and Function Filters
- Digplay Behaviour .
- Colowrs % Hook all classes. methods and functions
. Diata Display " Only hook classes, methods and functions showr in the list below
- Code Viewing 7 Don't hook classes, methads and functions shawn in the list below
- Source Code Browsing Enter class name as ClazsMame::
- Editing

Enter method name as Clazshame:MethodM ame [ho returm type or parameters)
Enter function narme as Functiont ame [ha return type or parameters)

- Path Substitutions

Filters

- Hooked DLLs

- Hooked File Extensions
- Source Files Filkers

- Met Function Inlining
- Met Function Caching
- Code Excluzion

- Load Settings Patterm Match
Instrumentation

- Ingtumentation O etail
- Hook, [ngertion

- Hook. Caontral
e Hewle € afab
£ >

Resetal |

Reset |

Classes, Methods and Functions

Help [F1] | ok |

Add..

&dd Lizt...

Femawve

Remowve Al

[l

Cancel |

E These filters apply only to the DLLs and files that you have not already excluded via other filters.

Listing what to exclude or include

By default, Coverage Validator will try to hook all classes, methods and functions in the hooked files, but
you can choose to list only those which should be included or excluded.

e Hook all... * hook everything (the default)

e Only hook ... * hook only the classes, methods and functions listed

e Don't hook ... ¥ hook everything except the classes, methods and functions listed

Managing the list
Choose from known methods:

e Add... * shows the Class::Method Browser dialog below

Type or choose a class and/or method from the pre-populated drop-down list of all functions:

Copyright © 2002-2025 Software Verify Limited



The User Interface 145

ClassuMethod Browser

methiod.

Clazz Mame:

Chooze a clazs anddor method combination to filker. The class or
the method field can be left blank if pou wish to filter by clagzs or

? pod

riniCurnpComment

i ethod M ame:

aetColumnH az0at:

miniDumpComment:: getColumnH as0 ata

When typing an entry, you'll see a message at the bottom of the dialog if the symbol doesn't

exist:

Clasz Hame:

|iava

ethod Mame:

javas: [hiok & known zembol name]

Choose from known methods:

o Add List... > shows the List of classes or functions dialog below

Enter any number of plain class::method or function names or just paste them in.
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List of classes or functions ? >

Type vour lizt of clazses or functions, one per line.

Enter clazs name az ClassMame:
E nter method name az ClazsM ame::kethodM ame [ho return type or parameters)
E nter function name as Functiontame [ho return type or parameters]

k. | Cancel

& The list will not be validated against known functions. Do not include return types, brackets,
parameters or other details.

Removwe items as normal:
o Remove * removes selected items in the list

e Remove All > removes all items, clearing the list

Alternatively, press m to delete selected items, and + to select all items in the list first.

Exporting and importing

Since the list can be quite complicated to set up, you can export the settings to a file and import them
again later. This is useful when switching between different target applications.

o Export... * choose or enter a filename * Save * outputs the filtered list to the file

e Import... * navigate to an existing *.cwxc file » Open * loads the filtered list

= The exported file can be used with the -classAndFunctionFile command line option.

Reset All - Resets all global settings, not just those on the current page.
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Reset - Resets the settings on the current page.

3.10.1.2.5 .Net Function Inlining

The .Net Function Inlining tab allows you to configure how .Net inlines functions.

= Data Collection Settings ? *
. .Net Function Inlini

Data Dizplay u n tmliming
- Digplay Behaviour .Net functions can be inlined into their calling function. Inlining is good for performance but may not
.. Colours useful for providing coverage information for each function.
- Data Di_SPI*?P * Do not inline any functions.
- Code Yiewing ] " Irline all functions.
Sc'!"'_r':e Code Browsing " Inline all .Met Framework functions, do not inline any other functions.
E_d't'ng ) £ Inline all .Net Framework functions, and inline functions found in the DLLs listed below.
- File Lucatlulns. " Inline functions found in the DLLs listed below. Specify the full path to the DLL.
- Path Substitutions

Filters Modules Add. ..

- Hooked DLLs

- Hooked File E stensions
- Source Files Filters

- Clagz And Function Filters
- Met Function Caching

- Code Exclusion

- Load Settingz Pattern katch
Instrumentation

- |hgtrumentation Detail

- Hook Inzertion

- Hook Control

v
< Hel C afah N Reset Al Reset Help [F1] ok I Cancel

Add List. ..

Remove

Remove all

il

Inlining of .Net functions can affect your code coverage results.

e Do not inline any functions.

Inline all functions.

Inline only .Net Framework functions.

Inline only .Net Framework functions, and functions in specific DLLs.
Inline only functions in specific DLLs.

We recommend that you don't inline any functions. This is the default option.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.
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3.10.1.2.6 .Net Function Caching

The .Net Function Caching tab allows you to configure how .Net caches functions.

ﬁh Data Collection Settings ? X
Data Dizplay ~ Fu R
- Display Behaviour Net functions can be cached rather than compiled each time they are loaded. Caching is good for
. Colours performance but may not be useful for providing coverage info for each function.
- Dlata Display
- Code Viewing * Do not cache any functions.
- Source Code Browsing " Cache all functions.
- Editing " Cache all .Net Framework functions, do not cache any other functions.
.. File Locations ™ Cache all .Net Framework functions, and cache functions found in the DLLs listed below.
.. Path Substitutions " Cache functions found in the DLLs listed below. Specify the full path to the DLL.
Filters
- Hooked DLLs Modules S

- Hooked File E stengions

- Source Files Filters

- Clagz And Function Filters

- Met Function Inlining

- Code Exclusion

- Load Settings Pattern Match
Instrumentation

- Instrumentation Detail

- Hook Inzertion

- Hoaok Control

v
< Hool Cafoh N Reset Al Fieset Help [F1] ak I Cancel

&dd List, ..

Remaove

Remove all

il

Caching of .Net functions can affect your code coverage results.

¢ Do not cache any functions.

Cache all functions.

Cache only .Net Framework functions.

Cache only .Net Framework functions, and functions in specific DLLs.
Cache only functions in specific DLLs.

We recommend that you don't cache any functions. This is the default option.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.2.7 Code Exclusion

The Code Exclusion tab allows you to configure blocks of code to be removed from code coverage,
using comments in the source code.
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—h Data Collection Settings 7 X
Data Display A Code Exclusion
- Dizplay Behavi
Clsip 2 BEhameu Cade exclusion pragmas identify a block of source code that will not be included in the source code
o -olours coverage statisiics. The block start is identified by a Start Pragma and clozed by an End Fragma,
- Data Display bath of which are embedded in comments.
- Code Yiewing
- Source Code Brovsing v Enable code excluzion pragmaz
- Editing —
- File Locations Start Pragma: |'3VF'ragmaMultleeSlart
- Path Substitutions
Filters End Pragma: |EVF'ragmaMuItiLineEnd
- Hooked DLL:
- Hooked File Extensions Single Line Pragma: |EVF'ragmaSingIeLinelgnole

- Source Files Filkers

- Clags And Function Filkers

- Met Function nlining

- Met Function Caching

- Load Settings Pattern Match
|ztmentation

- [ngtumentation O etail

- Hoak, [ngertion

- Hok, Contral

v
< Hel © =bab s Resst Al Reset Help [F1] 0K | Cancel

Code exclusion
In general the code cowverage filters work on discreet elements like file, class and function names.

Code exclusion lets you further control sections of a source file to be excluded by using pragmas
(keyword directives) to mark the a region of code.

The pragmas can surround complete classes, functions or just single lines of code.

Using code exclusion

The reason for providing code exclusion is to allow code cowerage tests to be setup knowing that a file
can reach 100% cowverage even if certain lines are not processed.

Such lines may not be processed because they are on a code path that will only be taken during error
conditions. See the examples below.

* Enable code exclusion pragmas * check the box to turn the feature on

Multi-line code exclusion

o Start Pragma * enter the keyword that you will use in the code to mark the start of a block to
exclude

E.g. cvPragmaMultilineStart

o End Pragma * enter the keyword that you will use in the code to mark the end of the excluded
block

Copyright © 2002-2025 Software Verify Limited



150

Coverage Validator Help

E.g. cvPragmaMultilLineEnd

Now you can exclude a section of code by enclosing code with comments containing these pragmas

Example:

Without code exclusion switched on, the for loop below would count towards coverage:

A CVPragmaMultilineStart

int 1i;

[
[
P
'_I.

for{i = 0; 1 < 10; 1++)

IIIII {
char *p:
116 1 p = new char [1]:
117 1 delete [] p:
118 1 T

S CWPragmnaMultilineEnd

™

After turning code exclusion on, the pragmas shown here force the loop to be excluded from coverage
statistics:

¢ CY¥PragmaMultiLineStart
int 1i;

for{i = 0; 1 < 10: 1++)

{
char *p;
p = new char [1]:
delete [] p:

b

&4 CWPragmnaMultilineEnd

122 1 return TRUE;

Single line code exclusion
e Single Line Pragma ¥ enter the keyword that you will use in the code
E.g. cvPragmasSingleLineIgnore

Now you can exclude a single line of code by adding a comment to the line containing the pragma
CVPragmaSingleLineIgnore

Example:

The assert statement in the code below only happens in an error situation, and probably an
unrecoverable one at that.
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Without using code exclusion, the assertion would count towards incomplete coverage.

1 ! if (m_pMainWnd == NULL)
{

s will get here if failed to create a window., should not happen

0 ASSERT(0): ~» CWVPragmaSinglelinelgnore

After turning code exclusion on and setting up the pragma blow, the assertion line is ignored in the
coverage

. 100 q
10 1 if (m_pMainWnd == NULL)
{

Ao will get here 1f failed to create a window, should not happen

[ [
=] [=
v =

=

ASSERT(0): ~» CWPragmaSinglelinelgnore

Instrumentation logging

The logging of DLLs, source files, classes, methods and functions that are not instrumented can help
you understand the reason why part of your code isn't getting the coverage information you expect.

Once enabled, and a session has started, you can view a list of items that have not been instrumented
via the Tools menu.

* Enable instrumentation logging * check to enable logging once the next session starts
Reset All - Resets all global settings, not just those on the current page.
Reset - Resets the settings on the current page.

3.10.1.2.8 Load Settings Pattern Match

The Load Settings Pattern Match tab allows you to configure loading of different settings depending on
the executable being launched (or relaunched).
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= Data Collection Settings ? *
Data Dizplay ~ Load Settings Executable Pattern Matching
- Digplay Behaviour
.. Colours When the executable being launched matches a pattern specific settings can be loaded to
. Data Display configure Coverage Validator for that executable,
- Code Wiewing
E;}:_r-:e Code Brawsing Action Pattern Settings Add...
. Editing
. File Locations .First “\examplesinativeExample\™ EfsettingsExamples.ovs Edit...
- Path Substitutions []First *coverageValidator® e\settingsCV.cvs
Filkers Remaove

- Hooked DLLs

- Hooked File E stensions
- Source Files Filters

- Clagz And Function Filters
- Met Function Inlining
- Met Function Caching
- Code Exclusion
Instrumentation

- |hgtrumentation Detail
- Hook Inzertion

- Hook Control

v
<l Hool S afah 5 Reset &l Reset Help [F1] Ok I Cancel |

Remove All

Enable Al

HE il

Disable all

|v Display warning dizlog when settings loaded because of pattern match

The grid shows one pattern match per line.

The buttons alongside allow you to Add, Edit and Remove patterns that you have created. You can also
enable and disable them all.

e Add... ¥ display the pattern match dialog to create a pattern to match.

Edit... > display the pattern match dialog to edit the selected pattern.

Remove... » delete the selected pattern.

Remove All... » delete all selected patterns.

Enable All... > enable all patterns.

Disable All... » disable all patterns.

Pattern Match Dialog

The pattern match dialog allows you to create and edit pattern matches.
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Load Settings Executable Pattern Match ? >

[+ Enable

Action when pattern is matched:
|L|:ua-:| settings for each different executable launched that matches a pattern ﬂ

Pattern:

| \examples\nativeExample\™

Settings:

| E:'\settingsExamples.pvs Browse...
oK | Cancel |

o Enable *> enable or disable this pattern.

e Action * how to evaluate if this pattern is matched.

= Load settings for first executable... > the first executable that matches a pattern causes the
settings to be loaded.

= Load settings for each executable... > each executable that matches a pattern causes the
settings to be loaded provided it is not the same executable that previously loaded the settings.

= Load settings for every executable... > every executable that matches a pattern causes the

settings to be loaded.
When a different pattern matches the first/each status is reset.
o Pattern *» a text pattern, including the * wildcard, to match an executable path.

Examples:
*\examples\nativeExample\*
c:\tests\*
e:\dev\myProject\release\*.exe

o Settings > the full path to the settings you want to load if the action and pattern match an
executable.

How does the pattern matching work?
It is probably easiest to demonstrate how pattern matching works with some examples.

Let's assume we have two patterns:

*\examples\nativeExample\* that will load e:\settingsExamples.cvs
*coverageValidator* that will load e:\settingsCV.cvs.

Wel'll cover each of the possible action criteria for a sequence of application launches, showing which

settings are loaded and why.
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o Load settings for first executable... » the first executable that matches a pattern causes the
settings to be loaded.

Launched application Settings loaded Reason
e:\examples\nativeExample\release\nativeExample.exe e: 1st application, new
\settingsExamples.c pattern
Vs
e:\examples\nativeExample\release\nativeExample.exe repeat application,
same pattern
e:\examples\nativeExample\debug\nativeExample.exe 2nd application, same
pattern
c:\program files (x86)\software verify\coverage validator e:\settingsCV.cvs  1st application, new
x86\coverageValidator.exe pattern
e:\examples\nativeExample\release\nativeExample.exe e: 1st application, new
\settingsExamples.c pattern
Vs

o Load settings for each executable... * each executable that matches a pattern causes the
settings to be loaded provided it is not the same executable that previously loaded the settings.

Launched application Settings loaded Reason
e:\examples\nativeExample\release\nativeExample.exe e: new application, new
\settingsExamples.c pattern
Vs
e:\examples\nativeExample\release\nativeExample.exe repeat application,
same pattern
e:\examples\nativeExample\debug\nativeExample.exe e: new application, same
\settingsExamples.c pattern
Vs
c:\program files (x86)\software verify\coverage validator e:\settingsCV.cvs  new application, new
x86\coverageValidator.exe pattern
e:\examples\nativeExample\release\nativeExample.exe e: new application, new
\settingsExamples.c pattern
Vs

o Load settings for every executable... * every executable that matches a pattern causes the
settings to be loaded.

Launched application Settings loaded Reason
e:\examples\nativeExample\release\nativeExample.exe e: Every application
\settingsExamples.c
Vs
e:\examples\nativeExample\release\nativeExample.exe e: Every application
\settingsExamples.c
Vs
e:\examples\nativeExample\debug\nativeExample.exe e: Every application
\settingsExamples.c
Vs
c:\program files (x86)\software verify\coverage validator e:\settingsCV.cvs  Every application
x86\coverageValidator.exe
e:\examples\nativeExample\release\nativeExample.exe e: Every application
\settingsExamples.c
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Warning
When a pattern is matched and the action criteria are satisfied the specified settings will be loaded.
A warning can be displayed at this point to remind you that the settings are being changed.

o Display warning dialog... *» the warning dialog will be displayed when the pattern match criteria
are met.

The warning dialog looks like this:

Executable Pattern Matched - Loading Settings ? >
Loading settings:

E:\settingsExamples.cvs

Match criteria:
Load settings for the first executable launched that matches a pattern

[ Don't show this again

Close

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.3 Instrumentation

3.10.1.3.1 Instrumentation Detail

The Instrumentation Detail page allows you to specify how lines are hooked and how many times a
line visit is counted.
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—h Data Collection Settings

Data Display

- Digplay Behaviour

- Colours

- Data Display

- Code Yiewing

- Source Code Browsing

- Editing

- File Locations

- Path Substitutions

Filters

- Hooked DLL:

- Hooked File Estensions

- Source Files Filkers

- Clags And Function Filkers
- Met Function nlining

- Met Function Caching

- Code Exclusion

- Load Settings Pattern Match
|ztmentation

& Instrumentation Detail
- Hoak, [ngertion

- Hok, Contral
o Ul € sfabn

< >

7 *
Instrumentation Detail
Choose an instrumentation level
1 1 1 1
Incomplete [ Complete
but fazter | but slower

recommended
Very short linez are instrumented uzing breakpaints [slower]
E ach wizited line iz only ever counted once [faster)

Coverage Validator can provide synthetic code coverage results for most code locations where a
hook cannot be inserted.

[ Usze synthetic coverage hooks

Fieset A1 | Feset | Help [F1] | ok | cancel

Instrumentation detail versus speed of execution

Two instrumentation settings affect how quickly the instrumented program will run:

o the hooking of very short lines

Most lines can be monitored using a normal line hooking technology. These hooks are fast but

cannot be used for all lines.

Very short lines are hooked using breakpoint hooking technology which is very advanced but
also incurs a serious performance penalty for each visit to that line.

¢ the counting of lines on every visit

Counting lines just once is quicker than doing it on every visit.

Instrumentation Level

The instrumentation level lets you balance the detail of collected visit counts for every line against speed

of execution.

e Incomplete but faster * Short lines NOT counted. Lines counted once

¢ Incomplete but slower > Short lines NOT counted. Lines counted every visit.

o Complete but faster > Short lines counted. Lines counted once.
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o Complete but slower »> Short lines counted. Non-breakpoint lines counted every visit. Breakpoint
lines counted once.

More about very short lines

For instruction sequences that are too short (less than 5 bytes) to be hooked, Coverage Validator has an
additional method of hooking instructions.

Breakpoint instruction and operating system exception handler routines intercept individual breakpoint
instructions and direct the exception handler to the original code for the line.

Due to the exception handling overhead for each instruction hooked this way this is a slower execution
method than normal line hooking.

It is effective however, and allows Coverage Validator to hook most lines in most applications with no
failures.

The only instructions that can't be hooked are breakpoints and the various x86 LOOP instructions, which
are awided by modern compilers.

Caveats to hooking very short lines

There are two cawveats to using the Breakpoint Hooks option.
You can't use them at the same time as:

¢ Running your application in the debugger (or attaching the debugger to your application) at the same
time as using Coverage Validator to monitor the application.

The debugger will see the breakpoint exception before our hook on the exception handling
mechanism.

e Using MAP files for release builds.
The information in the MAP file does not correctly identify the start of individual lines of code.

This is because the MAP file is produced before the linker optimizer re-arranges the code for the
specified optimization flags.

Because it is not possible to differentiate between debug build MAP files and release build MAP
files, Coverage Validator will not use Breakpoint Hooks with MAP files.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.
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3.10.1.3.2 Hook Insertion

The Hook Insertion page allows you to specify which groups of source files are hooked in the target
program.

=%, Data Collection Settings ? X
Data Dizplay A Source Code Line Hook Insertion
- Digplay Behaviour
- Colours This gechion allows you to control which groups of source file will have functions tracked.
- Data Display
- Code Yiewing ¥ Track alllines in all files in directories listed as source diectonies
E;_L:_me Code Browsing v Track all lines in all files in direcharies lisked as third party source direcharies
- Editing
. File Locations [ Track all lines in all files in all otbher directanes
- Path Substitutions
Filters Function Line Hooking
- Hooked DLLs

Discovery of flename and line numbers is wia debugging information and/or MAP file information.

- Hooked File E stensi ] .
DOKSH T I8 EHBnsIons Flease select which methods pou would like to use.

- Source Files Filkers

- Clazs &nd Function Filters
- Met Function Inlining

- Met Function Caching [ Use MAP files to iterate lines in source files.
- Code Excluzion

- Load Settings Patterm Match
Instrumentation

- Ingtumentation D etail

- Hook. Caontral

o CEA . Reset Al | Reset | HeIp[F1]| ok | cancel |

v Usze Debug Infarmation ta iterate lines in zource files.

Hook inzertion preference: | Debug Information only ﬂ

= These hook settings will not take effect during a session that is already running.

Source Code Line Hook Insertion
The File Locations settings let you set several lists of files including

e your own source files
o third party source files

and then of course there's implicitly:
o 'everything else' that you didn't specify.

The default behaviour is to hook everything referenced in a PDB or MAP file that is in one of these three
categories.

You can change whether to include or exclude any of these sets.
Untick the boxes to stop tracking all lines in all files in...
o directories listed as source directories

o directories listed as third party source directories
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o all other directories (i.e. not any directory matching the two options abowe)

Function Line Hooking

To hook each source code line Coverage Validator has to find the start address of each line and then
ensure hooking the line will not result in corruption of the code relating to other parts of the program.

The data to determine the location of each source code line is found in PDB files and MAP files that
contain line number information.

You can choose whether to use only PDB files, only MAP files, or to set a preference for one source over
the other.

e Use PDB files... » Allow use of PDB files for iterating files

e Use MAP files... > Allow use of MAP files for iterating files

If setting PDB and MAP files to be used, you can set the preferred use in the drop-down list:

Hook insertion preference

PDB files only » Ignores MAP files (same as unchecking MAP file usage)

MAP files only » Ignores PDB files (same as unchecking PDB file usage)

Use MAP when no PDB *» PDB files are used in preference to MAP files.

MAP files are only used when the required PDB file cannot be found

Use PDB when no MAP *» MAP files are used in preference to PDB files.

PDB files are only used when the required MAP file cannot be found, or the MAP file does not
contain line number information

A= | Warning: You should be aware that MAP files may not include all line information.
Consider using the Use MAP when no PDB option instead.

Map file not recognised?

Due to daylight saving times it is possible for a MAP file to have an embedded timestamp that is different
than the DLL timestamp by an hour.

Coverage Validator will not recognise such a MAP as valid, but rebuilding the application will resolve this.

When MAP files are enabled, the MAP file dates must match DLL check box is displayed.
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Normally you should have this check box enabled, so that the MAP file dates are compared with the DLL
dates.

But there can be circumstances where you know the MAP file is valid, but the dates don't match, which
prevents instrumentation. In that case deselect MAP file dates must match DLL.

We strongly recommend that you keep MAP file dates must match DLL selected and rebuild your
application to make the MAP file dates match the DLLs.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.3.3 Hook Control

The Hook Control page allows you to specify how some of the more 'awkward' lines of code are hooked.

=%, Data Collection Settings ? >
Data Display A Hook Control
-~ Display Behaviour Thesze zettings allow you to control how aggressively Coverage Yalidator modifies your application's
- Colours code o0 that each line of source code can be hooked. ‘With each option that iz enabled Coverage
- Data Display Yalidator takes more agaressive measures to hook gach line.
- Code Viewing ) ¥ Hook 32 bit relative JMP instructions.
- Source Code Browsing
- Editing [w Hook return [RET and BETM] instructions.

- File Locations

- Path Substitutions
Filters ¥ Hook long branches [cc) if possible.
- Hooked DLLs

- Hooked File Extensions
- Source Files Filkers

[w Haook shart branches ol if possible.

[+ Compenzate for compiler optirmization

Coverage Validator can provide extra safety when hooking functions by performing extra tests to

- Class And Function Filters determine the end of a function.
- Met Function Inlining
- Met Function Caching ¥ Detect end of functions with extra tests.

- Code Excluzion

- Load Settings Patterm Match
Instrumentation

- Instrumentation Detail

- Hook, [nzertion

& Hook Control
v
< Heol S afabu 5 Fiesat Al Fiesat Help (F1) oK | Cancel

Exception handling for 64 code

[ Do ot ook, »64 functions containing an exception handler

[~ Do not hook, 864 functions that throw exceptions

Most of these options are fairly advanced. They are also mostly enabled by default, but as usual, we
provide the ability to control the settings if needed.
Hook Control

Some lines of code are trickier to hook than others. By default Coverage Validator is quite zealous in
performing the safety checks and enabling hooking of these lines.
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If necessary, you can choose not to enable these hooks.
The options are:
e Hook 32 bit relative JMP instructions * hooks lines with Jup instructions in them
e Hook return (RET and RETN) instructions * hooks lines with RET or RETN instructions in them
e Hook short branches (Jcc) if possible * hooks lines with short branches in them
(Jcc is a conditional jump)

e Hook long branches (Jcc) if possible * hooks lines with long branches in them

Line ordering due to compiler optimisation

When the compiler optimizes things it can mowe lines around relative to the original source code.

During instrumenting extra checks are added so that hooks can get correctly recognized/improved
automatically.

o Compensate for compiler optimisation * untick to switch off these extra checks

Extra care at function ends

An additional option makes Cowverage Validator more cautious when detecting the end of a function, to
awoid overwriting the code for any function that follows.

o Detect end of functions with extra tests * hook lines with JMP instructions in them

Filling in the gaps

Finally Coverage Validator can synthesize coverage results for lines that simply could not be hooked.
Not all lines can have their coverage results synthesized, only those in the same execution path.
Using this option will not introduce errors into your coverage tests.

o Use synthetic coverage hooks * synthesize coverage results - not on by default.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.
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3.10.1.3.4 Hook Safety

The Hook Safety page allows you to specify which safety features are enabled during hooking.

=%, Data Collection Settings

- Colours

- Data Display

- Code Yiewing

- Source Code Browsing

- Editing

- File Locations

- Path Substitutions

Filters

- Hooked DLLs

- Hooked File Extensions
- Source Files Filkers

- Claszs &nd Function Filters
- Met Function Inlining

- Met Function Caching

- Code Excluzion

- Load Settings Patterm Match
Instrumentation

- Instrumentation Detail

- Hook, [nzertion

- Hook. Caontral

2 Hook Safety

- |nstrumentation Logging
Cuwrbal H sl
£

Hook Salety

Hook Caching

Coverage Validator checks that a function iz safe to hook by examing each function to detect
changes to line location: made by the compiler aptimizer. If the cade cannot be dizassembled, the
function can be ignored. For Release builds this i recommended.

v Dian't hook functions if function cannot be disassembled

Cowverage VWalidator can provide extra safety when hooking functions by pausing other threads whilst
each hook iz made. This is recommended if your application iz multi-threaded.

[~ Pause other threads whilst hooking

Instiumentation data from previous sessions can be cached to improve performance in future sessions.
Wen DLLs are maodified, they are re-instrumented.
When clazs:methad and function filkering is enabled, cached instrumentation data is ignored.

[ Cache instrumentation data Clean Instrumentation Cache... |

(o |

Reset Al | Reset Help (F1] Cancel |

Hook safety with Release Mode software

When hooking functions, it is important that the information being used is verified against the actual
object code being modified to insert the hooks.

This is especially important in Release builds where the code optimizer may have rearranged the object
code so that it does not match the information in the PDB and MAP files.

To ensure this, the default behaviour is to disassemble each function and check it prior to hooking it. If
the function can't be disassembled, it won't get hooked.

You can switch off disassembling of functions and hook them anyway:

o Don't hook functions if function cannot be disassembled * uncheck to hook the functions

anyway

= It's recommended to keep this option enabled for Release builds

Hook safety with multi-threaded applications

When working with multi-threaded applications, it is possible for the thread hooking the application to be

modifying code that is executing in a different thread.

If you think this might be affecting you, you can pause the other threads while hooking..
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o Pause other threads whilst hooking * check to pause other threads

Hook caching

When hook caching is enabled, the first time a module (DLL or EXE) is instrumented, various information
about the module is stored in a cache file.

Every subsequent time the module is instrumented, the cached data is used to instrument the module,
rather than inspecting the module again.

This can provide quite significant performance improvements.

e Cache instrumentation data * check to use the instrumentation cache

E If the module is recompiled/relinked, the cache data will be discarded and recalculated.

About cache files

Cached instrumentation files are stored in the same directory as the module to which they refer.
They have the same name as the module, with the .svICV_coverage extension.
For example, instrumentation data for:
c:\winnt\system32\msvertd.dll
is stored as:

c:\winnt\system32\msvcrtd.dll.sv1CV_coverage

Cleaning up the cache files

You may not want to keep cache files lying around on your system amongst your code, so Coverage
Validator provides a utility to automatically clean up those files.

Files with the .sv1cv _coverage extension are searched for on your drive, and deleted if found.

e Clean instrumentation cache * shows the Symbol Cache Cleaner utility dialog
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& cvSymbolCacheCleaner >

Thiz application scans your computer [and optionally any network, drives] for Coverage alidator
gymbol cache files and deletes all symbol cache files found.

Symbal cache filez have the extenzion svICY_coverage.
[ Include network drives in symbol cache scan
Dvir:

Murm files; 0 Mum cache filez: 0

Scan and delete symbol cache files Cloze

¢ Include network drives * tick this to clean up networked drives
e Scan and delete symbol cache files * starts the scan

The dialog shows a count of the number of files scanned and the total number of cache files
found

e Close * cancels the process and closes the dialog

b= You can continue to use Coverage Validator as normal while the scan takes place. If starting a new
session that caches instrumentation, be aware that cache files may be recreated after the scan has
passed!

Cached files and the Class and Function Filters

If the Class and Function Filter has been set up to only include or exclude specified classes or functions,
then the Cached Instrumentation data will be ignored.

Instead, functions will be hooked according to the Class and Function Filter.
Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.3.5 Instrumentation Logging

The Instrumentation Logging tab allows you to control Coverage Validator's internal logging.
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3.10.1.4

= Data Collection Settings ? x

- Colours ~ Instrumentation Logging

- Data Display

- Code Wiewing |ngtrumentation logging iz the gathenng of data o inform gow why particular code was nob ingtrumented.
- Source Code Browsing

. Editing [ Enable instrurmentation logging

- File Locations

- Path Substitbutions

Filters
- Hooked DLLs

- Hooked File E stensions
- Source Files Filters

- Clazz And Function Filters
- Met Function [nlining

- Met Function Caching

- Code Exclusion

- Load Settings Pattern Match
Instrumentation

- Instrumentation Detail

- Hook, [nzertion

- Hoak Control

- Hook Safety

C;"“"‘“' H zndlina = Rezet All Rezet Help [F1] ] 4 | Cancel

If you enable instrumentation logging a log file will be created during instrumentation that indicates why
each DLL, file and function was or was not instrumented according to the various settings and filters.

The instrumentation log can be useful to identify the reasons why a particular file or function or class is
or is not be instrumented.

e View Log... > to view the instrumentation log. You can also view the log from the Tools menu.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

Symbol Handling

Enter topic text here.

3.10.1.4.1 Symbol Misc

The Symbol Misc tab allows you to set miscellaneous symbol settings.
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= Data Collection Settings ? x
Code Exclusion ~ Symbol loading
‘. Load Settings Pattern Match
Instrumentation Symbols can be loaded all at once or they can loaded using defenred symbol loading.
. Instrumentation Detail Microzoft recommend deferred symbal loading.

- Hook Inzertion
- Hook Control
- Hook, Safety
- [nstrumentation Logging svIDbgHelpReader Logging
Syrmbol Handling

v Uze deferred symbal loading

[V Keep sviDbgHelpSymbolR eader log files

- Spmbol Lookup ) ) . )
. Symbol Servers C:hU zersstephen'apph atah R oaming S oftware Werfy Coverage YW alidator #64symbolz

- Spmbol Load Preferences Clean

Data Collection

- Bubo Merge

- Statistics

- Warnings

- Don't Show Me Again
- Diaghostic

- Applications bo Monitar
- ColnitializeE »

- Data Transfer

Third Party DLLs o Resstal | Resst | Help(Fi) ok | Cancel

Lo Stk Glakal Honlk Tl =

Immediate or deferred symbol loading

When conwerting program addresses to symbol names, you can choose immediate symbol loading, or
defer loading until each symbol is needed.

o Use deferred symbol loading * uses deferred symbol loading rather than 'all at once' (on by
default)

Microsoft® recommend deferred symbol loading, claiming it is the fastest option. We give you
the choice.

Symbol Reader Logging

Symbols are fetched from symbol servers using a helper process sMDbgHelpSymbolReader.exe. We log
the command line and behaviour of this helper tool. This is displayed on the diagnostic tab.

If you wish the log files can be kept for later analysis. By default this option is turned off.

* Keep sviDbgHelpSymbolReader log files > keep the log files after Coverage Validator has
finished processing them

The path to the directory containing the log files is shown.

e Clean * delete all sMDbgHelpSymbolReader log files
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Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.4.2 Symbol Lookup

The Symbol Lookup tab allows you to specify how and where symbolic information is retrieved for your

application or senvice.

The default settings are shown below, although the Visual Studio version may vary.

=%, Data Collection Settings

i Load Settings Pattern Match A
Instrurentation
- Instrurmentation Detail
- Hook [nzertion
- Hook Control
- Hook Safety
- |ngtrumentation Logging
Symbol Handling
- Symbol Misc
- Symbol Servers
- Symbol Load Preferences
Data Collection
- futo Merge
- Statistics
- W amings
- Don't Show Me Again
- Diaghogtic
- fpplications to Monitor
- ColnitializeEx
- D ata Tranzfer
Third Party DLLs
- Situb Global Hook DLLs
L L Glnhal Hank Tl <

? b4
Symbol Lookup
Tell uz how pou builk your application so that we can setup reading the debug information.
Wisual Studio ﬂ

DbgHelp.dil is uzed to interpret Microzoft / Intel debug information.

' wWe can provide a DbgHelp dll version matching the Wisual Studio the application wasz builk with,
YWisual Studia 17.0 [2022] [Supplied by Coverage Walidator x64) j

DbgHelp version: 1000176251000

7 Or, you may locate a version of DbgHelp.dil that best makches your build.

" You're providing wour own DbaHelp.dll / SymSrv.dil, don't copy any DLLs to the target directony

Feset Al Feset Help [F1] (u] | Cancel

Compiler /IDE Choice

Use the first combo box to choose which compiler / IDE you used to build your software.

Coverage Validator will use the appropriate methods to read your symbols.

The choices are:

e Visual Studio

e Visual Basic 6

o Delphi or C++ Builder

o MingW

e Rust

e DevC++

e Metrowerks CodeWarrior
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e Salford Fortran 95
e Other

Symbol lookup for Microsoft / Intel compilers

o We can provide a Dbghelp.dll > choose one of Cowverage Validator's known good DbgHelp.dll's

based on the version of Visual Studio you are using

Coverage Validator fetches symbols for your application using an appropriate symbol handler for the
type of debugging information you have.

For Microsoft Visual Studio users each version of Visual Studio provides different debugging formats
which are readable by the appropriate DbgHelp.dll supplied by Visual Studio. A given version of
DbgHelp.dll is usually able to read earlier formats of Microsoft debugging information but is not able
to read a future format. For example Visual Studio 2005 (version 8) can read Visual Studio 6 debug
information but cannot read Visual Studio 2008 debug information.

Visual Studio 6.0 doesn't supply a DbgHelp.dll so we have provided one for use with Visual Studio
6.0.

Visual Studio 10 is unusual in that the DbgHelp.dll (6.12) supplied by Visual Studio cannot read the
debug information created by Visual Studio. To solve this problem we have supplied DbgHelp.dll
(6.11) as an alternative.

Coverage Validator will choose the appropriate (most recent) version of Visual Studio automatically.
You can owerride Coverage Validator's choice by choosing the Visual Studio version from the Visual
Studio combo box.

Specify your own DbgHelp.dll

e Or, you may locate a version of DbgHelp.dll * specify your own DbgHelp.dll to use with

Coverage Validator

If you wish to explicitly specify which DbgHelp.dll to use choose the Or, you may locate a version
of DbgHelp.dll option enter the path in the DbgHelp.dll edit field or use the Browse... button to
select the dbgHelp.dll.

Note that the directory that contains DbgHelp.dll should also contain symsrv.dll if you wish to use
symbol servers with Coverage Validator.

Don't update DbgHelp.dll

e You're providing your own DbgHelp.dll > use the DbgHelp.dll that ships with your application

If your application needs to use a specific version of DbgHelp.dll that you're already providing with
your application you should choose the You're providing your own DbgHelp.dll option to prevent
Cowverage Validator from overwriting your DbgHelp.dIl.
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Note that the directory that contains DbgHelp.dll should also contain symsrv.dll if you wish to use
symbol servers with Coverage Validator.

Visual Studio DbgHelp.dll version compatibility

For Microsoft Visual Studio users, each VS version provides different debugging formats which are
readable by the appropriate DbgHelp.dll supplied with Visual Studio.

These handlers are usually backwards compatible, but not forwards compatible. For example Visual
Studio 2005 (version 8) can read Visual Studio 6 debug information but cannot read Visual Studio 2008
debug information.

Visual Studio 6.0 doesn't supply a DbgHelp.dll so we have provided one for use with Visual Studio 6.0.
Visual Studio 10 is unusual in that the DbgHelp.dll (6.12) supplied by Visual Studio cannot read the

debug information created by Visual Studio! To solve this problem we supply version 6.11 as an
alternative.

= To see the order in which the DbgHelp.dll process checks directories to find symbols, see the
diagnostic tab with the filter set to DbgHelp debug.

Symbol lookup for other compilers

If you are using another compiler click the link to see information about configuring debug information for
that compiler.

Symbol Lookup

Tell uz how vau built your application so that we can zetup reading the debug infarmation.

Yizual Bazic B ﬂ

Learn how to setup debug information for Yisual Basic &

After selecting the compiler, clicking the link will show a dialog box containing information relevant to the
selected compiler.

For example:
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Visual Basic 6 Debug Information ? pod

For “izual Basic 6, debug information is created in PDEB format.

To create debug information for pour Yisual Basic & project:

1] Enzure that the enviranment variable "Link"" iz not defined.
2] Open vour project in Microzoft Visual B asic.

3] Select Project » Project Properties... from the main merL.
4] Select the Compile tab.

8] Select the "Create Symbolic Debug Info' check bow.

E] Click OF.

71 Rebuild vour application.

Help [F1] Cloze

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.4.3 Symbol Servers

The Symbol Servers tab allows you to specify Symbol Seners to retrieve symbols used in your
application.

= You do not need to specify symbol servers if you do not wish to, and Coverage Validator will
work correctly without them.

% Read on, or click a setting in the picture below to find out more.
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—h Data Collection Settings 7 X
‘v Code E:-c.clusion A Gymbol Server
Instriumentation K
. Inshumentation Detal Corwerage Validator can uze Symbaol Servers to locate symbals,
- Hook Insertion Symbol Server Directory Add..
:22: g:;:;ﬁl http://msdl.microsoft.com/download/symbols ChUsers\Stephe Remove
- |ngtrumentation Logaging Remaove Al |
Surbal Hatdling
- Symbal Misc Enable Al |
- Symbal Lookup -
Dizable Al |
Data Collection
- futo Merge Symbol Environment ¥Yaniables
-~ Statistics Y arious environment variables can also specify symbol locations and symbol servers.
- W amings
- Don't Show Me Again Configure Symbal Handling Environment Y ariables. ..
- Diaghogtic
- ypplications to Monitor Prefetch symbols
- ColnitializeEx If pou wigh to prefetch your symbols you can do that here.
ThideayOLLs _Prttch Symicks. |
i Shub Global Hook DLLs
- Ul Global Hook DLLs v  Resst | Heb(1l | ok | Cancel

Symbol servers

Symbol senrvers are entirely optional, but are useful for obtaining symbols from a centralized company
resource or for obtaining operating symbols from Microsoft.

The default symbol server is the Microsoft symbol server used for acquiring symbols about Microsoft's
operating system DLLs. You may also wish to add some symbol servers for any software builds in your
organisation.
A symbol server is defined by at least the following:

o the symbol sener dll to be used to handle the symbol server interaction

e adirectory location where symbol definitions are saved

o the server location - a url

Each symbol server can be enabled or disabled allowing you to keep multiple symbol server
configurations available without constantly editing their definitions.

You can define up to four symbol servers and more than one can be enabled at a time.
Symbol Server Errors

Any symbol server entry shown in red indicates there is a problem with parts of the definition of that
symbol sener.

In the image shown above the symbol sener at http://127.0.0.42:8000 cannot be reached. It is either
offline or does not exist.

Managing symbol servers
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Add... *> displays the symbol server dialog described below

Remove * remove selected symbol server(s) in the list
Remove All * remowve all symbol seners

Enable All > enables all symbol servers in the list
Disable All * disables all symbol servers

You can also enable or disable an item in the list via the yellow check box at the left of each
row.

To edit the details for a symbol server, just double click the entry in the list to show the symbol server
dialog again.
Symbol server dialog

The dialog initially appears pre-populated with some default values and allows you to set up or edit the
definition of a symbol server. Some of the default values can be changed.

Symbaol Server ? e

[v Emnable Symbal Server

Example: http: #/mzdl. microzoft. com/downloads/symbols
Example: S\build-zrvhaymbols

Symbol Server ||"|tt|:|: Hfmzdl.microgoft. com/download symbols ﬂ

Example; c:myLocalSymbols

Spmbol Store Directony: |E:\mss_l,lmbols Browse. .. ‘

Symbol Server DLL:  exomhchocoveragevalidatoritabsersireleaze #64%dbghelphws] 7. Mhapmare. dll

Example: chwindowshepstem32

Prefetch Directony:  |C:AWIMDOW Shapstem 32 Browwse. ..
] |

K Cancel

o Enable Symbol Server * enable or disable this server
The following three entries must be set to enable the OK button and define the symbol senver.

E] oK button not enabled?The OK button will only be enabled when the following entries have a
valid value: - Symbol Server DLL names a dll present in the Memory Validator install

directory. - Symbol Store Directory has been specified and exists. - Symbol Server URL

has been specified (this value will not be checked for correctness).

o Symbol Server » select a predefined public symbol server or enter the URL of the symbol server
you wish to use - the Microsoft server is initially set as the default
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o Symbol Store Directory » enter or Browse to set the directory that will contain local copies of the
downloaded symbols

e Create Dir > creates a directory if you entered a directory name that does not exist yet

The Symbol Server DLL is set based on the Symbol Lookup settings you have chosen.

You can optionally associate a directory to scan when you are prefetching symbols (below)

o Prefetch Directory » specify the directory to scan for symbols

Environment variables related to symbols
If you wish, you can set some environment variables to supply symbol paths.
e Configure Symbol Handling Environment Variables * opens the dialog below

Check the desired options - if any.

Symboel Handling Envirenment Variables >

Choose the environment variables you wish to use to supply symbol path and
symbaol server information.

You can leave these all unselected - you don't have to use these enviranment
variables - the software can determine symbol path information automatically.

| Lse NT SYMBOL PATH to supply symbal search paths!

[ Use NT_ALT_SYMBOL_PATH to supply symbaol search paths
[~ Use NT_ALTERMATE_SYMBOL_PATH to supply symbal search paths

[ Use NT_SYMCACHE_PATH to supply symbal search paths

oK | Cancel

Pre-fetching symbols

To awoid delays when using symbol servers, you can trigger the retrieval of symbols (by running
SymChk.exe) to collect symbols for all executable files specified in the exe/dll which you associated
with each symbol server.

o Prefetch Symbols... » open the Prefetch Symbols dialog below to continue
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Prefetch Symbols *

To prefetch symbols we reguire you to install Debugging Tools for Windows from Install Debuaging Tools for Windows |
Microsoft's website then select the symchk.exe tool in the edit box below, =iedi

SymChk.exe Browse...

| Close |

Prerequisites for pre-fetching symbols

The pre-fetching of symbols requires the installation of Microsoft's Debugging ToolsEA.

EYOU may already have Debugging Tools if you've previously installed the Windows Driver Kit (DDK or
WDK) or the Windows SDK.

o Install Debugging Tools for Windows » opens a web page (as above) to download and install the
x86 or x64 Debugging Tools for Windows

After installing the Debugging Tools, you must specify the location of SymChk.exe from the installed
area.

e SymChk.exe » enter or Browse to SymChk.exe location

A typical path might be c:\wWinDDK\7600.16385.1\Debuggers\symchk.exe

Getting the symbols

E Note that prefetching symbols may consume a large amount of disk space and download
bandwidth.

You should ensure that you have at least 2 or 3Gb of disk free space, because of the total size of the
download packages.

e Prefetch Symbols... * runs SymChk.exe to get all the symbols

The symbols for each symbol server are stored in the associated symbol store directory.
h =N no symbol servers are specified in the symbol server settings above, you'll see a warning dialog

and no symbols will be fetched.

Command line pre-fetching of symbols with the SymChk utility

The section on Pre-fetching symbols above is a convenient alternative to manually using the
SymChk,exe utility.

To awid delays when using symbol servers, you can pre-fetch symbols using the SymChk.exe
command line tool that is part of Microsoft's Debugging Tools[.
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You may want to add the folder of the Debugging Tools for Windows package to the PATH environment
variable on your system so that you can access this tool easily from any command prompt.

Example:

To use SymChk.exe to download symbol files for all of the components in the c:\windows\System32
folder, you might use the command:

symchk.exe /r c:\windows\system32 /s SRV*c:\symbols\*http://msdl.microsoft.com/download/syn

where
/r c:\windows\system32 finds all symbols for files in that folder and any sub-folders

/s SRV*c:\symbols*http://msdl.microsoft.com/download/symbols specifies the symbol
path to use for symbol resolution.

In this case, c:\symbols is the local folder where the symbols will be copied from the
symbol senver.

=% To obtain more information about the command-line options for SymChk.exe, type symchk /2 at a
command prompt.

Other options include the ability to specify the name or the process ID (PID) of an executable file that is
running.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.4.4 Symbol Load Preferences

The Symbol Load Preferences tab allows you to configure which debug information types are looked
for and which are ignored.

This can save some time fetching symbols each time a DLL is loaded.
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= Data Collection Settings ? x

‘- Load Sethings Pattern Match & Symbol Load Preferences
Instrumentation

- Instrurnentation Detail Choose which zpmbal formatz you want to check for when loading symbols. Wi is thiz useful?
- Hoak [nzertion
.. Haak Contral Select pour compiler /£ 10E, or edit a custom definition.
- Hook Safety |AII compilers j
- [nstrumentation Logging
Symgﬁ:ngzlrﬂ::S I~ PDB. Load PDB gymbols for operating syestem DLLs.
- Symbol Lookup W PDB. Load PDB spmbols for application .EXE and DLLs.
- Spmbol Servers
¥ TDS. Load TDS symbols for application .EXE and DLLs.
Data Collection
- Auto Merge v DwisRF. Load DWARF symbols for application .EXE and DLLs.
- Statistics
- Warmnings [v STABS. Load STABS symbols for application .EXE and DLLs.
- Don't Show Me Again o
.. Diagnostic [v COFF. Load COFF symbols for application .E<E and DLLs.
+ fpplications to Manitor W MAP. Load symbols from a MAP file for application EXE and DLLs.
- ColnitializeE »
- Data Transfer

Third Party DLLs
..... Chib ekl Hecl T e Peset Al

; ]
( = Rezet Help [F1] ] 4 | Cancel

e Select your compiler / IDE... *» choose a preset definition for a compiler / IDE, or edit one of four
custom symbol load preferences

The present definitions are:
o I don't know which compilers » choose this if you don't know which compilers were used to
build the software
o All compilers * choose this to let Coverage Validator fetch the symbols
o Visual Studio * choose this if you're only using Visual Studio
o Visual Basic 6 » choose this if you're only using Visual Basic 6
o Delphi * choose this if you're only using Delphi
o C++ Builder * choose this if you're using C++ Builder on 32 bit Windows
o C++ Builder 32 bit * choose this if you're using C++ Builder to build 32 bit applications
o C++ Builder 64 bit » choose this if you're using C++ Builder to build 64 bit applications
o MingW / gcc / g++ /| QtCreator / Dev C++ * choose this if you're using MingW / gcc / g++
o QtCreator / Dev C++ » choose this if you're using QtCreator
o Dev C++ * choose this if you're using Dev C++
o Rust *> choose this if you're using Rust
o Salford Fortran 95 » choose this if you're using Salford Fortran 95
o Custom 1 ¥ choose this to edit a definition you can reuse
o Custom 2 * choose this to edit a definition you can reuse
o Custom 3 * choose this to edit a definition you can reuse
o Custom 4 » choose this to edit a definition you can reuse

Editing a definition

Once a definition has been selected the appropriate check boxes next to each debug information type
are populated.

Copyright © 2002-2025 Software Verify Limited



The User Interface 177

You can edit these selections, for example to include or exclude PDB debug information for operating
system DLLs, or allow Cowerage Validator to search for COFF debug information, whatever is optimal
for the way you are working.

Custom definitions

Only the custom definitions will be remembered if they are edited.

The four custom definitions will be remembered, so the next time you choose them you'll get the
definition you edited. If you choose one of the preset definitions and edit it, you'll use the edited

definition, but if you then change to a different preset (or a custom definition) and then back to the
original preset you'll get the preset definition, not your edited version of the preset definition.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.5 Data Collection

3.10.1.5.1 Auto Merge

The Auto Merge page allows you to specify how the automatic coverage merging functions works.

— Data Collection Settings ? X

|mstrumentation A Auto Merge
- [ngtumentation O etail
- Hook, [ngertion

- Hook Contral % M . TPt e ) | i
- Haak Gafety erge seszion results of individual runs into central session.

Coverage Validator provides the ability to automatically merge the resultz of one seszion into a session
that holds the merged results for all ns of the same program.

- Ingtrumentation Logaing v Merge central zession inta curment zession at the start 2o that tatal coverage can be zeen

Symbol Handling [~ Merge central session into current session when finished o that total coverage can be seen.
- Symbal Misc
- Gymbal Lokup {* Mame of central session is based an the name of the application under test.

- Symbal Servers

Directory for central session:
- Symbal Load Preferences 4

Data Callection |C: Wzers\stephentAppD atatlocalhSoftwareenfvh Coverage V alidator »86 Browsze. ..
_t " Mame of central session is specified (include directories in filename)
- Slatistics
- W amings |C:\Usels\stephen\.&ppData\LDcaI\Sthware\-"elif_l,l\Coverage Walidator <864
- Don't Show ke Again
- Diaghogtic The merged seszion results can be reset when certain actions ocour.
Apph_c.at.lons to Manitor |Clear merged seszion results when any source file iz modified j
- ColnitializeEx
- Data Tranzfer
Third Party DLLs

- Stub Global Hook DLLs

‘Ul Global Hook DLLs v Reset Al | Reset Help [F1] Ok | Cancel |

Coverage auto merging
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Different runs of your application may execute different parts of your application, in which case you might
want to merge the results of one run with the results of another.

The automatic merging works by merging the results of each individual coverage session into a central
session.

The central session is stored on disk in a file you specify, or in a file using the name of the session.

E.g. A TestThis.exe session would get saved in TestThis.cvm in the same directory as Coverage
Validator resides.

e Merge session results of individual runs into central session * switches the merging feature on
(note - the default is off)

Merging data into the current session

When session merging is enabled, you can specify that the central session is merged into the current
session.

This can be done at the start of a session or when a session is finished.

For interactive testing you will typically want to merge the central session into the current session at the
start of the current session:

 Merge central session into current session at start... * merges data into the current session as
it starts

For non-interactive testing, say unit testing where you are only interested in the merged results at the
end of all the tests, then merging into the current session when it finishes may be more suitable:

 Merge central session into current session when finished... * merges data into the current
session as it ends

Central session file

Depending on how many applications you are performing coverage on, you may want your coverage data
to go to one central location or to a different location for each application under test.

* Name of auto-merge session is based on the name of the application under test * saves the
central session in a file named according to the application under test in this session (the default)

By default, the auto-merge session will be stored in the same directory as Cowverage Validator,
but you can change this:

Directory for auto-merge session * saves the auto-merge session in the specified directory
(enter or Browse... to a directory)

For example, if you run the application nativeExample.exe, and specify a central session
directory of e:\coverageResults, the central session will be saved in a file named e:
\coverageResults\nativeExample.cvm.
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« Name of central session is specified * save the auto-merge session in a flename and path of
your choice (enter or Browse... to a file)

Auto-merge session reset
The auto-merge results can be automatically cleared by certain triggers, or not cleared at all.
When performing coverage analysis sometimes you will uncover a bug in your software and need to
modify the software, and/or run different executables. When this happens, line numbers and/or files often
change, and you usually wouldn't want to merge coverage data from the modified software with existing
coverage data.
The four triggers for clearing the merged session results are:

o Clear all merged session results when any source file is modified (the default)

o Clear only merged session results for source files that have been edited

e When the application under test changes

¢ No clearing of merged session results occurs under any circumstance

There is also a manual option to clear the central session results at any time (a session needs to be
recorded/loaded if the central session name is based on the application being tested).

e Clear Results » deletes the saved central session results

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.5.2 Statistics

The Statistics page allows you to control how statistics are calculated by Coverage Validator for
unhooked lines and for multiple inclusions of the same file.
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—h Data Collection Settings ? X

‘v Code Exclusian ~
Instrumentation

Statistics Calculation

- Instrumentation Detail
- Hook, [ngertion

- Hook Control
- Hook Gafety Source Code File Statistics

[ Inehde unhooked lines in the coverage statistics

- [ngtumentation Loggi ' . . .
gaing Same source code files are prezsent in more than one module [DLLAEXE] in vour application. Coverage

Symbel Handling Yalidator can treat these as separate files or one source code file.
- Symbal Misc
- Symbal Lookup * Collect statistics: per source file for each DLL the source file i compiled inka.

- Symbal Servers
Data Collection
- futo Merge

(" Collect statistics per source file ignoring which DLL the source file is compiled into,

- W amings
- Don't Show ke Again
- Diaghogtic
- fpplications to Monitor
- ColnitializeEx
- D ata Tranzfer
Third Party DLLs
- Gtub Global Hook DLLs

o Ul Global Hook DLLs v Reset Help [F1] oK. | Cancel

Statistics Calculation
By default, lines which could not be hooked do not get included in coverage statistics.

& Note that this does not affect DLLs, files and lines which get filtered out before instrumentation.
¢ Include unhooked lines in the coverage statistics *» include the number of unhooked lines in the
cowerage statistics
Multiple source code file inclusion

Depending on how you build your software it's possible that some of your source files are present in
more than one module (DLL / EXE) in your application.

For some coverage uses, you may prefer to treat these multiple source file inclusions as independent
files or as the same file.

o Collect statistics per source file for each DLL... * calculate coverage separately for each
inclusion

o Collect statistics per source file ignoring which DLL... * calculate coverage for a single instance

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.
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3.10.1.5.3 Warning

The Warning page allows you to control some of the warnings that Coverage Validator displays.

=%, Data Collection Settings 7 X

Instrumentation A MAP file timestamp threshold
Instrumenta.hon Detail wihen using MAP files the MAP file timestamp can be out of step with the module timestamp by mary
- Hook Insertion zeconds. The MAP file timestamp threshold allows vou to specify how many seconds is acceptable.
- Hook Control

- Hook Safety Threshald: |50

- |ngtrumentation Logging

Symbol Handling User Permissions Warning

- Symbol Misc

- Symbol Lookup Canfigure how Coverage Yalidator reponds to errars loading and zaving data.
- Symbol Servers

~ Symbal Load Preferences Edit Uszer Permizsions "W amings...

Data Collection
- futo Merge
- Slatistics MHo File Path Warning

™ W arnings

- Dan't Show e Again v IF filez with na path are found display & waming dialag

- Diagnostic
- fpplications to Monitor
- ColnitializeEx
- Drata Transfer
Third Party DLLs
i Gtub Global Hook DLLs

i Ul Global Hook DLLs v Rezat Al | Reset Help [F1] oK | Cancel

MAP file timestamp threshold

When working with MAP files the timestamp of a module and its MAP file often differ by many seconds.

You can set the maximum acceptable difference between the two timestamps before the MAP file is
considered invalid.

e Threshold * enter the maximum acceptable difference (the default is 60 seconds)

User permissions warnings

You may see warning dialogs when Coverage Validator receives an error accessing the registry or
obtaining debugging privileges.

These warnings are enabled by default, but you can opt not to see them:

o Edit User Permissions Warnings... » shows the User Permissions Warnings dialog below
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User Permissions Warning ? >

¥ Dizplay warning if Coverage Yalidator Fails to access or update HEEY_CURREMT_USERSS oftwarehS ofbwareh enfys.Coveragehy alidator

Coverage Yalidator needs to access and update this registry key to store configuration data for itzelf and for use with applications.

¥ Dizplay warning if Coverage Yalidator Fails to access or update HEEY _USERSY DEFAULTAS ofbwarehSoftwareenifyhCoverageh'alidator
Coverage Yalidator needs to access and update this reqgistry key to stare configuration data for use with zervices.
If you are not warking with services, you can dizable thiz option and ignore all warnings about this registry key.

¥ Dizplay warning if Coverage Yalidator cannot acquire suitable privieges for debugaing applications and services.

Coverage Y alidator needs the Debug Programs privilege and Manage auditing and security logs privilege to successfully inject and modify
wour best applications,

Fleaze conzult the help documentation for more information on the appropriate user permissions for use with Coverage Y alidator.

Help 0K | Cancel

The Help button displays the User Permissions help topic.

= See also, the answer to the question about creating Power User accounts on Windows XP.

No file path warnings

When Cowerage Validator collects code coverage data and finds filenames without paths the No File Path
Warning dialog can be displayed.

Without knowing the file path Coverage Validator can't inspect the file for source code exclusion
pragmas, and also can't display the source code in any of the displays.

The solution is to declare where source code (and 3rd party source) is located using the File Locations
settings.

o If files with no path are found... * when enabled the No File Path Warning dialog will be
displayed when files without a path are found in code coverage data

Files With Mo Path ? >
The coverage data indudes files that have no path in the filename.,
Some compilers don't indude path information with the filename.
To get useful filenames induding paths we need to be able to calculate the correct filename.,

To help us do that, please add folder locations for the source code (and 3rd party source code) to the File Locations settings.

[ Don't show this again S Team s |

Help Close |

o Edit File Locations... * displays the File Locations settings dialog set to "Source Code"
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e Don't show this again... *» turns off the display of this dialog. To re-enable it, select the If files
with no path are found... check box on the Warnings settings.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.5.4 Don't Show Me Again

The Don't Show Me Again page allows you to control warnings that Coverage Validator displays.

:\h Data Collection Settings ? X
- nstrumentation Detail A Don't show me again
- Hook, [nzertion )
- Hook Contral Select the warnings you want to see.
- Hook Safety Debug Information
- Ingtrumentation Logaging
Surmbol Handling Debug Information Failure Warning dialog
- Spmbol Mizc - -
... Symbol Lookup |Sh0w dialog when spmbol fetches throw exceptions j
- Symbal Servers Dizplay Debug Information W arning dialog
- Spmbol Load Preferences - -
Data Callection |Do ot show dialog again j
- Auta Merge i
. Ctatistics Service APl
- Warnings p . g i
W Don't huw Me Again [ Service not linked to Software YWerify MT Service AP
. Diagnostic I Application may be linked to 'Win32 Service 4P
- dpplications to Monitor
pPIEe] ISAPI
- ColnitializeE x
- Drata Transfer

T|;1ird Party DLLs [ 1S I1SAP extension n.ot Iinkell:l to MT Service &P
‘.. Stub Global Hook DLLs I ISAPI has no debug information
‘.- Ul Global Hook DLLs

Y
( = Feszet Al Fieset Help [F1] ] | Cancel

Debug Information

Debug Information Failure Warning

When there is a failure collecting debug symbols a warning can be displayed. The options are:
¢ Always show dialog

¢ Never show dialog

e Show dialog when symbol fetches throw exceptions

Display Debug Information Warning

When no debug information is available for at least one module a warning can be displayed. The options
are:
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e Always show dialog
e Never show dialog
e Show dialog when debug information is missing

Services API

e Service not linked to Software Verify NT Service APl > warning will be shown if you try to
monitor a service not linked to the Software Verify NT Senice API. (on by default)

When trying to monitor a senvice Coverage Validator can detect if the service is not linked to the NT
Senvice APl and display a warning.

It is possible to use the senice API without linking to it (use GetProcAddress() to lookup the
functions and call them) - in this case you would want to turn this warning off.

o Application may be linked to Win32 Service API *> warning will be shown if you try to start an
application that appears to be a senice - it uses Win32 Service APlIs. (on by default)
ISAPI
NT Service API
When trying to monitor ISAPI extensions Coverage Validator can detect if the ISAPI is not linked to the

NT Senice API and display a warning.

It is possible to use the senice API without linking to it (use GetProcAddress() to lookup the functions
and call them) - in this case you would want to turn this warning off.

Debug Information

Coverage Validator can warn if the ISAPI has no debug information. There may be cases where you don't
want to see this warning.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.5.5 Diagnostic

The Diagnostic page controls diagnostic display.
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—% Data Collection Settings 7 *
E 9

‘v Code Exclusian
Instrumentation
- Instrumentation Detail
- Hook, [ngertion

- Hook. Caontral Wwhen Coverage Validator fails to hook a line of source code, the disazsembly for the line can be sent
- Hook Safety to the diagnostic window. Enabling this can use a lot of memory and will result in a longer startup time.

In$trumen.tatlon Logaing Huawy much mare memany and how much longer will depend upon the size of the application wou are
ynbal Handling examining. [t is recommended that this aption in only enabled when you have a prezsing need to zee
- Symbal Misc the dizazzembly.
- Symbal Lookup
- Symbial Servers ¥ Send disassembly for failed hooks.
Data Collection
- futo Merge
- Statistics
- W amings
- Don't Show ke Again
- Applications to Monitor
- ColnitializeEx
- D ata Tranzfer
Third Party DLLs
- Stub Global Hook DLLs

i Ul Global Hook DLL: W Rezet Help [F1] ak. | Cancel

Diagnostics

[v Enable diagnostic data collection

o

Diagnostics

Collection: A lot of diagnostic information is collected and displayed on the diagnostic tab when
attaching to a target program.

Some of this information is always sent to Coverage Validator, but you may not want to see it all.
o Enable diagnostic data collection *> displays all diagnostic information in the diagnostic tab (on
by default)
Disassembly: When hooking source code lines, some lines cannot be hooked due to the object code

that corresponds to the source code location.

¢ Send disassembly for failed hooks > shows the disassembly for lines that cannot be hooked
(enabled by default)

This can increase startup time and memory usage if used very frequently.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.5.6 Applications to Monitor

If your target program launches other child applications then the Applications to Monitor page lets you
choose which ones to monitor.
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x

—h Data Collection Settings 7

‘v Code Exclusian ~
Instrumentation
- Instumentation Detail Applications to monitor
- Hook Insertion wstest.console.exe [TE.ProcessHost.Managed.exe] TEProcessHost.Manag...
- Hook. Caontral
- Hook Safety
- |ngtrumentation Logaging
yrnbal Handling
- Symbal Misc
- Symbal Lookup
- Symbal Servers
Data Collection
- futo Merge
- Statistics
- W amings
- Don't Show ke Again
- Diaghogtic
- ColnitializeEx
- D ata Tranzfer
Third Party DLLs

- Gtub Global Hook DLLs

o Ul Global Hook DLLs v Reset Help [F1] oK. | Cancel

Applications to Monitor

Add..

Edit...

Remove

o

Remave Al

Set Defaults

i I

Monitoring child applications
You may have a case where the program you need to start is not the one you are interested in.

Your program may launch child applications and it may be one of those that you want to monitor with
Coverage Validator.

An example might be for unit testing where a test program spawns one or more child applications, or it
might launch the same application multiple times.

The applications to monitor

The main list of Applications to monitor shows programs you may want to launch and the child
applications they subsequently start - i.e. the you may be interested in monitoring.

Once a definition has been added, you can then use the Application to Monitor setting on the Launch

Dialog or wizard to choose which of these child applications you actually want to monitor in a given
session.

Managing the applications to monitor

The list contains a set of definitions - each one being for a different launch program.
For each launch program you can set the child applications you might want to monitor later.

An application is defined by its type (native and .Net, or .Net Core), the application executable name,
and for .Net Core applications an additional application DLL that is used to identify the application.

Copyright © 2002-2025 Software Verify Limited



The User Interface 187

Add * add a new module definition using the Application to Monitor dialog below

Edit » modify a selected definition in the list, using the Application to Monitor dialog again

Remove » removes any selected definitions in the list

Remove All * clears the list

Set Defaults > reset the list of known applications to those as configured with a new install of
Coverage Validator

The defaults are currently setup for Microsoft's Visual Test software vstest.console.exe.

The Application to Monitor dialog
The Application to Monitor dialog lets you define or edit a launch program and it's child applications.

The values you specify here are the ones used on the launch dialog and launch wizard to customize
which application actually gets monitored.

i pplication te Monitor

Application ta Launch:

Mative and Met

Edit...

o

EXE:

DLL:

Applications to Monitor:

Application DLL Add...
TE.ProcessHost.Managed.exe
TE.ProcessHost.Managed.Clr20.exe

TE.ProcessHost.exe

Femove

Remaowve Al

i

dotnet.exe

Default application to monitar

TE.ProcessHost Managed.exe ;I

ak. I Cancel

e Application to Launch * Edit... to select the initial starting application that will be launching the
applications you want to monitor

Any executable names found in the selected program will automatically be displayed in the list of
Applications to Monitor.
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If you don't wish to use these automatic names you can Remove them.

Add » add an additional application that you know will be started by the launch program

Child applications that you add are used without the path.

Excluding the path gives more scope for matching launched application names if they are
launched with a different path.

Remove * removes any selected applications in the list

Remove All * clears the list

Default application to monitor * choose the appropriate item to be the default item

The default application will be selected on the launch dialog (or wizard) whenever the start program
is specified as the one at the top of this dialog.

The Application and DLL dialog

The Application and DLL dialog lets you define or edit a launch program and a launch DLL.

Application and DLL ? >

Application type:
Mative and .Net -

Application to manitor:

| wstest. consale.exe Browse...

==
iz |

oK | Cancel |

e Application type * choose the type of application
o Native and .Net
o .Net Core (Framework Dependent)
o .Net Core (Self Contained)

o Application to monitor > edit or Browse... the application EXE to monitor.

This can be an executable name or the full path to the executable. For example test.exe or c:
\unitTests\test.exe.

For native applications this is the application executable.

For .Net Framework applications this is the application executable.
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For .Net Core Framework-dependent applications this is most likely going to be c:\program
files\dotnet\dotnet.exe.

For .Net Core Self-contained applications this is the application executable.

e DLL to monitor * edit or Browse... the application DLL to monitor. This field is only needed for .Net
Core applications.

This can be an executable name or the full path to the executable. For example test.dll or c:
\unitTests\test.dll.

For native applications this is not used.
For .Net Framework applications this is not used.

For .Net Core Framework-dependent applications this is the application dIl. (the name of the dIl that
you would pass to dotnet.exe on the command line).

For .Net Core Self-contained applications this is the dll that has the same name as the application
executable. (for theApp.exe, the dil name is theApp.dll).

Example Dialogs

Native

Application and DLL ? >

Application type:
Mative and Met -

Application to maonitor:

| wstest. consale.exe Browse...

 bronse... |
|
o | cocd |

.Net
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Application and DLL

Application type:

Mative and .Net -

Application to manitor:

DLL ko rnonibar:

I E:omicimemory32\examples\dotnetExample\bin\xa4\Release 10_0\dotMNetExample 10_0.exe Browse...

Browse, . |

oK | Cancel |

.Net Core (Framework-dependent)

Application and DLL

Application type:

.Net Core (Framework-Dependent)

Application to maonitor:

I dotiNet.exe

DLL to monitor:

Browse...

I dotietCoreConsoleApp. dil

Browse... |
oK I Cancel |

.Net Core (Self-contained)

Application and DLL

Application type:

.Net Core (Self-Contained)

Application to manitor:

DLL to monitor:

I ainedConsoleApp\dothetCoreSelfContainedConsoleAppibin\Release \netcoreapp3. 1dothetCareSelfContainedConsoleApp. exe Browse... |

I 1tainedConsoleAppidotMetCoreSelfContainedConsoleApp'bin'Release \netcoreapp3. 1dotNetCoreSelfContainedConsoleApp. dil Browse. .. |

oK I Cancel |

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.
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3.10.1.5.7 ColnitializeEx

The ColnitializeEx tab allows you to set the default behaviour used to initialize COM if Coverage
Validator needs to initialize COM to acquire symbols for .Net modules.

The default settings are shown below:

= Data Collection Settings ? x

- Code EH.ClLJSiDn sl Eulnitialize[Ex]
Instrumentation

- hgtrumentation Detail
- Hook Inzertion

There are zome circumstances when we need to get Met symbols.

- Hook Contral Sometimes, in order to do this we need to call ColnitializeE <) if your progranm hasn't called it
- Hoak 5 afety
- |hstrumentation Lagaing |F wour program then later calls Colnitialize]) or ColnitializeE =[] the call may fail.
Symbol Handling
- Gymbal Misc To prevent failure, tell Coverage ' alidator to use the zame walue that pour program uses.

- Spmbal Lookup
- Spmbol Servers
Data Collection
- pko Merge

- Statistics [~ COINIT_DISABLE_OLE1DDE

- Warmings
. Dort Show Me Again [~ COIMIT_SPEED_DWER_MEMOR

- Dliagrogtic

- Applications to Manit

_ o v Show Calnitialize(E =) warnings
- Data Transfer

T_hin:l Party DLL=

i+ Stub Global Hook DLLs

Ul Global Hook DLLs v Reset Help [F1) [ ox | _ cooe

Choosze a walue that matches the walue pour program uges,

COINIT_&PARTMENTTHREADED |

ColnitializeEx

In some situations the Validator needs to get .Net symbols and to do that COM needs to be initialized.
This normally isn't a problem, but if your program also performs COM initialization and the sequence of
events results in your COM initialization coming after the Validator's COM initialisation rather than getting
the expected ERROR SUCCESS return code you'll get either ERROR INVALID FUNCTION Of
RPC_E_CHANGED MODE.

If you get ERROR INVALID FUNCTION this is OK, this just means you've called Colnitialize() or
ColnitializeEx() multiple times with the same flags. Your code needs to handle
ERROR INVALID FUNCTION as notan error.

If you get RpC_E CHANGED MODE this means you need to change the Validator's default value to the same
value your program is using. That's what this dialog allows you to do.

If you also wish to disable OLE DDE or favour speed rather than memory use we've provided appropriate
options for you to select to add those flags to the threading mode.

See the Microsoft documentation for additional information on the behaviour of Colnitialize() and
ColnitializeEXx().
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Runtime detection of ColnitializeEx conflict

When the above scenario happens, that the Validator has initialized COM before your code initializes
COM and your call returns RPC_E_CHANGED_MODE, we display a dialog to warn you about this failure
and provide you with the option of editing the default value for subsequent runs of your application.

ColnitializeEx Threading Model ? >
Colnitialize{Ex) has been called more than once with conflicting values.
The first call was made by Coverage Validator, and this was incompatible with your call to Colnitialize(Ex).
Firstcal:  COIMIT_APARTMENTTHREADED
Second call:  COINIT_MULTITHREADED
HRESULT: Cannot change thread mode after it is set.

To fix this problem, the default CoInitializeEx() value needs to be changed to COINIT_MULTITHREADED
Please read the help for addition information about this. Edit Settings. .. |

Help Close |

o Edit Settings... * opens the ColnitializeEx dialog shown above

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.5.8 Data Transfer

The Data Transfer tab allows you to specify the overall behaviour of data transfer between your
application and Cowverage Validator.

Copyright © 2002-2025 Software Verify Limited



The User Interface 193

= Data Collection Settings

Instrumentation ~
- Instrumentation Detail

- Hook, [nzertion

- Hoak Control

- Hook Safety

- Instrumentation Logaging
Symbol Handling

- Spmbol Mizc

- Symbal Lookup

- Sumbol Servers

- Spmbol Load Preferences
Data Collection

- At Merge

- Statigtics

- Warnings

- Dan't Show Me Again
- Dagnogtic

- Applications ba Monitar
- ColnitializeE 5

Third Party DLL=

i~ Stub Global Hook DLLs
‘.Ul Global Hook DLLs

Data Transfer

Autornatic j

Mernon mapped data trangport for applications and services, disk baged data tranzport for 115

Dizk Data

115 Dizk Directon: W futomatically set directony permissions

C:hinetpubbamimroot Browsze... | SetDefauIt|

Dizk Directary:
C:AUsershStephenhappD atalFoaming'S oftware WerifyhCoverage Walidator x644Disk. Browse...

Shared Memmy Data

Shared memon data transfer settingz are handled automatically.
: . Advanced..
We recammend that vou do nat modify these settings.

Rezet All Rezet Help [F1] ] 4 | Cancel |

Data Transport

Choose the type of data transport you wish to use.

e Automatic. Applications and senices use shared memory to transfer data. IIS uses disk based data

transfer.

e Disk. Applications, senices and IIS use disk based data transfer.

¢ High Volume. Data transfer has no data throttling applied to it. This mode is for use with applications
that generate very high volumes of data rapidly. They typically exceed the buffering capabilities of
Coverage Validator when working with shared memory. The High Volume setting uses a data transport
that doesn't have a data-throttling requirement allowing the high volume application to continue without

waiting.

Automatic

Under most circumstances data transfer between Cowverage Validator and the target program (desktop,
senice, etc) is via shared memory. This is handled automatically.

Disk Data

Some applications and senices don't allow shared memory access. For these occasions we use a file
based data transfer, where the files are stored in a directory of your choice.
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We provide two options for this, one for most applications and senices, and one for Internet Information
Server, as this operates in a very restricted environment.

Both options are configured automatically, but you can override either by typing the path to a suitable
directory or using the Microsoft directory browser.

The ISS path you enter will be determined by the settings you have configured for IIS using the Internet
Information Senices Manager tool. We won't discuss that here because if you're using IS we assume
you already know how to configure IIS correctly.

Advanced Shared Memory

Shared memory data transfer can also be configured but we strongly recommend that you leave
these settings alone.

= The Data Transfer Helper is a separate application supplied in the installation directory.

e Advanced... * opens the data transfer settings dialog.

B ° Shared Memory Data Transfer Settings 7 >

Advanced Data Transfer
DO MNOT MODIFY SETTINGS OM THIS PAGE wWITHOUT READIMG THE HELF MAMUAL FIRST.
THE DEFALLTS OM THIS PAGE ARE THE RECOMMEMDED WALUES. MODIFY \WITH CAUTION.

Coverage Yalidator normally transfers data from the stub to the user interface on demand, az events in
the target application dictate. For applications that generate large data wolumes (4,000,000 events ar

this can cause out-of-memory problems. Thiz can be alleviated by enabled "delaped data transfer'’.
Delayed data transfer iz normally disabled.

| Enable delayed data transfer

YWhen delayed data transfer iz dizabled, an option exiztz to automatically enable delaved data transfer
when the number of data items pazzes a threshold limit.

[v Enable delayed data transfer when number of incoming data items paszes threshold

Threshalg: 200000

| Set Ta Defaults | k. Cancel

Here be dragons!

E Caution: Modifying the settings on this page and using the data transfer helper application can
prevent Coverage Validator from working correctly.

o Set To Defaults * if you have modified the settings, this resets them
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=% See also the Reset to default buttons on the data transfer helper application below

If in doubt, don't modify these settings. If you promise to be careful, read on!

Delayed data transfer

Delayed data transfer is the process of throttling data rates in the stub so that the slower user interface
can keep up with processing the data received.

In the stub, as an event occurs, data is queued and then sent to the user interface.
In the user interface, data from the stub is received and queued again for processing.
Any delay is usually in the slower user interface, but still not a problem for most applications.

However, some data intensive applications can generate so much data that the user interface gets
swamped and can't process it all before running out of memory.

Temporarily limiting the data rate in the stub allows the user interface to stabilize the data processing.

Managing data rates

We recommend the default settings as shown above:

o disable delay data transfer for most applications

e enable automatic delay data transfer at a threshold of between 100,000 and 1,000,000 data items
If delayed data transfer is enabled all the time, the automatic options don't apply.

If you have more than 1GB RAM, you can raise these thresholds.

Data transfer helper application

A separate data transfer helper application is supplied in the installation directory.

The helper application can be used to modify low level settings that apply when delay data transfer is
activated as abowe.

= The helper should be used with care. We already warned of dragons above, but here we are, warning
you again!

An HTML help page for this application is available by clicking the Help button on the helper application.
You can also find the help page directly as dataTransferHelp.html.

Please do take a moment to read the help before use.
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D"‘H’ dataTransferHelper

Received Data ln Uszer Interface

Drata Transfer buffer

Buffer size [bytes]:

Sending Data In Stub [in vour application)

Help...

Thiz tab containg advanced options for controlling how data iz sent and quewed in both the stub and the
uzer interface. These settings should only be modified if you have read the help file and understand

the implications of modifying these settingz. Setting these settings incorectly can cauze Memaon Y alidatar
to fail to gather data from the ztub at optimal performance.

Threzhold [number of work, items);
Threshold Hysteriziz:

Count Threshold:

R eceive timeout [millizeconds]:

T hreshald [number of wark, itermz]:
T hreshold timeout [miliseconds]:
Send timeaout [milizeconds):

Send pracess queue threshald [humber of wark, ikerns]:

it

Reszet to Default

100000

10000 Reszet to Default

200

1000

1000

o
T
—
i
i
S —
T
T

] | Cancel

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.6 Third Party DLLs

3.10.1.6.1 Stub Global Hook DLLs

The Stub Global Hook DLLs tab allows you to detect and specify global hook DLLs that may not be

wanted in the stub process.

Copyright © 2002-2025 Software Verify Limited



The User Interface 197

—h Data Collection Settings 7 X
Instrumentation A Stub Global Hook DLLs
- Instrumentation Detail
- Hook Inzertion ¥ Test for Window Blinds DLLs [WEBOC. 00X and WELIND.DLL)
- Hook Control
- Hook Safsty v Test for Sugar Swne DLLs [SugarSyncShelExt.DLL, SugarSyncShellE st_x54.0LL)

- |ngtrumentation Logging
Symbol Handling

- Symbol Misc

- Symbal Lookup

- Sumbol Servers

- Symbol Load Preferences Global Hook DLLs AddDLL... |

textshaping.dil Remove |

™ Test for Visual Leak Detector (VLD 1.DLL, ¥LD2.DLL, ¥LD_%86.DLL, VLD _xE4.0LL)

¥ Test for user specified global hook DLLs [add them below]

[ ata Collection

- Auto Merge
- Slatistics Framove Al
- W armings —l
- Dan't Show Me Again
- Diagnostic Auto Detect
- tpplications to Monitor 4'
- ColniislizeEx Preloaded Global Hooks
- Data Transfer

Third Party DLLs ™ Unload already loaded global hooks ([CAUTION! global hook may not have been designed for this),
¥ Stub Global Hook DLLs

Ul Global Hook DLLs L Reseldl Reset Help F1) [ ok | cancel

About global hook DLLS

Some third party products such as storage devices and video cards are supplied with software to help
integrate the hardware device into the computer desktop environment.

An example is the lomega® Zip® drive. This uses a global hook via the IMGHOOK.DLL which allows
the browse for files and browse for folders interfaces to correctly display all the storage devices on the
computer, including the zip drive and any special options for the drive.

Some global (or system) hook DLLs can interfere with the correct operation of Coverage Validator when it
inserts hooks into the target program, (although the IMGHOOK.DLL mentioned above doesn't).

The settings below allow you to specify and/or detect DLLs that should be treated as global hook R
DLLs.

Any DLL listed will fail to load into the target program when loaded via LoadLibrary () or
LoadLibraryEx ().

For situations where the hook DLL is already present in the target program, it can optionally be forcibly
unloaded. This may happen if it was loaded before Coverage Validator attached to the process.

Managing global hook DLLs

e Test for Window Blinds... * test for Window Blinds DLLs loading into your application, and prevent
them from loading

Window Blinds DLLs WBOCX OCX and WBLIND.DLL are not compatible with Memory Validator.

o Test for Sugar Sync... * test for Sugar Sync DLLs loading into your application, and prevent them
from loading
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Sugar Sync DLLs SugarSyncShellExt.dll and SugarSyncShellExt_x64.dll are not compatible with
Memory Validator.

o Test for Visual Leak Detector... * test for Visual Leak Detector DLLs loading into your application,
and prevent them from loading

Visual Leak Detector is not compatible with Memory Validator. If you are linked to Visual Leak
Detector you'll need to create a build without Visual Leak Detector to use with Memory Validator.

o Test for user specified... * test for user specified DLLs loading into your application, and prevent
them from loading

e Add DLL... > browse and select one or more DLLs * Open * adds the chosen DLLs to the Global
Hook DLLs list

o Remove * removes any selected DLL from the list

o Remove All ¥ remowes all DLLs from the list

Auto detecting global hook DLLs

Covwerage Validator can detect any DLLs in its own process that are not ones it uses itself. Such DLLs
are likely to be global hook DLLs:

o Auto Detect » automatically detect DLLs which may be global hook DLLs, adding them to the
Global Hook DLLs list

Additionally, you can request unloading of any of the listed global hook DLLs that are detected as
already loaded into the target process when Coverage Validator attaches to it:

¢ Unload already loaded global hooks * when ticked, forces an unload of any listed global hook
DLLs

& Use this with caution, as not all global hook DLLs may have been designed or intended for
this!

Viewing the diagnostic information

If a DLL is prevented from loading because of these settings, or is allowed to load because of these
settings, there will be an entry on the Diagnostic tab.

To view this data, go to the Diagnostic tab, select the Diagnostic sub tab, then set the Show combo box
to "DlIs". All information about DLLs will be shown. Scroll through the list looking for "Prevented DLL
load" in the left hand column. The right hand column will indicate if a DLL was prevented from loading, or
allowed to load. The DLL name will also be shown.
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Diagnostic | Stdout | Env Vars | Child Processes

Show: | Dlls | Fiter| Apply Fiker |

D | Message

DLL load address Loaded at O 740f0000 to (e 74158fff: CAWINDOWS\SYSTEM32\MSVCP100.dIl

DLL load address Loaded at (e 73fc0000 to Ox 7404 cfif: CAWINDOWSYWinSx 5w 86_microsoft.windows.commaon-controls_t
DLL load address Loaded at (h 74050000 to Ox74055fff: CAWINDOWS\SYSTEMI2Z\MSIMG32.dII

DLL load address Unloaded: el\om\c\testappsinative\testloadlibraryex\release\testloadlibraryex.exe

DLL load address Unloaded: c\windows\system32\ntdIl.dll

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.1.6.2 User Interface Global Hook DLLs

The User Interface Global Hook DLLs tab allows you to detect and specify global hook DLLs that may
not be wanted in the Coverage Validator user interface process

:\h Data Collection Settings 7 4
- Code E:-:.clusion ~  User Interface Global Hook DLLs
Instrurentation
- Irnzhurmentation D etail Saome third party products uze global hooks to provide access to their product features. Such products
- Hook Insertion may be storage devices or wideo cards, ete. Some global hooks interfere with Coverage Walidatar,
- Hook Control To prevent interference between global hooks and Coverage Walidator, Coverage Y alidator can
- Hook Safety prevent the global hooks from installing in Coverage Yalidataor.
- Ingtumentation Logging &dd any DLLs that wou know are global hook DLLs to the list below. Thesze DLLz will only be loaded
Symbol Handling into Coverage Yalidator if pou specify they can be loaded.
- Symbol Misc

& Allow all global hooks to load
" Do not allow 3l global hooks to load
" Use the list of dliz shown below [and ask permission ta load if DLL is not isted below]

- Symbol Lookup
- Symbol Servers
Data Collection

- Auto Merge Global hook DLLs that will nat be allowed to load into Coverage Walidatar:
f\ff“#'“ User Interface Global Hook DLLs Action AddDLL . |
- Warmnings .
D.Dnlt Shpw Me Again sschfsmntnt3.dll Don't load Femove |
- Diagnostic pghook.dll Don't load
- Applications to Monitor imghaok.dll Don't load Remave Al |
- ColnitializeEx .
- Data Transfer sugarsyncshellext.dll Don't load

Third Party DLLs < > Auto Detect
+ Stub Global Hook DLL:
B Ul Global Hook DLLs W Rexzet Help [F1) Ok I Cancel |

About global hook DLLS

See the similar topic on stub global hooks to read about global hook DLLs
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The user interface hook DLL loading rule
The default behaviour is not to allow the global hooks to load, but you can change this if necessary
o Allow all global hooks to load * allows all global hook DLLs to load into Coverage Validator
¢ Do not allow any global hooks to load * prevent any global hook DLLs from loading (the default)

e Use the list of dlls shown * provide per-DLL control over which DLLs load or don't load via the User
Interface Global Hook DLLs list

Any global hook DLLs not listed will result in the user being asked for permission to load a DLL
via the Global Hook Warning Dialog below
Managing user interface global hook DLLs

e Add DLL... > browse and select one or more DLLs * Open * adds the chosen DLLs to the Global
Hook DLLs list

Having added a DLL to the list, you can change whether the DLL is allowed to load or not, by
double clicking in the second column and changing the value: Load or Don't load

e Remove * removes any selected DLL from the list

e Remove All * remowves all DLLs from the list

Auto detecting global hook DLLs

Coverage Validator can detect any DLLs in its own process that are not ones it uses itself. Such DLLs
are likely to be global hook DLLs:

o Auto Detect » automatically detect DLLs which may be global hook DLLs, adding them to the
Global Hook DLLs list

Global Hook Warning Dialog

When the global hook loading rule abowe is set to Use the list of dlls shown, the Allow load column
controls whether the hook DLL is loaded.

When a global hook is loaded that is not on the list of known global hooks, the user is presented with a
warning dialog like that shown below.

The user can then accept or block the global hook from loading. The dialog lists a couple of known
problematic DLLs.
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Global hook is trying to load into C++ Coverage Validator ? *
has detected that the global hook:
ectntcap.dil

iz trying to load into C++ Coverage Yalidator's address space.
Thiz DLL ig produced by *

IJzually thig iz OF., however some DLLs have bugs in them that cause problems.
[f wou don't know about the DLL, we recommend that you don't allow it to load.

F.nown problem DLLs are:;

AcSignlcon.dll [product:dutoCad 2004]

tortoizeSY M. dil [product: Tortoize %M Version Control Spstemn]
WEBOCH, ook [productwindow Blinds]

whlind. dll [productwindow Blindz]

gpgfer.dll [product: Symantec Endpoint Pratection]

Load Presvent

e Help *> displays this help page
e Yes » lets the DLL load
e No * blocks the DLL

201

Your response is automatically recorded in the Global Hook DLLs list, so that you won't be asked

again.
Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.10.2 Loading and saving settings

Saving and loading settings files
Coverage Validator settings can be sawed to a file and restored at any time.
|E| Settings menu » Save Settings... » save settings to a file

E Settings menu *> Load Settings... * load a previously saved settings file

Loading settings via command line option
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Different settings files can be used in the command line interface by using the -settings command line
option and the required file path to load the settings when Cowverage Validator starts up.

3.10.3 No Coverage Data Collected Warning

The No Coverage Data Collected warning dialog

The no coverage data collected warning dialog is displayed to warn you no coverage data has been
collected.

Mo Coverage Data Collected ? X
It looks like no coverage data was collected.

This could happen if you have set up instrumentation filters that exdude all DLLs and | or source files.

Things to chedk:

Is debug information available? | Debug Information...

Did we ignore the symbols? | Symbol Load Preferences. ..

Hooked DLLs filters Hooked DlLs...
Hooked source file type filters File Types...
Hooked source files filters Source Files. ..

Class and function filters Class and Function...

Code Exdusion...

Code exdusion filters

How can I find out what actions the filters took?
You can inspect the actions of the filters by enabling instrumentation logging.

[ Enable Instrumentation Logging |

You can also view the instrumentation log from the menu Tools = Instrumentation Logaing Data. ..

Help Close |

¢ Debug Information... * shows the DLL Debug Information dialog so that you can inspect which
DLLs have debug information and understand why debug information may hawe failed to load.

¢ Did we ignore... * shows the Symbol Load Preference dialog so that you can inspect which
symbol types you are interested in and which you are ignoring. Sometimes you'll fail to load symbol
information because you have your symbol load preferences incorrectly configured. In in doubt set
them to "All Compilers”.
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e Hooked DLLs... * shows the Hooked DLLs dialog so that you can choose which DLLs are
processed for code coverage.

¢ File Types... » shows the Source File Types dialog so that you can choose which source file types
(file extensions) are processed for code coverage.

e Source Files... * shows the Source Files dialog so that you can choose which source files are
processed for code coverage.

e Class and Function... » shows the Class and Functions dialog so that you can choose which
functions, classes and class methods are processed for code coverage.

e Code Exclusion... *» shows the Code Exclusion dialog so that you can edit the code exclusion
parameters that affect code coverage processing.

Why is this dialog displayed?

You will see a No Coverage Data Collected warning dialog in whenever no code coverage data is
collected.

There are two main reasons for not getting any code cowerage.

¢ No debug information.

¢ Instrumentation filters excluding too much data.

No Debug Information

There are many reasons that debug information may fail to load. This is discussed in detail in the DLL
Debug Information topic.

Instrumentation Filters

Instrumentation filters are useful for focusing code coverage on the parts of your program that you are
interested in.

However it's also possible to create combinations of filters than when used together exclude all code
cowerage locations from the result set. This results in no code coverage data.

The five instrumentation filter groups are Hooked DLLs, Source File Types, Source Files, Class and
Function filters and Code Exclusion pragmas.

You will need to examine the various filters to identify which filters need editing to prevent all code
locations from being excluded from a code coverage report.

ltems coloured in red are items that Coverage Validator thinks may be causing the problem. In the above
image Is debug information available? indicates that the Debug Information should be inspected to ensure
that the debug information has been found, and if not, why wasn't it found?

Copyright © 2002-2025 Software Verify Limited



204 Coverage Validator Help

The Instrumentation Log

Sometimes it's hard to understand the behaviour of the filters by just looking at the filters.

Mo Coverage Data Collected ? >
It looks like no coverage data was collected.

This could happen if you have set up instrumentation filters that exdude all DLLs and [ or source files.

Things to check:

Iz debug information available? Debug Informatian...

Did we ignore the symbals? Symbol Load Preferences...

Hooked DLLs filters Hooked DLLs...
Hooked source file type filters File Types...
Source Files...

Hooked source files filters

Class and function filters Class and Function...

Code Exdusion...

Code exclusion filters

How can I find out what actions the filters took?
You can inspect the actions of the filters by enabling instrumentation logging.

[ Enable Instrumentation Logging |

You can also view the instrumentation log from the menu Tools > Instrumentation Logaging Data. ..

Help Close |

It would be useful if you could see a log of the behaviour of the filters.

To do that select the Enable Instrumentation Logging check box and re-run your code coverage test.

When there is an instrumentation log to view you can view it using View Log... on this dialog or E
Tools menu * Instrumentation Logging Data...
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Refresh

=i Instrumentation Log Data ? X
# Filename / Function Reason -~
1 elom\c\coveragevalidator\cvexample\cvexample.cpp Partial or full match of filename with 'Seurce Fi
2 ch\program files (x88)\microsoft visual studio 10.00wc\atimfciinclude\afxwin.h Ignoring MFC files.
3 CMainFrame: CreateObject Class and/or method excluded by class/functic
4 CMainFrame:_GetBaseClass Class and/or method excluded by class/functic
5 CMainFrame::GetThisClass Class and/or method excluded by class/functic
6 CMainFrame:GetRuntimeClass Class and/or method excluded by class/functic
7 CMainFrame:GetMessageMap Class and/or method excluded by class/functic
8 CMainFrame:GetThisMessageMap Class and/or method excluded by class/functic
< 3

Cloge

In the above image we can see:

a filename match

e some MFC files are ignored

e some class and function filter matches
e some C runtime files are ignored

¢ in the area of the log we can't see are also entries describing DLLs that have been ignored (Microsoft

and C runtime DLLs)

The filename match and the class and filter matches are of interest to us. We'll need to change these to

ensure we get some code coverage results.
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3.11 Managers

3.11.1 Session Manager

Managing multiple sessions

Coverage Validator can manage multiple sessions at once.

As well as the actively running session, open sessions may include those run since Coverage Validator
started, or reloaded sessions that had been saved earlier.

E| Managers menu * Session Manager... * shows the Session Chooser dialog below, highlighting
the current session

ﬁ Session Chooser

Session Select
cvExample.exeFri Jul 03 14:21:46 2020 (Ready)
cvExample.exe:Fri Jul 03 14:23:39 2020 (Ready)

Set Aliag...

pErEERl .

cvExample.exe:Fri Jul 03 14:24:25 2020 (Ready) Delete All
Delete
Merge. .
Compare...
¥ Auto purge sessions b aimurn number of sessions: |4 ﬁ Cloze

Each time a session is started or loaded it is added to this list, using the name of the executable
program and the date and time the session started.

Managing the sessions

o Select »* makes the selected entry the current session, i.e. the one for which data will be displayed

E Some tab views may update immediately, others may need a manual refresh

o Set Alias... * opens the Edit Session Alias dialog so you can give the session a more useful name
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Edit Session Alias ? X

Seszion alias:

o Delete * remowes the selected session
You can't delete a session that is actively collecting data.
e Delete All > removes all the loaded sessions
If one of the session is actively collecting data, this will be disabled.

e Close * closes the dialog (as opposed to closing any selected sessions!)

Merging sessions
When two different sessions are loaded they can be merged into one.
e Merge... * shows the Merge Session dialog

=

Seszion to merge into

[ |Test1 [cwExample.exe Fridul 02 14:23:59 2020 [25.19%] j

[+ Dizplay this zession when this dialog is clozed after merging

| 5ession to be merged into the other zeszion

| Test? [cwErample.exe TFiJul 03 14:24:25 2020 [47.78%] ﬂ

Progress

kerge Cancel | ‘

Choose the two sessions that you want to merge.

e Session to merge into * pick the final destination session for all merged data

207
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Optionally use the resulting statistics to update the tab views (the default)

o Display this session... * uncheck to not update the views

o Session to be merged into the other session * pick the 'other' session
o Merge » starts the merge, displaying progress as it goes

= Note that the merged session data is not saved to disk. To sawe it, Select the resulting merged
session to make it current, and then save the session.

Comparing loaded sessions

When two different sessions are loaded they can be compared as part of a manual regression test.

e Compare... * shows the Compare Session dialog for comparing coverage.

Compare Session ? =

Bazeline Sezsion

|Test2 [cwExample. exe |:Fridul 03 14:24:25 2020 [47.78%)] j

Comparizon Session

Test] [cwExample.exe J:FriJul 03 14

Compare... | Cancel

Select the two sessions to compare:
o Baseline session * the session you want to compare against
o Comparison session * to compare against the baseline

e Compare * shows the Session Compare dialog
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7 Session Compare: Test2 (cvExample.ace 11 Jul 03 1424:25 2020 [47.78%] / Test] (cvExample.exe JFri Jul 03 14:23:50 2020 (25.19%) - o x
Refresh Al Coverage Data -I Update Irterval [} | 1.0 v | ¥ Highlight unvisited lines ¥ Show Path
[File % Visited | Num visited  [visitcount  [DLL
47.78% / 25.19% | 270 129768 129/ 68|
\c\coveragevalidator\cvexample\.cvexample.cpp 96.00% / 64.00% 25 24716 24/ 16 E\om\c\coverageValidator\CVEXAI
85M% 14 12 12 E\em\c\coverageValidator\ CVEXAL
Aomiel fidator Ie\ fialog.cpp 0.00% 6 [} 0 E\om\c\coverageValidator\ CVEXA!
e\omicl i = cpp 66.67%/ 53.33% 15 10/8 10/ 8 E\om\c\coverageValidator\CVEXAI

54.97%/ 21.19% 151

83 /32 E\om\c\coverageValidator\ CVEXAI

i st \ Io.cnn e
E:hamie\coveragel slidator\CVERAMPLE D ebugNanLink 1 0_DhcvExample. exe E \nm\c‘\mlagwm\C\fExﬁMPLE\DabugNnMIU OhevE nample. exe
Numlines 25 Visted 24, Peicent Visited 38 00%, Tolal Humber of Visits 24, Not hooked HumLines 25, Visiied 16, Percenit Visited 64.00%, Total Number of Wists 16, Not hooked
BE @ Unvisted © Line & Gioup Visted H¥ &Y B @ Unisted C Liee & Giowp Visted BN &Y
'/ {{AFX_DATA_INIT(CAboutDlg) A //{{AFX_DATA_INIT(CAboutDlg) A
//FPAFX_DATA_INIT /P HAFX_DATA_INIT
i
void CAboutDlg::DoDataExchange(CDataExchang: void CaboutDlg::DoDataExchange (CDataExchang:
162
163 i cpialog: :popataexchange( D)( F 163 pialog: DumaExchange(g +H
//{{AFX_DATA_MaP(CAboutDlg Iy { {aFx_paTa_map(caboutDlg)
//TTAFX_DATA_MAP ) J/YTAFX_DATA_MAP
168 1 EEGIN_MESSAEE_MAP(CAbouf_D'lg coialog) 168 1 BEGIN_HESSME_HAP {caboutplg, cpialog)
/{{AFX_MSG_MAP(CAboutDlg) /{{aFx_MsG_MAP (CAboutDlg)
// No message handlers || // No message handlers [
|/} YAFX_MSG_MAP //}YAFX_MSG_MAP
1 J/END_MESSAGE_MAP() v 1___ END_MESSAGE_MAP() v
e —
< > < >

The results of the comparison are shown in the top half.

In the visit statistics, entries with the same value are displayed once, while values that differed in each
session have both values displayed.

le\testsvw.cpp M97% / 21.19% 13 83/3 83/32

To view the code coverage comparison for a particular file, select that file in the list at the top.
Scrolling one source code window will scroll the other source code window.
Using the drop-down list at the top, you can show All Coverage Data, or just the Differences only.

The other options in the dialog are identical to those in the Coverage tab.

Limiting the number of sessions

You can choose to limit the maximum number of sessions open at once. Once the maximum is
reached, then each time a new session is added, the oldest session may automatically be remowved:

e Auto purge sessions » ensures that the number of loaded sessions is limited to the maximum
(below)

o Maximum number of sessions * sets the maximum number of sessions allowed if auto-purge is
on
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3.12

3.121

Query and Search

About Query and Search

Coverage Validator provides a handful of query tools to enable you to find particular coverage data
collected in each session:

Searches can include:

Query Address * Search the data for lines at or near an address

Query Object * Search for lines belonging to a C++ object type

Find function * Search for lines occurring in functions matching a function name of interest

Find unhooked functions * Browse a list of functions that have not been hooked (or those that have)
e Find unvisited lines » Browse all lines that have not been visited, or those that have

¢ Find unvisited files * Browse all files that have not been visited, or those that have.

'h Click on an item in the picture below to jump to the relevant topic:

5 Query Address... F5
®  Query Object... Cirl+F5
@\ Find function...

Find unhooked functions. ..

Find unvisited lines...

Find unvisited files...

Finding addresses

Finding lines by address
Using the Find Line by Address dialog below, you can search the data for lines at or near an address.
Searches can include:

e lines exactly at an address of your choice

¢ lines appearing within two chosen address

To show the dialog, choose the menu option below:

E Query menu * choose Query Address... * displays the Find Line by Address dialog
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Or use the following icon on the Query Toolbar.

[a]e. @

— Find Line by Address ? )4

First Address to search for: ||

Last Address to search far; I Clear

i

File

£ 3> Cloze |

Search criteria

The query is made at an exact address, or between a range of addresses.

The first search address is essential, but the second search address allows for some optional tolerance
or range.

o First address to search for » enter the memory address of interest
The format of the values can be decimal or prefixed with Ox for a hexadecimal format.

o Last address to search for » enter the end of the address range in which to search (optional)

The last address must be the larger of the two.

Query results
e Query » performs the search
The search results are added to the list in the dialog.
o Clear » clears all the results from the list

The list is not automatically cleared with each search, so you can accumulate or compare
results of different searches
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Example: While running the example application, searching between addresses 0x004018a0 and
0x004019a0 you might get a result like this:

File
W Lines including the address range 0x004018A0 to 0x00401340

> CTeststakApp: OnAppAboutl:d04018A0 [Line 176]
[ CTeststakApp:OnAppaboutl:004018ED [Line 177]
> CTeststakApp: OnAppAboutl:04018F2 [Line 180]

CTeststakApp: OnAppaboutl:D04018FD [Line 181]

You can expand the search results, and double click the data items to edit source code in your preferred
editor.

File

W Lines including the address range 0x004018A0 to 0:004019A0
¥ cA\program files (6)\software verificationcr-+ coverage validator cvexample\cverample.cpp

= CTeststakApp: OnAppAboutld04018A0 [Line 176]

— =171 /NARK MSG_MAP

— 172 : END_MESSAGE_MAP()

— Bl

— 174 2/ App command te run the dialog

— 175 @ void CTeststakApp:OnAppAbout()

— Elams

— El177:  cAboutDIg aboutDIg;

— El7s:

— El179: /7 dothe dialog

— [El180 :  aboutDlg.DoModal();

— Ela oy

= b CTeststakfpp: OnAppAboutlx004018E0 [Line 177]

—= P CTeststakApp:OnAppAboutl:004018F2 [Line 180]

—= CTeststakApp:OnAppAboutl:004018FD [Line 181]

The amount of code shown can be controlled via the source browsing settings, for example the whole
function or a few lines either side of the result.

If you want to try this out, but don't know what addresses to use, the Functions tab shows addresses
against each function listed.

enableControl (0401 cdd [Line 37]
CTeststakView:: ~ CTeststakView 0x:004029H0 [Line 98]
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3.12.2 Finding objects

Finding lines by object types

Using the Find Line by C++ Object Type dialog below, you can search for lines belonging to a C++
object type in a similar way to finding addresses.

To show the dialog, choose the menu option below:
E Query menu * choose Query Object... * displays the Find Line by C++ Object Type dialog

Or use the following icon on the Query Toolbar.

— Find Line by C++ Object Type ? b4

j (e |
File Clear |

Object type:

£ » Cloze |

Search criteria
Just choose the object type for which you want to find related lines.
e Object type » choose the data-type of the objects you're interested in
The class names that Coverage Validator uses are taken from the list of functions that are
hooked by Cowverage Validator.
Query results

e Query * performs the search
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The search results are added to the File list in the dialog.

e Clear ? clears all the results from the list

The results are not automatically cleared with each search, allowing you to accumulate
searches of multiple object types.

You can expand the search results, and double click the data items to edit source code in your preferred

editor.

The results are displayed as a tree of files, functions and lines, as in the example below.

F B
B} Find Line by C++ Object Type 5

Object type: | CABoutDlg

g

File

W Lines for objects of type: CAboutDlg

¥ c\program files (:86) softwsre verficatioc=-+ coverage validatoricvesmple\cvesmple.cpp -
= CAboutDlg: CAboutDIglx00401750 [Line 0]

—= | CAboutDlg: CAboutDIglx00401773 [Line 0]

= - CAboutDlg:DoDatabExchange0x00401820 [Line 0]

157
158 :

159

&l 160 :

161
162

i

o LClear |

JHARE_DATA_INIT(CAboutDIg)
JIVARE_DATA_INIT
i

:void CAboutDlg:DoDatakxchange(CDataExchange™ pDX)

t

Cloze

4

1n | b

3.12.3 Finding functions

Finding lines in functions

Using the Find Function dialog below, you can search for lines occurring in functions matching a
function name of interest.

This feature is similar in behaviour to finding objects or addresses except here the results are cleared

each time.

To show the Find Function dialog, choose the menu option below:

E Query menu * choose Find function... * displays the Find Function dialog

Or use the following icon on the Query Toolbar.

o]

Copyright © 2002-2025 Software Verify Limited



The User Interface 215

~ Find Function

? >
Furction: I Find... I

[” Match case Cloze

[T Complete function name

File

Search criteria

Enter a function name, and optionally whether to match case or the complete name
e Function * enter full or partial function name
e Match case » tick to do a case-sensitive match

e Complete function name ¥ tick to only match the whole name

E For C++ methods, complete names must be of the form classname::methodname.

Function match resuits
e Find * performs the search displaying results in the list

Results replace any previous search, unlike querying addresses or objects where the results are
added to the list.

You can expand the search results, and double click the data items to edit source code in your preferred
editor.

The picture above shows results of a search for 'About' in the example application.

The filename is shown in green, indicating that some parts of the file have been visited, but not
necessarily in the functions matching the search.

The lines themselves are shown abowe in pink, indicating that they have not been \isited.
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Showing the about dialog in the example application and doing the search again would show the lines as
green as below:

= Find Function ? *
Function: I-"—\bDUt Find... I
[ Match case Close |
[~ Complete function name
File )
wr Lines with case insensitive partial match of function named: About
w clomdcovengealdstonceampldcvecamplecpr
= [» CAboutDlg:CAboutDlg (00401800 [Line 136]
= [ CAboutDlg:DoDatabxchange 00401940 [Line 162]
CAboutDlg:DoDataBxchange Ok004019AE [Line 163]
— 158 = S IAFK_DATA_INIT
— 159 : }
— 1le0 =
— 161 : woid CAboutDlg::DoDataExchange{CDataExchange* pDx)
— 162 : {
— 163 : CDialog: :DoDataExchange(pDX);
— 164 = S/ {AFX_DATA_MAP(CAboutDl1g)
— 1les = SLTIAFX_DATA_MAP
— 166 : }
— 1la7 =
_— 168 : BEGIN_MESSAGE_MAP(CAboutDlg, CDialog) v
£ >

3.12.4 Find unhooked functions

Unhooked functions

Coverage Validator allows you to browse a list of functions that have not been hooked (or those that
have).

E Query menu * choose Find unhooked functions... * displays the Unhooked Functions dialog

The dialog initially displays the names of all functions that have not been hooked.
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= Unhooked Functions ? ot

The functionz lizted here have not been hooked becauze the functions are:;

o references bo imported functions

o compiler suppart functions [zcalarfwector deleting destructor]
o constructor support functions for global objects [$E nnn)

o undeclared constructors or undeclared destructors

Unhooked Functions ~
!GetinterfaceMap@Chocument@ @MBEPBUAFK_INTERFACEMAP@@XE
CTeststakApp::'scalar deleting destructor’

CTeststakfpp:: ~CTeststakbpp

CAboutDlg:scalar deleting destructor’

CAboutDlg:~CAboutDlg

CWinbpp:SupportsRestartManager

CWinAppuSuppertshpplicationRecovery
CWinAppuSupportsAutosaveAtRestart
CWinbpp:Supportsfutosavebtinterval
CWinApp:ReopenPreviousFilesAtRestart
CWinbpp:RestoreAutosavedFilesAtRestart
CWinbppuGethpplicationRestartFlags

< >

Fefresh {" Hooked Functions ' Unhaoked Functions Close |

e Refresh » updates the list
e Hooked Functions * display functions that have been hooked

¢ Unhooked Functions * display functions that have not been hooked
3.12.5 Find visited/unvisited lines

Unvisited and visited lines
You can browse all lines that have not been visited, or those that have.

E Query menu * choose Find unvisited lines... * displays the Unvisited Lines dialog

The dialog displays a hierarchical view of the files, functions and lines.
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—ih Unvisited Lines ? ot

File e
w elomic\coveragevalidatoriovexamplelovexample.cpp
[» CleststakApp:Initinstance k00401706 [Line 103]
w clomichcoveragevalidator cvexamplelmainfrm.cpp
[» CMainFrame:Dump Cx00401EED [Line 64]
[ CMainFrame:Dump CxO0401EEE [Line 63]
w chomichcoveragevalidatorovexampleitestmermorydialeg.cpp
[ global namespace:enableControl (k00401FED [Line 37]
[» global namespace:enableControl (x00401FEE [Line 38]
[» global namespace:enableControl (eD0401FFA [Line 40]
[» global namespace:enableControl (k00402000 [Line 41]
[ global namespace:getControl Ox00402030 [Line 53]

£ >
™ Vigited Lines % Unvisited Lines Close |

In this colour scheme all lines will be shown in pink since they are all unvisited.

As with the other query dialogs, you can expand the search results, and double click the data items to
edit source code in your preferred editor.

e Refresh * updates the list
¢ Visited Lines * displays lines that have been visited
All lines would then be shown in green or whatever colour you set.

¢ Unvisited Lines » lines that have not been visited

3.12.6 Find visited/unvisited files

Unvisited and visited files
Similar to unvisited lines, you can also browse all files that have not been visited, or those that have.

|E| Query menu * choose Find unvisited files... » displays the Unvisited Files dialog

The dialog displays a list of files.
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= Unvisited Files

File
elomichcoveragevalidatorcvexampleltestmemorydialog.cpp

™ Visited Files

& Urwizsited Files Cloge |

>

In this colour scheme all files will be shown in pink since they are all completely unvisited.

E There are no hierarchical views to expand, and double clicking does not open the file in an editor.

o Refresh » updates the list

o Unvisited Files * files that have not been visited

« Visited Files * displays files that have been \isited, even if only partially

All files listed would then be shown in green or whatever colour you set:
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=) Visited Files ? X

File
efomichcoveragevalidatorcvexamplelcvexample.cpp
efvom'c\coveragevalidater\cvexampleimainfrm.cpp

efom'chcoveragevalidatorcvexample\testsdoc.cpp

_ efomichcoveragevalidator cvexampleitestsvw.cpp

< >

Fefrash | % ‘\isited Files " Unwisited Files

3.13 Tools

Tools

The Tools menu provides access to a few different tools including a couple not found on the Tools
toolbar:

o A list of the modules loaded by your target application
o A list of the debug information status of modules loaded by your application

o Alog of files, classes, functions, methods, or modules not instrumented, and reasons why not

'b Click on a menu item in the picture of the Tools Menu below to find out more:
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Edit Source Code. ..
(B Refresh
1B, Refresh Al

Loaded Modules...
DLL Debug Information...

Instrumentation Failure Data...

<5 Reset All Statistics

3.13.1 Edit Source Code...

Source code editing

The editing settings let you set an editor of your choice to view or edit source code. Coverage Validator's
built-in editor is one of those options.

The built-in editor can be started in several ways:
o E Double click on a source code fragment (e.g. in the Query tools)
. Epopup menu * Edit Source Code...

° E| Tools menu *» Edit Source Code...

Using the built-in editor
The built-in editor supports the basic operations expected for editing source code:

The highlighting is identical to that in the source code views of the main tabs:

The lines in green (for this colour scheme) have been visited

Lines that have not been visited are displayed in pink

Lines with a green tick next to them indicate that they have been successfully hooked

Lines that could not be hooked have a red cross against them

An arrow indicates the source code line of interest when the source code editor was displayed
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File Edit

oo etomiccoveragevalidatorovexampleitestsvw.cpp - Edit Source Code — a *

Formatting

124

iE PASNCS

v pDC->SetBkMode (TRANSPARENT) ; A~
v pDC->Textout (x, v, text, (int)_tcslen(text));

CALL IS TR T i el i i iy idrididdidd s diidddiidddiddddiddddidiidsdsidis.
// CTeststakview diagnostics

ifdef _DEBUG
void CTeststakView: :Assertvalid() const

o Cview::assertvalid();

void CTeststakView: :Dump(CDumpContext& dc) const
i

Cview: :Dump(dc);

TeststakDoc® CTeststakview::GetDocument() // non-debug version is ir

ASSERT(m_pDocument->IsKindof (RUNTIME_CLASS{CTeststakDoc)));
return (CTeststakDoc*)m_pDocument;

endif //_DEBUG

int CTeststakview::0OnCreate(LPCREATESTRUCT TpCreateStruct)

vy if (Cview::onCreate(lpCreatestruct) == -1)
return -1;
return 0;

BOOL CTeststakview::Precreatewindow( CREATESTRUCTE c5 )

/Y Forece the civze tn he more reasnnahla

[ins [1 A

El File menu

The file options need no explanation:

Eit

Load..

E Save...

Save As..

El Edit menu

All the following edit options should also be familiar:
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B Faste Cir+V
Select Al
Q) Find... Ctrl+F
@-\' Replace...
Add Bookmark...
Goto Line... Citr+35

Undo/Redo is unlimited by default, but this can be changed in the options below.

E Formatting menu

The formatting menu has general display and editing options

| Convert Tabs to spaces | -
[,__| Use Colour Spaces to tabs

Forts and Line Mumbers. ..

Options. ..

Convert » Tabs to spaces * turns all tabs into spaces
Convert * Spaces to tabs * turns all spaces into spaces

Use Colour * toggles the colour coded display

Fonts and Line Numbers... » change text colours, fonts and line numbers
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Options Colour Dialog

Default Text Colours

Tewt Coloyr |ES

B ackground Colaur m
Select Text Calour m

Select Background Colour | black - .

Default Text Font

Fant | Lucida Congale j

Height -

[ Bad [ Ralicl Stikeout [ Underline

Line Humber Colours

it

Text Calaur | black "] .
Background Colour | gray hd .

[+ Dizplay Line Numbers

[ Display Background Image

Line Mumber Font

Fant |Luu:i|:|a Conzole j

W Bold [ Italic [ Stikeout | Underline

k. | Cancel

e Options... » set tab length and other options

v Allow vertical scrollbar

v Allow haorizomtal serollbar

<]

Allov Dirag Dpen

I+ Allow Drag Cloze
[v Allowe Line Highlighting

Tab length |4

[+ Addtabs as spaces
[v Feplace tabs with spaces when deleting

[+ Tranzlate ‘s to

[v Wiap cursor at end of column

Edit Settings %
v Display Left Sumbols v Allow Line Collapsing
[v Display Right Syrmbols Line Collapse Colour | silver -
W Display Tooltips [ Allows Quoted Test Calauring

[uoted Text Colowur |teal .

[ Allow Punctuation Calouring

Punctuation Caolour l_ .

Character Handling Undo / Redo

b axirurm number of undo operations
Iv Store movernent undos

[v Store editing undos

v Al

k. | Cancel
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o Wrap Width... » changes the column width at which lines will wrap in the display

Status bar

The status bar shows help text at the bottom as you hover over menu and toolbar options.

To the right of the status bar are insert mode, column number and line number.

Line collapsing

You can temporarily collapse sections of code as follows:

° 5 Left click in the margin to start the section * Drag to define the length * Release to set the
end of the section

Click anywhere on the resulting indicator to collapse, and on the + to expand a section.

Expanded:

¥

void CTeststakApp::doMemorylLeak4 (DWORD dummyParam)

#1T DO_MEMORY_LEAK
char *ptr;

ptr = MY_NEW char [456];
#endif

b

Collapsed:

b

801 [+] wvoid CTeststakApp::doMemoryleakd (DWORD dummyParam){#if DO_MEMORY_LEAK

\i’oid CTeststakApp: : doMemoryLeakl (DWORD dummyParam)

Hiine collapsing is temporary and not remembered between edit sessions.

3.13.2 Refresh and Refresh All

Refreshing data

You have the option in some views to automatically update the view at an interval of your choice.
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Sometimes you need to refresh the data when you want to, especially while inspecting the data.
Most views hawe a local refresh button, which updates the data.
The same function is found in the Tools menu, as well as an option to update all views at once:
|E| Tools menu > Refresh » refresh the data displayed only on the current tabbed view
E Tools menu * Refresh All »* refresh the data on all the tabbed views

Or use the Refresh and Refresh All icons on the Tools toolbar.
2 \ EE

3.13.3 Loaded Modules

Viewing the loaded modules

You can view a list of the modules which are loaded by your target application.

|E| Tools menu * Loaded Modules... * shows the Loaded Modules dialog
The dialog shows:

o the Address space occupied by the module (DLL or EXE)

o the type of Code in the module (native, managed, mixed mode or resources only

e the type of Build - is the code debug or release?

o the Path the module was loaded from
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Project3.dproj - Projects

A EESBE BB
*, ProjectGroupl

(53 Project3.exe
""-q. Build Configurations (Release)

ﬂ- Debug

4} Release

= Target Platforms (Windows 64-bit)
BE Windows 32-bit
=E Windows 64-bit

é'j Unit2.pas

3.13.4 DLL Debug Information

Viewing the DLL debug information

If you are having problems collecting coverage data for a particular EXE/DLL the problem may be that the
debug information that is required to perform the instrumentation of the software cannot be found.

You can view a list of the debug information status of modules loaded by your target application.

E Tools menu * DLL Debug Information... * shows the DLL Debug Information dialog below

Modules containing debug information ? 4
To instrument a module debug information or a MAP file with line numbers iz required. Learn more...
Maodules Status &
Efemc\coverageValidator, CVEXAMPLE\DebugMenLink10_0hcvExample.... PDE
CAWindows\SYSTEM32\AcLayers.DLL System directory - ignered
C\Windows'\System32\advapi3Z.dll System directory - ignered
Ch\Windows\SYSTEM32Yapphelp.dil System directory - ignored
CAWindows'\System32\berypt.dll System directory - ignoered
Ch\Windows\System32\beryptP imitives.dll System directory - ignored
C:h\Windows\System32\cfgmgr32.dil System directory - ignored
CA\Windows'\System32\ combase.dll System directory - ignered
Ch\Windows\System32\CRYPTBASE.dII System directory - ignored v

< >

The dialog shows:
o the path from which Modules (DLL or EXE) were loaded

o the debug Status (below)
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o if any symbol server is not reachable (offline or doesn't exist) a message will be shown in red at the
bottom of the dialog. You can edit the symbol server definitions here.

Debug status

There are various reasons why a module may not hawe its debug information read.
The dialog shows a comment or reason in the status column. Examples might be:
e PDB or MAP if the debug information was found and used
e Debug information not present
¢ A reason for being ignored
e Module is a part of the C Run-time Library (CRT) or Standard Template Library (STL)
e Location is a system directory
e Ignored due to Hooked DLLs advanced settings
e File is a Software Verify own module
¢ Module has been specified as a 3rd party
e No executable code is contained

e The module only has GUI resources

More information about PDB and MAP files

Clicking on the Learn more... link at the top right of the dialog shows some more details with additional
links to topics in this help.

‘h Click the links below to see read more in our frequently asked questions.
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Data Collection Settings ? X
['ata Collection ~  Function Caching

F.unc:tliop timing Met functions can be cached rather than compiled each time they are loaded. Caching is good for

- Lire timing performance but may not be useful far providing timing infarmation for each function.

Perfglménce CDIIECFDIS YWhen performing line timing, caching should be disabled for those assemblies containing functions ta

- Applications to Manitar be line timed.
Filters

¢ [0 not change caching behaviour, use default Met caching behaviour.

™ Do not cache any functions.

" Cache all functions.

" Cache all Met Framewark functions, do nat cache anw ather functions.

" Cache all Net Framewark functions, and cache functions found in the DLLs listed below.
™ Cache functions found in the DLLs listed below. S pecify the full path to the DLL.

- Hooked DLL:

- Hooked File Estensions

- Hooked Saource Files

- Clazs And Function Filters
- Line Timing Filters

- Met Function nlining

& Met Function Caching

Instrumentation

Modules Add...

- Hook, [nzertion Acd List |
- Hook Control
- Hook, Safety I |
- |ngtrumentation Logging
- FORTRAM 95

Symbol Handing [Femove s |
- Symbal Misc

- Symbal Lookup
o okl Carosrs

= 5 Resetél |  Resst |  Help(F1) | ok | Concel |

Finding out more using the Debugging Information Diagnosis Dialog

When debug information is not present for a given module the DLL Debug Information dialog (above) may
display a button in the Status column to show the Debugging Information Diagnosis dialog.

The dialog shows:
o Information, advice, and diagnostic help

e Quick links to change settings
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Dekugging Information Diagnosis ? *
DLL: E:%om‘bugs\Borland_TDSAC ++Builder \PaulFletcher \testapp. exe
Information, advice and diagnostic
| Show me how Coverage Validator k86 searched for debug information... I
Help me choose what flags I should use to enable debuaging information. .. |
Debugging information advice. .. |
Change settings
Edit PDBE search paths... |
Edit symbal lookup options... |
Edit symbol server options... |
Edit symbal load preferences... |
Edit symbol debug options. .. |
Close |

The information options include:

 Show me how debug information was searched for... » shows the Debug Information Search
Path dialog

This information is extracted from the Diagnostic tab and shows only the relevant information for
the module selected in the DLL Debug Information dialog.

E Debug Information Search Path x

DLL: C:\WINDOWS\SYSTEM32\MSVCR100.dl

Search path

DBGHELP: CAWINDOWS\symbols\dilmsver100.i386.pdb - mismatched pdb

DBGHELP: CAWINDOWS\symbols\dildilmsver1 00.i386.pdb - file not found

DBGHELP: CA\WINDOWS\symbols\dilsymbols\dilmsver1 00.i386.pdb - file not found
DBGHELP: D:\devitvExample\DebugMeonLinkd_0\msvecrl100.i386.pdb - file not found

DBGHELP: D\ devitvExample\DebugMonLink8_0\dIlmsver1 00.i386.pdb - file not found
DBGHELP: D:\dev\tvExample\DebugMonLinkd_0\symbols\dilmsvcr1 00.i386.pdb - file not found
DBGHELP: msver100.i386.pdb - file not found

DBGHELP: Couldn't load mismatched pdb for CAWINDOWS\SYSTEM3Z\MSVCR100.dIl
DBGHELP: MSVCR100 - no symbols loaded

Close
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¢ Help me choose what flags... * shows the Debugging Flags wizard

Use the wizard to first select the compiler or linker you're using

ﬁ Debugging Flags >

Which IDE or CompilerfLinker are you using?

¥ wisual Studio 2017 ... 2015

" wisual Studio 2013 ... 2002
(" Visual Studio &
(" visual Basic &

" C++ Builder

" Delphi

" MingW

" QtCreator

(" Dev C++

(" Salford Fortran 95

(" Metrowerks CodeWarrior

(" Other compiler

Mext ==

Next >> * Provides the relevant debug compiler and linker flags. An example for Visual Studio
2017 to 2015 is below:
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ﬁ Debugging Flags >

Visual Studio 2017 to Visual Studio 2015
Debug
Enable POE debug information generation in the project settings for this DLL.
Required Compiler Flags
{Zi or fZ1 must be part of your Visual Studio C++ compiler flags
Reguired Linker Flags

JDEBUG:FLULL must be part of vour Visual Studio C++ linker flags.

Do not use [DEBUG:FASTLINE,

<< Prev | | Einish

e Debugging information advice... * shows the Symbols and Debugging Information dialog abowve.

The options for changing settings include quick links to the following pages from the Global Settings
Dialog

o Edit PDB search paths... > shows the File Location settings page for PDB files.

Edit symbol lookup options... * shows the Symbol Lookup settings page

Edit symbol server options... * shows the Symbol Servers settings page

e Edit symbol load preferences... * shows the Symbol Load Preferences settings page

Edit symbol debug options... * shows the Symbol Misc settings page
3.13.5 Symbol Path Truncation

The Symbol Path Truncated warning dialog

The symbol path truncated warning dialog is displayed to warn you when the symbol path is too long.
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Symbol Path Truncated ? >

The symbol path was truncated at 900 characters because it was 1419 characters long. Learn mare. ..
Symbols for some DLLs may not be found because the path was truncated.
Edit your symbol paths to remove unwanted and old entries from the symbaol search path.

Length Total Path ™
39 &71 Ehemicmemory32itabsentdebugBval _x64
43 714 EhomtcperformanceValidatoritabserd debug
a7 761 EhomtcperformanceValidatoritabsent debugBval
a7 8028 E\om\c\performanceValidator\tabsent debug_x64
5] 259 Ehomt . performanceValidatortabsen debugBval x84
45 94 EvomtcperformanceValidatoritabsendrelease
49 953 BEhvemtc\performanceValidator\tabsers/releasebval
43 1,002 Ehom\c\performanceValidatoritabsenstrelease_x6d
33 1,053 E\om\c\perfermanceValidatoritabsendreleasebval_x64 .

Edit Symbol Paths... | | Always show j

¢ Edit Symbol Paths... * shows the file locations dialog so that you can edit the paths used for
subsequent runs of the program.

You can choose when this dialog is displayed.

e Always show * The dialog is always shown when the symbol path is too long.

e Show when path changes *» The dialog is shown when the symbol path is too long, but only if the
symbol path is different than last time this warning was shown.

e Never show * The dialog is never shown.

Whether this dialog is displayed or not there is always a warning message written to the diagnostic

window when the symbol path is truncated.

The display lists each path with it's length (including the unshown ;' path separator) and the total length
so far so that you can see which paths exceed the truncation point (length and total displayed in red).

Any paths that don't exist on this computer are displayed in red.

Why is this dialog displayed?
You may see a Symbol Path Truncated warning dialog in some rare circumstances.

This dialog is displayed when the symbol path that has been calculated to pass to DbgHelp.dll to load
Microsoft debugging symbols (found in .PDB files) is too long.
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If the symbol path has been truncated because it is too long it is possible this may mean that some
symbol searches will fail, resulting in failure to load some symbols. We display this dialog so that you
are aware that the symbol path is too long and would benefit from editing to make the symbol path
shorter.

Passing a symbol path that is too long to DbgHelp.dll will cause the program being tested to end with an
EXCEPTION_INVALID_CRUNTIME_PARAMETER C runtime error. This happens because internally
DbgHelp.dll is using a fixed length array to format a string. To prevent this fatal termination of the test
program we limit the length of the path passed to DbgHelp.dll.

Typically if a path that is long enough to cause this problem is passed to DbgHelp it's because the
number of paths in the calculated path contain paths not relevant to finding symbols for the test program.
We use the Symbol Path Truncated warning dialog to show you the calculated paths so that you can
work out which paths to delete.

The calculated symbol paths come from several places:

¢ File locations PDB paths
e Symbol server symbol storage directories
¢ Symbol handling environment variables

Fixing the symbol path
For this example, we are testing the program E:\om\c\3RD_SRC\cdplayer\Release\cdplayer.exe

In the image shown above you can see that seven paths exceed the truncation limit, one of the 7 paths
doesn't exist.

To work out what to do we need to do sewveral actions:

1. Looking at the environment variable settings shows that none of the environment variables are
being used. We do not need to consider the content of these environment variables.

2. Examining the symbol servers shows that C:\Users\Admin is a local symbol storage location. We
should keep this path.

3. We should delete the path that doesn't exist: E:
\om\c\testAppsl\testStdinStdoutRedirectEx\Release. We do this using the file locations dialog
by clicking Edit Symbol Paths... then click Delete invalid.

4. Examining the paths in the file locations dialog we can identify any paths not relevant to the
program we are testing. In this case the following paths are not relevant and can be deleted.

E:\om\c\testApps\testStdinStdoutRedirect\Release
E:\om\c\testApps\testAppTheReadsFromStdinAndWritesToStdout\Release
E:\om\c\testApps\testSimpleMemoryLeak\Release
e:\om\c\3rd_src\cppunit-1.12.1\examples\cppunittest\release
e:\om\c\3rd_src\cppunit-1.12.1\examples\cppunittest\releasedll
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3.13.6 Instrumentation Logging Data

Instrumentation Log Data
It can be very useful to know why your code hasn't been instrumented. For example, a file or part of a file
you were expecting to receive coverage information may have been excluded by one or more of the

class, file, DLL or or other filters in the Global Settings dialog.

To log details of why dlls, source files, classes, methods and functions are not instrumented, first switch
on the instrumentation logging settings.

Once enabled, and a session has started, you can view a list of the files that have not been instrumented
via the Tools menu.

E Tools menu * Instrumentation Logging Data... * shows the Instrumentation Log Data dialog

S Instrumentation Log Data *
# |Fi|er|arr|e Reason ~
1 dihdevitvexampleymainfrm.cpp Partial or full match of filename with 'Source Fi
2| c\program files (x86)\microsoft visual studio 9.0\vc\atlmfc\include\afx.inl Ignoring MFC files.
3| c\program files (x86)\microsoft visual studio 9.0\vc\atlmfcinclude\atldef.h Ignoring MFC files.
4 CTestMemoryDialog:CTestMemoryDialog Class and/or method excluded by class/functic
5 CTestMemoryDialog:DoDatakxchange Class and/or method excluded by class/functic
6 CTestMemoryDialog:GetMessageMap Class and/or method excluded by class/functic
7 CTestMemoryDialog:GetThisMessageMap Class and/or method excluded by class/functic
8 CTestMemoryDialog:OnDeltaposSpinTimes Class and/or method excluded by class/functic v
£ >
Befresh

The dialog shows:
e log order
¢ the name of the item that hasn't been instrumented
o the reason why each item wasn't instrumented
Example reasons why an item might not be instrumented include the following:

e MFC file ignored

Microsoft C Runtime file ignored

Microsoft DLL ignored

CRT DLL ignored

Software Verify's own DLL ignored
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e Class or function excluded by class and function filters

¢ File extension excluded by hook source file type filters

e Files excluded by source files filters

3.13.7 Instrumentation Failure Data

Instrumentation Failure Data

It can be very useful to know which functions in your code failed instrumentation.

You can view a list of the functions that have failed instrumentation via the Tools menu.

E Tools menu * Instrumentation Failure Data... * shows the Instrumentation Failures dialog

£

= Instrumentation Failures ? X
Filename (107) Line N/ Symbol Reason -
efom'ccoveragevalidatorexamples\nativeexampleimainfrm... 33 0x00401E10 Failed to hook Mot possible to hoo
efom\ccoveragevalidator\examples\nativeexample\testsdoc.c.., 33 0x 00402900 Failed to hook Mot possible to hoo
efom\c\coveragevalidatorexamples\nativeexamplettestsdoc.c.., 33 0x004029C0 Failed to hook Mot possible to hoo
e’\om'\c\coveragevalidatorexamples\nativeexampleitestsdoc.c... 33 0x004029E0 Failed to hook Mot possible to hoo
e’\om'\c\coveragevalidator\examples\nativeexampleitestsdoc.c... 33 0x004029F0 Failed to hook Mot possible to hoo
e\om\c\coveragevalidator\examples\nativeexample\mainfrm.... 33 000401050 Failed to hook Mot possible to hoo
e\om\c\coveragevalidator\examples\nativeexample\mainfrm.... 33 Ox00401E30 Failed to hook Mot possible to hoo
e\omicicoveragevalidator\examples\nativeexampleimainfrm.... 33 Ox D0401E40 Failed to hook Mot possible to hoo
elomicicoveragevalidatoriexamplesinativeexamplettestsdoc.c... 35 Ox 00402410 Failed to hook Mot possible to hoo
ehomic\coveragevalidatoriexamplesinativeexamplettestsdoc.c... 35 0x 00402440 Failed to hook Mot possible to heo |,

>

Close

The dialog shows:

e the file name of the item that hasn't been instrumented
¢ the line number of the item that hasn't been instrumented

e the symbol name of the item that hasn't been instrumented

e the reason why each item wasn't instrumented

Example reasons why an item might not be instrumented include the following:

¢ Disallow computed unconditional jmp
e Failed to disassemble

e Found privileged instruction
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3.13.8 Out Of Date DLLs

It may happen that if you forget to build a DLL, or if a build error occurs that you perform code coverage
on DLLs that are not built with the most recent version of your source code.

We refer to these DLLs are out of date DLLs because they are out of date compared to the source code
that is compiled to create the DLLs.

Coverage Validator can detect this, and warn you about it.

Summary tab

When out of date DLLs are found a warning is displayed on the summary tab, in the lower section of the
display.

Comments

& 1 DLLis out of date. 1 source file is more recent than DLL build dates. View...

Out Of Date DLLs Dialog
The View... link will display the Out Of Date DLLs dialog.

There is also an option to display the Out Of Date DLLs dialog on the Tools menu.

S Out Of Date DLLs ? b4

Timestamp and Filename
W 2023-01-30 22:24:48 eNom\c\memory32\tabserv\release_x64\memoryvalidator_x64.exe
2023-02-03 12:28:45 e\om\c\svlcommonui\uiutils.cpp
W 2023-01-05 21:10:45 efom\c\memory32\tabsenv\release_x64\svinctheme_x64.dll
E 2023-02-03 12:28:02 eAom\c\sviuxtheme\svluxtheme\sviuxthemecolours.cpp
2023-02-03 12:28:07 eAom\c\sviuxtheme\svluxtheme\sviuxtheme.cpp

Close

The Out of date DLLs dialog shows the DLLs that are out of date, and the source files for each DLLs. The
dates of both the DLLs and the source files are displayed.
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3.13.9

The above image shows 2 DLLs that are out of date, with 2 files in each DLL being more recently edited
than the build timestamp for the respective DLL.

Data Displays

The various data displays in Coverage Validator change the text colour to the Out Of Date colour.

File | % Visit..."” | Num Lines |Num Visited | Visit Count | DLL
Totals | az07%| 128 55| 55|
ehomiccoveragevalidator\examplesinativeexarnplenativeexample.cpp  [INGS 225

15 E\om\chcoverageValidatar\examplesinative

5 E\omichc
26 E\omichc

The source code displays in Coverage Validator change the text colour to the Out Of Date colour, and
display a prominent warning in red text.

eomichooveragevalidatorexamplesinativeesamplehnativeexample cpp Line 37
E:hombchooveragey alidatarsexamplesinativeE samplehReleaseM onLink10_0_xE4\nativeE sample_x64. exe
Mum Lings 23, Wisited 15, Percent Yisited B5.22%. Total Mumber of ¥isitz: 15, Mot hooked O

m ﬂ Unvsited ¢ Line & Group  Wisted E ﬁ Source file is more recent than the DLL. Rebuild!

The one and only CTeststakapp object

TeststakApp NEAR theapp;

CTeststakapp initialization

BOOL CTeststakapp::InitInstance()

Initialise COM s0 that the COM relate

standard initialization
If you are not using these features and wish to reduce the size
of your final executable, you should remove from the following
the specific initialization routines you do not need.

register the application's document templates. Document templates
serve as the connection between documents, frame windows and views.

csingleDocTemplate* pDocTemplate;

pbocTemplate = new CSinglebocTemplate(
IDR_MATINFRAME,
RUNTIME_CLASS(CTeststakboc),

RUNTIME_CLASS(CMainFrame), main sDI frame window

Sessions that are exported as HTML also change the text colour to the Out Of Date colour, and display
a prominent warning in red text.

Reset All Statistics

Resetting statistics

It's not uncommon to want to clear all the coverage data gathered during the session so far, and then
continue calculating coverage without restarting the session.

Resetting the statistics does exactly that.
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|E| Tools menu *» Reset All Statistics * reset all the collected statistics

Or use the Reset All Statistics icons on the Session toolbar.

SlEe®

The way this works is that a message gets sent to the stub monitoring the target program.

All threads in the target program get suspended whilst the statistics are reset.

Once reset, all the threads are resumed and new values for the statistics are calculated.

3.13.10 Ask stub for coverage data

Real-time updates with NT services

When working with NT senices, Coverage Validator can't access the data in the stub due to security
differences between itself (an application) and your seniice.

To overcome this problem, the stub sends all the coverage data to the user interface when your
application stops (e.g. you stop it from the sernvice manager or the control panel, etc).

This allows the user interface to display the coverage data after your senice has completed, but it's not
unreasonable that you might want to see coverage data while the service is running.

Coverage Validator provides an on-demand utility to retrieve updated coverage information when you want
it.

|E| Tools menu *» Ask stub for coverage data * updates the coverage statistics from the stub

or use the Ask stub for coverage data icon on the Session toolbar.

#, o[ ]® o

E There will be a short pause whilst coverage data is sent from the stub to the user interface.

3.14 Software Updates

This topic covers the three items on the Software Updates menu:
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e checking for software updates

e configuring your update schedule

e renewing your software maintenance

e setting your software update credentials
e setting the software update directory

Software updates

If you've been notified of a new software release to Coverage Validator or just want to see if there's a new

version, this feature makes it easy to update.

E Software Updates menu * Check for software updates
software update dialog if any exist

» checks for updates and shows the

An internet connection is needed to be able to make contact with our servers.

= Before updating the software, close the help manual,
target programs.

If no updates are available, you'll just see this message:

and end any active session by closing

Check for software updates,

| Mo new updates are available for Coverage Validator

E Note that evaluation versions cannot be updated.

Software Update dialog

If a software update is available for Coverage Validator you'll see the software update dialog, unless your

maintenance has expired.

Software update download confirmation (Maint ID: 1811960464)

A, zoftware update iz available for Coverage alidator,

Do you wish to install Coverage Yalidator 47,957

ez, Download and [nstal | Dan't download, ask me later

Skip this wersion, don't tell me about it again |

Software update

Software update options. .. |

I anage software maintenance... |

Software maintenance ends: 2020-11-22
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o Download and install * prompts you for log-in details if not known, and then downloads the
update, showing progress

= You may be asked for your log-in credentials, which you'll have received when you
purchased Coverage Validator.

Software update login details (Maint 1D: 26607932%) ? >

To enable automatic zoftware updates pou need to specify your login details.

These detailz were provided ta you when you purchazed Coverage Y alidator.

Email Address: | =GRS K=

HEREHRHHH

Pazzwiord:

k. | Cancel

Once logged in, the download will start:

Downloading Coverage Validator 7.95 (Maint [D: 1811960464) *

Dawrloading Coverage Yalidator 795

-

E424 KB of 36553 KB (17.6%)

Once the update has downloaded, Coverage Validator will close, run the installer, and restart.
You can stop the download at any time, if necessary.

Don't download... *» Doesn't download, but you'll be prompted for it again next time you start
Coverage Validator

Skip this version... * Doesn't download the update and doesn't bother you again until there's an
even newer update

Software update options... > edit the software update schedule

Manage software maintenance... *» opens your browser ready for maintenance renewal

Problems downloading or installing?
If for whatever reason, automatic download and installation fails to complete:

o Log in to https://www.softwareverify.com/authdownload.phpZ with the details provided when you
purchased Coverage Validator
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e Download the latest installer manually, via one of the .exe, .xyz or .zip files that are available

Make some checks for possible scenarios where files may be locked by Coverage Validator as follows:

Ensure any open sessions are completed

Ensure any target programs started by Cowverage Validator are closed

Ensure Coverage Validator and its help manual is also closed

Ensure any error dialogs from the previous installation are closed
Hawe your license details handy as you may need to copy information into the license dialog.

You should now be ready to run the new version.

Software maintenance expiry

If the software maintenance period has expired you won't be able to automatically update Coverage
Validator as above.

Instead, you'll see the software update maintenance expiry dialog:

Software update maintenance renewal (Maint |D: 266079329) ot

The saoftware update maintenance penod for Coverage Yalidator has expired. 20159-11-22

Fenew ¢ update zoftware maintenance. . Cloze

You can manage your software maintenance or choose to stop receiving any more software updates.

Software update schedule

Cowerage Validator can automatically check to see if a new version of Coverage Validator is available for
downloading.

|E| Software Updates menu * Configure software updates * shows the software update schedule
dialog

The update options are:

never check for updates
check daily (the default)
check weekly

check monthly

The most recent check for updates is shown at the bottom.
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Software update schedule (Maint |D: 266079329) ? x

Coverage Yalidator can check for software updates on a regular basis.
" Wever check for updates
* Check for updates every day
(" Check for updates once a week

(" Check for updates once a month

kst recent check for updates was performed o 2020-07-03

s | Cancel

Managing software maintenance

E Software Updates menu * Renew software updates * shows the software update
maintenance renewal dialog

Software update maintenance renewal (Maint ID: 1777673192) pod

The software update maintenance penod expiny date: 2020-11-22

Henew zoftware maintenance. . Cloze

Your maintenance expiry date is shown. If you don't need to do anything just Close the dialog.

e Renew software maintenance * Opens your browser, logging you in to our website[d from which
you can purchase maintenance
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Managing software update credentials

You can configure your software update credentials within the application.

|E| Software Updates menu * Set software update credentials * shows the Software update
login details dialog

Software update login details (Maint 1D: 266079329) 7 >

To enable automatic software updates you need to specify your login detailz.

These detailz were provided to you when vou purchaszed Coverage W alidatar.

Email Address: | EmaET ey

HEREHRHHH

Pazgwiord:

k. I Cancel

The text will be shown in red if the email address looks incorrectly formatted.
Testing the login details checks they're valid:

o Test login details * check your entered details are valid (requires an internet connection)
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Valid details will be confirmed:

Legin details *

Login details are valid.

Invalid details may mean you entered credentials for another application in the Validator suite,
or they could have been entered incorrectly.

Legin details *

Login details are not valid for Coverage Validator.

Please check that you have the correct login details far this
software tool.

You should have received the correct credentials when you purchased Coverage Validator, or
with any software update emails.

If you experience problems, check with your system administrator or contact Software Verify.

If you need to clear the update credentials, you can do this directly from the menu.

E Software Updates menu * Reset software update credentials » clears the email and
password details stored in the application

You will be asked to confirm the reset. After resetting the credentials, no software updates will
occur.

If you later need to restore your credentials, you should have received that information when you
purchased Coverage Validator, or with any software update emails.
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Confirm Reset Software Update Credentials

You are about to clear the software update credentials.
This will clear the software update email address and password.

Once reset you will no longer be able to download software from the
Coverage Validator user interface.

You will still be able to login to the website to download software
updates.

If you need to restore the software update credentials this information
is present in the email sent to you when you purchased the software.
This information is also in every software update email.

Please confirm that you wish to reset the software update credentials.

Software update directory

It's important to be able to specify where software updates are downloaded to because of potential
security risks that may arise from allowing the Tvp directory to be executable. For example, to
counteract security threats it's possible that account ownership permissions or antivirus software blocks
program execution directly from the Tvp directory.

The TMP directory is the default location but if for whatever reason you're not comfortable with that, you
can specify your preferred download directory. This allows you to set permissions for TMp to deny
execute privileges if you wish.

|E| Software Updates menu * Set software update directory * shows the Software update
download directory dialog

Software update download directory ? *
Software updates will be downloaded to the location specified below:
Browse. .
Fezet

Ok, | Canicel |

An invalid directory will show the path in red and will not be accepted until a valid folder is
entered.

Example reasons for invalid directories include:

o the directory doesn't exist
o the directory doesn't have write privilege (update can't be downloaded)
o the directory doesn't have execute privilege (downloaded update can't be run)

Copyright © 2002-2025 Software Verify Limited



The User Interface 247

& When modifying the download directory, you should ensure the directory will continue to be valid.
Updates may no longer occur if the download location is later invalidated.

o Reset > rewerts the download location to the user's Tvp directory

The default location is c:\users\ [username] \AppData\Local\Temp

3.15 Sessions: Load, Save, Export, Close

Working with sessions
Sessions with Coverage Validator can be saved to and loaded from a file so that you can:
e share the session with a colleague
e examine the session at a later date
e compare the session with another session
e create baseline sessions for use in regression tests
Sessions can be even exported in HTML and XML formats.

You can have multiple sessions open at once, necessary for comparing or merging loaded sessions.

Closing a session
When you've finished working with a session, it can be closed.

|E| File menu > Close Session... * closes the session, clearing the displays
Closing a session may happen automatically if you start a new session and the session count limit is 1.
If the maximum session count allows, closed sessions still appear in the Session Manager, where they
can be reopened or deleted.
Session Filename

The session filename is displayed as the first line of the diagnostic data on the Diagnostic tab.
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mr threadwaitchaininspector_x64.cvm_x 64 -

File Launch Edit 5ettings Managers Cuery Tools Data Views Software Updates

wWBEH % A&/ |

Summary g]| Coverage ;5]| Bran
Diagnostic | Stdout | Env Vars
Show: I.-'-‘-.II ;I Eilter: I Apply Filker I
D | Message
Session Filename Evthreadwaitchaininspector_x 64, cvrn_x 64
Information Coverage Validator x64 10,03
Information Windows Version: 10.0 Windows 10
Inforrmation Service Pack: 0.0

3.15.1 Loading & Saving Sessions

Loading sessions
Load a session using any of the following options.

E File menu * Open Session... * open a previously saved session from file ( *.cvm )

Or click on the Open Session icon on the standard toolbar.

=17

Or use the shortcut:

+ E Open session

If you have a limit of 1 session to be open at a time, any open session will be closed first, otherwise you
can open multiple sessions at a time.

Saving sessions
Sawve a session using any of the following options.

|E| File menu *» Save Session... * saves all the session data to a file ( *.cvm ), prompting for a file
name if necessary

|E| File menu * Save As... * saves the session to a new file
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3.15.2

Or click on the Save Session icon on the standard toolbar.

==?

Or use the shortcut:

+ Sawe session

Unlike exports, there are no options here, as all session data is saved.

Exporting Sessions

Exporting to HTML or XML

Exporting sessions allows you to use external tools to analyse or view session data for whatever reasons
you might need.

You can export to HTML or XML format:
E File menu * Export Session... » Choose an HTML or XML Report * shows the Export
Session dialog below
Exporting is not saving
You can't import session data.

Use save and load if you want to save session data for loading back into Coverage Validator at a later
date.
The HTML and XML export session dialog

For regular HTML or XML export, the same dialog is used. The Cobertura XML export dialog has
fewer options.
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Export Session ? X
Dezcription; Cancel |

Wwheekly coverage report

Repart type
[v Colowr Coded Report
| Code coverage per DLL ﬂ

-

Report content Lizt of merged zeszions

¥ Include unvisited line data |Inu:|u-:|e at biottomn of report j

W Include vigited line data

v Include urdsited function data Line Ending
[w

-

Include vizited function data |Earriage return, Ling feed [] j
Include unhooked function data

[ Include command line arguments

Repart style
[v Detailed report

Cazcading Style Sheet [C55];

E:\omhchooveragel alidatorstabsers R eleaset sviCoverage' alidator Cpp Browsze. ..
File

[ Ovwepwrite existing file

File: |E:'\u:um'&u:u:werage\:‘aIidatu:ur"-.tal:user'-.f"-.releasehcnveragehrepurt.htrr Browsze. .

Farmat: |HT|"-"||- j
Encoding: |L|TF-1 G LE Mwfindows Unicode] j
Report description

The optional description is included at the top of the exported data in the description field.
e Description » enter a meaningful description or just leave blank

If no text is entered the description is omitted from the export.
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Report Type
e Colour Coded Report » generate a colour coded report
Only HTML reports can be colour coded:
Colours used will be those set for use in the various displays.

The exported report can be generated on a per file or class basis, or as a summary of coverage.

Per file > generate a report that lists data by filename
e Per class » list data by C++ class

All functions that are not members of a class will be listed together in the "global namespace"
class.

Per DLL * list data by module name (EXE, DLL, BPL, etc)

Summary report » generate a report comprising only of images of the graphs on the summary tab

Summary report, +coverage... » includes the summary images, code coverage and branch
cowverage (also unit test coverage if present)

Within the report, you can optionally link source code showing highlighted coverage lines and visit
counts

¢ Include highlighted source code... » check to include marked up source code files in a
sub directory

Report content

When exporting data by file or class, you can optionally include data for visited or unvisited lines and
functions, as well as unhooked functions.

Tick any or all of the following to Include:

e unvisited lines (included by default)
e visited lines

e unvisited functions (included by default)
visited functions

¢ unhooked functions

List of merged sessions

If it's important to know what merged sessions were included in the statistics, you can optionally list the
session information at the top or bottom of the report:
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e Do not include * prevent the list of merged sessions being included
¢ Include at top * include the list of merged sessions at the fop of the report

¢ Include at bottom » include merged sessions at the bottom of the report

Report style

Some areas of the report can be detailed or terse.
o Detailed Report > check box to include more detail (the default)
HTML reports are usually colour coded according to the current colour scheme.
e Colour Coded Report * check box to include more detail (the default)
A colour coded view would be essential if including both visited and unvisited lines or functions.

If you want a custom style (e.g. not using tables), export a detailed XML report and process that
to generate the HTML report.

Cascading Style Sheet (CSS)

Cascading style sheets are used to control the formatting of the exported HTML reports.

By default the style sheet sviCoverageValidatorCpp.css is used from the Coverage Validator install
directory.

You can specify your own style sheet in this field:
o Cascading Style Sheet (CSS) » enter the full path to the CSS file or Browse to the file

At the time of export a copy of the CSS file is placed in the same directory as the report.

Line ending
Depending on how you want to use the reports, you may prefer a certain line ending character

e Carriage Return, Line Feed * \r\n (e.g. Windows)

e Line Feed *> \n (e.g. Linux)

e Carriage Return » \r (e.g. Macintosh)

File section
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o Overwrite existing file * check if you don't want to be warned about overwrites
o File > type the filename or Browse to a location
o Format » set whether exporting HTML or XML

Defaults to the original menu option selected, but included here to more easily export one format
and then the other.

e Encoding * set whether UTF-16 LE, UTF-8 or ASCII encoding. By default the exported file is saved

in the Windows Unicode format UTF-16 little endian. You can also save in UTF-8 and ASCII. ASCII
has no byte order mark at the start of the file.

Ready to export?

Use the export button at top right when you're ready to go

e Export * export the session data

The Cobertura XML export session dialog
Cobertural is a free Java tool that calculates the percentage of code accessed by tests.

Cobertura's coverage output can be used in other systems such as the Jenkins[& continuous integration
(CI) server.

Coverage Validator can output its own coverage results in the same XML format as Cobertura so that
they can be used in a similar way.

For Cobertura XML export the options are much reduced:
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Export Sessicn as Cobertura XML ? >
Repart ztyle
Murneric j
global namespace [M]
Line Ending
{* Carriage Betumn, Line Feed [Min)
" Line Feed [%n)
" Cariage Beturn [)
[ Owvenwrite existing file
File: |e:'\u:um'\u:'\cmferage‘-.-’alidatu:ur'\tabserv%release'\cnverage‘-ﬁalid. Browsze. ..
Encoding: |L|TF-1 6 LE fwindows Unicode) j
E wport | Cancel |
The line ending and output file details are as for regular XML output, but the report style options differ.
Report style
The Cobertura XML report lists data by class, which is a problem for functions that aren't in a class, but
in the global namespace.
You to choose how to work around this:
e Numeric * The class name is listed as gl obal nanespace [N]
N is a unique numeric identifier for each file containing unclassed functions
e Filename » The class name is listed as gl obal nanmespace [fil enane]
filename is the complete path and filename of the file for the unclassed function
e All > The class name is listed as gl obal nanespace
3.15.2.1 XML Export Tags

This section describes the XML tags used to export session data from Coverage Validator.
Application and program details

An exported XML file starts with a few details about Coverage Validator and the target program:
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<XML>
<VALIDATORINFO>Coverage Validator information online</VALIDATORINFO>
<VALIDATOR>Coverage Validator name</VALIDATOR>
<VALIDATORVERSION>Version</VALIDATORVERSION>
<VALIDATORDATE>Build date</VALIDATORDATE>
<VALIDATORTIME>Build time</VALIDATORTIME>
<TITLE>Target program name</TITLE>
<EXITCODE>Program exit status code and description (if collected)</EXITCODE>
<INFO>Information about the report type</INFO>

Code fragments

Code fragments can be included as child tags of several of the tags used for the various types of
exported XML data.

Exporting by class will just list individual codeFragment tags while exporting by file uses the codeFragments tags.
<codeFragments>

<codeFragment>. . .</codeFragment>

</codeFragments>

For example:

<codeFragments>
<codeFragment
function="CAboutDlg: : CAboutDlg"
visitCount="0"
numLines="2"
numLinesVisited="0"

firstLine="156"
lastLine="159">

{1}

</codeFragment>

</codeFragments>

Source files

When exporting by file, the SOURCEFILE tags details coverage data for a given source code file and will
contain all the code fragments

For example
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<SOURCEFILE

file="c:\program files (x86)\software verify\c++ coverage validator\examples\nativeexample\nat
dll="C:\Program Files (x86)\Software Verify\Coverage Validator\examples\nativeExample\DebugNon
numLines="32"

numLinesVisited="17"

numLinesUnhooked="0"

numFunctions="10"

numFunctionsVisited="4">

</SOURCEFILE>

Classes

When exporting by class, the cLass tags details coverage data for a particular class and will contain all
the code fragment children

For example

<CLASS name="CAboutDlg">

File names

Class information identifies a file using the FILENAME tag:

<FILENAME file="c:\program files (x86)\software verification\c++ coverage validator\examples\n

3.16 Starting your target program

Starting options

There are four ways to start a target program and have Coverage Validator collect data from it.
e Launch your program in a specified directory, with as many command line arguments as you want
¢ Inject Coverage Validator into an already running program

e Wait until a specific program starts to run before attaching to it - e.g. for programs started as an
OLE server

e Link a library (provided) to your program which will cause Coverage Validator to be started whenever
the program is started
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There are seven ways to start a target program and have Cowverage Validator collect data from it.
e Launch your program in a specified directory, with as many command line arguments as you want
¢ Inject Coverage Validator into an already running program

o Wait until a specific program starts to run before attaching to it - e.g. for programs started as an
OLE server

e Monitor a senvice

e Monitor IIS and ISAPI

o Use the Native API to start Coverage Validator from code that you control

o Start Cowverage Validator from the command line, allowing you to automate your use of Coverage

Validator

Modules without PDB files and without MAP files

For your application to be processed for coverage data, each module to be monitored must have a PDB
file with debug data, or a MAP file with line number data.

Use the Debug DLLs dialog to see whether debug information was not found for any modules, and check
the Diagnostics tab for failure messages.

3.16.1 Launch Chooser

The launch chooser is displayed when you click on the rocket icon on the toolbar.
A1 7N Xe

There are multiple application types and senvices that you may wish to use. The launch chooser provides
the mechanism for making that choice.
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Launch Application or Service ?

Applications

Launch Mative and .Met Applications

Launch .Met Core Applications

Services

Monitor a Service

Web

ASP.Met Core Web Application

ASP.Net (IIS)

ASP.Net (WDS)

ISAPI (IIS)

Each button will display the launch dialog associated with the instruction displayed on the button.

Applications

e Launch Native and .Net Applications

e Launch .Net Core Applications
Services

¢ Monitor a Senvice
Web

e ASP.Net Core Web Application

e ASP.Net with IIS

e ASP.Net with Web Development Server

e ISAPI with IS

= voucan repeat the choice made using the launch chooser by using +
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3.16.2 Launching the program (native and .Net)

Launching the application

Having Coverage Validator launch your program is the most common way to start up

When you're ready to start running a target program:

E File menu »> Start Application... > Shows the launch program wizard or dialog below

Or click on the launch icon on the session toolbar.

a7 o

Or use the shortcut:

Start application

=» You can easily re-launch the most recently run program.

User interface mode

There are two interface modes used while starting a program
e Wizard mode guides you through the tasks in a linear fashion
¢ Dialog mode has all options contained in a single dialog

All the options are the same - just in different places.

In this section we'll cover the Wizard mode first and the Dialog mode later.

The start application wizard

On first use, the wizard appears with fields cleared, but here's an example with a few fields set:
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= Start application wizard ? >

Select an application ta start.

Previouzly started applications are shown in the list at the battom of the wizard, with their startup directory and
command line argumentz. IF pour application iz dizplayed in the ligt, pou can select it repeat the launch of the
application,

Application [*exe or *. bat);

|E:\nm'\c'\coverage\-"alidatnr‘sexamples'\nativeEHample'\DebugNonLinH 0_Mhnativel rample. exe

Application to monitar [*exe]:

|E:\nm'\c'\cDverageVaIidatnl'\examples'\nativeEHample'\DebugNonLinH 0_MhnativeE ample. exe j Edi...

Carirmand Line Argurmerts: 1

Startup Directany:

i

|E Aomuchooveragel alidatorhexamplesinativeE samplehDebugtonLink 10_0

Ervvironment Y ariables [overide global environment variables)

| Edi..

File to zupply to stdin [leave blank for none):

| Browze. ..

File to supply to stdout [leave blank for none]:

111

| Browse...
Click the Reset button to clear the list. * FulPath " Image Name | Besst |
Admin Application Arguments Directory Environment
Ehom\c\threadValidator\tabsenAR... Ef\om\chthreadValidatoritabser/\R...
EMomitest_c#\greatmaps_a38a0604... Eh\omitest_c#\greatmaps_a38a0604...
Elermnicimemery32\tabsens\Releas... Ehomicimemory3ditabsens\Release
<

Nest > Cloze

bl

Enter the details for your program, or if you want to run a previous program select it from the application
list to repopulate the details.

After entering the details click Next >> for the next page of the wizard.

Administrator privileges when launching your program

The following applies only if you did not start Coverage Validator in administrator mode.

Anywhere you see the ¥ icon indicates that administrator privileges will be required to proceed.

If you started Coverage Validator in administrator mode, you won't see any of these warnings, and
everything will behave as normal.

Page 1: Entering details
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o Application > type or Browse to set the program name to launch

You can also choose a batch file and the first executable started in the batch file will be
launched.

You can also choose a powershell script and the first executable started in the powershell script
will be launched.

Manually typing a path will show red text until a valid path is entered, after which the text
becomes black.

o Application to monitor » choose the application that actually gets monitored
This will typically just be the program that you set to start - unless otherwise specified.
Alternatively you can monitor another application which will get launched by the start program.

If the start application has already been added to the Applications to Monitor settings with a
default application then that default will be entered here automatically.

Otherwise, if nothing has been set up yet, you can do it from here:
o Edit... > set the child applications that can be monitored for the start program

This uses the Applications to Monitor dialog - which is exactly equivalent to using the
Applications to Monitor settings page.

A fallback option is to start monitoring <<any application that is launched>>.

= fin doubt, just use the same as the start application.
=} See also: Application to Monitor settings
e Launch Count » when monitoring a child application, set its n'" invocation as the one to monitor

If the application to start is the same as the application to monitor then this is set to 1 and
cannot be changed.

This will be reset to 1 every time the Application to Monitor field selection changes.

= rin doubt, leawe it set to 1.

= See also: Launch Count.
o Command Line Arguments * enter program arguments exactly as passed to the target program
o Startup Directory *> enter or click Dir... to set the directory for the program to start in

When setting your target program, this will default to the location of the executable
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e Environment Variables * click Edit... to set any additional environment variables before your
program starts

These are managed in the Environment Variables Dialog.

o File to supply to stdin *> optionally enter or Browse to set a file to be read and piped to the
standard input of the application

o File to supply to stdout » optionally enter or Browse to set a file to be written with data piped from
the standard output of the application

Page 1: Using details from a previous run

The list at the bottom of the wizard shows previously run programs.

Selecting an item in the list populates all the details above as used on the last run for that program.
You can still edit those details before starting.

Full path > shows the full path to the executable in the list

¢ Image Name »> shows the short program name without path
e Delete * removes a selected program from the list

e Reset * clears all details in the wizard - including the list of previously run applications below

Page 2: Data collection and redirection

o Type of data collection * Are you only interested in Native data, .Net data or both Native data and
.Net data?

¢ Native Only > Ignore all .Net data in the target application.

e .Net Only » Ignore all Native data in the target application.

¢ Mixed Mode » Collect both Native and .Net data from the target application
This setting cannot be changed after the application is launched

e Collect data from application * Ifit's the startup procedure you want to validate, obviously start
collecting data from launch.

Depending on your application, and what you want to validate, you may want to start collecting
data immediately, or do it later.

If your program has a complex start-up procedure, initialising lots of data, it may be much
faster not to collect data until the program has launched.
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= See the section on controlling data collection for how to turn collection on and off after
launch.

= The data collection option may be disabled because of the instrumentation mode that is
selected.

¢ Redirect standard output * Controls redirection of stdout and stderr
Use this option if you want to collect the output of stdout and stderr for later analysis.

Be aware that if the output of the program under test generates a lot of data via stdout or stderr
that this data will need to be stored in memory and could exhaust Coverage Validator's
memory.

e Display command prompt > Shows or hides the launched application.
If you are collecting stdout and stderr you may not be interested in viewing the application (or
the command prompt if it is a console application). This provides you the option to hide the

application when it is running.

Be aware that if you hide a command prompt you will not be able to type anything into the
application.
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= Start application wizard ? >

Collect data from these executable types.

Code coverage data will be collected from both native code and Met code.

Collect data from the application from the instant that Coverage Walidator launches the process

Iv Collect data from application

I Redirect standard output ta Coverage Validator Diagnostic tab

v Dizplay command prompt (or application]

<4 Prey | Mext >>» | Close

Page 3: Summary and starting your program
The last page is just a summary of the options you have chosen.
= Something missing? The choice of launch method is no longer necessary and has been removed.
If you're happy with the settings, go ahead:
o Start Application... > start your program and attach Coverage Validator to it

e Cmd Line... > display the command line builder
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= Start application wizard ? >

Y'ou have selected the application shown below to start.

Application [*.exe or * bat):

wughlanLink1 0 Ohn

Application ta monitor:

|E Aomuchooveragel alidatorhexamplesinativeE samplehDebugtonLink 10_04nativeE xample. exe

Command Line Argurments:

Startup Directon:

|E Aaomhchooveragel alidatorheranplesinativeE samplehDebughonLink10_0
E revironment

File to supply ta stdin [leave blank for none):

File to zupply to stdout [leave blank for none]:

Mixed Made Data will be collected fram the application az soon as Coverage Yalidator attaches to the application.
et Framesork, D

To start pour application with the settings shown, click the Start Application button,

Crmnd Line...
<4 Prew | Start Application. .. | Cloze

Administrator privileges in wizard mode

If administrator privileges are required you'll be reminded of the need to restart here:

@ Requires a restart with Administrator privileges

To start pour application with the settings shown, click the Start Application button,

<4 Prew | @ Start Application... M

o Start Application... » shows the Administrator Privileges Required confirmation dialog before
restarting.
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Administrator Privileges Required

Launch and inject into a process

&

Regtart with gdministrator privileges...

To perform the requested operation pou need to restart Coverage Yalidator with adminiztrator ights.

x

Cantinue without Adminiztratar privileqes

Dialog mode

In Dialog mode, all the settings are in one dialog which looks very much like the first page of the launch

wizard above.

The option to start collecting data is at the top.

e Launch » start your program and attach Coverage Validator to it

e Cmd Line... » display the command line builder

Double clicking a program in the list will also start it immediately.

ﬁ Start a Mative/.Net application

Mired Mode d

Application to launch [*. exe or * bat):

[ Collect Stdout Launch

Crnd Line...

Application to ronitor [7.exe]:

|E:\om‘\c:\u:overage'\-’aIidatnr\example&\nativeE wampleDebughonLink10_0hnativeE xample. exe

Browse. ..

Auguments:

| E:\omtchooveraget alidatorexamplesinativeE mampleDebugM onlink 10_D4nativeE xample. exe

113

Edi...

]

Startup Directony:

|E:'\om'\c\coverageValidatnr\enample&'\nativeE wamplehDebugMonLink10_0

E rwironment % ariables [overide global ervironment varniables]

=

File to supply to stdin [leave blank for none]:

Edit...

File to supply to stdout [leave blank for none]:

Browse. .

Previouzly started applications [double click to relaunch)

" Full Path ™ Image Nare

111,

Browse...

Delete | Fieset

Admin Application

nativeExample.exe

memoryYalidator.exe

Arguments

AgroWin.exe

Directory Environmi ~
EomiccoverageValidator\exampl...
Efomicimemory3ditabsend\Release

C\Program Files (x86)\Agrar-Office...
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Administrator privileges in dialog mode

If administrator privileges are required, the Launch button will show the privileges icon reminding you of
the need to restart.

@ Launch

Browse. ..

e Launch *> shows the Administrator Privileges Required confirmation dialog before restarting.

Administrator Privileges Required *

Launch and inject into a process

Ta perfarm the requested operation pau need ta restart Coverage Yalidator with adrainistratar rights.

@ Restart with Administrator privileges. . Continue without &dministrator privileges

If you started Coverage Validator in administrator mode, you won't see any of these warnings, and
everything will behave as normal.

How do | use Application to Monitor and Launch Count?

The three fields Application to Start, Application to Monitor and Launch Count work together to
control which application actually gets monitored by Coverage Validator.

Let's say we hawe a program P.
In the simplest case, simply:

e start P
e monitor P
e the Launch Count defaults to 1 and cannot be changed.

If P launches an application and you just want to monitor whatever that is:

e start P
e monitor <<Any application that is launched>>
e leave the Launch Count at 1

If P launches an application A and maybe others as well, and you specifically want to monitor only A as
it's launched:

o use the Application to Monitor settings to add a definition for P and child applications A
o start P

e monitor A

e |leave the Launch Count at 1
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If P launches an application A many times and you specifically want to monitor the third invocation:

use the Application to Monitor settings to add a definition for P and child applications A
start P

monitor A

set the Launch Count to 3

3.16.3 Launching the program (.Net Core)

Launching the application
Having Coverage Validator launch your program is the most common way to start up
When you're ready to start running a .Net Core program

E Launch menu *» Applications * Launch .Net Core Application * Shows the .Net Core launch
dialog below

Or use the shortcut

+ Launch .Net Core Application

= You can easily re-launch the most recently run program.
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=, Start a .Met Core application

Met Care application twpe:

IMiHEd tode vl [¥ Collect data from application [ Collect Stdout

Met Care dotnet. exe arguments:

Launch

Crnd Line...

I Framewark, Dependent

Application ta launch [*.exe)

vI IEHEC

Edi...

IE:\F‘mgram Files dotnetsdath et exe

Application ta launch [=.dI);

Browse. .

Application ta monitar (2 exel:

IE SomhcitestdppehdotMetT estdppshB ankhB ankhbin\Debuginetcoreapp2 14B ank.dll

Browse. ..

I C:AProgram Filez\datnethdatt et exe

Argurnents:

~| Ed...

Launch count: I1 "I

Startup Directany:

Ervironment Y ariablez [ovemide global ervironment variables)

Dir...

File to supply to stdin [leave blank for none):

Edit...

File to supply to stdout [leave blank for none):

Browse. ..

Presdouzly started applications [double click to relaunch)  Full Path % Image Mame

Browsze. .

[elete | Feszet

Pk

P R

Admin Application

Arguments Directory

Environment

.Net Core Application Type

.Net Core applications can be self contained or framework dependent. This changes how the launch

dialog works.

« .Net Core application type * choose which type of .Net Core application you are launching

.Net Core Self Contained Application

o Application to launch (*.exe) * type or Browse to set the program name (*.exe) to launch
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When you set this value the Application to launch DLL field will be automatically populated to have
the same name as the EXE field but with a .DLL extension.

o Application to launch (*.dll) * type or Browse to set the program name (*.dll) to launch

o Application to monitor * choose the application that actually gets monitored
This will typically just be the program that you set to start - unless otherwise specified.
Alternatively you can monitor another application which will get launched by the start program.

If the start application has already been added to the Applications to Monitor settings with a
default application then that default will be entered here automatically.

Otherwise, if nothing has been set up yet, you can do it from here:
o Edit... » set the child applications that can be monitored for the start program

This uses the Applications to Monitor dialog - which is exactly equivalent to using the
Applications to Monitor settings page.

A fallback option is to start monitoring <<Any application that is launched>>.

E If in doubt, just use the same as the start application.

= See also: Application to Monitor settings

.Net Core Framework Dependent Application

o Application to launch (*.exe) * type or Browse to set the program name (*.exe) to launch

We don't auto-populate this field when you choose the Framework dependent application type. This
because you may have your .Net Core runtime stored in a location that we can't auto-detect.

To accommodate alternate locations for the .Net Core runtime we only auto-populate this field if it is
empty when you choose the application DLL.

o Application to launch (*.dll) * type or Browse to set the program name (*.dll) to launch

If you set this when Application to launch EXE field is empty, the EXE field will be automatically
populated with the path to the system .Net Core framework dependent runtime.

This is typically c:\program files\dotnet\dotnet.exe.
o Application to monitor * choose the application that actually gets monitored
This will typically just be the program that you set to start - unless otherwise specified.

Alternatively you can monitor another application which will get launched by the start program.
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If the start application has already been added to the Applications to Monitor settings with a
default application then that default will be entered here automatically.

Otherwise, if nothing has been set up yet, you can do it from here:
o Edit... » set the child applications that can be monitored for the start program

This uses the Applications to Monitor dialog - which is exactly equivalent to using the
Applications to Monitor settings page.

A fallback option is to start monitoring <<Any application that is launched>>.

E If in doubt, just use the same as the start application.
= See also: Application to Monitor settings

¢ .Net Core dotnet.exe arguments > any arguments that will be passed to the .Net Core runtime to
control how the .Net Core runtime behaves.

o Edit... > displays the .Net Core runtime arguments editor

Fields common to all .Net Core applications
« Launch Count » when monitoring a child application, set its n'" invocation as the one to monitor

If the application to start is the same as the application to monitor then this is set to 1 and
cannot be changed.

This will be reset to 1 every time the Application to Monitor field selection changes.

= rin doubt, leawe it set to 1.

= See also: Launch Count.
o Command Line Arguments * enter program arguments exactly as passed to the target program
o Startup Directory *> enter or click Dir... to set the directory for the program to start in

When setting your target program, this will default to the location of the executable

o Environment Variables > click Edit... to set any additional environment variables before your
program starts

These are managed in the Environment Variables Dialog.

o File to supply to stdin * optionally enter or Browse to set a file to be read and piped to the
standard input of the application

e File to supply to stdout > optionally enter or Browse to set a file to be written with data piped from
the standard output of the application
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Using details from a previous run

The list at the bottom of the wizard shows previously run programs.
Selecting an item in the list populates all the details above as used on the last run for that program.

You can still edit those details before starting.

Full path > shows the full path to the executable in the list

¢ Image Name »> shows the short program name without path

Delete » remowes a selected program from the list

e Reset * clears all details in the wizard - including the list of previously run applications below

Data collection and redirection

o Type of data collection * Are you only interested in Native data, .Net data or both Native data and
.Net data?

¢ Native Only > Ignore all .Net data in the target application.

e .Net Only » Ignore all Native data in the target application.

¢ Mixed Mode » Collect both Native and .Net data from the target application
This setting cannot be changed after the application is launched

o Collect data from application * Ifit's the startup procedure you want to validate, obviously start
collecting data from launch.

Depending on your application, and what you want to validate, you may want to start collecting
data immediately, or do it later.

If your program has a complex start-up procedure, initialising lots of data, it may be much
faster not to collect data until the program has launched.

= See the section on controlling data collection for how to turn collection on and off after
launch.

= The data collection option may be disabled because of the instrumentation mode that is
selected.

o Redirect standard output * Controls redirection of stdout and stderr

Use this option if you want to collect the output of stdout and stderr for later analysis.
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Be aware that if the output of the program under test generates a lot of data via stdout or stderr
that this data will need to be stored in memory and could exhaust Coverage Validator's

memory.
o Display command prompt * Shows or hides the launched application.

If you are collecting stdout and stderr you may not be interested in viewing the application (or
the command prompt if it is a console application). This provides you the option to hide the
application when it is running.

Be aware that if you hide a command prompt you will not be able to type anything into the
application.
The option to start collecting data is at the top.
e Launch * start your program and attach Coverage Validator to it
Double clicking a program in the list will also start it immediately.

e Cmd Line... > display the command line builder

Administrator privileges in dialog mode

If administrator privileges are required, the Launch button will show the privileges icon reminding you of
the need to restart.

@ Launch
B

e Launch *> shows the Administrator Privileges Required confirmation dialog before restarting

Administrator Privileges Required

Launch and inject into a process

Ta perfarm the requested operation pau need ta restart Coverage Yalidator with adrainistratar rights.

@ Restart with Administrator privileges. . Continue without &dministrator privileges

If you started Coverage Validator in administrator mode, you won't see any of these warnings, and
everything will behave as normal.

How do | use Application to Monitor and Launch Count?
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3.16.4

The three fields Application to Start, Application to Monitor and Launch Count work together to
control which application actually gets monitored by Coverage Validator.

Let's say we have a program P.
In the simplest case, simply:

o start P
e monitor P
e the Launch Count defaults to 1 and cannot be changed.

If P launches an application and you just want to monitor whatever that is:

o start P
e monitor <<Any application that is launched>>
e leave the Launch Count at 1

If P launches an application A and maybe others as well, and you specifically want to monitor only A as
it's launched:

use the Application to Monitor settings to add a definition for P and child applications A
start P

monitor A

leave the Launch Count at 1

If P launches an application A many times and you specifically want to monitor the third invocation:

use the Application to Monitor settings to add a definition for P and child applications A
start P

monitor A

set the Launch Count to 3

Re-launching the program

Re-launching the application
It's very easy to start another session using the most recently run program and settings:

E Launch menu » Applications *» Re-Start Application... * starts the most recently launched
program

or click on the re-launch icon on the session toolbar.

% A/ o

or use the shortcut
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3.16.5

Re-start application

If the previously launched program was Native, .Net or .Net Core the application will be restarted
immediately. No wizards or dialogs appear.

If the previously launched program was a senice the appropriate monitor senice dialog will be displayed.

=% In the general questions see Why might Inject or Launch fail? for troubleshooting launch problems.

There is no difference between wizard and dialog interface mode when re-launching.

Injecting into a running program

Injecting into a running program

Coverage Validator attaches to a running process by injecting the stub into the process so it can start
collecting data.

Choose one of these methods of starting the injection:

E File menu * Inject... >» shows the Attach to Running Process wizard or dialog below

Or click on the Inject icon on the session toolbar.

% £ A0

Or use the shortcut

Inject into running application

Administrator privileges
The following applies only if you did not start Coverage Validator in administrator mode.

When choosing the inject method, a restart with administrator privileges will be required to proceed.

Administrator Privileges Required *

Inject into & running process

To perform the requested operation pou need to restart Coverage Yalidator with adminiztrator ights.

@ Regtart with gdministrator privileges... Continue without Administrator privileges
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Injecting into a service?
If your process is a senice, Coverage Validator won't be able to attach to it.

Senices can't have process handles opened by third party applications, even with Administrator
privileges.

In order to work with senices, you can use the NT senice API and monitor the senice

You may see this warning dialog when trying to inject into a senvice:

Inject into service warning ? >
Application: C:\Program Files (x86)\Autodesk\Autodesk Desktop App\AdAppMarSve.exe
Injecting into services does not normally work because of the security privileges that services run with.
We recommend that you use the MT Service API  that is described in the Help file.

Learn mare about problems that can occur when injecting into applications.

Do you wish to continue trying to inject into the service?

Yes, Continue Injecting | | Mo, Cancel Imjecting

User interface mode

There are two interface modes used while starting a program
e Wizard mode guides you through the tasks in a linear fashion
e Dialog mode has all options contained in a single dialog

All the options are the same - just in slightly different places

In this section we'll cover the Wizard mode first and the Dialog mode later.

The attach to running process wizard
The first page of the wizard shows a list of running system and user processes.

The Arch column is not shown when running 32 bit Coverage Validator because only 32 bit processes
are listed.

Any processes that have grayed out .Net values cannot instrument the .Net part of the application (native
components will be instrumented).
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= Attach to running process wizard ? X

Select the process you want to attach to from the lizt,
v Spstern processes W Services W Userprocesses O FullPath  ©* Image Name Refresh

D Arch .Net Admin Process ~
9200 xbd dotMetCoreSelfContained Consolefpp.exe

9332 xbd dotMetExample10_0.exe

20356 xbd igfxEM.exe

20344 x36 vmware-tray . exe

19844 %86 WIZOKPICK.EXE

19744 xbd @ nvxdsync.exe

19724 xbd TextlnputHost.exe

19356 xbd RuntimeBroker.exe ™

TestDotMetFramework472 exe Mative and _Met instrumentation

Mest »» Cloze

Choose the process and click Next >> for the next page of the wizard.

Page 1: Choosing the process

o System processes/ Services/ User processes * show any or all of senices and system or user
processes in the list

o Full path > shows the full path to the process executable in the list
 Image Name * shows the short program name without path
¢ Refresh * update the list with currently running processes
Clicking on the headers of the list will sort them by ID or by name using the full name or short name,

depending on what's displayed.

Page 2: Data collection

Depending on your application, and what you want to test, you may want to start collecting data as soon
as injection happens, or do it later.

If your program has a complex start-up procedure, initialising lots of data, it may be much faster not to
collect data until the program has launched.

If it's the startup procedure you want to test, then obviously start collecting data from launch.
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=% See the section on controlling data collection for how to turn collection on and off after launch.

=» The data collection option may be disabled because of the instrumentation mode that is selected.

~ Attach to running process wizard ? >

“'ou have zelected the proceszs shown below to attach to.
|E:'xumhu:'xtest-’-‘-.pps'xdntN etT estdppzh T estD ot etFramework 47245 T estD ot etFramewaork 4 725 binhs e

TestDotMetFramework472 exe Mative and _Met instrumentation

If wou want to collect data from the application from the instant that Coverage Walidator attaches to the process,
zelect the Collect data from application check box.

[v Collect data from application

Click the Attach button to attach to the selected process.

<4 Prev Attach... %

Currently we only support attaching to native applications and the native part of mixed mode
applications.

Summary and starting your program
The second page confirms the process you have selected to inject into, and prompts you to attach:
e Attach... * injects Cowverage Validator into the specified process, showing progress status

=¥ In the general questions see Why might Inject or Launch fail? for troubleshooting launch problems.

Dialog mode

In Dialog mode, all the settings are in one dialog but which still looks very much like the first page of the
wizard above.

The option to start collecting data is at the top, as is the Attach... button
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i Inject Validator into running process ? *
Alttach. .. | Eefresh [¥ Collect data from application

[ Systern processes | Services W User processes " Full Path ™ Image Mame

1D Arch .Net Admin Process ~

9200 16 dotMetCoreSelfContained Consolefpp.exe

11400 xbd v4.0.30319 TestDotMetFrameworkd72.exe

9332 x6d dotMetExamplel0_D.exe

20344 x86 wmware-tray.exe

149844 186 WZOKPICK.EXE

18720 Vi) HELPMARMN.EXE

17744 186 Onelrive.exe

14516 x64 SamsungRapidApp.exe

10268 164 @ GoogleCrashHandlerfd.exe

10760 %86 @ GoogleCrashHandler.exe W

TestDotNetFramework472 exe Mative and .Net instrumentation

3.16.6 Waiting for a program

Waiting for a program

Waiting for a program is essentially the same as injection except that instead of injecting into a running
program, Coverage Validator watches for the process starting up and then injects.

b= the process is a senvice, Coverage Validator won't be able to attach to it as senices can't have
process handles opened by third party applications, even with Administrator privileges.

Choose one of these methods of waiting:

E Launch menu *» Applications > Wait for Application... * shows the Wait for application wizard
or dialog below

or click on the Wait (timer) icon on the session toolbar.

% 4 & /[0

or use the shortcut

Wait for application
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Administrator privileges
The following applies only if you did not start Coverage Validator in administrator mode.

If the application you want to wait for is running with Administrator privileges, Coverage Validator will also
need to run with Administrator privileges.

When choosing the 'wait for program' method described in this topic, a restart of Coverage Validator with
administrator privileges will be required to proceed.

Administrator Privileges Required *

Wait for an application to start

To perfarm the requested operation pou need to restart Coverage Y alidator <64 with adriniztrator rights.

@ Festart with Adrinistratar privileges. Continue without &dminiztrator privileges

Waiting for a service?

If your process is a senice, Coverage Validator won't be able to attach to it.

Senices can't have process handles opened by third party applications, even with Administrator
privileges.

In order to work with senices, you can use the NT service APIl and monitor the senice

The wait for application dialog

The wait for application dialog lets you specify the application or choose one that you've waited for
previously.
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~ i Wait for process to start then Inject Validator into process ? x
¥ Collect data from application “wiait For Process |
Application Type: Stop ‘waiting |
INative and Met ;I

Application Path Policy:

IF'ath to executable exists ;I

Application Executable:

IE:'x-:um"sc'xsvlLl pdatek xel ependencies\ =64 \Releasze’avil pdateE el ependencies. exe Browse...

Application DLL:

I Browsze. ..

]

Previously waited upon applications [double click to relaunch] & Full Path  © Image Mame Fezet

Admin Executable DLL
dotnetExamplel0_D.exe

nativeExample x6d.exe

e Collect data from application * do want to collect data from the instant you attach to the
application?

Depending on your application, and what you want to validate, you may want to start collecting data
as soon as injection has happened, or do it later.

If your program has a complex start-up procedure, initialising lots of data, it may be much faster not
to collect data until the program has launched.

If it's the startup procedure you want to validate, obviously start collecting data from launch.

= See the section on controlling data collection for how to turn collection on and off after launch.
=* The data collection option may be disabled because of the instrumentation mode that is selected.

o Application Path Policy * specify how the specified executable is treated
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o Path to executable exists * the executable will be checked that it exists and is appropriate for
Coverage Validator to work with

o Path to executable is created dynamically * most pre-wait checks are not performed - use this if
the path the executable is on does not exist at the time you start waiting for the process to start

o Application type * choose the type of application

o Native and .Net
o .Net Core (Framework Dependent)
o .Net Core (Self Contained)

o Application Executable > edit or Browse... the application to wait to start.
The name of the executable. For example c:\unitTests\test.exe or test.exe.

If Application Path Policy is Path to executable exists this must be the full path to the executable.
For example c:\unitTests\test.exe.

For native applications this is the application executable.
For .Net Framework applications this is the application executable.

For .Net Core Framework-dependent applications this is most likely going to be c:\program
files\dotnet\dotnet.exe.

For .Net Core Self-contained applications this is the application executable.

e Application DLL * edit or Browse... the application DLL to wait to start. This field is only needed
for .Net Core applications.

The name of the DLL. For example c:\unitTests\test.dll or test.dll.

If Application Path Policy is Path to executable exists this must be the full path to the dlIl. For
example c:\unitTests\test.dll.

For native applications this is not used.
For .Net Framework applications this is not used.

For .Net Core Framework-dependent applications this is the application dll. (the name of the dIl that
you would pass to dotnet.exe on the command line).

For .Net Core Self-contained applications this is the dll that has the same name as the application
executable. (for theApp.exe, the dll name is theApp.dll).

e Full path * shows the full path to the process executable in the list
e Image Name »* shows the short program name without path

e Reset * clears the list
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o Wait for Process... *> starts waiting and then injects Coverage Validator into the specified process,
showing progress status

o Stop Waiting » stops the wait

What could go wrong?

The program you're waiting for might already be running, in which case you'll be given the option to
cancel or attach to the existing process:

Already Running

& The specified process
/.-' [ErnomicyperformanceValidatornpvExampletDebugl10_0hpvExam
= ple.exe] is already running.

Do you want to attach to that process?

Yes Mo

Timing issues are inherit with native injecting into a program as it starts up.

This could cause the injection to fail in unpredictable ways and you may see dialogs like that below:

Unable to inject into application >

It is not possible to inject into process 476.

L

When trying to acquire a process handle using OpenProcess()
we received this error code:

Winz2 Erron

“Access is denied.”

One case when this dialog can occur is if the program needs to run at an elevated privilege and is waiting
for the user to give permission via the UAC dialog.

Injection may fail for different reasons and you might see the following information dialog showing:
e messages relating to the specific failure

¢ a selection of reasons why failure might be occurring
e some possible solutions to the problem
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Inject into process failed

|njection of the prafiling DLL inta the target application Failed.

Application: e:\omi.chocoveragey alidatorstabserdhreleasecoveragel alidator. exe

Could not allocate memory in target process

Win32 Ermmor: Acceszs iz demied.

DLL Injection can Fail for many reasons:
114 mizzing DLL in wour application.
218 mizzing DLL in Performance Y alidator x64
3] 'ou have previously injected into the zame instance of thiz application. Start the application aga
4] The application may have started and finished before the DLL could be injected.
5] The application security zettings do not allow process handles to be opened.
6] The application iz a service.
71 Semrvice and Performance Validator #64 should both run on the zame user account.

3] Injecting into some processzes just does not work.

Learn mare about problems that can ocour when injecting into applications.

Solutions
Ty laurnching your application from Performance Yalidator x64 rather than injecting into it.

If pou are working with a service [or [15] ty uzsing the  MT Service AP

Ty running Perfarmance Walidatar 264 Az Administrator' Pwindows Wista/7 /8 onwardsz)

DLL: ehombchperformancey alidatorstabserdreleaze_sB4heviperformancevalidatorstubB432. dil

iti then re-inject.

Cloze

Sometimes retrying a few times might catch a better moment for attaching to the process.

= In the general questions see Why might Inject or Launch fail? for troubleshooting launch problems.

Example Dialogs

Native
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9 Wait for process to start then Inject Validator into process 7 >
¥ Collect data from application Wwialt For Process |
Application Type: Stop YW aiting |
I M ative and .Met ;I

Application Path Policy:

I Path to executable exists ;I

Application Executable:

IE:'\Dm'\u:"\vaLl pdatek welependencieztx64'\Releazehzvil) pdateE sel ependencies. exe Browse...

Application DILL:

I Browsze...

Previougly waited upon applications (double click to relaunch) @ Full Path  © Image Mame Rezet

Ll

Admin Executable DLL
dotnetExample10_D.exe

nativeExample_xfd.exe

Copyright © 2002-2025 Software Verify Limited



286 Coverage Validator Help

9 Wait for process to start then Inject Validator into process 7 >
¥ Collect data from application Wwialt For Process |
Application Type: Stop YW aiting |
I M ative and .Met ;I

Application Path Policy:

IF'ath to executable i created dynarmically ;I

Application Executable:

Iu:h:utnetE wample10_0. exe Browsze. ..

Application DILL:

I Browsze...

Previougly waited upon applications (double click to relaunch) @ Full Path  © Image Mame Rezet

DLL

N

Admin Executable

dotnetExamplel0 |

nativeExample_xfd.exe

.Net
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= Wait for process to start then Inject Validator into process ? x

¥ Collect data from application Whait For Process |
Application Type: Stop W aiting |

I Mative and Met ;I

Application Path Palicy:

IF'ath to executable exists ;I

Application Executable:

IE:"u:um'xu:'xu:u:uverage"v"alidatcur'xe:-:amples'xdcutN etk xamplehbintxBd\Releasel0_0\dotnetE samplel0_0.exe Browse. ..

Application DLL:;

I Browse. ..

Previously waited upon applications [double click to relaunch] @ Full Path ¢ Image Mame Fezet

4

Admin Executable DLL
dotnetExample1d_J.exe

nativeExample_x6d.exe

.Net Core (Framework-dependent)
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= Wait for process to start then Inject Validator into process ? X

¥ Collect data from application Wait For Process |
Application Type: Stop YW aiting |

I.Net Core [Framework-Dependent] ;I

Application Path Policy:

IF'ath to executable exists ;I

Application Executable:

IC:\F'mgram Files\dotnetsdotM et exe Browse...

Application DLL:
IE SombchtestappahdotnetCore doth etCoreConsoledpphdotM etCoreConzoled pphbini D ebughnetcoreapp2. 14 dotMetCoreConzoledpp. dil Bronze...

Previously waited upan applications (double click ta relaunch] @ Full Path 7 Image Mame Fleset

g

Admin Executable
dotnetExample10_0.exe

nativeExample_xfd.exe

.Net Core (Self-contained)

= Wait for process to start then Inject Validator into process ? *

¥ Collect data from application wait For Process |
Application Type: Stop ' aiting |

I.Nel Core [Self-Contained) ;I

Application Path Palicy:

IPalh lo executable exists ;I

Application Executable:

IE “AomhchtestdppsidotnetCore' dot etCoreS elfContainedConsoledpphdath etCareS elfContainedConsoledpptbinkD ebughnetcoreapp3. 1\ datM etCoreS elf ContainedConzsolefpp. exe Browse... I

Application DLL:
IE AomichtestdppshdotnetCore'dotM etCoreS elfContainedConsoledpphdatN etCores elfContainedConsoledppibint D ebuginetcoreapp3. 1 \dotM etCoreS elf ContainedConsoledpp. di Browse...

Previously waited upon applications [double click ta relaunch] & Ful Path ¢ Image Mame Reset

Admin Executable DLL
dotnetExamplel0_0.exe

nativeExample_x6d.exe
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3.16.7 Monitor a service

Monitoring a service

Monitoring a senice works for:
o Native senices
o .Net senices
o Mixed mode senices.

Native Services

If you are working with native senvices you must use the NT Service APl in your senice as well as
using the Monitor a senice method below.

.Net Services
Cowerage Validator won't attach until some .Net code is executed.

If there is native code being called prior to the .Net code, Coverage Validator won't monitor that code,
only the native code called after the first .Net code that is called.

To monitor any native code called prior to your .Net code, use the NT Senice API.
Mixed Mode .Net Services
You don't need to use the NT Services API.

If you are working with a .Net senice that loads native DLLs, or a mixed mode senice, Coverage
Validator will recognize the senice when the .Net runtime starts executing the .Net senice main.

= when working with Coverage Validator and senvices, you still start the senice the way you normally
do - e.g. with the senice control manager.

The code that you have embedded into your senice then contacts Coverage Validator, which you should
have running before starting the senice.

To start monitoring a senvice:
E Launch menu *» Services * Monitor a service... * shows the Monitor a senice dialog below

Or use the shortcut

Monitor a senvice

The monitor a service dialog

First ensure the senvice is installed, but not running.
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Set the senice to monitor, choose whether to start collecting data right away, and click OK.

Monitor a service ? X

Miwed Mode «| |+ Collect data from application

Service bo monitar:
|E:"-.u:um"-.u:'\u:u:uverage\-"alidatnr'\eHamples'ﬁservicehﬂelease'ﬁservice&-".e:-ce Browse... |

[f you are warking with native zervices pleaze read the Mative Services APl Help topic.

Help Mative Services AP Help ] 4 | Cancel |

e Service to monitor * type or Browse to set the senice name to monitor
e OK » waits for the senvice to start before injecting into it

Start the senice in the normal manner, e.g. from the control panel, the command line or
programmatically.

Data collection

e Type of data collection *» Are you only interested in Native data, .Net data or both Native data and
.Net data?

¢ Native Only * Ignore all .Net data in the target application.

¢ .Net Only * Ignore all Native data in the target application.

¢ Mixed Mode * Collect both Native and .Net data from the target application
This setting cannot be changed after the application is launched

e Collect data from application » If it's the startup procedure you want to validate, obviously start
collecting data from launch.

Depending on your application, and what you want to validate, you may want to start collecting
data as soon as injection has happened, or do it later.

If your program has a complex start-up procedure, initialising lots of data, it may be much faster
not to collect data until the program has launched.

If it's the startup procedure you want to validate, obviously start collecting data immediately.

=% See the section on controlling data collection for how to turn collection on and off after launch.

= The data collection option may be disabled because of the instrumentation mode that is
selected.
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Examples
Example demonstrating how to monitor a service.

Example demonstrating how to monitor an application launched from a senice (how to monitor any
application running on a senvice account).

3.16.8 IS

Enter topic text here.

3.16.8.1 Monitor IIS and ISAPI

Monitoring ISAPI
Monitoring ISAPI works for:
o Native ISAPI extensions.
¢ Mixed mode ISAPI extensions (native ISAPI that uses .Net code).

If you are working with native ISAPI you must use the NT Senice API in your service as well as using
the Monitor ISAPI method below.

To start monitoring ISAPI:
E Launch menu * 1IIS menu * Monitor lIS and ISAPI... * shows the Monitor ISAPI dialog below

Or use the shortcut

Monitor lIS and ISAPI

The monitor ISAPI dialog

Set the dll to monitor, the web root, the IIS process, an optional web browser to use and an optional url
to launch, and click OK.
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Monitor [SAPI
Mixed Mode ~| ¥ Caollect data from application
ISAPI DLL:

| C: YtestISAPTWebsite walidate dil

32 bit ISAPI extension. Ensure Application Pool "Enable 32-bit Applications™ is TRUE

IS web root:
| C:\testISAPTWebsite

IIS process to monitor:

Any 115 ﬂ

Internet Information Server 10.0. Monitor &4 bit and 32 bit processes.

Web Browser:

|C: YWINDOWS\SystemApps {Microsoft. MicrosoftEdge_8wekyb3dabbwe \MicrosoftEdoe. exe j

[ Stop IIS when web browser is dosed

URL to open in browser:

| htip:/localhost:a 1fvalidate. di? 123456 7890 123456

Help Mative Services API Help | 0K |

Browse...

Browse...

Cancel

o ISAPI DLL > type or Browse to set the ISAPI DLL that we're monitoring
o |IS web * type or Browse to set the web root for the IIS website we're working with

o 1IS process to monitor » select the IIS process we're working with

o Web Browser * select the web browser that you're going to use to load the web page

* URL to open in browser * type the web page and arguments you want to load to cause the ISAPI

to be loaded in IS

o OK *resets IIS, setups all the variables, copies DLLs and settings into the web root and starts the

web browser to load the specified web page

E IIS is a protected process and can only execute, read and write files in specific directories. That's
why Cowverage Validator copies data to the web root so that it can be read, written or executed.

Data collection
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o Type of data collection * Are you only interested in Native data, .Net data or both Native data and
.Net data?

¢ Native Only * Ignore all .Net data in the target application.

¢ .Net Only * Ignore all Native data in the target application.

¢ Mixed Mode * Collect both Native and .Net data from the target application
This setting cannot be changed after the application is launched

e Collect data from application * Ifit's the startup procedure you want to validate, obviously start
collecting data from launch.

Depending on your application, and what you want to validate, you may want to start collecting
data as soon as injection has happened, or do it later.

If your program has a complex start-up procedure, initialising lots of data, it may be much faster
not to collect data until the program has launched.

If it's the startup procedure you want to validate, obviously start collecting data immediately.

=% See the section on controlling data collection for how to turn collection on and off after launch.

= The data collection option may be disabled because of the instrumentation mode that is
selected.

Slow Startup

The first time you work with Web Development Server and Coverage Validator you may experience a
delay during startup. This is most like because symbols are being downloaded from Microsoft's symbol
servers to match the DLLs and assemblies on your machine.

3.16.8.2 Monitor IIS and ASP.Net

Monitoring ASP.Net Application (lIS)
To start monitoring ASP.Net application running in IIS:

|E| Launch menu * IIS menu » Start ASP.Net Application... * shows the Start ASP.Net
Application dialog below

Or use the shortcut

Monitor IIS and ASP.Net

The Start ASP.Net application dialog
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Set the asp worker process, the web root, an optional web browser to use and an optional url to launch,
and click OK.

Start ASP.Met application (II5)

Mixed Mode +| ¥ Collect data from application

ASP.Net worker process

|any 115

Internet Information Server 10.0. Monitor 64 bit and 32 bit processes.
Web Root

Website root directory (for example: c:\InetPubiwwwroot):

| C:linetpubwwwroot

Web Browser

Browse... | SetDefauIt|

|C: WINDOWS\SystemApps Microsoft. MicrosoftEdge _8wekyb3dsbbwe \MicrosoftEdge . exe

[ Stop IIS when web browser is dosed

Specify the URL to open in the browser thatis

=

5000 Delay (in milliseconds) after resetting IIS/ASP.Met before the web browser is started by Coverage Validator

Help

=

Start ASP.Met | Do not start ASP.Net |

Data collection

ASP.Net worker process > select the IIS process we're working with. This can be any ASP.Net
process or a specific one. The default is Any IIS.

IIS web *> type or Browse to set the web root for the IIS website we're working with
Web Browser * select the web browser that you're going to use to load the web page

URL to open in browser * type the web page and arguments you want to load to cause the ISAPI
to be loaded in lIS

OK * resets IIS, setups all the variables, copies DLLs and settings into the web root and starts the
web browser to load the specified web page

E IIS is a protected process and can only execute, read and write files in specific directories. That's
why Cowverage Validator copies data to the web root so that it can be read, written or executed.

o Type of data collection * Are you only interested in Native data, .Net data or both Native data and
.Net data?

¢ Native Only * Ignore all .Net data in the target application.
¢ .Net Only * Ignore all Native data in the target application.

¢ Mixed Mode * Collect both Native and .Net data from the target application
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This setting cannot be changed after the application is launched

e Collect data from application » If it's the startup procedure you want to validate, obviously start
collecting data from launch.

Depending on your application, and what you want to validate, you may want to start collecting
data as soon as injection has happened, or do it later.

If your program has a complex start-up procedure, initialising lots of data, it may be much faster
not to collect data until the program has launched.

If it's the startup procedure you want to validate, obviously start collecting data immediately.

=% See the section on controlling data collection for how to turn collection on and off after launch.
= The data collection option may be disabled because of the instrumentation mode that is
selected.

Slow Startup

The first time you work with lIS and Coverage Validator you may experience a delay during startup. This
is most like because symbols are being downloaded from Microsoft's symbol servers to match the DLLs
and assemblies on your machine.

3.16.8.3 Reset & Stop IS

Reseting IIS

E| Launch menu * IIS menu * Reset IIS * resets Internet Information Server (stops it and starts it
again).

The session is not discarded when IS is reset.
Stopping IIS

E| Launch menu * IIS menu * Stop IIS * stops Internet Information Server.

The session is not discarded when IIS is stopped.

3.16.9 Web Development Server
Enter topic text here.

3.16.9.1 Monitor Web Development Server and ASP.Net

Monitoring ASP.Net Application (WDS)
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To start monitoring ASP.Net application running in lIS:

|E| Launch menu * Web Development Server menu * Start ASP.Net Application... » shows the
Start ASP.Net Application dialog below

Or use the shortcut

Monitor Web Development Server and ASP.Net

The Start ASP.Net application dialog

Set the web development server, the port to use, path to the web application, virtual path, an optional
web browser to use and an optional url to launch, and click OK.

Start ASP.Net application (WDS) ? ped

Mixed Mode ~| [ Collect data from application

Web Development Server

|C: \Program Files (x36)\Common Files\Microsoft Shared\DevServer|11.0\WebDev . WebServer4d. EXE ﬂ

Port |—49158

Path

Website root directory (for example: c:\myWebAppimyWebApp):

| e:lom\c\testApps WebApplication 1YWebApplication 1] Browse...

Virtual Path

|/

Web Browser

|C: WINDOWS\SystemApps WMicrosoft. MicrosoftEdge_&wekyb3dabbwe WMicrosoftEdge. exe j
[~ Stop WDS when web browser is dosed

Specify the URL to open in the browser that is launched

http:/flocalhost: 49158/ | Default.aspx

Help Start ASP.Net | Do not start ASP.Met |

Web Development Server *> select the WDS process we're working with. The default is the most
recent version installed on the computer.

Port > select the port that the server will serve pages on. The default is 49158 (the same value that
Visual Studio uses).

Path > type or Browse to set the path to the ASP.Net application.

Virtual Path *> type the path on the server that corresponds to the web application. The default is /.
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o Web Browser * select the web browser that you're going to use to load the web page.

¢ URL to open in browser * type the web page and arguments you want to load to cause the ISAPI
to be loaded in IIS.

e OK » resets IIS, setups all the variables, copies DLLs and settings into the web root and starts the
web browser to load the specified web page.

E Web Development Sener is not a protected process like IIS. This can make working with WDS
much easier than working with IIS.

Data collection

o Type of data collection * Are you only interested in Native data, .Net data or both Native data and
.Net data?

¢ Native Only > Ignore all .Net data in the target application.

¢ .Net Only * Ignore all Native data in the target application.

¢ Mixed Mode * Collect both Native and .Net data from the target application
This setting cannot be changed after the application is launched

e Collect data from application * Ifit's the startup procedure you want to validate, obviously start
collecting data from launch.

Depending on your application, and what you want to validate, you may want to start collecting
data as soon as injection has happened, or do it later.

If your program has a complex start-up procedure, initialising lots of data, it may be much faster
not to collect data until the program has launched.

If it's the startup procedure you want to validate, obviously start collecting data immediately.

= See the section on controlling data collection for how to turn collection on and off after launch.

=% The data collection option may be disabled because of the instrumentation mode that is
selected.

Slow Startup

The first time you work with Web Development Server and Coverage Validator you may experience a
delay during startup. This is most like because symbols are being downloaded from Microsoft's symbol
senvers to match the DLLs and assemblies on your machine.
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3.16.9.2 Stop Web Development Server

Stopping Web Development Server

E| Launch menu > Web Development Server menu * Stop Web Development Server » stops
Web Development Sener.

The session is not discarded when Web Development Sener is stopped.

3.16.10 ASP.Net Core Web Application

Enter topic text here.

3.16.10.1 Start ASP.Net Core Web Application

Monitoring ASP.Net.Core Web Application
To start monitoring ASP.Net application running in lIS:

E Launch menu *» Web menu * ASP.Net Core Web Application... *» shows the Start ASP.Net
Core Web Application dialog below

Or use the shortcut

Start ASP.Net Core Web Application

The Start ASP.Net Core application dialog

Set the web development server, the port to use, path to the web application, virtual path, an optional
web browser to use and an optional url to launch, and click OK.
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Launch ASP.Net Core web application ? x

Mixed Mode A =

.Net Core Web Application
Application to launch (*.exe):
| E:'om'\c\coverageValidator\examples'aspMetCoreExample \asphetCoreExample binDebuginets. 0\aspMetCoreExample . exe Browse...

Application to launch (*.dll):
| E:om'c\coverageValidator\examples'aspMetCoreExample \asphetCoreExample \bin\Debuginets. 0\aspMe tCoreExample.dll Browse...

I

Startup Directory:
| E:om'c\coverageValidator\examples'aspMetCoreExample\asphetCoreExample Dir...

Web Browser

|C: \Program Files (x86)\Microsoft\Edge \Application125.0. 2535.67\msedge . exe ﬂ

I Stop .Met Core application when web browser is dosed

Specify the URL to open in the browser that is launched

| https: /flocalhost: 7215 j

5000 Delay (in milliseconds) after starting ASP.Net Core web application before the web browser is started by Coverage Validator

Help Start ASP.Net Core Do not start ASP.Net Core |

.Net Core Web Application (exe) * select your ASP.Net Core web application to launch.

.Net Core Web Application (dll) > select your ASP.Net Core web application to launch.

o Startup Directory * type or Dir... to set the path to the ASP.Net application.
This value will be auto-populated based on the path you specify for your application.
o Web Browser * select the web browser that you're going to use to load the web page.

o URL to open in browser * type the web page, port and arguments you want to load to cause the
ISAPI to be loaded in IIS.

This value will be auto-populated based on the path you specify for your application.

Example: https://localhost:7215

o Start ASP.Net Core » starts your ASP.Net web application, then starts the web browser to load
the specified web page.

Data collection

o Type of data collection * Are you only interested in Native data, .Net data or both Native data and
.Net data?

¢ Native Only * Ignore all .Net data in the target application.

¢ .Net Only * Ignore all Native data in the target application.
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¢ Mixed Mode * Collect both Native and .Net data from the target application
This setting cannot be changed after the application is launched

e Collect data from application * Ifit's the startup procedure you want to validate, obviously start
collecting data from launch.

Depending on your application, and what you want to validate, you may want to start collecting
data as soon as injection has happened, or do it later.

If your program has a complex start-up procedure, initialising lots of data, it may be much faster
not to collect data until the program has launched.

If it's the startup procedure you want to validate, obviously start collecting data immediately.

=% See the section on controlling data collection for how to turn collection on and off after launch.
= The data collection option may be disabled because of the instrumentation mode that is
selected.

Slow Startup

The first time you work with ASP.Net Core and Cowverage Validator you may experience a delay during
startup. This is most like because symbols are being downloaded from Microsoft's symbol servers to
match the DLLs and assemblies on your machine.

3.16.10.2 Stop ASP.Net Core Web Application

Stopping ASP.Net Core Web Application

E| Launch menu *» Web menu » Stop ASP.Net Core Web Application * stops ASP.Net Core
web application.

The session is not discarded when the ASP.Net Core web application is stopped.
3.16.11 Linking to a program

Why link Coverage Validator into your program?

There are cases when you might need to link Coverage Validator directly into your program.

Sometimes the normal methods of launching and injecting aren't enough to get the data needed for a
particular debugging task.

For example:
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e maybe the data to be monitored has already been allocated before the stub was successfully
injected

e maybe there is conflict with DLLs or a timing problem stopping the injection process from work as
well as normal

These situations are rare, but given the variety of different applications, can happen.

Linking to your program
The library that you need to link to is:

e svlCoverageValidatorStubLib.lib for 32 bit
e svlCoverageValidatorStubLib x64.1ib for 64 bit

When linked and started, your program will automatically start Coverage Validator.

&= The libraries should be linked to your program's .exe, not to a DLL that is loaded into your program.

3.16.12 .Net Core Runtime Arguments Editor

The .Net Core runtime arguments editor allows you to choose which options you pass to the .Net Core
runtime.

Typically no arguments or just "exec" are passed to the runtime, assuming everything that is needed is
in the same directory.
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.Met Core Runtime Options

.Met Core SDK Version: [3.1 -

[~ -—-additionalprobingpath
| —additional-deps

[~ —depsfile

[~ —runtmeconfig

v -—rol-forward

|Disable j

[ —f-version

¥ exec

FEEE .

Example donet.exe command line:

—roll-forward Disable exec

Learn more; hitps: ffdocs. microsoft, comfen-us/dotnet/core ftoals /dotnet#runtime-options OK | Cancel

Enabling each check box will add the appropriate option to the runtime arguments.

The field can populated using the Browse... button to display a file or folder browser, or edited directly if
you wish to add more than one path.

Some fields change depending on the SDK version chosen.
o --additionalprobingpath * path containing probing policy and assemblies to probe
o --additional-deps * path to an additional .deps.json file
o --depsfile *» path to the deps.json file.
o -runtimeconfig * path to a runtimeconfig.json file
o -roll-forward * how to apply roll forward for .Net Core SDK 3.0 and above
e --roll-forward-on-no-candidate-fx * how to apply roll forward for .Net Core SDK 2.x
o --fx-version * version of .Net runtime to use to run the application

e exec *» adds the "exec" keyword at the end of the arguments list
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3.17

3.18

If you don't know what these options are you should read the .Net runtime options document shown in
the link below before changing any of them.

We cannot advise you on how to set these values - except to say that if you're not setting them when
using .Net Core outside of this software tool you shouldn't be setting them when using this software tool.
.Net Core Runtime Options

.Net Core provides some options that allow you to control how .Net Core performs.

Detailed information on these options is provided by Microsoft at https://docs.microsoft.com/en-
us/dotnet/core/tools/dotnet#runtime-options.

Stopping your target program

Stopping the application
You can stop or kill your program at any time using the task manager, or debugger.
You can also stop your program from within Coverage Validator.

|E| File menu > Abandon Application... » stop the target program

or click on the red cross icon on the session toolbar.

=, |§ U),

The target program is ended using ExitProcess () from inside the stub.

Since the session is discarded, using Coverage Validator to stop the target program is usually quicker
and more convenient than external stop methods.

=% You can easily re-launch the program again using the same settings as before.

Command Line Builder

The command line builder helps you create command lines with valid options.

The command line builder is a two stage process, the first stage helping your choose how you want to
build the command line, and the second stage actually building the command line based on the choices
in the first stage.
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Command Line Builder

How would you like to build your command line?
= T'll build my own command line

(" Use a predefined template for common command line tasks

Mative & .Met: Run & Save session

(" se an existing command line I use to launch my program

(" Use an existing Coverage Validator command line

(" se an existing Coverage Validator command file

Mext | Cancel |

There are five options for building your command line:

e I'll build my own * you'll build your command line from scratch, with no predefined options

e Use a predefined template * choose from a list of predefined command lines that you can

customize

The predefined templates cover a range of tasks you may want to perform from the command
line. These include running sessions, saving sessions, exporting to HTML, XML, Cobertura, and

merging code coverage data.

Examples are provided for both Native and .Net applications, and .Net Core applications.

e Use an existing command line » use the command line you use to start the tool you want to

collect code coverage for

Example: e:\dev\paintpot\release\paintpot.exe e:\testimages\venn.png -invert -

mirror -phaseChange

e Use an existing Coverage Validator command line * use an existing Coverage Validator

command line and customize that

Example: -program e:\dev\paintpot\release\paintpot.exe -hideUI -exportAsHTML e:
\testResults\gannt.html -allArgs e:\testimages\gantt.png -inflate:3
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o Use an existing Coverage Validator command file * use an existing Coverage Validator
command file and customize that

Example: -commandFile e:\commandFiles\paintpot gantt.cf

When you have made your choice the Next button moves you to the customization part of the command
line builder.

Command Line Builder ? *

Command Line Arguments

Argument Value Description Add
-pregram "chrmyProgram.exe” Program to launch Edit... |
-mergeClearRebuild Reset merge statistics when application un...

R
-mergeTolCentralSession Cn Turn auto merge on/off ﬂl
-mergeCentralTeCurrentSession On Merge the central session into the current s... Remave Al |
-centralDirectory "chmyResults” Specify directory to store merge information
-saveSession "c\myResults\sessionl.cvm” Save the current session when the run is co..

Add Hide
-hidel! Hide the user interface 4|
-exportAsHTML "ci\myResults\sessionT.html” Export the session as HTML Add Debug |
-exportAsXMLCobertura "chmyResults\session1.xml” Export the session as an XML Cebertura file Add Expart |

Add Merge |

Impaort... |
Command Line Output
ICommand line with arguments ;I

Command line:

I "e:lomc\coverageyalidator \tabservrelease\coverageValidator.exe” -program "c:ymyProgram.exe”™ -mergeClearRebuild -mergeToCe Copy |

Cornmand File:

I Browse, ., | Viewd. . |
Test Command Line Close |

The image above shows the command line builder populated with one of the predefined template choices.
You can see a few entries refer to directories and files that do not exist on disk (they are red).

These are items you will need to customize to match the program you are testing.
For example, the -centralDirectory will need to created before you run the test.

Any entries that will only exist after they have been created by the test will also be shown in red.
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Editing

To edit an argument, double click the argument. A combo box will display a list of valid arguments you
can choose.

To edit a value, double the value. If the argument type has a list of known values a combo box will be
provided, directories will display a directory chooser, files will display a file chooser, numbers will only
allow numeric editing. All other values will be edited as text.

e Add * add a new argument to the grid

e Remove » remowe the selected item

e Remove All > remowes all items in the grid

e Add Hide » adds a -hideUl argument which will cause Coverage Validator to hidden when running.
Cowverage Validator will close after the target program finishes running

¢ Add Debug * adds various arguments which will cause Coverage Validator to display error
messages if there are problems with the command line.

e Add Export * adds export options that will cause Coverage Validator to export html and/or xmi
reports after the target program finishes running

o Add Merge » adds merge options that will cause Coverage Validator to load a session and and
merge sessions after the target program finishes running

e Import... > you can import a command file, the contents of which will replace all the items in the
grid
Command Line Output
There are two command line output styles.

e Command line with arguments » generates a command line containing all arguments and values
shown in the grid

e Command line with command file * generates a command file containing all arguments and
values shown in the grid, and a command line that references the command file

When this option is chosen the command file edit field and the Browse... and View... buttons
are enabled, allowing you to specify a command file name, and to view it's contents.

If a command file has not been specified when this option is selected you will be prompted to
select a name for the command file.

When the command file name is selected the command file will be created with the arguments
and values shown in the grid.

e Copy * copies the command line to the clipboard so that you can paste the command line in cmd
prompts, batch files and automated scripts (Jenkins etc)
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e Browse... > opens a Windows file dialog to allow you to specify the command file location

e View... > opens the command file using the Windows shell, this allows you to view the command
file in your favourite editor

Testing

If you wish to test the command line, you have two options:

e Manual test > use the Copy button to copy the command line, then paste it into a cmd prompt
and press return.

e Test Command Line *» a new instance Coverage Validator is started with the specified command
line.

3.19 Data Collection

Collecting data

Once you've launched or injected into a program, you can stop and start data collection whilst the
program is running.

This is a high level switch that controls all data collection, regardless of any other settings.
With data collection off, the target program runs at close to normal speed.

Temporarily turning off collection can be a good idea if you need to take actions to get the program into
the right state for validation.

You can also turn data off from the start and only turn it on when you need it.

Starting and stopping data collection

E File menu *> Start collecting data... *> starts collecting data immediately

or click on the green icon on the session toolbar to start collecting.

%, o [0]

E File menu » Stop collecting data... > stops collecting

or click on the red icon on the session toolbar to stop.
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3.20

i X

Collect data from application is disabled. Why?

1y

If the instrumentation detail setting is set to use breakpoints, the collect data from application setting is
disabled - data collection is always on - you can't turn it off.

When the ability to change this setting is disabled both of the above icons will be greyed out, and so will
any "collect data from application" checkboxes on launch dialogs etc.

Help

The help menu

The help menu provides access to useful help, tips and tutorials.

Each item is covered briefly below, in menu order.

Yo

Tips

Tips...

About Coverage Validator...
Overview Video ..

Readme and VYersion History...

Help Topics... F1
Help POF...

Help on softwareverfy.com...

Blog...
Librany...

Tutorials...

Tutorials on softwareverfy.com. .

Contact customer support...
How do 17...

Report a crash »

E Help menu * Tips... > shows the tip dialog where you can browse tips in random order

Here you can also choose whether to display the tips dialog while launching programs.
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Coverage Validator tips *

#26

“'ou can load a coverage session using the File menu
Cpen command.

[T Show tips when launching Anather Tip | Cloze I

About box

E Help menu * About Coverage Validator... * shows contact and copyright information, as well
as details of your license

About Coverage Validator ? X

Cowverage Validator (x86 XP/MVista/7iaM 0iServer) oK
Copyright © 2002-2020 Software Verify Limited

Software Verify Limited

PO Box 123

Ety

Camb=

CB& 2wWa
United Kingdom

zalez@=oftwareverify.com .
support@softwareverify.com h_ .
hitps./wrew softwareverify.com
License
Licenzed user: Stephen
Maintenance I 368842840 (Expires: 2020-11-22)
License ID:  CWV202007030735AB04d-15fc-1858-0200
License type: Single user
Product version: 7.95
Build Mumber: 512
Build Date: Jul 3 2020 18:11:32

Overview Video

E Help menu * Overview Video... > opens a new dialog showing a short video
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The video has sound and does not play automatically.

The video is also available on the product website. Visit https://www.softwareverify.com/products.php and
find the product link for Coverage Validator.

~i C++ Coverage Validator Overview Video *

C++ Coverage Yalidator overview

'ou can find topic zpecific tutorialz on the main Tutonals tab and the Help menu,
e p— o
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Cloze |

Read-me and version history

E Help menu > Readme... * opens the readme.html (from your installation) in your browser.
The readme file contains all the latest information about Coverage Validator including:
e basic information about getting started and where to go for support

e known issues
e version history

To see what's changed since the version you have installed see the latest version history[4.

Help HTML

|E| Help menu » Help Topics... * shows the HTML help dialog
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You might be reading this right now!.

Or click on the question mark icon on the standard toolbar:

= e key also shows the help, but has the added bonus of jumping directly to the page relevant
for the current view or dialog.

= We occasionally get reports of customers seeing exception errors while viewing the HTML help.
Unfortunately, we don't have a solution for this!

Help PDF

E Help menu * Help PDF *> shows the PDF version of this help

You will need a suitable PDF reader such as Adobe Acrobat Reader, but do beware of unwanted add-
on installs.

PDF help for all our products are online[3.

Help on softwareverify.com

|E| Help menu * Help on softwareverify.com > shows the online version of this help?

Blog

E Help menu » Blog > shows the Software Verify BlogE3.

Library

E Help menu * Library * shows the Software Verify Library - all our best articles organised into
related topics for easy access. You will find many articles about getting the most out of Coverage
Validator[4 in here.

Tutorials

The tutorials are intended to guide you through learning how to use aspects of Coverage Validator.

Al tutorials are available onlinel in the form of short videos and examples covering popular topics.
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|E| Help menu » Tutorial... > simply selects the Tutorial tab to show a list of the tutorials

Double click on the row of a tutorial in the list to open it in a browser.

E Help menu » Tutorials on softwareverify.com... » opens the online tutorialsEZ in a browser

Contact customer support

|E| Help menu » Contact customer support > shows the Contact customer support[4 dialog.

Contact Software Verify Custorner Support )4

Have you found a bug? Do you think something could be improved? Have an idea for a new
feature? Or do you need help working aut how to do something?

We're here to help. Tell us what the problem is and we'll get right badk to you with a solution,
How we provide customer support

We provide customer support via email,

Email allows us to exchange detailed bug descriptions, step-by-step instructions,
screenshots, log files, crash dumps and other metadata that can't easily be communicated via
telephone or chat.

Should your support request require escalation to phone, Zoom or remote computer access
we will do that when required.

Start a Support Reguest

Emiail:

support@softwareverify.com

Website customer support form:
https: /fwww . softwareverify. com/suppart/

Close

How do I?

E Help menu * How do I? » shows the How do 1?7 dialog.

DbgHelp Search Info DBGHELP: Symbol Search Path: CAWINDOWS\symbols\dll:C:\Program Files (x86)\Software Verify\Performance Validator x86\examples\nativeExample\Release10_0;
DbgHelp Search Info DBGHELP: C:AWINDOWS\symbols\dil\nativeExample.pdb - file not found

DbgHelp Search Info DBGHELP: CAWINDOWS symbols\dihexeinativeExample.pdb - file not found

DbgHelp Search Info DBGHELP: CAWINDOWSksymbols\diisymbaolsiexe\nativeExample.pdb - file not found

Report a crash
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|E| Help menu » Report a crash » displays the options for reporting a crash.

If an exception report for the Coverage Validator user interface, or an exception report for an application
that Coverage Validator was monitoring is available it will be displayed with options to copy it to the
clipboard and contact customer support at Software Verify.

Report a crash >
The crash report shown below was in the Coverage Validator x64 user interface.

C:\Wsers\stephen\AppData\Roaming\Software Verify\Coverage Validator x64\cvExceptionLoglll_x64. bt

Please email this report to support@softwareverify.com ~
A copy of this report can be found in C:\Users!stephen\AppData'\Roaming\Software Verify\Coverage Validator x64\cvExceptionLoglUl_x&4. txt
Coverage Validator k64 V9,58 [512]

Windows Version: 10.0

Service Padk: 0.0

Build: 19041

54 bit Operating System

Mum Processors: 8

Processor Type: 83664

WM Page size: 0x1000

WM Paragraph size: 0x 10000

WM Minimum address: 0x00000000000 10000
WM Maximum address: 0x00007ffffefff
16244: MB of physical memory

"E:\om\c\coverageValidator\tabserv\Release_x64\coverageValidator_x64.exe™
Thread ID: 6816 (SVL:stubWorker)

Exception code: EOGD7363 M3 C++ Exception

Please send a copy of this report to  support@softwareverify.com Copy | Close
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4 Environment Variables

When launching an application, you might want to pass in some environment variables to your program.
The Environment Variables dialog lets you manage name/value pairs, including importing and exporting
for use between programs or sessions.

The Environment Variables dialog

The dialog initially has no entries.

The example below shows the equivalent of set QT PLUGIN PATH=%QTDIR%\plugins

%‘ Environment Varniables

Lizt the environment wariables pou wish to zet for your application.

-

Name Value

Cancel

o~
=
X

QT_PLUGIN_PATH %OTDIR%\plugins

Add...

Delete

Drelete Al

Acauire

[rpart....

Flele

Export...

e Add... * adds a new item to the list » enter name in the first column, value in the second
o Delete *» deletes a selected item in the list
o Delete All * clears the list
e Acquire » fetches all system environment variables, adding them to the list
e Import... * loads variables from a previously exported file, adding them to the list
o Export... * sawes all entries in the list to a file of your choice
The exported file is a simple ascii file with one entry per line of the form name=value

e OK * accepts all changes
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e Cancel » ignores changes
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Command Line Interface

Coverage Validator provides a command line interface to allow you to perform automated coverage data
collection.

To run 32 bit coverage validator run C:\Program Files (x86)\Software Verify\Coverage Validator
x86\coverageValidator.exe

To run 64 bit coverage validator run C:\Program Files (x86)\Software Verify\Coverage Validator
x64\coverageValidator x64.exe

Automated coverage data collection
Potential uses for automated code coverage analysis are:
¢ In the regression test suite to ensure code coverage of a certain level
e In unit testing to ensure code coverage of a certain level
e Quality assurance
Results from coverage data collection sessions can be merged to form an aggregate result.
Typically, command line options allow Coverage Validator to run by specifying:
e the target program to run
e arguments to pass to the target program
 the working directory to run in
e whether to run with or without the user interface
e a baseline session to compare with
e where and how to save results
e what to include or exclude from hooking

e how to merge results

Usually Coverage Validator would exit between automated tests, but it can be made to stay running if
necessary.

= See the command line reference for an alphabetical listing all the available commands.

Command line argument usage

There are a few basic rules to remember when using the command line arguments:
e separate arguments by spaces
e quote arguments if they contain spaces
e some arguments are only useful in conjunction with others

e some arguments are incompatible with others
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If your command line is very long, consider using -commandpFile to specify a command file for your
arguments.

Unrecognised arguments

Any unrecognised arguments found on the command line are simply ignored, whether or not they are
prefixed with a hyphen.

Arguments intended for your program will not conflict with the Coverage Validator arguments in this
manual as you should use -arg (or -allArgs) to redirect them to your program.

Need some help building the command line?

If you find creating command lines from nothing to be a bit daunting we've created a Command Line
Builder tool to help you build command lines.

You'll still need to complete some details, but the builder will help prevent you making some mistakes.

Command Lines and Floating Licences

Coverage Validator works from the GUI and from the command line with all types of software licence
(floating licences and non-floating licences).

When floating licences are being used Coverage Validator will wait to acquire a floating licence before
proceeding to process the command line options.

There are no options to:
e Checkout a floating licence
e Release a floating licence
e Query for available licences

These options are managed automatically by Coverage Validator, there is no need for such options to be
manually controlled from the command line.

5.1 Example Command Lines
Typical command line examples

The following examples demonstrate a few different scenarios in which you might want to use Coverage
Validator via the command line.

To run 32 bit coverage validator run C:\Program Files (x86)\Software Verify\Coverage Validator
x86\coverageValidator.exe

To run 64 bit coverage validator run C:\Program Files (x86)\Software Verify\Coverage Validator
x64\coverageValidator x64.exe
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Example 1 -running a session

This example starts the application, showing no progress dialog whilst attaching to the process.

On completion, the resulting session is saved, and some tabs are refreshed.

The last tab refreshed is displayed, resulting in the Functions tab being the current tab.

coverageValidator_x64.exe -program "c:\myProgram.exe" -saveSession "c:
\myResults\session1.cvm_x64" -displayUl -refreshResults -refreshCoverage -refreshFunctions -

refreshFilesAndLines

A brief explanation of each argument:

Option Argument
-program "c:\myProgram.exe"
-saveSession "c:
\myResults\session1
.cvm_x64"
-displayUl

-refreshResults

refreshCoverage

refreshFunctions

refreshFilesAndL
ines

Description

The target program to launch

After the application finishes, the session should be
saved in this file

Show the user interface during the coverage test
The current directory for the application to work in

All main data tabs should be refreshed when the test
completes, including the Summary Results

Example 2 - running a session and exiting when the session is complete

This example starts the application, showing no progress dialog whilst attaching to the process.

On completion, the resulting session is saved, and Coverage Validator exits.

coverageValidator_x64.exe -program "c:\myProgram.exe" -saveSession "c:

\myResults\session2.cvm_x64" -hide Ul

A brief explanation of each argument:

Option Argument

Description
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-program "c:\myProgram.exe"  The target program to launch
-saveSession "c: After the application finishes, the session should be
\myResults\session2 saved in this file
.cvm_x64"
-hideUl Hide the user interface during the coverage test.
Coverage Validator closes when the test application
finishes.

Example 3 -running a session (.Net Core, Self Contained)

This example starts a .Net Core application, showing no progress dialog whilst attaching to the process.

On completion, the resulting session is saved, and some tabs are refreshed.

The last tab refreshed is displayed, resulting in the Functions tab being the current tab.
coverageValidator_x64.exe -program "c:\myDotNetCoreApp.exe" -dotNetCoreLaunchType
SelfContained -saveSession "c:\myResults\session3.cvm_x64" -displayUl -refreshCoverage -

refreshFunctions -refreshResults

A brief explanation of each argument:

Option Argument Description
-program "c: The target program to launch
\myDotNetCoreApp.e
xe"
- SelfContained The .Net Core program is s