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Welcome to the Bug Validator software tool. Bug Validator is
an application flow tracer. A flow tracer is an application that
monitors everything that another application does.

Bug Validator monitors each function call, function return, line
visit and exception. At each step the function arguments,
local variables and processor registers are stored allowing
you to view this data at a later time, perhaps whilst
investigating a bug or crash.

We hope you will find this document useful.
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Overview

Welcome to the Bug Validator help manual. This section provides a brief ovenview of the capabilities of
Bug Validator.

This help manual is available in Compiled HTML Help (Windows Help files), PDF, and online.

Windows Help https://www.softwareverify.com/documentation/chm/bugValidator.chm
PDF https://www.softwareverify.com/documentation/pdfs/bugValidator. pdf
Online https://www.softwareverify.com/documentation/html/bugValidator/index. html

Tutorials for Bug Validator are available at https//www.softwareverify.com/tutorial/bug-validator-
tutorial/.

Notation used in this help

> Instruction > steps
E Menu action » steps

Throughout the help you'll find instruction steps like this:
o Filter... » shows the session comparison private filters dialog

or

E Settings Menu » Settings... * Data Collection in the list » Trace Hooks
This is a shorthand notation for performing consecutive steps in the user interface.

The first example indicates that the action of clicking the Filter... will result in showing the dialog
described.

The second example directs you to open the Settings menu (from the menu bar in this case), and
then choose the Settings item, and in the dialog that appears, open the Data Collection option via
the list and select the Trace Hooks child entry.

2 Right mouse button menu

Where you see this mouse menu the instruction is to use the right mouse button menu (a.k.a.
popup menu or context menu) and select the menu option that follows this symbol.

For example: use E’ Edit Source Code...

'h Interactive images
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Shown next to a picture, the hand symbol % indicates the image is interactive and can be clicked
on in order to jump directly to the help section most relevant to the part of the image under the
cursor.

¥ External Links
You may see this symbol [ after some links. Those links lead to an external website (shown in
your default browser), as opposed to jumping to another section in the help. Naturally, if you have no

internet access, these links will be unavailable.

For example: Software Verify Limited3

= Notes
= Warning notes

Notes pertaining to the current topic are indicated by the = symbol. Notes may include
exceptions to a rule, items to watch out for, or other asides to the main topic.

Notes that act as warnings will use the similar = symbol, for example where there's a danger of
crashing your application. Don't panic though - there aren't many of these!

= See also
Where there are other pages in the help that have more detail on the topic at hand, or if there is

additional reading that is not already linked within the content, you will find these sections linked
after the = symbol.

1.2 Introducing Bug Validator

What is Bug Validator?

Bug Validator is an automatic execution history tracer for Windows.

Bug Validator works with versions of Windows from 10.0 through Windows XP, on x86 processors (and
compatible).

What does Bug Validator do?

Bug Validator automatically detects which lines of your program have been executed, and records the
execution history of the application. Bug Validator places a very low overhead on the performance of your
application and does not require the target program to be recompiled or relinked. Bug Validator is
intended to be used in software development labs to analyse software development bugs and crashes.
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1.3

Additionally, the companion software tool Bug Validator Client can be used to analyse bugs that only
happen at customer sites.

Bug Validator can decode the logs created by Bug Validator Client, allowing you to collect data at
customer sites without compromising the intellectual property in your applications debugging symbols.

The main sections of Bug Validator

The user interface is split into two separate sections, each section dedicated to a different task. The two
main sections are:

¢ Execution History
Display the execution history of the application, showing line by line execution history of the application.
Selecting a specific line displays the appropriate source code in a syntax coloured window.

e Diagnostic
Diagnostic information collected by the stub. Information about lines that could not be hooked is
displayed here.

Why Bug Validator?

Bug Validator allows you to record the execution history of an application and to decode the execution
history logs recorded at customer sites using Bug Validator. When you are trying to analyse "customer
only" bugs or bugs that crash without throwing exceptions or dropping into the debugger, Bug Validator
is a valuable tool.

Sessions can be saved and reloaded in Bug Validator for later analysis. Sessions saved using Bug
Validator can be loaded and decoded so that the cause of a crash at a customer site can be analysed.
Sessions can be exported to HTML or XML for providing reports that are appropriate for the management
team, quality assurance team, software engineering teams.

Reliable

Bug Validator has been created with the following criteria in mind.

1) Bug Validator must have no adverse effect on the program's behaviour.

Any hooks Bug Validator places into the target program's code must not affect the registers or the
condition code flags of the program. The program must behave in the same way when being inspected by
Bug Validator as when the program is running without being inspected by Bug Validator.

2) Bug Validator must be reliable and avoid causing the target program to crash.

Since we can't know exactly which DLLs and other components are present on every computer that Bug
Validator is installed on, we have configured every hook, so that they can be enabled or disabled, and/or
installed or not installed.

3) Bug Validator must be capable of having as little impact on the target programs performance
as possible.
To do this we allow you to enable and disable as many or as few function hooks as you wish.
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4) Bug Validator's user interface must be independent of the target program.
Bug Validator's user interface is independent of the target program.

¢ If the Bug Validator user interface crashes, your target program will not crash.

e If the target program crashes the Bug Validator user interface will not crash - you will still have data to
work with.

o If the target program is stopped in the debugger, Bug Validator's user interface will continue to work.

5) Flexibility

Where there are multiple ways of presenting the data, the user should be given a choice over how that
display works. Not all users like the same choices, so providing some choice over the display is always
better than forcing all users to use the same settings.

1.4 What do you need to run Bug Validator?

e Microsoft® Visual Studio®

Bug Validator requires your application to be built using Microsoft® Visual Studio® 6.0 senice pack 3 or
later.

In practice you may find that applications built with Developer Studio 4.2 and later can be used with Bug
Validator.

e User Privileges

Bug Validator uses the CreateRemoteThread() Win32 function. You must have access privileges that
allow you to create threads in other programs. Typically Administrator and Power User user types
have the appropriate privileges. Ordinary user accounts can be easily modified to have the required
privileges. User Privileges are discussed in detail here.

e Registry Access Privileges

Bug Validator requires read access and write access to
HKEY_CURRENT_USER\Software\SoftwareVerification\CrashValidator.

e Operating System

Because the CreateRemoteThread() Win32 function and named pipes are not available on Windows
95®, Windows 98® and Windows Me®, Bug Validator will not run on these platforms.

Bug Validator requires Windows NT® 4.0 or better.
We recommend that the minimum senvice pack lewels are used.
e Windows NT 4.0, Senice Pack 6

e Windows 2000, Senice Pack 2
e Windows XP and later, no senice packs issued at time of product release.
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1.5

1.6

1.7

How to buy Bug Validator

Bug Validator is experimental software and cannot be purchased at this time.

Software Verify Limited
Suffolk Business Park
Eldo House

Kempson Way

Bury Saint Edmunds
IP32 7AR

United Kingdom

email  sales@softwareverify.com

web https://www.softwareverify.com

blog https://www.softwareverify.com/blog
twitter  http://twitter.com/softwareverify

How does Bug Validator work?

Bug Validator is a multi-part program. One part of the program (known as "the stub") is injected or linked
into the target program and communicates with the Bug Validator user interface.

The stub is typically injected into the target program using the CreateRemoteThread() Win32 function.
Communication between the stub and the user interface is done via named pipes. There is no human
readable data format for the communication between the two parts of the program. Both the stub and the
user interface are multithreaded. If required the stub can be linked into the program so that it does not
need to be injected into the program.

The stub walks the entire program image detecting the start of each source code line using PDB and/or
MAP files. Each line is checked to see if it can safely be hooked without corrupting the code for another
line or function, or changing the function of the program. If the line can be hooked, it is hooked. If the line
cannot be hooked the user interface is informed of the line hook failure.

As your program executes the hooks that were inserted track the program's execution and write it to a
buffer that the user interface reads.

What does Bug Validator do?

Bug Validator provides functionality to track an application's execution history for Win32 programs
running on Windows NT® 4.0, Windows 2000® and Windows XP. Bug Validator can also read and
decode the encoded session logs created by Bug Validator, allowing bugs that only occur at customer
sites to be analysed without compromising intellectual property contained in debugging symbols.

The execution history is displayed as a list, with the source code corresponding to any particular line
shown in a window to the right.

There is no requirement to relink or recompile your application to use Bug Validator. All that is required is
PDB files with debug information and/or MAP files with line number information (linker
option /MAPINFO:LINES).
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1.8  Supported Compilers

Bug Validator will work with any PE format executable. Bug Validator supports C++ and Visual Basic.

C/C++ runtime functions are provided by individual compiler vendors. The following compilers are
supported by Bug Validator.

Microsoft Developer Studio 4.0
Microsoft Developer Studio 5.0
Microsoft Developer Studio 6.0
Microsoft Visual Studio 7.0 / .net 2002
Microsoft Visual Studio 7.1 / .net 2003
Microsoft Visual Studio 8.0 / .net 2005
Microsoft Visual Studio 9.0 / .net 2008
Microsoft Visual Studio 10.0 / .net 2010
Microsoft Visual Studio 11.0 / .net 2012
Microsoft Visual Studio 12.0 / .net 2013
Microsoft Visual Studio 14.0 / .net 2015
Microsoft Visual Studio 15.0 / .net 2017
Microsoft Visual Studio 16.0 / .net 2019

http://www.microsoft.com

Microsoft Developer Studio and Microsoft Visual Studio products support both C++ and Visual Basic.

Microsoft use Microsoft's PDB proprietary symbol information format. If your compiler uses PDB
symbol information it Bug Validator will be able to use that information.

¢ Intel performance compiler
The Intel compiler uses the Microsoft runtime already installed on your computer rather than supply its
own.

http://www.intel.com

Intel use Microsoft's PDB proprietary symbol information format. If your compiler uses PDB symbol
information it Bug Validator will be able to use that information.

If the compiler you are using is not listed here, please contact support@softwareverify.com for advice.
We add compilers as we receive requests for them.

1.9 User Permissions

Bug Validator works on any standard user account and on administrator accounts.
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2.1

2.2

2.3

Getting Started

If you have never used Bug Validator before you have probably acquired Bug Validator because you wish
to analyse the flow trace of your application. As such you may want to 'dive in' and identify application
flow trace immediately. If you choose to read the manual first you will find out more about the product
and how to use it to its full advantage.

For those that wish to 'dive in' this section is for you. For those that do not wish to 'dive in' please skip to
the next chapter.

Microsoft Compilers

When working with applications built using compilers from Microsoft you must ensure that your
application is built with debugging information.

Debugging information must be enabled for debug builds (enabled by default) and for release builds
(disabled by default).

To enable debugging information for a DLL/EXE, open the project settings/solution for that DLL/EXE,
select the build type (debug or release), then modify the settings for the compiler to enabled debugging
information and the settings for the linker to enable debugging information. You must enable both
settings to generate debugging information.

Other Compilers

At the time of writing of this help file Bug Validator does not support compilers from any vendor apart
from Microsoft (and Intel's Performance Compiler).

Quick Start

If you want to test the capabilities of Bug Validator you could choose to run the sample program supplied
with Bug Validator - crashValidatorExample.exe. The program crashValidatorExample.exe
demonstrates deadlocks, bad lock strategy and related errors..

¢ Please read these topics before starting:
What do you need to run Bug Validator?
User Permissions

¢ Your application needs to be compiled to produce debugging information and linked so that debugging
information is available.

¢ If you have no debugging information but you do have a Microsoft format MAP file available the MAP
file must contain line number information using the /MAPINFO:LINES linker directive.

To start your program click on the launch icon on the session toolbar.

JEIZ ¥ e
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The launch program dialog will be displayed. If you have just installed the software you will be shown the
launch wizard. If you have switched to Dialog user interface mode you will be shown the launch dialog
(shown below).

ﬂ Start an application and inject Validator into the process

Iv¥ Collect data from application [ Collect Stdout

Application [* exe or * bat]: Launch

|E:\Dm\c\bug\-"alidator\vaHample\Fl eleaseDynamic10_0WbwExample. exe Browsze. ..

Application to monitor [*.exe]:

|E:\Dmhc'\bug‘v‘alidatorhva:-:ampIe\FE eleazeDypnamicl 0_0hbvE=ample. exe j Edit...

Argumnents; 1 :l
|

Startup Directony:

|E:'\u:um\c:'\bug\-"alidatu:ur\vaHample\H eleaseDynamic10_0 Crir

Ernvironment Y ariables (overide global environment variables)
| Edit..

File to zupply to stdin [leave blank for none):

| Browse. ..

File to zupply to stdout (leave blank for none]:

Pk bl

| Browse. ..

Previously started applications [double click ta relaunch) O FulPath & |mage Mame Delete | Reset |

Admin Application Arguments Directory Environment
EfomtichbugValidatoribvExamplet...
dbgHelpBrowser.exe EhomichdbgHelpBrowseriReleasel...
ColnitializeTest.exe EhormtctestAppsi Colnitialize Testh,...

The picture above shows the launch program dialog. If you wish to know how this dialog works click here.

1) Click on the Start button to use a file browser to choose the program to launch. The program will be
launched automatically.

2) Bug Validator will start the target program and inject the stub into the target program. A progress
dialog will be displayed whilst the stub is being injected into the target program. The progress dialog lets
you know what task it is performing during the injection sequence. When the stub is correctly installed in
the target program the stub will establish communications with Bug Validator.

3) Data will be collected by Bug Validator until the target program exits.

4) When the target program exits, Bug Validator closes the session. The data collection icons on the
session toolbar are disabled (the toolbar image will look like the image shown at the top of this section).
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3 The User Interface

Bug Validator is a two part program. The part that the user interacts with is the user interface. The other
part of Bug Validator is known as the stub. The stub's function is to install and control the data hooks
inserted into the target program. The user never interacts directly with the stub, so the stub will not be
described in detail. The user influences how the stub behaves via the user interface. This section
describes the various functions of the user interface so that you can get the most from using Bug
Validator.

Typical usage of Bug Validator is:
e Start the target program

e Collect the coverage data of the program.
e Close the program

3.1  First run configuration

First run configuration

For new users of Bug Validator, a configuration wizard appears the first time you run the application.

The wizard collects a few details about environment, tools, update requirements (for non-evaluation
users) and ends with a short video tutorial.
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@ First Run Configuration ? pod

Let'zs zet up Bug Yalidator
Before pou start uzing Bug Y alidator we need to set up a few bazic things.
# Environment variables that contral the symbal 2earch path for Yisual Studio
& “Which compiler/linker/IDE you are using
+ Automatic zoftware update information

& Shart tutanial demaonstrating how bo uze Bug Yalidatar

| Mewxt s |

User interface mode

After the introductory page, the wizard presents options for configuring the how the launch, inject and
wait dialogs present information to you.
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) First Run Configuration ? X

User Interface Mode

Bug Validator provides two user interface levels, an easy-to-use wizard user interface and a faster,
terse, dialog user interface. You can switch between interface styles at any time.

{* \Wizard

The wizard interface provides wizards for launching, attaching to and wait for applications.
The wizard interfaces contain explanatory text to help you make your choices.

(" Dialog

The dialog interface provides dialogs for launching, attach to and waiting for applications.
Very litte explanatory text is used.

<< Prev | M et w3 |

e Wizard mode * guides you through the tasks in a linear fashion
¢ Dialog mode * all options are contained in a single dialog
Experienced users will find this mode quicker to use

These settings can be changed at any time via the User Interface Mode option on the Settings menu.

Symbol search path environment variables

The next page of the wizard presents options for using environment variables for symbol search paths
when finding PDB symbols.

You don't have to choose any of these options as Bug Validator will try to automatically determine
symbol path information.

Copyright © 2002-2025 Software Verify Limited



17

Bug Validator Help

@ First Run Configuration ? pod

Symbol Search Path Environment Yariables

Choose the environment wariables you wizh to uze to supply symbol path and symbol server
information,

You can leave these all unselected - pou don't have to uze these environment variables - the software
can determing symbal path infarmation automatically.

[~ Usze NT_SYMBOL_PATH to supply syrbal search paths
[ Use MNT_ALT_S¥MBOL_PATH to supply syrbol search paths
[ Use MNT_ALTERMATE_SYMBOL_FPATH to supply symbol search paths

[~ Usze NT_SYMCACHE_PATH to supply symbol search paths

<< Prey | M et = |

These environment settings can be changed at any time via the Configure Symbol Handling Environment
Variables on the Symbol Server page of the Settings Dialog.

Symbol lookup

The next page of the wizard allows you to specify which IDE, Compiler or Linker you're using.

This is important as it affects how symbol lookup is performed. Visual Studio has various quirks in its
history of symbol handling and we have to work around that.

The default settings are shown below, although the Visual Studio version may vary.
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@ First Run Configuration ? pod

Symbol Lookup
DbgHelp.dll iz uzed to interpret Microzaoft/|ntel debug infarmation.

* ‘we can provide a DbgHelp.dll wersion matching the compiler the application was built with,

Wizual Studio 11.0 [2012) [Supplied by C++ Bug Y alidator] j
DboHelp version: 6.17.0007.404

" 0Or, you may locate a version of DbgHelp.dll that best matches your build,

|

<< Prey | M et = |

These lookup settings can be changed at any time on the Symbol Lookup page of the Settings Dialog.

Software update credentials

The software updates page of the wizard is only shown to non-evaluation users.

You can configure your software update credentials within the application and where updates are
downloaded to.
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@ First Run Configuration ? pod

Software Update Credentials
To enable automatic software updates you need to specify your login details,

Theze detailz were provided to wou when vou purchazed C++ Bug Y alidator.

Email Address: ||

Paszward: |

Test Login Details...

Setting theze values iz optional. You can zet them anytime vou want on the Software pdates menu,

Software Update Download Location

Software updates will be downloaded to the location specified below:

C:Azers'StephentdppDatabLocalhTemp Browse...

Reset

<< Prey | M et = |

You can test the login details to ensure they are valid:
o Test login details > click to check your entered details are valid (requires an internet connection)

Valid details will be confirmed:

Login details )4

Login details are valid.

Invalid details may mean you entered credentials for another application in the Validator suite,
or they could have been entered incorrectly.
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Legin details *

Login details are not valid for Bug Validator,

i
Please check that you have the correct login details far this
software tool,

You should have received the correct credentials when you purchased Bug Validator.
If you experience problems, check with your system administrator or contact Software Verify.

These update credentials can be changed at any time from the Software Updates menu.

Software update download location

It’'s important to be able to specify where software updates are downloaded to because of potential
security risks that may arise from allowing the Tmp directory to be executable.

We use the Tmp directory as a default, but if you're not comfortable with that you can specify your
preferred download directory. This allows you to set permissions for Tvp to deny execute privileges if you

wish.

An invalid directory, e.g. one that does not exist, will show text in red and will not be accepted until a
valid folder is entered.

o Reset > rewerts the download location to the user's Tur directory
The default location is c:\users\ [username] \AppData\Local\Temp

The download location can be changed at any time from the Software Updates menu.

Build example projects
The next page of the wizard allows you to build the example projects that ship with Bug Validator.

The example projects demonstrate various application types containing bug you may wish to investigate
with Bug Validator.
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' First Run Configuration ? *

Build example projects

Dptional: Build the example projects.

Yizual Studio

Open the esample projects solution with Yisual Studio.

Vizual Studio...
Download
Download the prebuilt examples from Software Yerify, Dawnload.

|deal far uze if pou don't have Yizual Stadio.
YWorks best if pou have inztalled in the default location.

[Becauze the paths in the debug infarmation are fiked in the prebuilt examples. ]

Open example projects folder. . |

<< Prev | M et w3 |

¢ Visual Studio... * opens the example projects solution with the version of Visual Studio selected

o Download... * downloads a prebuilt version of the example projects, unzips them and installs them
in the examples folder in the Bug Validator installation directory

If you choose this option and you have not installed Bug Validator in the default location (assuming a
64 bit OS) the source file paths in the debug information will be incorrect - you will need to use the
File Locations settings to inform Bug Validator of the correct location(s).

e« Open example projects folder... > opens the folder that contains all example projects

Video overview of application
The final page of the wizard presents a short video ovenview of Bug Validator.

E The video has audio
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@ First Run Configuration ? pod

Bug Yalidator overview
You can find topic specific tutanalz on the main Tutarals tab and the Help menu.

[ il Cebger e Dol ek e
GU?P ¥ “F T3 |0

=] Im|'ﬂﬁt-ﬂ B s
S e r b

[EET, | fra—

F r

14 _setcetslcprscianond e

w Rmaniis Lo set deiscle FP
id _gedEisul crasci Ao |
_contToIpl P k), _m

<< Prey | Finizh I

More help is available via the Tutorials tab and the Help menu.

The video is also available on the product website. Visit https://www.softwareverify.com/products.php and
find the product link for Bug Validator.

e Finish * closes the First Run Configuration dialog leaving the application ready to use

3.2 Menu Reference
The menus provide access to all the major features in Bug Validator. The most common ones are also
directly accessible via the toolbars.

The next few pages provide a convenient collection of links to the detailed help pages on each menu
item.

Click in the picture below to jump to any menu's page:

W

|Fi|e Launch Edit Settings Managers Deploy Tools DataViews Software Updates Help
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3.21 File menu

The File menu allows you to:

e open, close, export and save sessions
e exit the application

Most of these actions are also available via the standard or session toolbars.

Near the bottom of the menu, a list of recently used file names allows you to easily reload a previously
saved session.

'h Click on an item in the picture below to find out more:

|_i Open Session... Cid+0

Export Session ¥

Exit

E The last two items are not linked to topics. Exit is self explanatory and abowe that is a list of
recently opened files.
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3.2.2 Launch menu

The Launch menu allows you to:

o start applications and restart applications

e inject into running applications

¢ wait for applications to start then attach to them
e monitor senvices and ISAPI extensions

e stop monitoring an application

Most of these actions are also available via the standard or session toolbars.

24

These actions are grouped into submenus according to whether they involve applications or senices.

'h Click on an item in the pictures below to find out more:

| Applications

Services ¥

Command Line Builder...

Applications
| 4 Start Application... F4
o Re-Start Application F5
# Injectinto process... F3

Wait For Application... F2

Ir'
e

Services

| Maonitor a service... F&

Maonitor 115 and ISAPL... F7

Reset |15
Stop 115
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= n addition to the function key short cuts shown above, you can redisplay the previously chosen

launch dialog by using +

3.2.3 Edit menu

Selections and the clipboard

The Edit menu options can be used to clear all selected items in a table or tree, copy selected items
(and relevant data where applicable) to the clipboard, or select all the items available.

Selected data is formatted into one line per row with a single space used to separate column data.

| Clear |
|:D Copy Ctr+C
Select Al Ciri+A

= Select All will include the header row as well as the data, and Copy will include the column titles.

For example, after running the example application, Select All on the Diagnostic Tab might show:

D Message

Information | Windows Version Vindows 10
Information | Service Pack: 0.0

Information | Build: 19041

Information | 64 bit Operating System

Information | MNum Proces

Information

Information |'u’I\.J1 Page

Information |"J’I\.'1 Paragraph siz

Information |‘u’|\.41 Minimum address: 0000

Information |'u’I\.J1 Maximum addr

Information | 16244: MB of physical memory

Process [D | 664

User Account | 5-1-3-21-3235464415-4188230944-672621225-1001
User Account | ZEUS\5tephen

Command line | nativeExample.exe”

Symbol Search Path | CAWINDC mbols\dll;

DbgHelp.dll versien A\ 86)"\Software Verify'\Bug Validator x86\examples\nativeExample\ReleaseDynamic10_0\dbghelp.dil
DbgHelp.dll version .dll version loaded into target: 10.0.16299.91
DbgHelp.dll version | DbgHelp.dll version expected: 10.0.16299.91

This would result in the following being copied to clipboard:

ID Message

Information Bug Validator x86 3.98
Information Windows Version: 10.0 Windows 10
Information Service Pack: 0.0

Information Build: 19041

Information 64 bit Operating System
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Information Num Processors: 8

Information Processor Type: 586

Information VM Page size: 0x1000

Information VM Paragraph size: 0x10000

Information VM Minimum address: 0x00010000

Information VM Maximum address: Ox7FFEFFFF

Information 16244: MB of physical memory

Process ID 664

User Account S-1-5-21-3235464415-4188230944-672621225-1001

User Account ZEUS\Stephen

Command line nativeExample.exe"

Symbol Search Path C:\WINDOWS\symbols\dll;

DbgHelp.dll version C:\Program Files (x86)\Software Verify\Bug Validator x86\examples\nati
DbgHelp.dll version DbgHelp.dll version loaded into target: 10.0.16299.91
DbgHelp.dll version DbgHelp.dll version expected: 10.0.16299.91

3.24 Settings menu

The Settings menu allows you to:

e choose the user interface mode (wizards or dialogs)
e change settings for global data and how it is displayed

Settings are also accessible via the session toolbar.

'h Click on an item in the menu below to find out more:

|%.  Edt Settings.. F&
Load Settings...
Save Settings...

Lser Inteface Mode...
11X Theme...

First-Run Settings Wizard ...

User Permissions Wamings...

3.2.5 Managers menu
The Managers menu allows you to manage all sessions recorded using Bug Validator.

'h Click on an item in the menu below to find out more:

| Session Manager...
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3.26 Deploy menu

The Deploy menu allows you to manage all tasks related to recording a flow trace on a customer
machine without debugging information

% Click on an item in the menu below to find out more:

| Create KVifies...

3.2.7 Tools menu

Tools

The Tools menu provides access to a few different tools including a couple not found on the Tools
toolbar:

¢ A list of the modules loaded by your target application
¢ A list of the debug information status of modules loaded by your application

e A log of files, classes, functions, methods, or modules not instrumented, and reasons why not

'h Click on a menu item in the picture of the Tools Menu below to find out more:

Edit Source Code. ..
-EI Refresh

Loaded Modules...
DLL Debug Information...

Instrumentation Failure Data...
115‘ Find function. ..

3.2.8 Data Views menu

Data Views
The Data Views provides easy control of which tabs are displayed in the main view.

Selecting any of the items shows the relevant tab (if it's not visible already), and makes it the current
selected tab.
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e Hide All Views * hides all tabs except the one that's currently visible
e Show All Views * shows all the listed tabs, and in their normal order

¢ Reset All Views » shows only the most popular tabs, so excludes the Unit Tests, and the Files
and Lines tabs

This is the default setting when you first use the software

Execution History
Diagnostic
Tutorial

Hide All Views
Show Al Views
Reset All Views

When you hide a tab (by clicking the cross on the right of the tab header), you'll initially be reminded of
where to go to show it again.

You can choose not to keep seeing this reminder.

Tutorial Tab 7 ot

Yau can re-dizplay this tukarial tab by chaosing
"Tutorial' on the Help menu

[ Don't show this dialog again

The Execution History tab will always remain shown.

Hidden views are remembered between sessions.
3.29 Software Updates menu

Software Updates

All six items in this menu are covered in the Software Updates topic.

W
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£ Check for software updates...
Corfigure software updates...

Renew software updates ...
Upgrade to x64...

Reset software update credentials...
Set software update credertials...

Set software update directory ...

3.210 Help menu

3.3

Help Menu

'h Click on an item in the picture below to find out more about each item in the Help topic:

i Tips...

€) About Bug Validator...
Owverview Video...

Readme and Version Histony...

E Help Topics... F1
Help PDF...

Help on softwareverfy.com...

Blog...
Library...

[ﬂ Tutorials...

Tutorials on softwareverfy.com...

Cortact customer suppart...
How do [7...

Report a crash r

=% Check out the Frequently Asked Questions too!

Toolbar Reference

This section lists the various toolbars in Bug Validator and provides links to the appropriate section of the
help manual. The icons are described in sequence from left to right in the toolbar.

Standard
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=I=§?

Load session

Sawe session

Help

Context sensitive help

Session

WA O

Data collection settings
Inject into application
Launch application
Re-Launch application
Wait for application to start.
Stop application

Data
@
e Start Collecting Data
e Stop Collecting Data
¢ Find function
¢ Refresh view

3.4 The status bar

Bug Validator provides various items of status data on the status bar at the bottom of the main window.
You can use the data item counts to give a very crude indicator of how data is being collected by the
stub and sent to Bug Validator. The number of data items pending processing indicates how much has
yet to be processed.

The status bar displays, from left to right, the following items

Command description.

Number of data items (symbols and related data) obtained from the target executable.
Number of data items in the execution history buffer.

Bytes processed.

Data collection status on/off.

Flow trace status.

Target program name and time stamp.
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Command description

The command description displays Ready when awaiting a command. When the mouse moves over a
menu item a description of the menu item is displayed in the command description area.

Ready

Data collection item count

The next five fields indicate if data collection is on or off and how much data has been collected. The data
items displayed are:

¢ Number of symbols and other related data obtained from the executable.

Number of data items in the execution history buffer

Number of data items recorded (count includes those currently in the execution history buffer and
those discarded)

Size of the data buffer

Data collection status

1] 9,565 19,802, 906 1737.47 MB |Collect:On

The boxes stay gray when the values are static, but will be coloured for a few seconds when the value
changes:

D The value increased

The value decreased

Flow trace status

The status of the flow trace indicates what is currently happening.

Ready. Waiting to start a run, or a run has finished and is waiting for you to analyze the data.
Starting. Starting a run (hooks being installed etc).

Running. Target executable is hooked and running.

Terminating. Target executable has entered ExitProcess but has not yet finished executing.
Post Processing. Target executable has finished executing. There is data that still needs to be
processed.

Running

Target program name
This displays No active session when there is no session running, terminating or loaded.

Mo active session

When a session is running, terminated or loaded, this displays the name of the target program followed
by a timestamp.
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bvExample.exe:Fri Jun 26 12:33:57 2020

3.5 Keyboard shortcuts

Keyboard shortcuts

The following shortcuts are available:

+ Select All

+& copy

+ & open session
+ B saw session

Help (contextual for current view or dialog)
Wait for application

Inject into process

Start application

Restart application
Monitor a Senvice

Monitor IS and ISAPI

3.6 The main display

The main display of Bug Validator consists of two tabbed windows. The tabbed windows are:

e Execution History
e Diagnostic

Each tabbed window can be closed by clicking the small [x] on the right hand side of the tab. The
window can be redisplayed by going to the Data Views menu.
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The Data Views menu has options for each tabbed window, plus Hide All Windows, Show All
Windows and Reset All Windows.

Reset All Windows displays the tabbed windows that are displayed as the default configuration - this
typically most of the tabbed windows with the lesser used tabbed windows hidden.

The tabbed window configuration is restored each time the software is closed and reopened, thus
presening any particular tabbed window configuration that is preferred compared to the defaults the
software ships with.

3.6.1 Icons

Some of the displays include an icon on the left border of the scrolled list/tree to indicate the type of data
that is present on that line. The icons are shown below, with an explanation.

General

. Option enabled.

. Option Disabled.

d
. Source code line indicator.

=)

. Source code.

3.6.2 Execution History

The Execution History tab on the tabbed window displays information about the program flow trace. This
is known as the execution history view.
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File Launch Edn S 7y Tock Dtetiess Schtwars Updetes Help

mHE % 44/05QC
Eie—r i?‘.f‘.._i?l.m‘_-.--- [

T Decind

Execution Histary Diagnostic Tutorial

B Dirplay.. | Tssdin: [F5H: dwieblani T iimm =] | Pt | Loss | Regatens |
Flaw Trace

Name Type Value

Cview: tPrecreatewlndon{cs)}

Feturn TRUE;

ald ¢ ronupdarae Tecr: penduz)
perdi-Enable (TRUE)

oid sanipd por pemaus}
pemduT->Enable(TRUED;

id CTeststakyiew: sonipdarerd lecrash2(cimdul® pCadul)
pemduT->Enable (TRUED;

d
u
i
i
i
i

oid CTeststakyiew: :onFilecrashi(}

/7 Test of derefarencing 3 NULL polntes for write

e :
/f the next line will crash

| e a0 /1t res1d

49 CTeststakyiew: 10nF1 Tecrashreadra] | poimter O
JF THST of derafarencing A NULL polnter for read

CWOKD  *dPrr;
DWORD s

e = ML

/f the rexe Tine will crash

S = cderri /100 tedtd -

Ready ] ) 2038 EOIME CollectOn  Raady s ampie s Fri ko 26 13:14:31 3020

The execution history display is split into two panes. The left hand pane is a tree control showing the
execution history lines, the right hand pane displays the parameters, local variables, registers and
source code for a particular line. The tree control when expanded shows a small code fragment for the
particular line.

Each line displays the thread ID, the DLL name, the program counter, the source file name and the line
number for the source file. When multiple threads are displayed, each time the thread ID changes, the
background colour for the lines is changed, so that changing execution context is easy to see on the
display.

Parameters, local variables and registers are shown in a tabbed window above the source code.

Controls

The file and line controls are shown below.

Befiesh |  Display.. | ThveadID: [B336 wiinMainCRT Startup -

o Refresh * causes the display to update to show the most recently collected flow trace history for
the specified thread(s).

o Display... * shows the display settings dialog.
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Data Display Settings ? *
Events to display: Event information:
[+ Function Calls [+ DLL name v Address
[+ Function returns [ DLL path [v Thread Id (or thread name)
[+ Line execution [+ Function name v Id
[v Exceptions [ Source File path [v Timestamp
QK | Cancel

Each check box controls the display of data on the display.
The first column of check boxes control which events will be displayed.
The other two columns control how much data about each event is displayed.
e Thread ID * select the thread flow trace you wish to view.
The Thread ID combo box lists the ID of each thread, and it's name (if available).
To show the execution history for all threads, choose All threads.
When displaying the execution history for all threads, the execution history shows the order in
which each thread swaps in and out of the thread scheduling, this is highlighted by a change in
the background colour for each thread.

Search

The search toolbar can be used to search for data in the execution history. Data can also be
automatically highlighted by using the Auto Highlight... button.

| | | | | | tutoHighigh. | G & B 1 Bl @ Hessdecimal
= I o I I I " Decimal

To search for data in the execution history the Search field and the First, Next, Prev, Last buttons are
used. Previous search texts are remembered in the combo box for easy reuse. The history for search
texts is 30 items.

The Match Case and Whole String check boxes affect the pattern matching of the search. Selecting
the Match Case check box makes text searches case sensitive. Deselecting the Match Case check
box makes text searches case insensitive. Selecting the Whole String check box makes text searches
match the entire string. Deselecting the Whole String check box makes text searches match the
partial strings.
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The Execution History, Parameters, Variables, Registers check boxes control which data areas are
searched for a text match.

The Hexadecimal and Decimal radio boxes control the display of Parameters, Variables and Registers
in hexadecimal and decimal format, repectively.

The navigation buttons provide the following functionality:

Go to caller.
Go to after caller.
Step into.

Previous line.

Eedgd

Next line.

e Auto Highlight * Opens the Auto Highlight dialog.

Automatic Data Highlighting

[rata hizted in thiz grid will automatically be highlighted in the parameters and k.
variables dizplay uging the colour specified.

Cancel

Case Whole Bg Colour Fg Colour

&dd

Delete

Delete Al

Efl Rl

Data matching the search criteria for each item in the auto highlight dialog is highlighted in the data
display above the source code window.
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Paramz Locals l Hegisters]

Name Type Value
Filename 338

Line Execution Murn Vars:13

Win32 Last Error  (wQ0O000000

e DODOO000

rl int

r5 short (e 0000

tc 5ize:1l display:TODO
tc size:4D, display:TODO

efomicidbghelpbrowsertestapptestapg

The operation completed successfully,

The columns in the Automatic Data Highlighting dialog are as follows:

Text. The text to search for.

The controls are:

Case. Yes if the search is case sensitive. No if the search is case insensitive.
Whole. Yes if the text is the entire string. No if the text is a partial match.

Bg Colour. The background colour for any matching data display.

Fg Colour. The foreground colour for any matching data display.

= Add *» Add an item. Click on each field to edit the contents. The text field is an edit box. The

other fields are combo boxes.
= Delete * Delete all selected items on the display.
= Delete All * Delete all items on the display.

Context Menu

The execution history display provides a context menu.

Instrumentation Fitter ¥
Display Fitter r
Thread Fiter r
Edit Display Fitters...

Go to Caller
Go to Retum
Step Into

Go to Previous
Go to Mext

Edit Source Code...

Collapse Entry
Expand Entry
Collapse Al
Expand All
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Instrumentation Filter
The instrumentation filter allows you to prevent various files from being instrumented the next time the

application is executed.

Filename

Directary
DLL

Filename. To exclude the selected item's filename from instrumentation.
Directory. To exclude the selected item's directory from instrumentation.
DLL. To exclude the selected item's DLL from instrumentation.

Display Filter
The display filter allows you to control the information displayed on the execution display.

Filename...

Class...

Method....

Class Method...
Argument Mame. ..
Argument Type...
Argument Value...

Filename... To filter using the selected item's filename.

Class... To filter using the selected item's class name.

Method... To filter using the selected item's method name.

Class.Method... To filter using the selected item's class name and method name.
Argument Name... To filter using the selected item's argument name.
Argument Type... To filter using the selected item's argument type.

Argument Value... To filter using the selected item's argument value.

Thread Filter
The thread filter allows you to control which threads are displayed on the execution display
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Show only this thread

Hide this thread

Show all threads except this thread
Show all threads

Show only this thread. Shows only this thread and hides all other threads.

Hide this thread. Hides the selected thread. All other threads remain shown or hidden with no change
to their display state.

Show all threads except this thread. Displays all threads except the selected thread.

Show all threads. Displays all threads.

Edit Display Filters...
Opens the display filters dialog.

* Display filters settings 7 >
Dizplay Filters
Specify Clazses, Methods and argument walues to exclude or include from display
W Use dizplay filters to filker data on the execution histary dizplay.

Filters can be marked to include or exclude data from the dizplay. When multiple filters match a display
itern, the item iz dizplaved if more filkers include it than exclude it

¥ Data iz dizplayed unless filkers exclude data
™ Data iz not dizplaved unless filkers include data

Display Filters | Add
Method: On: Exclude: testl
Method: On: Exclude: test?
Class.Method: On: Exclude: stestClass2:testClass2 Remove

Edi...

R emowve All
Enahble Al

Dizable All

Help[F1]| oKk | Cancel |

B P

Go to Caller
Mowe the current item to the caller of this item.

Go to Return
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3.6.3

Move the current item to the return from this item.

Step Into

Move the current item to the first child item of this item.

Go to Previous
Movwe the current item to the previous item.

Go to Next
Movwe the current item to the next item.

Edit Source Code...
Edit the source code of this item.

Refresh
Refresh this display with the current data.

Refresh All
Refresh all displays.

Collapse Entry
Collapse this entry.

Expand Entry
Expand this entry.

Collapse All
Collapse all entries.

Expand All
Expand all entries.

Diagnostic

The Diagnostic tab displays information collected by Bug Validator about the target program.

40

There are two subtabs. One for Diagnostic information and one for displaying any data captured from

stdout and stderr.

Diagnostic
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Diagnostic Stdout

Show [l Eiter: Apply Fiber |
D Message "
Infermation Bug Validator 3.76

Imformaticn Windows Version: 6.2 Windows &
Information Service Pack: 0.0

Infermation Build: 9200

Infermation 64 bit Operating System

Infermation Mum Processors: 8

Information Processor Type: 586

Infermation VM Page size: 01000

Imformation VM Paragraph size: 0x 10000

Infarmation WM Minimum address: 0x00010000
Infermation WM Maximum address: Ox TFFEFFFF
Information 16244: MB of physical memory

Command line

Symbol Search Path
DbgHelp.dil version
DbgHelp.dil version

DbgHelp.dil version
DLL load address
Adding to PDB search path
DbgHelp Search Info
Symbol Search Path
DLL load address
DLL load address
DLL load address
DLL load address
DLL load address
DLL load address
DLL load address
DLL load address

<

bvExample.exe”

CAWindows\symbols\dil;

Efom g p Dynamic10_\dbghelp.dil
DbgHelp.dil version loaded into target: £.11.1.404

DbgHelp.dil version expected: £11.1.404

Loaded at | Es\omicl i ReleaseD ic 10,0

PDB Search path, add directory:E\om\c\bugValidator\bvEx amplé\ReleaseDynamic10_0
DBGHELP: Symbal Search Path: C:\Windows'\symbols\diLE:\om\.c\bugVali bvE;

A\ 4 bols\dILE:\om.c\bug by Dynamic10_0
Loaded at 0x 77000000 to Ox 771996 C:\Windows\SYSTEM3Z\ntdil.dll

Loaded at (x757e0000 to 0x738bffff: C:\Windows\System3Z\KERNEL32.0LL
Loaded at (x76d90000 to Ix7EFECFTF: C:\Windows\System32\KERNELBASE.dIl
Loaded at Gx 7460000 to 0x7475efff: C:\Windows\SYSTEM32\apphelp.dil

Loaded st (x 74430000 to 0x746b3FF: C\Windows\SYSTEMI2\AcLayers.DLL
Loaded at Ox’ D 75eBefff: CLWi 12\ ert.dll

Loaded at 0x 75640000 to Ox 757d6#H: C:\Windows\System32\USERIZdII

Loaded at 0x 7400000 to 0x 74 166F: C\Windows\System3Zlnin32u.dil

Diagnostic information

Ie\ReleaseDynamic10_0:

When Bug Validator's stub is injected into the target program, it logs diagnostic information to the main
window for inspection.

Examples of diagnostic data collected are below, and may be displayed with a message, although you
may not see some of these if all is well:

Hooking information

Ordinal hook found

e Function hook success or failure
Delay loaded function hooked

e Possible hook found

e Function already hooked

Hook at address

Other information

DLL load address

DbgHelp searching

Image source line

Unknown instruction found
Disassembly of troublesome code
Other text message

The locations of loaded DLLs are also displayed in the window for each 1.oadLibrary (),
LoadLibraryEx () and FreeLibrary () in the target program.

E If for whatever reason, you don't want to collect diagnostic information, you can switch it off in the
Data Collection > Miscellaneous settings.

Unhooked lines
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Messages indicating that particular source lines could not be hooked are common and are because
there was not enough space to safely insert a hook for the particular line.

This is normal and is to be expected. The number of lines that cannot be hooked because of this will vary
from program to program, and from debug mode to release mode based on what the program is doing
and how the program is optimized.

Filtering diagnostic information

By default, all information is displayed, but you can filter the messages to show only one type:

Show: |4l | Eiter | epplyFiter |

Message

Bug Validator 3.77

Windows Version: 6.2 Windows 8
Service Pack: 0.0

Hooksz
Dl
Symbolz

DbgHelp debug

Symbolz and DboHelp debug

All > the default

Information » operating system and environment information, etc

Hooks * hooking success and failure messages

DLLs > DLL related information

Symbols » symbol loading status messages

DbgHelp debug * messages from DbgHelp.dIl about the DLL symbol search processes
Symbols and DbgHelp debug *» both the previous two

As well as filtering different types of lines, you can also search for specific terms:

e Filter > enter some text and Apply Filter to show lines with the term in the Message column

= when identifying why symbols aren't loading, you'll find it's much easier when showing only the
DbgHelp debug information.

Stdout and Stderr
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Diagnostic Stdout

Copy Elser 62 Lines [ Dizplay Most Recent

Stdout and Stderr
wtilibatrop rof senilediug gnidec s'tinUppC

orcam esu daetsni ecapseman tinUppC eralced ylticilpxe t'nod -

LDME_SM_TINUPPC dna NIGEE_SM_TINUPPC
.ecapseman tinUppC ni ssalc ot refer ot 'tinUppC' esu ylticilpxe t'nod -
re tinUppC' rehtie ot sdnapxe hoihw SM_TINUPPC orecam esu daetsni

.neitarugifnoc eht ne gnidneped gnihton

LTS roF .noitacifilaug lluf esu syawla 'evitcerid gnisu' eht esu t'nod -

sidts esu syawla

orcam tsac s'tinUppC esu daetsni yltcerid tsac elyts ++C esu t'nod -

JTSAC_TSNOC_TINUPPC(

tsac tsnoc a od daetsni, drowyek elbatum eht esu t'nod -

Jssalc' esu daetsni noitaralced etalpret ni drowyek emanepyt eht esu t'ned -

Jyrotadnam tsac_cimanyd ro Jdiepyt(ITTR fo esu ekam t'nod -

The Stdout tab displays any data collected from stdout and stderr. = The option to enable this data
collection is specified on the launch dialog/wizard.

The above image shows some data collected from a program that reverses the characters in each line
passed to it.

e Copy * copy all data from the display on to the clipboard. For large amounts of data this can be
time consuming.

e Clear » clear the display of any captured data.
o Display Most Recent » the display will be scrolled to ensure the most recently captured data is

displayed.

Environment Variables
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Environment variables tab displays environment variables from Bug Validator, environment variables from
the program under test and environment variable substitution errors.

Choose which data you wish to view using the combo box at the top left of the tab.

Bug Validator environment variables

Diagnostic Stdout

Yiew |Bug “alidatar <86 j

Bug Yalidator x86

Child Processes

CommaenProgramFiles
CommoenProgramFiles(x86)
CommenProgramWed432
COMPUTERNAME

ComSpec

DriverData
FPS_BROWSER_APP_PROFILE_STRING
FP5_BROWSER_USER_PROFILE_STRING
HOMEDRIVE

HOMEPATH

Target application environment variables

Name Value

= =\

=D: DA

=Z N
ALLUSERSPROFILE C:\ProgramData
APPDATA

Ci\Users\stephentAppData\Roaming
Ch\Program Files (x86)\Commaon Files
C\Program Files (x86)\Coemmon Files
C\Program Files\Common Files
DOBRO
CAWINDOWS\system32\emd.exe
CAWindows\System32\Drivers\DriverData
Internet Explorer

Default

]

“Users\stephen

If you launched the target application from Bug Validator the target application’s environment variables
will be similar to those in Bug Validator, but with some additional env vars to control .Net profilers and
and some other SVL_ prefixed env vars to communicate various data to Software Verify components that

are loaded.

If you launched the target application as a standalone application, or senice and used one of our APIs to
connect to Bug Validator, the environment variables shown will reflect those in force at the time the
application/senvice was started, and the account that application/senvice is running on.
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Diagnostic Stdout Env Vars

Yiew,

Process [D: 3088 e:ombchabohusic T utorreleasehabehusicT utar exe

| Child Processes

ArmServerinfo

CommanProgramFiles(x36)
CommonPregramFiles
CommenProgramWed32
COMPLUS_ProfAPI_ProfilerCompatibilitySetting
COMPUTERNAME

ComSpec

CORECLR_ENABLE_PROFILING

Environment variable errors

Name Value

= Y

=C: C\Program Files (x86)\Microsoft Visual Studie 10.05\CommonT\IDE
=D: D

== E\om\c\coverageValidator

=Z N

ALLUSERSPROFILE C\ProgramData

APPDATA

Ci\Users\stephent\AppData\Roaming

000B0B42

C\Program Files (x86)\Common Files

C:\Program Files (x86)\Commaon Files

C\Program Files\Common Files

EnableV2Profiler
DOBRO

CAWINDOWS\system32icmd.exe

1

The environment variable errors display shows the name of the environment variable that could not be
found, the string containing the environment variable, a comment indicating where the string came from
(in this example, the command line), and a timestamp.

Diagnostic | Stdout Env Vars

Wiew: IEnvirnnmEnl variable erors -

Erwironment variable substitution failures

| Child Processes

Child Processes

Name | Value Comment Time

SRC_DIR e\SSRC_DIRS \model Commandline: -fileLocations 2022-02-28:00:20:42
SRC_DIR e)\SSRC_DIRS \wiew Commandline: -fileLocations 2022-02-28:08:20:42
SRC_DIR e’\SSRC_DIRS\controller Commandline: -fileLocations 2022-02-28:00:20:42
SRC_DIR e\SSRC_DIRS\test Commandline: -fileLocations 2022-02-28:09:20:42

Information about child processes, and the appropriate launch parameters passed to CreateProcess (and

related functions) are displayed on this tab.

Diagnostic stgout Enw ars Child Frocesses

f—

& [P | Appscant | Command Line [Directary Function

o 28 tmilaunchiop)exe —Cuﬂmnﬂ
! L CresteProcessw
2 12552 deeietExample D Dexe CresteProcesi.
3 o] ) fhene. e —
4 aes Reugt [ —
E] ) oveletC CresteProcessw
f 1 [ —

A context menu is provided to allow you to perform some actions with the launched application data.

Copyright © 2002-2025 Software Verify Limited



The User Interface 46

3.64

Launch parent application and monitor this application...
Launch applicaticn...

Open directory...

Open application directory...

¢ Launch parent application and monitor this application... > the launch application dialog is
displayed configured to launch the parent application and monitor this application

e Launch application... * the launch application dialog is displayed configured to launch and monitor
this application

¢ Open directory... * Windows Explorer is launched to view the contents of the launch directory (the
directory field is empty nothing will be shown)

¢ Open application directory... * Windows Explorer is launched to view the directory that contains
the application (if the application specification has no path nothing will be shown)

Floating Licence

The Floating Licence view displays information about the computers using the floating licence.

This view is only displayed if a floating licence has been purchased. Evaluation users will not see this
view.

\ Release Licence | 2 cer, LS Floating Licence Num licensed: 2 [of 2). This computer is licenced

User # (max:... | Computer Name Computer User Identifier D Software Tool Computer Id IP Address
1 DOBRO Stephen 15838-358c4c009d5522a8... 15838 Coverage Validator x64 821934:31D7F6:F643dTaa 217.155.63.140

2 SURFACEPRO3 Stephen 15838-c95a3beef7acdd95e 15838 Coverage Validator x64 C2335E:098624:189ba%9d?2 217.155.63.140
The screenshot above show two computers using the same 2 user floating licence, that has maintenance
id 15838. Both computer users are licenced and can use the software.

On startup the software automatically checks to see if a floating licence is available, and acquires the
licence if possible. This takes a few seconds to process, after startup of the software.

An internet connection is required for floating licences to work. The licence server is managed and
run by Software Verify.

Licence information

The information show in this display allows you to identify which of your colleagues are using the
software and which versions of the software are in use.

e User
The user id (1 to number of licensed users).

e Computer Name
The name of the computer
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Computer User
The login name of the user of the computer.

Identifier
The unique identifier for this licence, used on the licence server.

e ID
The maintenance id for the software.

Software Tool
The software tool and version of the software that is running on that computer.

Computer ID
The unique id for this computer.

IP Address
This computer's IP address.

Unlicenced users

sting Licence This computer is not licenced

User ¥ (max: 2) -Cempuler Name Compme...l}de tifi
1 XPS13 Stephen 1583

[io

[1P Address
15938 3140

732

SURFACEPRO2 Stephen

nce not available - Maximum limit reached DOBRO Stephen

If any additional users are trying to get a licence for the software, but there are not enough licences, they
will also be shown in the display, but with red text on a yellow background.

Please note that on the machine of an unlicensed user the status information will be different.
The software checks to see if a licence has been released on a periodic basis, so that if a licence is

released by another user, it can be acquired by the next waiting user.

Releasing a licence

If you have finished using a licence and wish to let a team mate use the software, you have two choices.
You can close Bug Validator, releasing the licence as it closes.

Or you can keep Bug Validator running by manually releasing the licence. Do this by clicking the
Release Licence button.

Acquiring a licence

If you have released a licence you will need to actively reclaim a licence when you wish to use Bug
Validator again. You can start this procedure by clicking the Acquire Licence button.
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3.7 User Interface Mode

The user interface provides two modes. These are Wizard and Dialog. The mode controls the way in
which data is presented to you when you are setting options that control Bug Validator, and when you
are attaching to an application, launching an application or waiting for an application to start.

Wizard

In Wizard mode, the following interfaces are provided as wizard interfaces.

¢ Attach to application.

e Launch application.

o Wait for application to start.

o Data collection and Data settings dialog. This dialog provides a simplified interface to control
commonly used settings of Bug Validator. All other settings are set to the default value.

Dialog
In Dialog mode, there are no wizards. The emphasis with Dialog mode is making quick selection of
options without lots of explanatory text.

Setting the user interface mode

To set the user interface mode

E| Settings menu * User Interface Mode... > shows the user interface chooser dialog

User Interface Chooser ? >

Bug Y alidator provides bwo user interface levels, an easy-to-uze wizard uzer interface and a
faster, terze, dialog uzer interface. Y'ou can switch between interface styles at any time.

* Wizard
The wizard interface provides wizardz for launching, attaching to and wait for applications.
The wizard interfaces contain explanatorny text o help vou make your choices.

" Dialag
The dialog interface provides dialogs for launching, attach to and waiting for applications.

Yery little explanatomy kext iz uzed.
] | Cancel

Select the mode you want to use and click OK.

3.8 UX Theme

The user interface provides three UX themes.

e Modern. The look and feel of current Software Verify tools.
e Classic. The look and feel of previous Software Verify tools.
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e High Contrast. A higher contrast version of the Modern theme.
Setting the UX theme
To set the UXtheme

E| Settings menu * UX Theme... * shows the UX Theme chooser dialog

U Theme ? X

Choose a visual theme that best matches your visual needs or taste.

Jioderl =]

Flatter, calmer LX theme with less decoration

Close

Changing the UXtheme will update some of the colours that you can modify with the colour settings
dialog.

3.9 Settings

Bug Validator allows a fine degree of control of which data is displayed. This control is provided by some
global settings which affect all displays on Bug Validator. In addition to the global settings each of the
main display windows has its own local controls. This section describes the global settings available
from the display settings dialog.

To view the display settings dialog

E Settings menu * Edit Settings... * shows the edit settings dialog

or click on the display settings icon on the session toolbar.

w ERC AL

The settings dialog is displayed.
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) Data Collection Settings ? x
Data Collection i A Function Tracing
= Data Collection
- Custam Hooks v Collect function execution information
Dphrfns#mn ) Line Tracing
- Applications to Monitor
Filters v Callect line execution information
- Hooked DLLs .
Data Collection
- Hooked File E stensions
- Source File Filters [v Collect function parameters " Usze exception handling when collecting data
- Load Settings Pattern Match .
Instrumentation 5] (Callzel loeel vtz Do not use exception handling when collecting data.
. Hook Insertion ¥ Collect exception information o Thls option is slower but is to be L_mad iF oo will I_:ue
.. Line Hooking uzing the debugger at the zame time as Bug Validator.
. Hook Control [v Collect returm values
- Hook Safety [v Collect register values

- Instrumentation Logging

Symbol Harding Cusgtom Hooks Tracing

- Spmbal Misc v Collect custam hook execution infarmation
- Spmbal Lookup

- Sumbal Servers

Data Dizplay

- Display filkers

- Colours

ey P Bremsing " Feset Al Feset Help [F1] oK | Cancel

Reset
The display settings dialog has a button labeled Reset at the bottom left of the dialog. This button resets
all display related settings in Bug Validator, not just the settings visible on the current tab of the dialog.

3.9.1 Settings Dialog

The Data Collection Settings dialog allows you to control all the global settings in Bug Validator that
affect the way data is collected and displayed. There are also local display options on most of the main
tabs.

= mis page has a warning about use of the Reset button.

Opening the settings dialog
To view the settings dialog, choose Settings menu * Edit Settings...

Or use the option on the Session Toolbar:

Using the settings dialog
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The dialog has a scrolled list on the left hand side, grouping the topics. When a topic is clicked, its
related controls are displayed on the right hand side.

The default display of the dialog is shown below with the first topic selected.

ﬂ Data Collection Settings

Data Collection
- Cugtom Hooks
- Optimization
- Applications to Maonitar
Filters
- Hooked Source File Types
- Ewcluded Source Files
- Hooked DLLs
Instrurentation
- Hook [nzertion
- Line Hooking
- Hook Control
- Hook Safety
- |ngtrumentation Logging
Symbol Handling
Symbol Lookup
Symbol Servers
Data Digplay
Dizplay filkers
Calours
Source Code Browsing
Editing

i... File lnmatinme

Function Tracing

¥ Collect function execution information

Line Tracing

v Callect line execution information

Data Collection
¥ Callect function pararneters

¥ Collect local variables

Iv Caollect exception infarmation

v Callect retumn values
v Collect register values

Custom Hooksz Tracing

Iv Collect custom hook, execution information

Fieset Help (F1] |

7 Usze exception handling when collzcting data

Do mot use exception handling when collecting data.
f* Thiz option is slower but iz to be uzed if you will be
uzing the debuaager at the zame time az Bug Y alidater.

o]

Cancel |

After selecting a topic, you can also use the cursor up and down arrow keys to change the selected

item.

Entering a character on the keyboard cycles though topics starting with that letter.

& Too many settings? It may seem that there is an overwhelming number of settings to worry about.
Don't panic! The good news is that for new users, very few (if any) settings actually need to be changed
to use the application in most cases, and even for experienced users, many groups of settings will not
be needed. However, Bug Validator remains flexible for all our users in many different scenarios.

'h Click on any item in the picture below to find out more about the settings for that group.
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Data Collection E
- Data Collection
- Cugtom Hookz
- O ptimization
- Applications to kMonitor
Filkers
- Hooked Source File Types
- Excluded Source Files
- Hooked DLLs
| ngtrurnentation
- Hook, Inzertion
- Line Hoaoking
- Hook Control
- Hook, Safety
- |ngtrumentation Logaging
wmbal Handling
- Syrnbal Lookup
- Syrnbol Servers
ata Dizplay
- Drigplay filbers
- Colours
- Source Code Browsing
- Editifig
- File locations
- Subszt Drives
- Wl arnings
- Dian't Show Me Aagain
- Mizcellaneous
- [nter-Process Communication
- Colritializek «
- Data Transfer
Third Party DLLz
Ul Global Hook DLLs

(]

=

Restoring the default settings

The settings dialog has Reset All and Reset buttons near the bottom left of the dialog which you can
use to reset all global settings back to their default values.

-~ Gource Code Brawsing y Beset Al | Resat | Help [F1) 1] 4 | Cancel |
L Fditinn

‘ ‘ - Lolours

E The Reset All button resets all global
settings in Bug Validator, not just the settings
visible on the current tab of the dialog.

= The Reset button resets just the settings
visible on the current tab of the dialog.
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3.9.1.1 Data Collection

3.9.1.1.1 Data Collection

The Data Collection tab allows you to configure the type of data collected by Bug Validator.

n Data Collection Settings

[iata Collection
- Custorn Hooks
- Optimization
- Applications to Monitor
Filkers
- Hooked DLLs
- Hooked File E stensions
- Source File Filters
- Load Settings Pattern Match
Instrumentation
- Hook Ingertion
- Line Hooking
- Hoak Control
- Hook, Safety
- [nstrumentation Logging
Symbol Handling
- Symbal Misc
- Symbal Lookup
- Sumbol Servers
Data Dizplay
- Dlizplay filters
- Colaurs

- Bnnree Cnde Froisizinn

~

W

Function Tracing
v Collect function execution information
Line Tracing
v Collect ine execution information
Data Collection
v Collect function pararmeters " Usze exception handling when collecting data

'3 i . . .
¥ Collect local variables Do not uze exception handling when collecting data.

f* This ophion iz slower but iz to be used if pou will be

v Collect exception information ! - -
P uzing the debugger at the zame time az Bug Walidator,

v Collect retum values
[v Collect register values

Cusztom Hooks Tracing

v Collect custam hook execution infarmation

Feset Al Fezet Help [F1] ok | Cancel

Bug Validator collects execution information related to function calls, function returns and exceptions
automatically. You can also record information about individual line execution by selecting the Collect
line execution information check box.

Collecting information about function parameters, method variables, return values and exceptions can be
useful. However collecting this information takes additional execution time and storing this information
uses more space. For this reason Bug Validator allows you to choose which data to collect. Select the
appropriate check boxes to enable collecting of function parameters, method variables, exception
information, function return values and processor registers.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.
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3.9.1.1.2 Custom Hooks

The Custom Hooks tab allows you to specify hooks for functions that Bug Validator does not know
about. This allows you to monitor APIs in 3rd party products and in APIs that are released after Bug
Validator was released.

This a very advanced topic, requiring you to know the parameter list and return type of each function to
be hooked and the calling convention for each function. Failure to specify the information correctly
may crash your application. If in doubt do not attempt to use this feature of Bug Validator. This topic is
also discussed in the Bug Validator tutorial, which can be found on the Help menu.

) Data Collection Settings ? x
Data Collection ~ Custom Hooks
- Data Collection
ADVANCED USERS OMLY - READ THE HELP MANUAL BEFORE TRYING TO USE THIS PAGE.
.. Optimization MISTAKES MADE USING THIS PAGE WILL CAUSE YOUR APPLICATION TO CRASH.

- Applications bo Monitar
Filters

- Hooked DLLs

- Hooked File E stenzions

- Source File Filters

- Load Settingz Pattern Match
Instrumentation

- Hook Inzertion

Custom Hooks Add...
testCustomDLL.dII t customAlloc

Edi...

Femove

Fiemove All

- Line Hooking
- Hoak Control
- Hook Safety

- Instrumentation Logging
Syrmbol Handling

- Sumbal Mizc

- Sumbal Lookup
- Spmbol Servers
Data Display

- Display filkers

- Colours

... Grniree Code Browsinn

Enable &l

I

Dizable All

[~ &llow the Fleset buttan to reset the custom hook, definitions

Reset

v Resetal | Help F1) |

The picture above shows some custom hook definitions in the testCustomDLL.dIl DLL. Some of the
definitions are for functions with __cdecl calling conventions and some are for functions with the
__stdcall calling convention. To edit an existing definition, double click the entry you want to edit, or
click the Edit... button.

e Add * add a new custom hook. The custom hook dialog is displayed.

e Edit... > edit the selected custom hook. The custom hook dialog is displayed.

e Remove » delete the custom hook that is selected on the display. Alternatively you can press the
Delete key on the keyboard to delete the currently selected entry.

e Remove All * delete all custom hook definitions.
e Enable All * enable all custom hook definitions.

e Disable All * disable all custom hook definitions.
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Typically, after setting the custom hook definitions, you will not want these reset when you choose to
reset the other settings to the defaults by pressing the Reset button. However if you do wish to reset the
custom hooks at this point you can select the Allow the Reset button to reset the custom hook
definitions check box.

Custom Hook Dialog
The custom hook dialog allows you to edit the definition of a custom hook.

A custom hook dialog for a function using the __cdecl calling convention is shown below. The function
prototype for this function is:

extern "C" wvoid *customAllocl (int size); // input param

The function has been specified using the extern "C" specifier so that the function name has no C++
name mangling decoration. The function is the called customAlloc1 and is in the DLL
testCustomDLL.dll, it uses the __cdecl calling convention, takes one input parameter. The custom hook
is marked as an allocator by the Alloc definition. For datatype purposes it has been specified as
returning the woid *datatype. The custom hook will monitor the return parameter, marked as a pointer and
the single input parameter, marked as a size specifier.
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Custom Hook 2 w
DLL Mame: ItestEustDmD LL.dl | oF I
Function M arne: ICUStDmﬁ-"DC Cancel |

Function Ordinal: I'1 [-1 taignore ardinal]

Calling convention: & COECL caling convention [caller cleans up stack @ |
{7 STDCALL caling convention [callee cleans up stack [win32] |
¥ Enabled

Specify the Return type far the function

Name Type

Specify parameter typesz for the function

Name Type Add

R emove

Remove Al

L

DLL Name
Type the name of the DLL without a file path in the DLL Name field. The name is case insensitive.

Function Name
Type the name of the function in the Function Name field. The name should appear exactly as shown in
the Export Address Table of the DLL (or the Import Address Table of any DLL that uses the function).

Function Ordinal

If the function is imported by ordinal (for example MAPIAllocateBuffer@8 in MAPI32.DLL), type the
ordinal (as a decimal integer) in the Function Ordinal field. If the function is not imported by ordinal, type -
1.

For the example MAPIAllocateBuffer@8 in MAPI32.DLL, the ordinal is 13. The ordinal can be found in
the Export Address Table of the DLL.

Calling convention
Select the radio box that corresponds to the calling convention of the function. If you don't know the
calling convention, DO NOT GUESS. Using the wrong calling convention will crash your application.

Number of Parameters
Type the number of parameters the function takes. This is the number of parameters the function has,
not the number of parameters that you want to monitor. If you don't know the number of function
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parameters, DO NOT GUESS. Using the wrong number of function parameters will crash your
application when used with the stdcall calling convention.

Enabled

Select the check box to make the custom hook enabled. Deselect the check box to disable the custom
hook. This setting only takes effect each time your application starts - changing this in the middle of a
session has no effect.

Return type
The parameters section allows you to define the return value to be monitored.

Parameters
The parameters section allows you to define the parameters to be monitored.

Add
Click Add to add a parameter definition.

Remove
Click Remove to remowe the selected parameter.

Remove All
Click Remove All to remowe all parameters.

The return types and each parameter definition can be edited by clicking on the field in the grid. A combo
box will be displayed with appropriate choices. The various columns are:

Name
This column is the name of the parameter.

Type
This column indicates what datatype the parameter is. The following values are valid.

wvoid
char
wchar_t
TCHAR
int
short
long
WORD
DWORD
float;
double

void *
char *
wchar _t *
TCHAR *
int *

short *
long *
WORD *
DWORD *

Copyright © 2002-2025 Software Verify Limited



The User Interface 58

float *
double *

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.9.1.1.3 Optimisation

The Optimisation and Editing tab allows you to configure the editing options for Bug Validator.

) Data Collection Settings ? x
Data Collection ~ KV File Optimisation
- Data Collection
. Custom Hooks Bug Validator can automatically produce KV files when it finds PDB or MAP files that are more
recent than the existing KA file, When hooking lines, KV files are fagter than PDB or MAP files,

F3 files can only be automatically generated if a POE file ar a MAP file with line numbers iz found

 Applizations ta Monitor e el £ et DL,

Filters

- Hooked DLLs

- Hooked File E stengions
- Source File Filters

- Load Settingz Pattern katch
Instrumentation

- Hook, [nzertion

- Line Hooking

- Hoak Control

- Hook Safety

- Instrumentation Logaging
Syrmbol Handling

- Sumbal Mizc

- Spmbol Lookup

- Spmbol Servers

ata Display

- Dizplag filters

- Colours

. Fode B . v Reszet Al Rezet Help [F1] ak | Cancel

v Automatically generate Ky files

L)

KVI File Optimisation

KVI Files are generated by Bug Validator and are used by Bug Validator at customer sites. In addition
Bug Validator can also use KVI files in preference to MAP files or PDB files. Normally KVI files are
created by choosing the Create KVI Files... option on the Deploy menu. If you want Bug Validator to
automatically produce KVI files when it finds more recent PDB and/or MAP files, select the
Automatically generate KVI files check box.

Reset All - Resets all global settings, not just those on the current page.
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Reset - Resets the settings on the current page.

3.9.1.1.4 Applications to Monitor

If your target program launches other child applications then the Applications to Monitor page lets you
choose which ones to monitor.

* Data Collection Settings 7

x

Data Collection ~
- Data Collection
- Cugtom Hooks

Applications to Monitor

Applications to monitor Add...

Dptiisatin . wstest.console.exe TE.ProcessHost.Managed.exe TE.ProcessHost. Manage... Edi
Filters B
- Hooked DLLs EMOYE

- Hooked File Estensions
- Source File Filters

- Load Settings Pattern Match
Instrumentation

- Hook [nzertion

- Line Hooking

- Hook Control

- Hook Safety

- |ngtrumentation Logging
Symbol Handling

- Symbol Misc

- Symbal Lookup

- Sumbol Servers

Data Dizplay

- Digplay filkers

 Calours . v FResetal Resat Help (F1) ok | Cancel
. Sanree Cade Brosisinn

Remave Al

Set Defaults

i

Monitoring child applications
You may have a case where the program you need to start is not the one you are interested in.

Your program may launch child applications and it may be one of those that you want to monitor with
Bug Validator.

An example might be for unit testing where a test program spawns one or more child applications, or it
might launch the same application multiple times.
The applications to monitor

The main list of Applications to monitor shows programs you may want to launch and the child
applications they subsequently start - i.e. the you may be interested in monitoring.

Once a definition has been added, you can then use the Application to Monitor setting on the Launch
Dialog or wizard to choose which of these child applications you actually want to monitor in a given
session.
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Managing the applications to monitor

The list contains a set of definitions - each one being for a different launch program.
For each launch program you can set the child applications you might want to monitor later.

An application is defined by its type (native and .Net, or .Net Core), the application executable name,
and for .Net Core applications an additional application DLL that is used to identify the application.

e Add * add a new module definition using the Application to Monitor dialog below

Edit > modify a selected definition in the list, using the Application to Monitor dialog again

Remove * removes any selected definitions in the list

Remove All * clears the list

Set Defaults > reset the list of known applications to those as configured with a new install of Bug
Validator

The defaults are currently setup for Microsoft's Visual Test software vstest.console.exe.

The Application to Monitor dialog
The Application to Monitor dialog lets you define or edit a launch program and it's child applications.

The values you specify here are the ones used on the launch dialog and launch wizard to customize
which application actually gets monitored.
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it Application to Monitor

Application to Launch:

Mative and .Het

ExE: Edit...

o

DLL:

Applications to Monitor:

DLL Add...

Remove
TE.ProcessHost.Managed. Clr20.exe

Remowve Al

Il

TE.ProcessHost.exe

dotnet.exe

Default application to monitar

TE.ProcessHost Managed.exe j

o Application to Launch * Edit... to select the initial starting application that will be launching the
applications you want to monitor

Any executable names found in the selected program will automatically be displayed in the list of
Applications to Monitor.

If you don't wish to use these automatic names you can Remove them.

Add * add an additional application that you know will be started by the launch program

Child applications that you add are used without the path.

Excluding the path gives more scope for matching launched application names if they are
launched with a different path.

Remove * removes any selected applications in the list

Remove All * clears the list

Default application to monitor *> choose the appropriate item to be the default item

The default application will be selected on the launch dialog (or wizard) whenever the start program
is specified as the one at the top of this dialog.

The Application and DLL dialog
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The Application and DLL dialog lets you define or edit a launch program and a launch DLL.

Application and DLL ? >

Application type:

Mative and .Net -

Application to manitor:

| wstest.console.exe Browse...

=
| iz |

oK | Cancel |

o Application type *> choose the type of application

o Native and .Net
o .Net Core (Framework Dependent)
o .Net Core (Self Contained)

o Application to monitor > edit or Browse... the application EXE to monitor.

This can be an executable name or the full path to the executable. For example test.exe or c:
\unitTests\test.exe.

For native applications this is the application executable.
For .Net Framework applications this is the application executable.

For .Net Core Framework-dependent applications this is most likely going to be c:\program
files\dotnet\dotnet.exe.

For .Net Core Self-contained applications this is the application executable.

o DLL to monitor * edit or Browse... the application DLL to monitor. This field is only needed for .Net
Core applications.

This can be an executable name or the full path to the executable. For example test.dll or c:
\unitTests\test.dll.

For native applications this is not used.
For .Net Framework applications this is not used.

For .Net Core Framework-dependent applications this is the application dIl. (the name of the dIl that
you would pass to dotnet.exe on the command line).

For .Net Core Self-contained applications this is the dll that has the same name as the application
executable. (for theApp.exe, the dIl name is theApp.dll).
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Example Dialogs

Native

Application and DLL ? >

Application type:

Mative and Met -

Application to maonitor:

I wstest. consale.exe Browse...

DLL b ronikor:

I Browse, ., |
oK I Cancel |

.Net

Application and DLL ? >

Application type:

Mative and .Net -

Application to manitor:

I E:omicimemory32\examples \dotmetExample \bin\x64\Release 10_0\dotMetExample 10_0.exe Browse...

DLL Ea maonitar:

I Browse, . |

oK | Cancel |

.Net Core (Framework-dependent)

Application and DLL ? >

Application type:

.Met Core (Fram

Application to manitor:

I dotiNet.exe Browse...

DLL to maonitor:

I dotNetCoreConsoleApp. dil Browse...

oK I Cancel |

.Net Core (Self-contained)
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Application and DLL

Application type:

|f-Contained)

Application to manitor:

DLL to maonitor:

I ainedConsoleApp\dothetCoreSelfContainedConsoleAppbin\Release \netcoreapp3. 1\dothetCoreSelfContainedConsoleApp. exe Browse... |

I 1tainedConsoleAppidotMetCoreSelfContainedConsoleApp'bin'Release \netcoreapp3. 1dotNetCoreSelfContainedConsoleApp. dil Browse. .. |

o]

Cancel |

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.9.1.2 Filters
3.9.1.2.1 Hooked DLLs

The Hooked DLLs tab allows you to specify which DLLs should not be hooked.

* Data Collection Settings

Data Collection

- Data Collection

- Custorn Hooks

- Dptimization

- Applications to Monitor
Filkers

- Hooked File E stensions
- Sournce File Filkers

- Load Settings Pattern Match
Instrumentation

- Hook Inzertion

- Line Hooking

- Hook Control

- Hook, Safety

- Instrumentation Logging
Symbol Handling

- Symbal Misc

- Spmbal Lookup

- Sumbal Servers

Data Dizplay

- Display filkers

- Colours

- Seniree Cade Browssinn

~

v

Hooked DLLs

" Hook all DLLs. Export...

™ Hook the enabled DLLs in the list. Do not hook any ather DLLs.
" Do not hook the enabled DLLs in the list.. Hook all ather DLLs.

Impart...

Wwhen the executable changes, take the following action:

Ask about DLLz to Hook settings if some DLLs defined.

Kl

R E

Chooze Exe..

Process Modules

Process Modules Add Maodule. ..

Add Folder...

Femaove

Fiemove Al

Enable Al
Dizable Al

¥ Don't hook delay lnaded DLLs

Feset Al Feset Help [F1]

[ o |

Cancel |

Hooking Rules
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DLLs are hooked according to a set of rules. There are three rules available.

e Hook all DLLs. All DLLs will be hooked regardless of the settings in the list.

e Hook the enabled DLLs in the list. Only the DLLs in the list that are enabled will be hooked. All other
DLLs will not be hooked.

¢ Do not hook the enabled DLLs in the list. The DLLs in the list that are enabled will not be hooked. All
other DLLs will be hooked.

Process Modules

The Process Modules list specifies all DLLs and .EXE in the target application. The default is that each
DLL and .EXE is enabled. A DLL or .EXE that is disabled does not have any hooks put into that DLL.
This list can also specify folders that should be hooked or that should not be hooked. All DLLs found
inside a specified folder will be hooked or will not be hooked according to the same rules used for
individual DLLs.

DLL names should be written as just the module name without the path. You can use the * wildcard to
specify groups of DLLs. For example MFC*.dll will specify all DLLs starting with the MFC prefix. To edit a
DLL name double click in the text field. Wildcards are not supported for folder names.

To enable a DLL for use with the hooking rules, click in the yellow box so that a tick mark is displayed.

To disable a DLL for use with the hooking rules, click in the yellow box so that a tick mark is not
displayed.

Any DLLs in the list override the DLL Hook Insertion settings on the Hook Insertion tab.

e Choose Exe... > to populate the list of DLLs with all the dependent modules of an application. A
file selection dialog will be displayed to select the application.

e Add Module... > add a dIl to the list of DLLs. A file selection dialog will be displayed to select the
DLL.

e Add Folder... > add a folder to the list of DLLs that will not be hooked. A folder selection dialog will
be displayed to select the folder.

e Remove » remove the selected DLLs and folders from the list.
e Remove All > remowe all DLLs and folders from the list.

e Enable All > enable all DLLs in the list.

e Disable All > disable all DLLs in the list.

e Export... > to export the hooking rule and the list of DLLs to hook. A file selection dialog is
displayed to allow you to choose the file to export to.

e Import... > to import a previously exported rule and list of DLLs to hook. A file selection dialog is
displayed to allow you to choose the file to import from.

Delay loaded DLLs
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If you do not want to hook DLLs that use delay loading techniques select the Don't hook delay loaded
DLLs checkbox.

Launching new Applications

The process of performing Unit Tests often results in testing multiple applications. This will result in the
list of DLLs that you are working with changing. It is therefore possible that you may forget to update the
list of DLLs to hook. This could cause incorrect coverage results if you have the hooking rules set to
hook a specific set of DLLs. To help prevent this, Bug Validator provides the option of warning you about
these settings when you change the executable you are testing.

The options are:

e Ask about DLLs to Hook settings if some DLLs defined. You will only be asked about the Hooked
DLLs settings if you have defined some DLLs (enabled or disabled) in the list.

¢ Always ask about DLLs to Hook settings. You will always be asked about the Hooked DLLs settings.

e Never ask about DLLs to Hook settings. You will never be asked about the Hooked DLLs settings.

When Bug Validator asks you about the Hooked DLLs settings, the following dialog is displayed.

Launch Different Application ? ot

The application pou are about to launch iz different from the previouzly launched application.
Thiz means that the DLLs to Hook zettings will be incaorect. For best results vou should update the
DLLs to Hook, settings.

(' Agk this question again only if the DLLs to Hook settings have some DLLs specified

" Do not azk thiz guestion again

" Always azk this guestion

|Jpdate Settings and Launch |gnore Settings and Launch Cancel

If you wish to change when you are asked this question choose the appropriate radio box.
e Update Settings and Launch » to edit the settings and then launch the application.
¢ Ignore Settings and Launch » to launch the application without updating the settings.

e Cancel > to cancel launching the application.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.
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3.9.1.2.2 Hooked File Extensions

The Hooked File Extensions tab allows you specify which source code file types should be hooked and
source code files should be excluded from hooking.

* Data Collection Settings

~
*

Data Collection
- Data Collection
- Custorn Hooks
- Dptimization
- Applications bo Monitar
Filters
- Hooked DLLs
- Source File Filters
- Load Settingz Pattern Match
Instrumentation
- Hook Inzertion
- Line Hooking
- Hoak Control
- Hook Safety
- Instrumentation Logging
Syrmbol Handling
- Sumbal Mizc
- Sumbal Lookup
- Spmbol Servers
Data Display
- Display filkers
- Colours

... Grniree Code Browsinn

“  Hooked File Extensions

& Hook all filz types Add.
£ Only hook the file types in the list. Specify the source code file types to be hooked

" Don't hook the file types in the list. Specify the zource code file types to be ignored Riemave

Fiemove All

iy

Examples: cpp, o, b, inl, asm, clz, bas, mod, paz
If thiz list iz empty then all file pes will be hooked.

File extensions to hook C++

cPP

Drelphi

Fortran 95

L

YB.Met

YBE

v  Resetdl | FResst | HelpiF1) ok | Cancel |

Which file types to hook - the hooking rule

By default, Bug Validator will try to hook all file types used by your application, but you can choose to
list only those which should be included or excluded:

« Hook all file types * hook everything - ignoring the settings in the list

« Only hook the file types in the list * hook only the listed file types

« Don't hook the file types in the list * ignore all the listed file types, and hook everything else

cpp
h

File extensions to hook

The file extensions to hook list allows you to specify a list of valid file extensions for source code files
you want hooked. If the list is empty, then all source code files will be hooked.

For example, you may want to include C++ source and header files but exclude C source files. To do
this you would add the following extensions to the list:
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or if you use the less common forms of cxx, hxx and hpp:

cpp
CXX

hpp
hxx
h

The list of extensions omits 'c' which is the standard extension for C source files.
e Add... * adds a new row to the list » enter the extension you want to allow
* Remove * removes selected items in the list
e Remove All * remowes all items, clearing the list
e C++ » adds the file extensions for C++
o C# » adds the file extensions for C#
o Delphi * adds the file extensions for Delphi
e Fortran 95 » adds the file extensions for Fortran 95
e VB.Net > adds the file extensions for the VB.Net

e VB6 * adds the file extensions for the Visual Basic 6

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.9.1.2.3 Source File Filters

The Source File Filters tab allows you to specify files which should be hooked or which files should not
be hooked.
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Instrumentation

- Hook Inzertion
- Line Hooking
- Hook Control
- Hook, Safety

- Instrumentation Logging
Symbol Handling

- Symbal Misc

- Spmbal Lookup
- Sumbal Servers
Data Dizplay

- Display filkers

- Colours

- Seniree Cade Browssinn

elomichsvi™,

) Data Collection Settings ? x
Dta Collsction ) *  Source Files and Source Directories to Filter
- Data Collection
- Custom Hooks " Hook all files for function timing and line timing Expart.. |
... Dptirnization " Only hook the files in the ligt for function timing and line timing Irnpaitt.... |
- Bpplications ko Monitor ' Don't ook the files in the list for function timing and line timing
Filkers
- Hooked DLLz [ Only match exact directary, do not match child directories
- Hooked File E stensions . ' . “ .
W 5 ource Fils Filters Specify the source code files that will not be hooked. Example: *debugh
- Load Settings Pattern Match Source Code Files Add File.... |

Add Dir...

Add...

Fiemove

i

Femove All

v ResetAl | Reset Help [F1] 0k | Cancel |

Listing files to exclude or include

By default, Bug Validator will try to hook all source files used by your application, but you can choose to
list only those which should be included or excluded

¢ Hook all files... » hook all files

o Don't hook the files in the list... * hook everything except the files in the list

e Only hook the files in the list... » hook only the source files listed
In the list you can include files or directories. If using directories you may want only that specific
directory, or everything underneath it (the default):

e Only match exact directory... > check this so as not to recurse into child directories

Managing the list of files
Add files or directories on disk:

o Add File... * navigate to the source files * select one or more files * click Open * all the selected
items are added

e Add Dir... * navigate to the folder * select it and click OK * the folder is added to the list
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Or manually enter a file:
e Add... * a new row is added to the list *» Type the file path * press Return * the file is added to
the list
Removwe items as normal:
o Remove * remowes selected items in the list

e Remove All * remowes all items, clearing the list

Alternatively, press m to delete selected items, and + to select all items in the list first.

Exporting and importing

Since the list of source files can be quite complicated to set up, you can export the settings to a file and
import them again later. This is useful when switching between different target applications.

o Export... * choose or enter a flename * Save »* outputs the filtered source files to the file

e Import... > navigate to an existing *.bwxft file * Open * loads the filtered source files

E The exported file can be used with the -sourceFileFilterHookFile command line option.

Wildcards

All file and directory specifications can contain the * wildcard.
Some examples will help:
Consider a project with three source directories:

e:\dev\srcMain\
e:\dev\srcCommon\
e:\dev\srcCustom\

Possible filters could be:
e:\dev\src*\

*\src*\
*\srcC*\*

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.
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3.9.1.2.4 Load Settings Pattern Match

The Load Settings Pattern Match tab allows you to configure loading of different settings depending on
the executable being launched (or relaunched).

* Data Collection Settings ?

X

Data Collection ~
- Data Collection

- Custom Hooks When the executable being launched matches a pattern specific settings can be loaded to
- Jptimization configure Bug Validator for that executable.

- Applications bo Monitar
Filtkers - .
. Hooked DLLs Action Pattern Settings Add...
- Hooked File E stensions First “\examplesinativeExample\™ EdsettingsExamples.bvs

- Source File Fiters First *coverageValidator” EsettingsCV.bvs

¥ Load Settings Pattern Mal

Instrumentation
- Hook Inzertion
- Line Hooking
- Hoak Control
- Hook Safety
- Instrumentation Logging
Syrmbol Handling
- Sumbal Mizc
- Symbol Lookup < >
- Spmbol Servers
Data Display | Display warning dialog when settings loaded because of pattern match
Dizplay filkers

I et T
< N Resetdl | Feset Help [F1) ok | Cancel |

Load Settings Executable Pattern Matching

Edit...

Remave

Remove All

Enable Al

e (ol

Disable All

The grid shows one pattern match per line.

The buttons alongside allow you to Add, Edit and Remowe patterns that you have created. You can also
enable and disable them all.

e Add... ¥ display the pattern match dialog to create a pattern to match.

Edit... > display the pattern match dialog to edit the selected pattern.

Remove... *» delete the selected pattern.

Remove All... * delete all selected patterns.

Enable All... * enable all patterns.

Disable All... *> disable all patterns.

Pattern Match Dialog

The pattern match dialog allows you to create and edit pattern matches.
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Load Settings Executable Pattern Match ? >

[+ Enable

Action when pattern is matched:

|L|:ua-:| settings for the first executable launched that matches a pattern ﬂ

Pattern:

| \examples\nativeExample\™

Settings:

| E:'\settingsExamples.bvs Browse...
oK | Cancel |

« Enable > enable or disable this pattern.

e Action » how to evaluate if this pattern is matched.

= Load settings for first executable... > the first executable that matches a pattern causes the
settings to be loaded.

= Load settings for each executable... > each executable that matches a pattern causes the
settings to be loaded provided it is not the same executable that previously loaded the settings.

= Load settings for every executable... > every executable that matches a pattern causes the

settings to be loaded.
When a different pattern matches the first/each status is reset.

o Pattern *> a text pattern, including the * wildcard, to match an executable path.

Examples:
*\examples\nativeExample\*
c:\tests\*
e:\dev\myProject\release\*.exe

o Settings > the full path to the settings you want to load if the action and pattern match an

executable.

How does the pattern matching work?
It is probably easiest to demonstrate how pattern matching works with some examples.
Let's assume we have two patterns:

*\examples\nativeExample\* that will load e:\settingsExamples.bvs
*coverageValidator* that will load e:\settingscv.bvs.

We'll cover each of the possible action criteria for a sequence of application launches, showing which

settings are loaded and why.
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o Load settings for first executable... > the first executable that matches a pattern causes the
settings to be loaded.

Launched application Settings loaded Reason
e:\examples\nativeExample\release\nativeExample.exe e: 1st application, new
\settingsExamples.b pattern
Vs
e:\examples\nativeExample\release\nativeExample.exe repeat application,
same pattern
e:\examples\nativeExample\debug\nativeExample.exe 2nd application, same
pattern
c:\program files (x86)\software verify\coverage validator e:\settingsCV.bvs  1st application, new
x86\coverageValidator.exe pattern
e:\examples\nativeExample\release\nativeExample.exe e: 1st application, new
\settingsExamples.b pattern
Vs

o Load settings for each executable... * each executable that matches a pattern causes the
settings to be loaded provided it is not the same executable that previously loaded the settings.

Launched application Settings loaded Reason
e:\examples\nativeExample\release\nativeExample.exe e: new application, new
\settingsExamples.b pattern
Vs
e:\examples\nativeExample\release\nativeExample.exe repeat application,
same pattern
e:\examples\nativeExample\debug\nativeExample.exe e: new application, same
\settingsExamples.b pattern
Vs
c:\program files (x86)\software verify\coverage validator e:\settingsCV.bvs  new application, new
x86\coverageValidator.exe pattern
e:\examples\nativeExample\release\nativeExample.exe e: new application, new
\settingsExamples.b pattern
Vs

o Load settings for every executable... > every executable that matches a pattern causes the
settings to be loaded.

Launched application Settings loaded Reason
e:\examples\nativeExample\release\nativeExample.exe e: Every application
\settingsExamples.b
Vs
e:\examples\nativeExample\release\nativeExample.exe e: Every application
\settingsExamples.b
Vs
e:\examples\nativeExample\debug\nativeExample.exe e: Every application
\settingsExamples.b
Vs
c:\program files (x86)\software verify\coverage validator e:\settingsCV.bvs  Every application
x86\coverageValidator.exe
e:\examples\nativeExample\release\nativeExample.exe e: Every application
\settingsExamples.b
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Warning
When a pattern is matched and the action criteria are satisfied the specified settings will be loaded.
A warning can be displayed at this point to remind you that the settings are being changed.

o Display warning dialog... *» the warning dialog will be displayed when the pattern match criteria
are met.

The warning dialog looks like this:

Executable Pattern Matched - Loading Settings ? >
Loading settings:
E:\settingsCV.bvs

Match criteria:
Load settings for the first executable launched that matches a pattern

[ Don't show this again

Close

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.9.1.3 Instrumentation

3.9.1.3.1 Hook Insertion

The Hook Insertion tab allows you to specify which groups of files are hooked in the target program.

Once installed the group of installed hooks cannot be changed. If you wish to use a different set of hook
groups you will need to start a new session with the target program.
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) Data Collection Settings ? x
Data Collection *  Source Code Line Hook Insertion
- Data Collection
. Custorn Hooks Chooge which groups of source file will have functions tracked.
- Dptimization . _ o . .
pHIES . v Track &l lines in all files in directories listed as source directories
- Applications to Monitor
Filkers v Track all lines in all files in directories listed as third party source directaries
- Hooked DLLs

.. Hooked File E stensions v Track all lines in all files in all other directaries

- Sournce File Filkers
- Load Settings Pattern Match

] DLL Hook Insertion
Instrumentation

Specify which DLLs will get proceszed according bo the ules for Source Code Line Hook [nsertion,
. Line Hooking This is just a general list. Far more specific DLL fitering see the Don't Hook tab.
- Hook Control

I Use general DLL hook settings as well az Hooked DLL settings (read help before enabling this).
- Hook, Safety

- Instrumentation Logging
Symbol Handling
- Symbal Misc
- Spmbal Lookup
- Sumbal Servers
Data Dizplay
Dizplay filkers

I o I
< > Feset Al ‘ Feset Help [F1] oK | Cancel

== (==

Source Code Line Hook Insertion

This section allows you to specify which group of source code files will be hooked.

e Track all linesin all files in directories listed as source directories.
If this check box is selected any file referenced in a KVI file that is in one of the directories specified
as a source directory will be hooked.

e Track all lines in all files in directories listed as third party source directories.
If this check box is selected any file referenced in a KVI file that is in one of the directories specified
as a third party source directory will be hooked.

e Track all lines in all files in all other directories.
If this check box is selected any file that is not in one of the directories specified for source directories
and/or third party source directories will be hooked.

DIl Hook Insertion

This section allows you to specify which DLLs will be processed according to the rules for Source Code
Line Hook Insertion. The check boxes when selected enable the particular group of DLLs to be hooked.
These DLLs are all system DLLs, and as such may not have much use if hooked for code cowerage, as
the source code may or may not be available, and even if available, your application will not be able to
influence the code coverage for these files. To enable the use of these options select the Use general
DLL hook settings as well as Hooked DLL settings checkbox.
e Track functions in files in MFC DLLs.

When selected all MFC dlls will be hooked.
e Track functions in files in MSVC DLLs.

When selected all MSVC dlIs will be hooked.
e Track functions in files in the STL support DLL.

When selected the STL support dil (MSVCP(D).DLL) will be hooked.
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e Track functions in files in system directory.
When selected all dlls in the system directory will be hooked.

These settings are overridden if you specify DLLs in the list on the Hooked DLLs tab. As a general rule, if
you are using the Hooked DLLs tab, it is best to disable the DLL Hook Insertion options by deselecting
the Use general DLL hook settings as well as Hooked DLL settings checkbox.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.9.1.3.2 Line Hooking

The Line Hooking tab allows you to specify which how the source code lines are discovered by Bug

Validator.

n Data Collection Settings

Data Collection ~
- Data Collection

- Custom Hooks

- Optimization

- Applications bo Monitor
Filters

- Hooked DLLs

- Hooked File E stengions
- Source File Filters

- Load Settingz Pattern katch
Instrumentation

- Hook, [nzertion

- Hoak Control

- Hook Safety

- Instrumentation Logaging
Syrmbol Handling

- Sumbal Mizc

- Spmbol Lookup

- Spmbol Servers

Data Display

: Display filkers

I alm irs

Function Line Hooking

The methods of line hooking have different speeds based on how the PDE file or MAP file iz iterated.
Al theze methods are egually reliable, although if ohe method Failz, it may be that a different method
works more reliably.

W Uze PDE files to iterate lines in source files.

(" lterate POB file line by line for the entire code section related to each source file.
Thiz iz the glowest PDE option [100%],

(™ lterate PDE file line by line for the code sections related to each source function in a file.
Thig iz the second slowest PDB option [90%]

" lterate POB file address by addess for the entire code section related to each sounce file.
This iz the medium PDE option [75%).

{* lterate POE file address by address for the code sechions related to each zource function in a
file. Thiz iz the fagtest PDB opbion [25%).
W Use MAP files to iterate lines in source files,
Thiz iz optian iz faster than any PDE option [57%).

Hoak ingertion preference: |L|$e AP when no PDB ﬂ

Reset 4l Reset | Help [F1] 0K | Cancel ‘

To hook each source code line Bug Validator has to find the start address of each line and then check
that hooking that line will not result in corruption of the code relating to other parts of the program. The
data to determine the location of each source code line can be found in KVI files that contain line number
information. For Microsoft DLLs, data in PDB files is used.

For KVl files, the line number information is explicit, so we provide one method of walking the source

code lines for MAP files.
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For PDB files we found that there were four related methods for obtaining source code line start
addresses. Each method was subtly different, maybe more accurate, but slower, or faster and less
reliable. As such we have included all of these methods, so that you can choose the method most
appropriate for what you want to achieve.

To use PDB files select the Use PDB files to iterate lines in source files check box. To select the
method of iterating the PDB file, choose the appropriate radio box.

To use KVI files select the Use MAP files to iterate lines in source files check box.

The hook insertion preference combo box allows you to choose how Bug Validator chooses between
PDB files and KVI files. The options are:
o PDB files only.
Only PDB files are used for iterating files. KVI files are ignored.
o KVI files only.
Only KVl files are used for iterating files. PDB files are ignored.
e Use KVI when no PDB.
PDB files are used in preference to KVI files. KVI files are only used when the required PDB file cannot
be found.
e Use PDB when no KVI or no lines in KVI.
KVI files are used in preference to PDB files. PDB files are only used when the required KVI file cannot
be found, or the KVI file does not contain line number information.

Our tests have shown that KVI files with line numbers provide the fastest hooking method. KVI files with
line numbers are not always available, so the Use PDB when no KVI or no lines in KVI option is the
recommended option.

WARNING: Tests have shown that MAP files do not always contain the address of every line in the
application. Some lines are omitted from the MAP, for no apparent reason. As a result, when using MAP
files, sometimes lines are not hooked. If you use the Use MAP when no PDB option, PDB files will
always be used in preference to MAP files, thus reducing the possibility of this happening.

IMPORTANT.

Due to daylight saving times it is possible for a MAP file to have an embedded timestamp that is different
than the DLL timestamp by an hour.

In these situations Bug Validator will not recognise the MAP as valid. The solution to this problem is to
rebuild the application.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.9.1.3.3 Hook Control

The Hook Control tab allows you to specify which how the source code lines are hooked and
communicated to Bug Validator.
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) Data Collection Settings ? x
Data Collection _ A Hook Control
- Data Collection
- Cugtorn Hooks Control how agareszzively Bug Walidator modifiez your application's code o that each line of source
... Dptimisation code can be traced.
- Applications to Manitar ¥ Hook 32 bit relative JMP instructions,
Filkers
- Hooked DLLs Iv Hook retum (RET and RETN] instructions.
- Hooked File E stensions ¥ Hook short branches [Jec) i possible.
- Source File Filters ] ]
... Load Settings Pattern Match ¥ Haook long branches [Joc] if possible.
Instrumentation Bug W alidator can provide extra zafety when hooking functions by perfarming extra tests to determine
- Hook Inzertion the end of a function.
- Line Hooking } )
W Hook Control ¥ Detect end of functions with extra bests.
- Hook, Safety

- Instrumentation Logging
Symbol Handling
- Symbal Misc
- Spmbal Lookup
- Sumbal Servers
Data Dizplay
Dizplay filkers

I o I
< > Feset Al Feset Help [F1] oK | Cancel

Hook Control

The next page allows you to specify how aggressive Bug Validator is when hooking lines that cannot be
hooked as easily as other lines. Selecting these check boxes will make Bug Validator perform more
safety checks when hooking lines and also enable lines to be hooked that would otherwise not be
hooked.

e Hook 32 bit relative JMP instructions.
When this check box is selected, Bug Validator will hook lines with JMP instructions in them.
e Hook return (RET and RETN) instructions.
When this check box is selected, Bug Validator will hook lines with RET or RETN instructions in them.
e Hook short branches (Jcc) if possible.
When this check box is selected, Bug Validator will hook lines with short branches in them.
e Hook long branches (Jcc) if possible.
When this check box is selected, Bug Validator will hook lines with long branches in them.
e Detect end of functions with extra tests.
When this check box is selected, Bug Validator will be more cautious when detecting the end of a
function (to awoid overwriting the code for any function that after the function being hooked).

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.
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3.9.1.3.4 Hook Safety

The Hook Safety tab allows you to control how Bug Validator performs self-consistency checks.

ﬁ Data Collection Settings ? *
Data Collection ~ Hook Safety
- Data Collection
. Cuztorn Hook s Bug Walidator checks that the DLL checksum stored in the Y file is the zame az the checksum
... Dptimization calculated for the DLL. If the checksums do not match Bug Validator can refuse to hook, functions
o . in the DLL.
- Applications bo Monitar
Filters v Don't hook functions if K| checksum and DLL checksum are not the same.
- Hooked DLLs

= i o
. Hooked File Estensions ¥ Dizplay waming dialog when KV checksum and DLL checksum are not the zame.

- Source File Filters
- Load Settingz Pattern Match

KM checksum errors are logged in the diagnostic window even if this option is disabled.

Bug Walidator checks that a function iz zafe to hook, by examing each funchion to detect changes

Instrumentationl to ling locations made by the compiler optimizer. If the code cannot be dizassembled, the function
- Hook Inzertion can be ignored. For Release builds thiz iz recommended.
- Line Hookin . . )
g W Don't hook functions if function cannot be disassembled
- Hoak Control
® Hook Safety

Bug Walidator can provide estra safety when hooking functions by pausing other threads whilst gach
hook, iz made. Thiz iz recommended if your application is multi-threaded,

¥ Pauze other threads whilst hooking

- Instrumentation Logging
Syrmbol Handling
- Sumbal Mizc
- Sumbal Lookup
- Spmbol Servers
Data Display
Dizplay filkers

I
< 3 Rezet Al Rezet Help [F1] ak | Cancel

KVI Checksum

Bug Validator checks that the DLL checksum and the checksum for the DLL in the KVI file are the
same. This check is used to ensure that the KVI file is being used on the same version of the DLL as the
DLL the KVI file was created for. If you want Bug Validator to perform this check, select the Don't hook
functions if KVI checksum and DLL checksum are not the same check box..

If you want a warning dialog displayed when the checksums don't match, check the Display warning
dialog check box.

Hook Safety

Bug Validator checks that lines and functions are safe to hook by disassembling each function to check
that the optimizing compiler has not moved the locations of the start of each line. If the code cannot be
disassembled due to finding unrecognised code sequences, the function is not hooked. If you want Bug
Validator to ignore functions that cannot be disassembled, select the Don't hook functions if function
cannot be disassembled check box.

Multithreaded applications

If your application is multithreaded, there is the chance that Bug Validator may be modifying the code for
a function whilst another thread is executing the function. To prevent errors in this case you can ensure
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that Bug Validator pauses other threads whilst each line is hooked. To do this, select the Pause other
threads whilst hooking check box.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.9.1.3.5 Instrumentation Logging

The Instrumentation Logging tab allows you to control Bug Validator's internal logging.

) Data Collection Settings ? x

Data Collection
- Data Collection
- Custom Hooks
- Optimization
- Applications bo Monitor I” Enable instrumentation logging
Filters
- Hooked DLLs
- Hooked File E stengions
- Source File Filters
- Load Settingz Pattern katch
Instrumentation
- Hook, [nzertion
- Line Hooking
- Hoak Control
- Hook Safety
Syrmbol Handling
- Sumbal Mizc
- Spmbol Lookup
- Spmbol Servers
Data Display
Display filkers

O
< ¥ Reszet Al Rezet Help [F1] ak | Cancel

Instrumentation Logging

|mgtrumentation logging iz the gathering of data to inform pou why particular code was not ingtrumented.

If you enable instrumentation logging a log file will be created during instrumentation that indicates why
each DLL, file and function was or was not instrumented according to the various settings and filters.

The instrumentation log can be useful to identify the reasons why a particular file or function or class is
or is not be instrumented.
e View Log... > to view the instrumentation log. You can also view the log from the Tools menu.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.
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3.9.1.4 Symbol Handling
3.9.1.4.1 Symbol Misc

The Symbol Misc tab allows you to set miscellaneous symbol settings.

) Data Collection Settings ? x
[iata Collection A Spmbol loading
- Data Collection
-~ Custom Hooks Symbols can be loaded all at ohce or they can loaded using deferred spmbol loading.
- O ptimisation Microzaft recommend deferned symbal loading.
- Applications to Monitor
Filters v Use deferred syrmbal lnading
- Hooked DLLs
- Hooked File E stensions s¥lDbgHelpReader Logging
- Source File Filters
- Load Settings Pattern Match v Keep sviDbgHelpSvmbolR eader log files
Instrumentation
. Hook Inzertion C:A\U zershstephen'dppD atah R oaminghS oftware Verify Bug VWalidator #864symbols
- Line Hooking Clean
- Hoak Control
- Hook, Safety

- [nstrumentation Logging
Symbol Handling

- Symbal Lookup

- Sumbol Servers

Data Dizplay

- Dlizplay filters

- Colaurs

e v | ResstAl ‘ Reset | Help [F1] ok | Cancel

Immediate or deferred symbol loading

When converting program addresses to symbol nhames, you can choose immediate symbol loading, or
defer loading until each symbol is needed.

o Use deferred symbol loading * uses deferred symbol loading rather than "all at once' (on by
default)

Microsoft® recommend deferred symbol loading, claiming it is the fastest option. We give you
the choice.

Symbol Reader Logging

Symbols are fetched from symbol servers using a helper process svMDbgHelpSymbolReader.exe. We log
the command line and behaviour of this helper tool. This is displayed on the diagnostic tab.

If you wish the log files can be kept for later analysis. By default this option is turned off.
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o Keep sviDbgHelpSymbolReader log files > keep the log files after Bug Validator has finished
processing them

The path to the directory containing the log files is shown.

e Clean »* delete all sMDbgHelpSymbolReader log files
Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.9.1.4.2 Symbol Lookup

The Symbol Lookup tab allows you to specify how Bug Validator acquires symbolic information about
your application or senvice.

) Data Collection Settings ? x

Data Collection ~
- Data Collection
- Custom Hooks

Symbol Lookup

Tell uz how you built your application 2o that we can zetup reading the debug infarmation.

- Optimization - -

- Applications ko Monitar Wizual Studio j
Filters

- Hooked DLLs DbgHelp.dil iz uged to interpret Microgzoft ¢ Intel debug information.

- Hooked File E stengions

. Source File Filkers {* ‘We can provide a DbgHelp.dll version matching the isual Studio the application was built with.

+ Load Settings Patterm Match Wisual Studio 17.0[2022) [Supplied by Bug Validator 136) |
Instrumentation

. Hook Inzertion DbgHelp version: 10.0.17625,1000

- Line Hooking ) ]

- Hook Conbral " [Or, you may locate a version of DbgHelp.dil that best matches your build.

- Hook Safety

- Instrumentation Logaging

Syrmbol Handling

- Sumbal Mizc

- Gymbal Servers " “ou're providing your own DbgHelp.dl # SymSry.dll, don't copy arw DLLs to the target directory
Data Display

- Dizplag filters

- Colours

. Fode B . v Reszet Al Rezet Help [F1] ak | Cancel

Compiler /IDE Choice

Use the first combo box to choose which compiler / IDE you used to build your software.

Bug Validator will use the appropriate methods to read your symbols.

The choices are:
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Visual Studio
Visual Basic 6
Rust

Other

Symbol Lookup

e We can provide a Dbghelp.dll > choose one of Bug Validator's known good DbgHelp.dll's based
on the version of Visual Studio you are using

Bug Validator fetches symbols for your application using an appropriate symbol handler for the type
of debugging information you have.

For Microsoft Visual Studio users each version of Visual Studio provides different debugging formats
which are readable by the appropriate DbgHelp.dIl supplied by Visual Studio. A given version of
DbgHelp.dll is usually able to read earlier formats of Microsoft debugging information but is not able
to read a future format. For example Visual Studio 2005 (version 8) can read Visual Studio 6 debug
information but cannot read Visual Studio 2008 debug information.

Visual Studio 6.0 doesn't supply a DbgHelp.dll so we have provided one for use with Visual Studio
6.0.

Visual Studio 10 is unusual in that the DbgHelp.dll (6.12) supplied by Visual Studio cannot read the
debug information created by Visual Studio. To solve this problem we have supplied DbgHelp.dII
(6.11) as an alternative.

Bug Validator will choose the appropriate (most recent) version of Visual Studio automatically. You
can override Bug Validator's choice by choosing the Visual Studio version from the Visual Studio
combo box.

Specify your own DbgHelp.dll

¢ Or, you may locate a version of DbgHelp.dll > specify your own DbgHelp.dll to use with Bug
Validator

If you wish to explicitly specify which DbgHelp.dll to use choose the Or, you may locate a version

of DbgHelp.dll option enter the path in the DbgHelp.dll edit field or use the Browse... button to
select the dbgHelp.dll.

Note that the directory that contains DbgHelp.dll should also contain symsrv.dll if you wish to use
symbol servers with Bug Validator.

Don’'t update DbgHelp.dll

¢ You're providing your own DbgHelp.dll » use the DbgHelp.dll that ships with your application
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If your application needs to use a specific version of DbgHelp.dll that you're already providing with
your application you should choose the You're providing your own DbgHelp.dll option to prevent
Bug Validator from overwriting your DbgHelp.dlIl.

Note that the directory that contains DbgHelp.dll should also contain symsrv.dll if you wish to use
symbol servers with Bug Validator.

Symbol lookup for other compilers

If you are using another compiler click the link to see information about configuring debug information for
that compiler.

Symbol Lookup

Tell uz how wou built your application zo that we can setup reading the debug information.

Yizual Bazic B ﬂ

Learn hiow to getup debug information for Yisual Bazic B

After selecting the compiler, clicking the link will show a dialog box containing information relevant to the
selected compiler.

For example:

Visual Basic 6 Debug Information 7 >

For Yizual Bazic B, debug information iz created in POE format.

To create debug infarmation for pour Yisual Basic B project:

1] Enzure that the environment vaniable "Link" iz not defined.
2] Open vour project in Microsaoft Vizual B azic.

3] Select Project » Project Properties... from the main menL.
4] Select the Compile tab.

8] Select the "Create Symbolic Debug Info' check bos.

E] Click OF.

7] Rebuild vour application.

Help [F1] Cloze

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.
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3.9.1.4.3 Symbol Servers

The Symbol Servers tab allows you to specify Symbol Seners to retrieve symbols used in your
application.

E You do not need to specify symbol servers if you do not wish to, and Bug Validator will work
correctly without them.

'h Read on, or click a setting in the picture below to find out more.

X

) Data Collection Settings ?

Data Collection ~
- Data Collection
- Custorn Hooks

Symbol Server

Bug ¥alidator can use Symbol Servers to locate symbols.

- Load Settings Pattern Match
|ztmentation
- Hook, [ngertion

< > Dizable All

-~ Dptimisation Symbol Server Directory Add..
- fpplications to Monitor i, i i )
Fillers http:_a_-'msdl.mlcrosof't.com_-'downloadr symbeols Chmssymbols
- Hooked D.LLS _ httpe/127.0,0.42:8000 ChmylLocal5ym Remove Al
- Hooked File Extensions
- Source File Filters Enable &l

- Line Hoaoking Symbol Environment Yariables
- Haok Cantral Yarious environment variables can also specify symbol locations and syrmbal servers.
- Hook Safety

- Instumentation Logging Configure Symbal Handling Enviranment Y ariables. .

ymbol Handling

5
- Symbal Misc Prefetch symbols
- Symbol Laokup If wou wizh to prefetch wour symbols you can do that here.
& Symbol Servers
Data Display Frefetch Symbalz...
- Digplay filkers

- Col
s v Hesemu| Resst | Help (F1) ok | Cancel

Symbol servers

Symbol servers are entirely optional, but are useful for obtaining symbols from a centralized company
resource or for obtaining operating symbols from Microsoft.

The default symbol serer is the Microsoft symbol server used for acquiring symbols about Microsoft's
operating system DLLs. You may also wish to add some symbol servers for any software builds in your
organisation.

A symbol server is defined by at least the following:
o the symbol server dll to be used to handle the symbol server interaction
» a directory location where symbol definitions are saved

o the server location - a url

Each symbol server can be enabled or disabled allowing you to keep multiple symbol server
configurations available without constantly editing their definitions.
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You can define up to four symbol servers and more than one can be enabled at a time.
Symbol Server Errors

Any symbol sener entry shown in red indicates there is a problem with parts of the definition of that
symbol sener.

In the image shown above the symbol sener at http://127.0.0.42:8000 cannot be reached. It is either
offline or does not exist.

Managing symbol servers

e Add... > displays the symbol server dialog described below

Remove *» remowe selected symbol sener(s) in the list
Remove All > remowe all symbol servers

Enable All > enables all symbol servers in the list
Disable All > disables all symbol servers

You can also enable or disable an item in the list via the yellow check box at the left of each
row.

To edit the details for a symbol server, just double click the entry in the list to show the symbol server
dialog again.
Symbol server dialog

The dialog initially appears pre-populated with some default values and allows you to set up or edit the
definition of a symbol sener. Some of the default values can be changed.

Symbol Server ? X

¥ Enable Symbal Server

Example: http:Admzdl. microzoft. comddownloadfsymbols

Example: “\build-grthsymbaols

Symbol Server: |htt|:|: #fmzdl microzoft com,/dovnload/sumbols ﬂ

Example: ohmylocalSymbals

Symbol Stare Directony: |E:'xmss_l.1mbu:uls Browsze. .. ‘

Symbaol Server DLL:  c:\program files [#86]hsoftware venfyhbug walidator x86hdbghelpivs1 7 Dhapmzre dil

Example: cwindowsaystem32

Prefetch Directony: |C:SWINDOWS S psw 0w ES Browse...

i

(] Cancel
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o Enable Symbol Server *> enable or disable this server
The following three entries must be set to enable the OK button and define the symbol server.
[E] oK button not enabled?The OK button will only be enabled when the following entries have a
valid value: - Symbol Server DLL names a dll present in the Memory Validator install

directory. - Symbol Store Directory has been specified and exists. - Symbol Server URL
has been specified (this value will not be checked for correctness).

o Symbol Server * select a predefined public symbol server or enter the URL of the symbol server
you wish to use - the Microsoft server is initially set as the default

e« Symbol Store Directory » enter or Browse to set the directory that will contain local copies of the
downloaded symbols

o Create Dir * creates a directory if you entered a directory name that does not exist yet

The Symbol Server DLL is set based on the Symbol Lookup settings you have chosen.

You can optionally associate a directory to scan when you are prefetching symbols (below)

o Prefetch Directory » specify the directory to scan for symbols

Environment variables related to symbols
If you wish, you can set some environment variables to supply symbol paths.
e Configure Symbol Handling Environment Variables * opens the dialog below

Check the desired options - if any.

Symbol Handling Environment Yariables ? >

Choose the environment variables you wish to use to supply symbol path and
symbaol server information.

You can leave these all unselected - you don't have to use these environment
variables - the software can determine symbol path information automatically.

[ Use NT _SYMBOL_PATH to supply symbal search paths
[ Use NT_ALT_SYMBOL_PATH to supply symbal search paths
| Use NT_ALTERMATE_SYMBOL_PATH to supply symbol search paths

[ Use NT _SYMCACHE_PATH to supply symbal search paths

0K | Cancel
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Pre-fetching symbols
To awoid delays when using symbol servers, you can trigger the retrieval of symbols (by running
SymChk.exe) to collect symbols for all executable files specified in the exe/dll which you associated

with each symbol server.

e Prefetch Symbols... > open the Prefetch Symbols dialog below to continue

Prefetch Symbols >

To prefetch symbols we require you to install Debugaing Tools for Windows from Install Debugging Tools for Windows |
Microsoft's website then select the symchk.exe tool in the edit box below. =Fouaang

SymChk.exe Browse...

| Close |

Prerequisites for pre-fetching symbols
The pre-fetching of symbols requires the installation of Microsoft's Debugging Tools[.

Hvou may already have Debugging Tools if you've previously installed the Windows Driver Kit (DDK or
WDK) or the Windows SDK.

¢ Install Debugging Tools for Windows * opens a web page (as abowe) to download and install the
x86 or x64 Debugging Tools for Windows

After installing the Debugging Tools, you must specify the location of SymChk.exe from the installed
area.

o SymChk.exe * enter or Browse to SymChk.exe location

A typical path might be c:\winDpK\7600.16385.1\Debuggers\symchk.exe

Getting the symbols

= Note that prefetching symbols may consume a large amount of disk space and download
bandwidth.

You should ensure that you have at least 2 or 3Gb of disk free space, because of the total size of the
download packages.

e Prefetch Symbols... * runs SymChk.exe to get all the symbols

The symbols for each symbol server are stored in the associated symbol store directory.

= ifno symbol servers are specified in the symbol server settings above, you'll see a warning dialog
and no symbols will be fetched.
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Command line pre-fetching of symbols with the SymChk utility

The section on Pre-fetching symbols abowe is a convenient alternative to manually using the
SymChk,exe utility.

To awid delays when using symbol senvers, you can pre-fetch symbols using the SymChk.exe
command line tool that is part of Microsoft's Debugging Tools[4.

You may want to add the folder of the Debugging Tools for Windows package to the PATH environment
variable on your system so that you can access this tool easily from any command prompt.

Example:

To use SymChk.exe to download symbol files for all of the components in the c:\windows\System32
folder, you might use the command:

symchk.exe /r c:\windows\system32 /s SRV*c:\symbols\*http://msdl.microsoft.com/download/syn

where
/r c:\windows\systen32 finds all symbols for files in that folder and any sub-folders

/s SRV*c:\symbols*http://msdl.microsoft.com/download/symbols Specifies ﬂmasynwbo
path to use for symbol resolution.

In this case, c:\symbols is the local folder where the symbols will be copied from the
symbol senver.

= To obtain more information about the command-line options for SymChk.exe, type symchk /2 ata
command prompt.

Other options include the ability to specify the name or the process ID (PID) of an executable file that is
running.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.9.1.5 Data Display

3.9.1.5.1 Display Filters

The Display Filters tab allows you to configure filters to restrict the display of data on the execution
history view.
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) Data Collection Settings ? x
-~ Line Hooking ~  Display Filters
- Hook Control
- Hook: S afety Specify Clazses, Methods and argument values to exclude or include from display

- Instrumentation Logaging
Syrmbol Handling

. Symbol Misc Filters can be marked to include or exclude data from the digplay. When multiple filkers match a displag
item, the item iz dizplayed if more filkers include it than exclude it.

v Use display filters to fiter data on the execution history dizplay.

- Spmbol Lookup

- Spmbol Servers % Data iz displayed unless filkers exclude data

Data Display ™ Datais not displayed unless filkers include data
- Colours Display Filters Add... |
SD_”_[CE Code Browsing Filenarne: On: Exclude: elom\A\bugvalidator\examplesinativeexarm... Edit |
!Ei?;tlfgcation$ Method: On: Exclude: GetThisMessageMap
- Path Substitutions Femove |
- Warnings
- Don't Show ke Again Remaove Al |
- Diaghostic
- |hter-Process Communication Enable &l |
- ColnitializeE »
- Data Transfer Dizable All |

T_hird Farty DLLs
i Ul Global Hook DLLs

Fesetdl | Feset Help [F1] 0k | Cancel |

The display filters work by specifying a data match which will include or exclude a data item from the
display. When more than one filter matches an item of data, the data is displayed if the number of
including filters is greater than or equal to the number of excluding filters. Data can be matched by
filename, class, method, class and method, argument type, argument name, argument value (where
argument means any parameter, variable or return value).

The inclusion and exclusion concept allows you to exclude data from one part of your application unless
another criteria for display is met.

e Choose Add... * to add a new filter. The Display Filter dialog is displayed.
e Choose Edit... * to edit an existing filter. The Display Filter dialog is displayed.
e Choose Remove * to remowe selected filters from the list.

e Choose Remove All * to remowe all filters from the list.
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Display Filter ? >
Iv Enable Filker
[ Match caze
Cancel
[ Match whole sting
Filter Type: | Class Method -
Filename [including path): |

Clazs: |

b ethod: |::aut|:|T esthanager:hasTests active

Argurnent narme: |

Argurment tupe; |

Argurnent value: |
" Inchude methods matching the filker

* Exclude rethods matching the filker

—_

Select the filter type.

The appropriate edit fields are enabled. Enter the string(s) to filter.

3. Choose how the data matching is to be performed by selecting or deselecting the Match case check
box and Match whole string check box.

4. Choose if the filter is going to include data or exclude data from the display.

N

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.9.1.5.2 Colours

The Colours tab allows you to specify the colours that will be used to represent each type of data item
collected by Bug Validator.
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) Data Collection Settings ? x

- Line Hooking ~ Colours
- Hoak Control
- Hook Safety Source code: |W|"'IitE j D J
- Instrumentation Logaging

S_I.meol Handling Allocation zource code: |3:“3E|”E=D J D J

- Sumbal Mizc :
- Spmbol Lookup Selected: |S'IVE' ﬂ |:| J
- Spmbol Servers

Data Display Unselected:  |white ~l J
- Dizplag filters
Error decoding addiess: |3¢CU'3DBD j O J
- Source Code Browsing
- Editing ‘Y ariable value changed: |IEE| ﬂ . J
- File Locations
- Path Substitutions Function call: |#00e0e0 ~ N J
- Warnings
. Don't Show Me Again Ling execution: |white j L] J
- Diaghostic
- |nter-Process Communication Exception: |ye|lu:uw j D J
- ColnitializeE »
- Data Transfer Function returm: |aqua j 0 J

Third Party DLLs
- Ul Global Hook DLLs Aesetdl | FResst |  Heb(FI) [ ok | Cancel

For each colour there are two ways of specifying the colour to use.
e Select a named colour from the combo box.
¢ Click on the button labeled ... to edit the colour using the standard Microsoft® colour choosing dialog.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.9.1.5.3 Source Code Brow sing

The Source Code Browsing tab allows you control how source code is displayed.
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) Data Collection Settings ? x

- Line Hooking ~
- Hoak Control

- Hook 5 afety " Shaw enfire function Lines before trace |9 EI: Tab width: |4 -
- Instrumentation Logaging

Syrmbol Handling % Show lines Lines after trace |5 3:

- Sumbal Mizc
- Symbol Lookup Source Code Example ~
- Symbol Servers [165] 0x40013466 : yourApplication.exe [sourceFile.cpp Line 234]

Data Display if (index < 0)

- Dizplag filters

- Colours

- Editing

- File Locations

- Path Substitutions

- Warnings BOOL fExpanded = tree-> GetltemExpand(index);
- Don't Show Me Again

- Diaghostic
.. Irter-Process Commurication A if control key is used we'll expand all dependents %

Source Browsing

return;

# get current expand/collapsed status

- ColnitializeE » < >
- Data Transfer
Third Party DLLs

b 1 Global Hook DLLs

" Feset Al Feset Help [F1] oK | Cancel

Source Browsing
When expanding the callstack to view the source code in a view, Bug Validator can show the entire
function containing the executed line or just a fragment of the surrounding code.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.9.1.5.4 Editing

The Editing tab allows you to configure the editing options for Bug Validator.
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) Data Collection Settings ? x

- Line Hooking ~ E diting
- Hoak Control
- Hook: S afety “when editing source code you can use Bug Validator's source code editor or Microsaft Developer
.. Instrumentation Logging Studio. "r'ou can request that editz happen in a different instance of Developer Studio than your

Spmbal Handling cument one.
- Symbol Misc |User defined editor j
- Spmbol Lookup
- Spmbol Servers Editar path and filename:

Daata Display |CZ'\.|:IfE.'32'\.DfE32.EHE Browse. . |
- Dizplag filters
- Colours Editor argurnents:
- Source Code Browsing Type Value Add
- File Locations Other /9
- Path Substitutions Line Mumber Remave Al
-~ Warnings . (Space) Filename -
- Don't Show Me Again
- Diaghostic
- |ter-Process Communication
- ColnitializeE »

. Data Transfer Example: pfedZ exe /925 "fileMame. cpp"

Third Party DLLs

+ Ul Global Hook DLLs v Fesetal Fleset Help [F1] 0K | Cancel

Editing

When editing source code from within Bug Validator you can do the editing using Bug Validator's syntax
coloured source code editor, using Microsoft® Dewveloper Studio® 6.0, or using a custom editor
definition. Select the appropriate entry in the combo box.

When using Microsoft® Deweloper Studio® to edit files, you can choose to edit source code using a

currently open instance of Developer Studio® (probably the same one you are using to develop your
application), or to open a new instance of Deweloper Studio®.

Custom Editor

To specify the editor to use, type the path to the editor in the edit field Edit path and filename, or use
the Browse... button to use Microsoft's file dialog to specify the editor.

The picture above shows an example configuring the Programmers File Editor (Pfe32.exe) to edit a file
and position the cursor at the appropriate line using the /g command line switch.

e Choose Add... > to add a new argument. If you choose type "Other" you can specify a value in the
value column.

e Choose Remove * to remove the selected argument.

e Choose Remove All * to remove all arguments.
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If you specify no arguments, the editor will be passed the filename to edit. If the editor requires command
line switches to specify the filename and/or the line number and/or any optional arguments, you must
specify the arguments in the list of Editor arguments. Arguments are appended to the editor name in
the order shown in the list. An example command line is shown below the list for the file fileName.py,
line 25.

There are six types of argument:

¢ (Space) Filename. This appends a space followed by the filename.

¢ Filename. This appends the filename.

(Space) Line Number. This appends a space followed by the line number.
Line Number. This appends the line number.

Space. This appends a space.

Other. This appends the text typed in the Value column of the list.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.9.1.5.5 File Locations

The File Locations tab allows you to specify which directories Bug Validator should look in for source
code files, whether that's your own or third party code.

The default settings are shown below:

% Read on, or click on a setting in the picture below to find out more:
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) Data Collection Settings ? X
- Line Hooking A File Locations
-~ Hook Cantrol Path Type: | Third Party Source Files - File Scan...
- Hook Safety | J I_I
- |mstiumentation Logging Directories (19) ~ Add...
Syribal Handli
%J:nS_l,?mber:zS C:\Program Files (x86)\Microsoft Visual Studio 10.00WC\\atlmfc\include
- Syrmbol Laokup C:\Program Files (x86)\Microsoft Visual Studio 10.00VC\ \atlmfc\src\atl
- Symbol Servers CAProgram Fles (xB6)\Microsoft VisualStudio 100WChatimfclsrcatny | __Femvedl |
Dit%i::llzfﬁ;mers C:\Program Files (x86)\Microsoft Visual Studio 10.00VC\\atlmfc\srchatlh
- Colours C\Program Files (x26)\Microsoft Visual Studio 10.00\WChatimfcsrchath
- Source Code Browsing C:\Program Files (x26)\Microsoft Visual Studio 10.00VCh\atimfc\sremfi
E|t|ng - C:\Program Files (x86)\Microsoft Visual Studio 10.0WWC\\atlmfc\srcmfi
. Path Substitutions C:\Program Files (x&6)\Microsoft Visual Studio 10.00WC\\atimfc\srehmf %
- Wamings < > Impoit...
- Don't Show Me Again
- Diagnostic v gk for location af file if file cannat be found in search paths
- |nker-Process Communication v Dan't azk for location of file if line number iz nat walid [0, -1, etc)
- ColnitializeEx ¥ Automatically detect PDE paths (PDB expected in same dir az EXE/DLL)
- [ata Tranzfer [T Automatically detect MAP paths [MAP expected in same dir as EXE/.DLL)
Third Party DLLs
- Ul Global Hook DLLs v Resetal Resst Help (F1) 0K | Cancel

File locations
Sometimes the information Bug Validator has access to consists of the file name, but not the directory.
When this happens Bug Validator scans a set of directories that it knows about in order to find the file.

The options below allow you to specify those directories that should be searched for source files, PDB
files and MAP files.

If a file can't be found, you'll get prompted for a location, but you can control this below as well.

Setting directories for a path type
There are four path types, and a separate list of directories to scan for each one.

o Path Type > select the type of file with which you want to modify the list directory

Fath Type: |S|:uur|:e Files ﬂ

Third Party Source Filez
Program D atabase [FOB] Files
b ap Files

Directo

= vou don't have to specify any directories if you don't want to, or if you just don't have them. Nor do
you have to give directories for all the path types.

Prompting for file locations
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Whenevwer a file still cannot be found, then the default action is for a dialog to ask you where it is.

To awoid frequent user interruption, it is recommended that the directories for source code files (yours
and third party) are specified, enabling Bug Validator to automatically load source code for browsing.

If however, you don't want to be prompted for locations, you can disable that too.
o Ask for location of file... * untick to stop prompting for file locations

Even when prompting is switched on, it can still happen that the line in question is invalid anyway, e.g.
line number O or -1.

The default is not to prompt for invalid lines, but if you want to know when that happens, just switch that
behaviour off.

o Don't ask for location of file if line number is not valid... > untick to be prompted for invalid
lines anyway
PDB (program database) file paths

Normally PDB search paths are automatically generated, based on the same directories that .exe and
.dil files are found in:

o Automatically detect PDB paths * automatically detect PDB locations (the default)

However, it is recommended that you specify paths for PDB (program database) files, especially if your
build environment dictates that PDB files are kept in different directories to their binaries.

If you don't automatically generate PDB paths and you don't specify any paths for PDBs, the search path
will be defined as the current directory plus any paths found in the following environment variables:

« NT_SYMBOL_PATH

« NT_ALTERNATE_SYMBOL_PATH
« SYSTEMROOT

MAP file paths

It's recommended that you specify paths for Map files if your build environment means they are kept in
different directories to their binaries.

If you don't specify any paths for Map files, then search paths are automatically generated, based on the
same directories that .exe and .dll files are found in.
Manually adding path type directories

Once you have chosen your path type you can modify the list of files for each path type in the following
ways:
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e Add > appends a row to the directory list * enter the directory path

Edit a directory path by double clicking the entry. The usual controls apply for removing list items:
* Remove * remowes selected items from the list

o Remove all * clears the list

e Remove invalid ¥ remowes all items that are not valid directories from the list

Alternatively, press m to delete selected items, and + to select all items in the list first.

Scanning for directories to add

The File Scan... button displays the File Search dialog to provide three ways of specifying the files to
scan.

Third Party Source File Search *

Files will be searched for on the paths you spedify.
{* Visual Studio Search

All paths for the chosen Visual Studio will be selected.
Visual Studio 17.0 (2022) ~|

(" Directory Search

| G|

(" File System Search

QK | Cancel

e Visual Studio Search * choose the version of Visual Studio * OK * starts a scan for directories
related to that version of Visual Studio

o Directory Search * Browse... displays a directory browser * navigate to a location you want to
scan within » OK » starts a scan for directories

* File System Search » OK » starts a scan of all drives for directories containing files

All options will bring up a File Scan dialog indicating number of relevant directories found, and giving you
a chance to Stop or Cancel the scan at any time:
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File 5can 7 =

Scanning for directonies containing C++ and C source and header files..

Dir: C:\Program Files [#86]4Feference AzsembliestMicrozoftsFramewark . ME”
Mumber of dirs: 508

Prezs stop to stop the search and keep the lizt of scanned directonies.
Prezs cancel to stop the search and discard the lizt of scanned directaries.

Stop |

Once the scan is complete you'll see the File Paths dialog showing you the scan results:

Cancel

) File Paths

Directory o)
C\Program Files (x36)\Application Verifier

ChProgram Files (x26)\CE Remote Toolsh 3.01\sdkNing
C:\Program Files (x26)\Commen Files\Microsoft Sha
C\Program Files (x26)\Common Files\Systerntado
ChProgram Files (x86)\Cornmon Files\ Systemimsad
Ch\Program Files (x26)\Common Files\System' Ole DI

N crmie Cilar (2 0EW lnma € ok G Era bt Kwnl
L4 >

Add Ta List
Feplace List

Cancel

&dd

Femove

R emowve al

Elr ] e

You can modify the list of resulting directories by adding, removing or editing, exactly as for the path
type list above.

Once you're happy with the scan results, either append or replace the path type directories with the scan
results.

e Add To List > adds the scan results list to the path type directories and closes the File Paths
dialog

¢ Replace List * replaces the path type directories with the scan results

e Cancel > discard the scan results and close the dialog

Exporting and Importing

Since the list of path types and their file locations can be quite complicated to set up and optimise, you
can export the settings to a file and import them again later. This is useful when switching between
different target applications.

o Export... * choose or enter a flename * Save * outputs all the path types and their file locations
to the file
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o Import... * navigate to an existing *.bwxfl file » Open * loads the hooking rule and the list of
modules

Export file format

The file format is plain text with one folder listed per line. Sections are denoted by a line containing
[Files] (for source code files), [Third] (for third party source code files), [pDB] etc.

Example:

[Files]
c:\work\projectl\

[Third]
d:\VisualStudio\VC98\Include
[PDB]

c:\work\project3\debug
c:\work\project3\release
[MAP]

c:\work\project3\debug
c:\work\project3\release

Checking directory scanning order

To see the order in which the DbgHelp.dll process checks directories to find symbols, see the diagnostic
tab, showing DbgHelp debug in the drop-down.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.9.1.5.6 Path Substitutions

The Path Substitutions tab allows you to specify file path substitutions to handle copying builds from
build machines to development or test machines .

The default settings are shown below:
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bt

) Data Collection Settings ?

-+ Line Hooking 2= Path Substitutions
- Hoak Control

- Hook Safety
- Instrumentation Logaging
Syrmbol Handling
- Sumbal Mizc
- Spmbol Lookup
- Spmbol Servers
Data Display
- Dizplag filters
- Colours
- Source Code Browsing
- Editing
- File Locations
- Warnings
- Don't Show Me Again
- Diaghostic
- Inter-Process Communication Hiow to perform path substitution
- ColnitializeE »
- Data Transfer
Third Party DLLs
b 1 Global Hook DLLs

New Path Old Path Add
Ch\Usersh\Stephen\Docurments), fhdevbuild,

Femaoyve

Remove All

I

I.ﬁ.utumatic zubstitution, specified paths if automatic substitution fails ;I

" Feset Al | Feset Help [F1] oK I Cancel

Path Substitutions

Some software development schemes have multiple rolling builds of their software, often enabled by
using substituted disk drive naming schemes.

When you download the build to your development machine for development and testing, debugging
information may reference disk drives that don't exist on your machine, for example, drive X: while your
machine only has C:, D:, and E: drives.

Or you may just be copying a build from a drive on a development machine to a subdirectory on a drive
on your test machine.

These options let you remap the substitution so that the Bug Validator looks in the correct place for the
source code.

e Add * adds a row to the File Paths Substitutions table * enter the new path that will replace the

old path in the New Path column * click in the Old Path column * enter the path that is being
replaced

For example, you might enter c:\users\stephen\documents for the new path and £:\dev\build
for the old path.

You can double click to edit drives and paths in the table, or remowe items:
» Remove * removes selected substitutions from the list

e Remove All * remowes all substitutions from the list
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Alternatively, press m to delete selected items, and + to select all items in the list first.

Example: Changed disk drive

Project originally located at m:\dewbuild\testApp

Project copied to e:\dewbuild\testApp

New Path e\

Old Path m:\

Example: Project copied to a new location

Project originally located at f\devbuild\testApp

Project copied to C:\Users\Stephen\Documents\testApp
New Path C:\Users\Stephen\Documents

Old Path f\dewbuild

E| The slashes do not have to match, a forward slash will match a backslash when comparing path
fragments. This is deliberate - to improve ease of use with libraries built by different compilers (LLVM and
compilers that use it use forward slashes, whereas Visual Studio etc use backslashes).

Path Substitution Method

Path substitution can be turned off, use only manually specified paths, perform automatic path
substitution based on best guesses based on information in the executable, or a combination.

Use the combo box to choose the appropriate path substitution method. The default is automatic path
substitution and if that fails to try path substitution using the manually specified paths.

¢ No path substitution > path substitution does not happen

o Only substitute specified paths » path substitution uses the manually specified paths

o Automatic substitution only * path substitution is performed automatically using information in the
executable

« Automatic substitution, specified paths if substitution fails > an attempt at automatic path
substitution is made, if this fails path substitution is performed using the manually specified paths

The default is Automatic substitution, specified paths if substitution fails.
Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.9.1.5.7 Warning

The Warning page allows you to control warnings that Bug Validator displays.
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) Data Collection Settings ? x
- Line Hooking ~ _NET Waming
- Hoak Control
- Hook Safetﬁ’_ ] Bug Validator cannat instrument MET assemblies, but can work with MET applications that use
- [nstrumentation Logging unmanaged code. Bug Validator can warn pou when thiz zcenarno ocours,
Syrmbol Handling

. Symbol Mizc Iv Display a waring dislog box when MET applications are started with Bug " alidator

- Spmbol Lookup
- Spmbol Servers
Data Display
- Dizplag filters
- Colours
- Source Code Browsing
- Editing
- File Locations
- Path Substitutions
- Don't Show Me Again
- Diaghostic
- |hter-Process Communication
- ColnitializeE »
- Data Transfer
Third Party DLLs
b 1 Global Hook DLLs

" Feset Al Feset Help [F1] oK | Cancel

.NET Warning

Bug Validator cannot instrument .NET assemblies. This means that Bug Validator cannot monitor locks
and thread synchronization primitives called from assemblies (also known as "managed code"). Bug
Validator can monitor locks and thread synchronization primitives in any non-.NET DLLs in your
application, even if your application is a .NET application. To help you identify when you are about to test
a .NET application Bug Validator can display a warning dialog. The warning dialog is controlled by the
check box in the .NET section of the dialog. Enable the check box to display the warning dialog. The
warning dialog is shown below:

Your application is built with \NET technaology ? .

E:homhtest_cHhgreatmap:_abBal604350d%B uild R eleaze\D emo WindowsPrezent ation. exe

The application iz inked ta MSCOREE.DLL - your application uzes NET technaology.

Yau have specified the inject uzing CreateProceszz() methad. This method cannat be used with MET applications.
Bug Y alidatar will launch your application uzing the Marmal method.
Only unmanaged modules will be ingtrumented For flow tracing.

[ Dan't digplay this warning again Help...

| Launch Application Dan't Launch Application |

Reset All - Resets all global settings, not just those on the current page.
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Reset - Resets the settings on the current page.

3.9.1.5.8 Don't Show Me Again

The Don't Show Me Again page allows you to control warnings that Bug Validator displays.

n Data Collection Settings 7 Y
-+ Line Hooking ~  Don't show me again
- Hoak Control
- Hoak Safety Select the warnings you want to see.
- Instrumentation Logaging .
Symbal Harding Debug Information
- Symbol Misc D ebug Information Failure W arming dialog
- Spmbol Lookup
- Spmbol Servers |Shnw dialog when symbol fetches throw exceptions j
Data D'Spla'l"_ Dizplay Debug Information 'w arming dialog
- Dizplag filters
- Colours |.~’-'«Iways show dialog j
- Source Code Browsing
- Editing Service API
- File Locations
- Path Substitutions | Service not linked ta Software Werify NT Service AP
- Warmings I~ Application may be linked to Win32 Service &P
¥ Don't Show Me Again
- Diaghostic I5AP]
- |hter-Process Communication
. CalritializeE » [ IS I1SAP| extension nat linked to MT Service AP
- Data Trangfer I~ 154PI has no debug information
Third Party DLLs
- Ul Global Hook DLLs v  Resstél Resst Help [F1) [k | Cancel

Debug Information
Debug Information Failure Warning

When there is a failure collecting debug symbols a warning can be displayed. The options are:
e Always show dialog

¢ Never show dialog

e Show dialog when symbol fetches throw exceptions

Display Debug Information Warning

When no debug information is available for at least one module a warning can be displayed. The options
are:

e Always show dialog

¢ Never show dialog

e Show dialog when debug information is missing
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Services API

o Service not linked to Software Verify NT Service APl > warning will be shown if you try to
monitor a service not linked to the Software Verify NT Senice API. (on by default)

When trying to monitor a senice Bug Validator can detect if the service is not linked to the NT
Senvice APl and display a warning.

It is possible to use the senice API without linking to it (use GetProcAddress() to lookup the
functions and call them) - in this case you would want to turn this warning off.

o Application may be linked to Win32 Service API *> warning will be shown if you try to start an
application that appears to be a senice - it uses Win32 Senvice APIs. (on by default)
ISAPI
NT Service API
When trying to monitor ISAPI extensions Bug Validator can detect if the ISAPI is not linked to the NT

Senice API and display a warning.

It is possible to use the senice API without linking to it (use GetProcAddress() to lookup the functions
and call them) - in this case you would want to turn this warning off.

Debug Information

Bug Validator can warn if the ISAPI has no debug information. There may be cases where you don't want
to see this warning.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.9.1.56.9 Diagnostic

The Miscellaneous tab allows you to set diagnostic and symbol settings.
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) Data Collection Settings ? x

- Line Hooking ~
- Hoak Control

- Hook Safety

- Instrumentation Logaging

Syrmbol Handling ‘When Bug Validator failz to hook a line of source code, the dizazzembly far the line can be zent to
. Symbol Misc the diagnostic window. Enabling this can uze a lat of memony and will result i a longer startup time.

Diagnostics

[¥ Enable diagnostic data collection

- Spmbol Lookup Haoww much more memony and how much longer waill depend upon the size of the applhcation you are
. Gymbol Servers examining. |t is recommended that this option in only enabled when you have a pressing need to ses

Data Display the: dizazzembly.

- Dizplap filters
- Colours
- Source Code Browsing
- Editing
- File Locations
- Path Substitutions
- Warnings
- Don't Show Me Again
- |hter-Process Communication
- ColnitializeE »
- Data Transfer
Third Party DLLs
b 1 Global Hook DLLs

v Send dizassembly for Failed hooks.

Feset Al Feset Help [F1] oK | Cancel

Diagnostics
Diagnostics

Collection: A lot of diagnostic information is collected and displayed on the diagnostic tab when
attaching to a target program.

Some of this information is always sent to Bug Validator, but you may not want to see it all.
¢ Enable diagnostic data collection * displays all diagnostic information in the diagnostic tab (on
by default)
Disassembly: When hooking source code lines, some lines cannot be hooked due to the object code

that corresponds to the source code location.

¢ Send disassembly for failed hooks * shows the disassembly for lines that cannot be hooked
(enabled by default)

This can increase startup time and memory usage if used very frequently.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.
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3.9.1.5.10 Inter-Process Communication

The Inter-Process Communication tab allows you to configure the size of the buffer used to
communicate with the user interface.

n Data Collection Settings

- Line Hooking
- Hook Control
- Hook, Safety
- Instrumentation Logging
Symbol Handling
- Symbal Misc
- Spmbal Lookup
- Sumbal Servers
Data Dizplay
- Display filkers
- Colours
- Source Code Browsing
- Editing
- File Locations
- Path Substitutions
- arnings
- Dor't Show Me Again
- Dagrnogtic

- ColnitializeE 5
- Data Transfer
Thurd Party DLL=

L Elakal Hanl ML <

® Inter-Process Communica

~

Inter-Proces: Communications

Bug Walidator optimizes communication between the application being monitored and the user
interface bazed on the number of entriez you want to keep in the execution hizharg.

Specify the number of entries in the execution hiztory.

Number of entries; |10000 _%l

Reszet Al Fezet Help [F1] 0k, | Cancel

Bug Validator communicates the execution history to the user interface via a buffer. Larger numbers for
the number of entries mean that you will have more information in the execution history.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.9.1.5.11 ColnitializeEx

The ColnitializeEx tab allows you to set the default behaviour used to initialize COM if Bug Validator
needs to initialize COM to acquire symbols for .Net modules.

The default settings are shown below:
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) Data Collection Settings ? x

- Line Hooking A Colnitialize[Ex)
- Hoak Control
- Hook Safety There are some circumstances when we need to get .Met symbols.
- Instrumentation Logaging

Syrmbol Handling Sometimes, in arder ta do this we need ta call ColnitializeE =[] if your program hazn't called it.
- Sumbal Mizc
- Symbal Loakup |F your program then later calls Colnitialize() or ColnitializeE =[] the call may fail.
- Spmbol Servers

Data Display To prevent failure, tell Bug Walidator to use the zame value that your program uzes.
- Dizplay filk

EISD A e Choose & walue that matches the walue pour program uges,
- Colours
- Code B ;
e Lo Bl COINIT_APARTMENTTHREADED |

- Editing
- File Locations [~ COINIT_DISABLE_DLE1DDE

- Path Substitutions

- Warnings

- Don't Show Me Again

- Diaghostic

- |hter-Process Communication
- Data Transfer

Third Party DLLs

L I Rlabal Hanl L s
< > Feset Al Feset Help [F1] oK | Cancel

[ COIMNIT_SPEED_OWER_MEMOR

[v Show Colnitislize(E=) warnings

ColnitializeEx

In some situations the Validator needs to get .Net symbols and to do that COM needs to be initialized.
This normally isn't a problem, but if your program also performs COM initialization and the sequence of
events results in your COM initialization coming after the Validator's COM initialisation rather than getting
the expected ErRrROR_succEkss return code you'll get either ERROR_INVALID FUNCTION Of
RPC_E_CHANGED MODE.

If you get ERrROR_1NVALID FUNCTION this is OK, this just means you've called Colnitialize() or
ColnitializeEx() multiple times with the same flags. Your code needs to handle
ERROR_INVALID FUNCTION as not an error.

If you get rRec_E_cHANGED MODE this means you need to change the Validator's default value to the same
value your program is using. That's what this dialog allows you to do.

If you also wish to disable OLE DDE or favour speed rather than memory use we've provided appropriate
options for you to select to add those flags to the threading mode.

See the Microsoft documentation for additional information on the behaviour of Colnitialize() and
ColnitializeEXx().

Runtime detection of ColnitializeEx conflict

When the above scenario happens, that the Validator has initialized COM before your code initializes

COM and your call returns RPC_E_CHANGED_MODE, we display a dialog to warn you about this failure
and provide you with the option of editing the default value for subsequent runs of your application.
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ColnitializeEx Threading Model ? >
ColInitialize(Ex) has been called more than once with conflicting values.
The first call was made by Bug Validator, and this was incompatible with your call to Colnitialize(Ex).
First call:  COIMIT_MULTITHREADED
Second call:  COIMIT_APARTMEMTTHREADED
HRESULT: Cannot change thread mode after it is set.

To fix this problem, the default ColnitializeEx() value needs to be changed to COINIT_APARTMEMTTHREADED
Please read the help for addition information about this. Edit Settings. .. |

Help Close |

o Edit Settings... » opens the ColnitializeEx dialog shown above.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.9.1.5.12 Data Transfer

The Data Transfer tab allows you to specify the overall behaviour of data transfer between your
application and Bug Validator.
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) Data Collection Settings ? x
- Line Hoaking N Data Transler
- Hoak Control
- Hook Safety Automatic j

- Instrumentation Logaging
Syrmbol Handling

- Symbal Misc Dizk Data
- Symnbol Lookup

temary mapped data tranzpart for applications and services, disk based data transport for |15

D"" SETbTI Servers 115 Drizk. Direchany: [v futomatically set directory permissions
?-t‘lajisﬁlpa:{ilters Cohinetpubbwsroot Browse... | Set Default |
- Colours
- Source Code Browsing
- Editing Disk Directory:
ELEthLEEEZE?uSEmHS C:AUsershStephenhappD atatFoaming'S oftware WerifyhBug Validator «86\DiskDataT Browse...
- Warnings
- Don't Show Me Again
- Diaghostic Shared Memory Data
- |hter-Process Communication
. ColnitializeEx Shared memon data transfer settingz are handled automatically.
We recommend that you do not modify these settings. Advanced...

Third Party DLLs

L I Rlabal Hanl L s
< > Feset Al Feset Help [F1] oK | Cancel ‘

Data Transport
Choose the type of data transport you wish to use.

e Automatic. Applications and senices use shared memory to transfer data. IIS uses disk based data
transfer.

o Disk. Applications, senices and IIS use disk based data transfer.

e High Volume. Data transfer has no data throttling applied to it. This mode is for use with applications
that generate very high volumes of data rapidly. They typically exceed the buffering capabilities of Bug
Validator when working with shared memory. The High Volume setting uses a data transport that
doesn't have a data-throttling requirement allowing the high volume application to continue without
waiting.

Automatic

Under most circumstances data transfer between Bug Validator and the target program (desktop,
senice, etc) is via shared memory. This is handled automatically.

Disk Data

Some applications and senices don't allow shared memory access. For these occasions we use a file
based data transfer, where the files are stored in a directory of your choice.
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We provide two options for disk-based data transfer, one for most applications and senvices, and one for
Internet Information Server, as this operates in a very restricted environment.

Both options are configured automatically, but you can owverride either by typing the path to a suitable
directory or using the Microsoft directory browser.

The ISS path you enter will be determined by the settings you have configured for IIS using the Internet
Information Senices Manager tool. We won't discuss that here because if you're using IS we assume
you already know how to configure IIS correctly.

Advanced Shared Memory

Shared memory data transfer can also be configured but we strongly recommend that you leave
these settings alone.

2 The Data Transfer Helper is a separate application supplied in the installation directory.

o Advanced... * opens the data transfer settings dialog.

B ' Shared Memory Data Transfer Settings ? =
Advanced Data Transfer

DOWNOT MODIFY SETTINGS OW THIS PAGE »/ITHOUT READING THE HELP MAMUAL FIRST.
THE DEFALLTS OM THIS PAGE ARE THE RECOMMEMDED WALLUES. MODIFY WITH CAUTION.

Mermorny Walidator nomally transfers data fram the stub to the user interface on demand, az events in the target application dictate.
For applications that generate large data wolumes (4,000,000 events or mare] this can cause out-of-memory problems.
Thiz can be alleviated by enabled "delayed data transfer”. Delayed data trangfer iz normally dizabled.

[ Enable delayed data transter

Wwihen delayed data tranzfer iz dizabled, an option exists to automatically enable delaped data tranzfer
when the number of data items paszes a threshold limit.

[¥ Enable delayed data transter when number of incoming data items passes threshold

Threshold: |500000
Set To Defaults QK | Cancel

Here be dragons!

E Caution: Modifying the settings on this page and using the data transfer helper application can
prevent Bug Validator from working correctly.

o Set To Defaults * if you have modified the settings, this resets them

= See also the Reset to default buttons on the data transfer helper application below
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If in doubt, don't modify these settings. If you promise to be careful, read on!

Delayed data transfer

Delayed data transfer is the process of throttling data rates in the stub so that the slower user interface
can keep up with processing the data received.

In the stub, as an event occurs, data is queued and then sent to the user interface.
In the user interface, data from the stub is received and queued again for processing.
Any delay is usually in the slower user interface, but still not a problem for most applications.

However, some data intensive applications can generate so much data that the user interface gets
swamped and can't process it all before running out of memory.

Temporarily limiting the data rate in the stub allows the user interface to stabilize the data processing.

Managing data rates

We recommend the default settings as shown above:

o disable delay data transfer for most applications

e enable automatic delay data transfer at a threshold of between 100,000 and 1,000,000 data items
If delayed data transfer is enabled all the time, the automatic options don't apply.

If you have more than 1GB RAM, you can raise these thresholds.

Data transfer helper application

A separate data transfer helper application is supplied in the installation directory.

The helper application can be used to modify low level settings that apply when delay data transfer is
activated as above.

= The helper should be used with care. We already warned of dragons abowve, but here we are, warning
you again!

An HTML help page for this application is available by clicking the Help button on the helper application.
You can also find the help page directly as dataTransferHelp.html.

Please do take a moment to read the help before use.
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D"‘H’ dataTransferHelper *

Thiz tab containg advanced options for controlling how data iz sent and quewed in both the stub and the
uzer interface. These settings should only be modified if you have read the help file and understand

the implications of modifying these settingz. Setting these settings incorectly can cauze Memaon Y alidatar
to fail to gather data from the ztub at optimal performance.

Received Data ln Uszer Interface

Threshold [number of work, itemsz): Reszet to Default

Threshold Hysteriziz:
Count Threshold:
R eceive timeout [millizeconds]:

Drata Transfer buffer

Buffer size [bytes]:

Sending Data In Stub [in vour application)

Threshold [rumber of work items]: Reset to Default

T hreshold timeout [miliseconds]:

Send timeaout [milizeconds):

Send pracess queue threshald [humber of wark, ikerns]:

Help... ] | Cancel

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.9.1.6 Third Party DLLs
3.9.1.6.1 Ul Global Hook DLLs

The User Interface Global Hook DLLs tab allows you to detect and specify global hook DLLs that may
not be wanted in the Bug Validator user interface process
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ﬂ Data Collection Settings 7 X
-~ Hook Conirol Uszer Interface Global Hook DLLs
- Hook, Safety
- |nstumentation Logging Some third party products use global hooks to provide access to their product features. Such products
Symbal Handling may be storage devices or video cards, etc. Some global hooks interfere with Bug Walidator.
- Symbal Misc To prevent interference between global hooks and Bug Walidator, Bug Y alidator can prevent the global

- Symbal Lookup
- Sumbal Servers

hoaoks frarm installing in Bug W alidatar,
Add any DLLs that you know are global hook DLLs to the list below. These DLLs will only be loaded

Data Display into Bug Yalidator if you specify they can be loaded.
- Dizplay filkers
CD|EU:;I {¢ Allow all global hooks to load
- " Do naot allow all global hooks to load
-5 Code B
E;;:; ore BN " Use the list of dils shawn below [and ask permission ta load if DLL iz nat listed belaw]

- File Locations Global hook DLLs that will nat be allowed to load into Bug ¥ alidator:

\if'th Substitutiorss User Interface Global Hook DLLs Action A AddDLL..
- W armings
- Don't Show Me dgain sschfermntnt3.dll Don't load
- Dlagrostic pghook.dll Don't load
- Inter-Process Communication hmpalert.dil Don't lead Remave Al
- ColnitializeE s i .
. Data Transfer imghook.dll Don't load >
T.hird Party DLLs < > Auto Detect
B Ul Global Hook DLL=
< > Reset &l Reset Help [F1] (1] | Cancel |

About global hook DLLS

Some third party products such as storage devices and video cards are supplied with software to help
integrate the hardware device into the computer desktop environment.

An example is the lomega® Zip® drive. This uses a global hook via the IMGHOOK.DLL which allows
the browse for files and browse for folders interfaces to correctly display all the storage devices on the
computer, including the zip drive and any special options for the drive.

Some global (or system) hook DLLs can interfere with the correct operation of Bug Validator when it
inserts hooks into the target program, (although the IMGHOOK.DLL mentioned above doesn't).

The settings below allow you to specify and/or detect DLLs that should be treated as global hook 3
DLLs.

Any DLL listed will fail to load into the target program when loaded via L.oadLibrary () Or
LoadLibraryEx ().

For situations where the hook DLL is already present in the target program, it can optionally be forcibly
unloaded. This may happen if it was loaded before Bug Validator attached to the process.
The user interface hook DLL loading rule
The default behaviour is not to allow the global hooks to load, but you can change this if necessary
« Allow all global hooks to load * allows all global hook DLLs to load into Bug Validator

* Do not allow any global hooks to load > prevent any global hook DLLs from loading (the default)
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o Use the list of dlls shown * provide per-DLL control over which DLLs load or don't load via the User
Interface Global Hook DLLs list

Any global hook DLLs not listed will result in the user being asked for permission to load a DLL
via the Global Hook Warning Dialog below
Managing user interface global hook DLLs

e Add DLL... * browse and select one or more DLLs *» Open * adds the chosen DLLs to the Global
Hook DLLs list

Having added a DLL to the list, you can change whether the DLL is allowed to load or not, by
double clicking in the second column and changing the value: Load or Don't load

e Remove * remowves any selected DLL from the list

o Remove All > remowes all DLLs from the list

Auto detecting global hook DLLs

Bug Validator can detect any DLLs in its own process that are not ones it uses itself. Such DLLs are
likely to be global hook DLLs:

o Auto Detect > automatically detect DLLs which may be global hook DLLs, adding them to the
Global Hook DLLs list

Global Hook Warning Dialog

When the global hook loading rule abowe is set to Use the list of dlls shown, the Allow load column
controls whether the hook DLL is loaded.

When a global hook is loaded that is not on the list of known global hooks, the user is presented with a
warning dialog like that shown below.

The user can then accept or block the global hook from loading. The dialog lists a couple of known
problematic DLLs.
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Global hook is trying to load into C++ Bug Validator ? >
has detected that the global hook:
ext-me-win-rtcore-ntuser-window-ext-1-1-0.dl

iz trying to load inta C++ Bug Validatar's address space.
Thiz DLL iz produced by "

dzually thig iz 0K, howeyer some DLLs have buags in them that cause problems.
[f wou don't know about the DLL, we recommend that you don't allaw it ta load.

K.niowwr problem DLLs are:;

AcSignlcon.dl [praduct:AutaCad 2004]

tortoizeSR . dll [product: Tartoize SR Yersion Contral Syztem]
WBOCH, ook [productwindow Blinds)

whlind.dll [product’\wfindow Blindz]

avgfer. dll [product; Symantec Endpoint Protection)

Load Prevent

e Help > displays this help page

e Yes » lets the DLL load

e No > blocks the DLL
Your response is automatically recorded in the Global Hook DLLs list, so that you won't be asked
again.

Reset All - Resets all global settings, not just those on the current page.

Reset - Resets the settings on the current page.

3.9.2 Environment Variables

When launching an application, you might want to pass in some environment variables to your program.
The Environment Variables dialog lets you manage name/value pairs, including importing and exporting
for use between programs or sessions.

The Environment Variables dialog

The dialog initially has no entries.

The example below shows the equivalent of set 0T PLUGIN PATH=%QTDIR%\plugins
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* Environment Variables

Lizt the environment wariables pou wish to set for your application.

-

Value

Cancel

o~
=
x

QT PLUGIN_PATH %OTDIR%\plugins

Add...
Delete

Delete Al

Acquire
[rpart....

Ewport...

Flele el

e Add... * adds a new item to the list > enter name in the first column, value in the second
o Delete » deletes a selected item in the list
» Delete All * clears the list
o Acquire » fetches all system environment variables, adding them to the list
e Import... * loads variables from a previously exported file, adding them to the list
o Export... » sawes all entries in the list to a file of your choice
The exported file is a simple ascii file with one entry per line of the form name=value
e OK » accepts all changes

e Cancel » ignores changes

3.9.3 Loading and saving settings

Saving and loading settings files

Bug Validator settings can be saved to a file and restored at any time.
B Settings menu » Save Settings... * sawe settings to a file

E Settings menu *» Load Settings... * load a previously saved settings file

Copyright © 2002-2025 Software Verify Limited



The User Interface 118

3.94

3.10
3.101

User Permissions Warnings

Bug Validator displays warning dialogs when errors occur accessing the Registry and/or obtaining
debugging privileges. These warnings are enabled by default, but can be enabled or disabled as desired.
The User Permissions Warnings dialog is used to enable or disable these warnings.

To display the User Permissions Warnings dialog.

E| Settings menu *> User Permissions Warning... * the User Permissions Warning dialog
is displayed.

User Permissions Warning ? x
Iv Display warming if Bug Y alidator fails to access or update HEEY _CURREMT_USERMS aftwarehS oftwareh erifysB udh alidatar
BugWaldator needs to access and update this registry key to stare configuration data far itzelf and for uze with applications.

v Dizplay warning if Bug Validator cannat acquire suitable privileges for debugaing applications and services.

BugWalidator needs the Debug Programs privilege and Manage auditing and secunty logs privilege to successfully inject and modify paur
test applications.

Please conzult the help documentation for more information on the appropriate user permiszions for uze with Bug Walidatar,

Help 0K | Cancel

Select or deselect the check boxes appropriate to the warnings you wish to receive and click OK to
accept the changes. The Help button displays the User Permissions help topic.

You may also want to read this topic relating to creating Power User accounts for Windows XP.

Managers

Session Manager

Managing multiple sessions

Bug Validator can manage multiple sessions at once.

As well as the actively running session, open sessions may include those run since Bug Validator
started, or reloaded sessions that had been saved earlier.

E Managers menu * Session Manager... * shows the Session Chooser dialog below, highlighting
the current session
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* Sessicn Chooser

Select

Sescion
bvExample.exeFri Jun 26 15:20:28 2020 (Ready)

bvExample.exe:Fri Jun 26 15:26:02 2020 (Ready)

Set Aliaz

Delete All

Delete

dduay

V' Auto purge sessions b aimum number of seszions: |2 j Cloze

Each time a session is started or loaded it is added to this list, using the name of the executable
program and the date and time the session started.

Managing the sessions

o Select » makes the selected entry the current session, i.e. the one for which data will be displayed

& some tab views may update immediately, others may need a manual refresh

o Set Alias... * opens the Edit Session Alias dialog so you can give the session a more useful name

Edit Session Alias ? =

Sezzion alias: IFirst Tes

ok I Cancel

o Delete * remowves the selected session
You can't delete a session that is actively collecting data.
o Delete All * removes all the loaded sessions
If one of the session is actively collecting data, this will be disabled.

e Close » closes the dialog (as opposed to closing any selected sessions!)

Limiting the number of sessions

You can choose to limit the maximum number of sessions open at once. Once the maximum is
reached, then each time a new session is added, the oldest session may automatically be remowved:
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3.1

¢ Auto purge sessions * ensures that the number of loaded sessions is limited to the maximum
(below)

¢ Maximum number of sessions » sets the maximum number of sessions allowed if auto-purge is on

Deploy

Bug Validator allows you to generate KVI files that can be used at a customer site with the Bug Validator
Client software tool.

KVl files allow Bug Validator Client to monitor your application's execution history at customer sites
without the need to supply PDB and MAP files to the customer site.

Additionally, Bug Validator Client can be distributed to your customers at no cost, whereas Bug
Validator cannot be distributed to your customers.

To start the process of generating KVI files

E Deploy menu » Create KVI files... *> shows the Deploy KVI files wizard
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& Deploy KVI files ?

x

"When uzing Bug Validator Client at a customer site, you can supply KN files to the customer to avoid having to provide
kAP and POE files which contain impartant spmbolic data. Ky files contain line number and addrezs information, but all
function name and file name information iz anonymized. Tao decode a zession recarded using Bug Yalidator Client the
appropriate KME, [key] file is required. KNE files are generated at the zame time KV filez are generated, EVE files should
not be given to customers.

Executable ta deploy:

E:hombhzbugy alidatorbyvE samplehDebugDenamic10_04bvE wample. exe Browse. ..

J

Detect Dependent DLL:

Dependent DLLs [add to thiz lizt if required DLLz are not dizcovered automatically]

Module Name Add...

Femove

Il

Remove all

<< Prew Mext > Cloze |

Select the application you want to deploy, and then click the Detect Dependent DLLs button. Bug
Validator detects the DLLs that will be used by the application, and displays the DLLs in the scrolled list.
You can add DLLs to the list or remove DLLs from the list using the Add, Remove and Remove All
buttons. You may want to add DLLs that are loaded via LoadLibrary(), and you may wish to remove DLLs
that are 3rd party DLLs.

Click the Next >> button to mowve to the next page of the wizard.
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& Deploy KVI files ?

x

Thiz page shows the PDE files and MAP files found that match the DLL: on the previous page of the wizard.
Select which files vou want bo uze to create K3 files. For each £V file a EVE file will be created.
Far each filename, choose a PDB or a MAP file, do not choose both [ie. testDLL. pdb ar testDLL. map).

IT 15 RECOMMERDED THAT kM FILES ARE WOT CREATED FOR ANY MICROSOFT DLLS AS THE CUSTOMER
MY HAYE DIFFERENT WERSIONS OF THE SAME DLLS. DEBUG IMFORMATION [FDB) */ILL BE PRESENT ON
THE CUSTOMER MACHIME FOR AN MICROSOFT DLLS IM LISE.

Enzure that the DLLz, PDEB files and MAP files for your application are identical ko thoge your custamer is uging.

Module Name Add

elomicibugvalidatoribvexample\debugdynamicll_Mbvexample PDE
elomicibugvalidatorbvexampleldebugdynamicld_Mbvexample MAP

A emove

Femowve All

L

Dizable PDB

Dizable MAP

Specify the output directary where the EMT and EME fles will be created.

E:hombzsbugy alidatortbvE amplehDebugDenamic10_0 Browse. ..

P

<< Prev | Mext > Cloze

The next page of the wizard displays all the PDB and MAP files that could be found for the files specified
on the previous page of the wizard. Some DLLs will have both a PDB and MAP file specified. When this
happens you must choose which file to use. Microsoft DLLs are always displayed with both the PDB and
MAP files disabled. This is because the customer machine may hawve different versions of these DLLs are
KVI files should not be generated when that is the case. To add or remowe files from the list use the Add,
Remove and Remove All Buttons. The Disable PDB button disables all PDB entries in the list. The
Disable MAP button disables all MAP entries in the list.

Specify where the generated KVI and KVK files should be saved.

Click the Next >> button to mowve to the next page of the wizard.
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) Deploy KVI files ? *

Corverting MAP filez and PDE files to KM files and KME filez, complete,

Murnber of modules: 1 of 1
Mumnber of linezfunctionzfiles/sembolz; 113 of 361

]

Proceszed files:

PDE and MAP files Status
Creating KVI file for EAOM\C\BUGVALIDATORNBVEXAMPLENDEBUGDYMAMICTD_CWEVEXAMP.., QK

"When you provide Bug Y alidator Client to pour customer, supply the custormer with the KM files [and keep the WK files].
YWhen your custamer re-creates the eror conditiondcrash, usze the KVE files with the log supplied by the customer to decode
the filenames and symbals in the log.

<< Prev Mext > Cloze |

The next page of the wizard generates the KVI and KVK files. The progress of the KVI file generation is
shown on the progress bars, with the status of each individual file shown in the list. MAP files may fail
because they do no contain line number information. PDB files may fail because they refer to a different
version of the DLL than the DLL that is being processed.

Click the Next >> button to mowve to the next page of the wizard.
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) Deploy KVI files ? *

Send the following KM files to wour cugtomer with Bug Y alidatar Client,

KVI files
E'ormic\bughalidater\bvExample\DebugDynamic10_WBVEXAMPLE.KVI

K.eep the following FME files to enable vou to decode the Bug VW alidator Client logs zent to wou by wour customer.
KVK files
E'omic\buglalidater\bvExample\DebugDynamicl0_WBVEXAMPLE.KVE

<< Prev et = Cloze |

The final page of the wizard shows the generated files. The KVI files should be sent to the customer with
instructions about downloading Bug Validator. The KVK files should not be sent to the customer. The
KVK files should be kept somewhere safe so that they can be used to decode the logs sent to you by
the customer.

Currently Bug Validator Client is out-of-date compared to Bug Validator. Until we have updated
Bug Validator Client you can use Bug Validator at the client site with KVI files, although this is not
ideal as it does expose the symbolic information to the customer. That risk is your decision to
take - it is your responsibility to decide if this is a risk you wish to take.

3.12 Tools

Tools
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The Tools menu provides access to a few different tools including a couple not found on the Tools
toolbar:

¢ A list of the modules loaded by your target application
¢ A list of the debug information status of modules loaded by your application

e A log of files, classes, functions, methods, or modules not instrumented, and reasons why not

'h Click on a menu item in the picture of the Tools Menu below to find out more:

Edit Source Code. ..
-EI Refresh

Loaded Modules...
DLL Debug Information...

Instrumentation Failure Data...
{15‘ Find function. ..

3.12.1 Edit Source Code...

Source code editing

The editing settings let you set an editor of your choice to view or edit source code. Bug Validator's built-
in editor is one of those options.

The built-in editor can be started in several ways:
o tj Double click on a source code fragment (e.g. in the Execution History)

. E’ popup menu *» Edit Source Code...

o E| Tools menu * Edit Source Code...

Using the built-in editor
The built-in editor supports the basic operations expected for editing source code:
The highlighting is identical to that in the source code views of the main tabs:

e The lines in green (for this colour scheme) have been \isited
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Lines that have not been visited are displayed in pink

Lines that could not be hooked have a red cross against them

Lines with a green tick next to them indicate that they have been successfully hooked

¥ =\om\c\bugvalidator\bvexampleibv...  — O et
File Edit Formatting

3
RO CPOAR
{ data[i] = rand(};

S/ inefficient bubble sort
DWORD X, Y;
for(x = 0; ¥ < NUM_WORK_ITEMS; X
Tfor(y = 0; ¥ < NUM_WORK_ITEN
if (dataly] > dataly + 1
{ DWORD T
t = dataly + 17;

dataly + 1] = data[y
dataly] = t;

static DWORD __stdcall threadFunccre
/7 thread that does nothing
while(threadrRunCreateThread)

dowork () ;

return 0;

< >
Ready

E File menu

The file options need no explanation:

126

An arrow indicates the source code line of interest when the source code editor was displayed
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Load..

E Save...

Save As..

Exit
El Edit menu

All the following edit options should also be familiar:

=|:I Paste Cirl+V
Select Al
'_J‘ Find... Ctrl+F
&t Replace...
Add Bookmark ...
Goto Line... Cir+5

Undo/Redo is unlimited by default, but this can be changed in the options below.

E Formatting menu

The formatting menu has general display and editing options

| Conwvert Tabs to spaces | -
[¥_| s Colour Spaces to tabs

Forts and Line Mumbers...

Ciptions...

Convert > Tabs to spaces * turns all tabs into spaces
Convert > Spaces to tabs * turns all spaces into spaces

e Use Colour * toggles the colour coded display

e Fonts and Line Numbers... * change text colours, fonts and line numbers
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Options Colour Dialog *

Default Text Colours Line Humber Colours

Tewt Coloyr |ES . Tewt Calaur | black dl .

B ackground Colaur | white hd Background Colour | gray - .
white -
Sislel Uizl (Lol [+ Dizplay Line Numbers

Select Background Colour | black - . [ Display Background Image

Default Text Font Line Mumber Font
Font |Lu|:i|:|a Conzole ﬂ Fant |Luu:i|:|a Conzole ﬂ
Height| |
[ Bold [ ltalicl  Stikeouwt [ Underline W Bold [ ltalic|  Stikeout|  Underline

k. | Cancel

e Options... *> set tab length and other options

Edit Settings %
v Display Left Sumbols v Allow Line Collapsing
[v Display Right Syrmbols Line Collapse Colour | silver -
W Display Tooltips [ Allows Quoted Test Calauring

v Allow vertical scrollbar e Tesk Beltag (i) .

v Allow haorizomtal serollbar
[ Allow Punctuation Calouring

Allovs Drag Open .
Punctuation Caolour l_ .

I+ Allow Drag Cloze
[v Allowe Line Highlighting

<]

Character Handling Undo f Redo
Tab length |4 b axirurm number of undo operations
W Addtabs as spaces Iv Store movernent undos il
[v Feplace tabs with spaces when deleting ¥ Store ediing undos

[+ Tranzlate ‘s to

[v Wiap cursor at end of column

k. | Cancel
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3.12.2

o Wrap Width... > changes the column width at which lines will wrap in the display

Status bar

The status bar shows help text at the bottom as you hover over menu and toolbar options.

To the right of the status bar are insert mode, column number and line number.

Line collapsing

You can temporarily collapse sections of code as follows:

° 6 Left click in the margin to start the section * Drag to define the length * Release to set the
end of the section

Click anywhere on the resulting indicator to collapse, and on the + to expand a section.

Expanded:

¥

void CTeststakApp::doMemorylLeak4 (DWORD dummyParam)

#1T DO_MEMORY_LEAK
char *ptr;

ptr = MY_NEW char [456];
#endif

b

Collapsed:

b

801 [+] wvoid CTeststakApp::doMemoryleakd (DWORD dummyParam){#if DO_MEMORY_LEAK

\‘.[-'oid CTeststakApp: : doMemoryLeakl (DWORD dummyParam)

ELine collapsing is temporary and not remembered between edit sessions.

Refresh

Refreshing data

You have the option in some views to automatically update the view at an interval of your choice.
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Sometimes you need to refresh the data when you want to, especially while inspecting the data.

Most views hawe a local refresh button, which updates the data.

The same function is found in the Tools menu, as well as an option to update all views at once:

|E| Tools menu *» Refresh »* refresh the data displayed only on the current tabbed view

Or use the Refresh icon on the Tools toolbar.

)| [@

3.12.3 Loaded Modules

Viewing the loaded modules

You can view a list of the modules which are loaded by your target application.

|E| Tools menu » Loaded Modules... * shows the Loaded Modules dialog

The dialog shows:

e the Address space occupied by the module (DLL or EXE)

¢ the type of Code in the module (native, managed, mixed mode or resources only

¢ the type of Build - is the code debug or release?

o the Path the module was loaded from

i Loaded Modules ? *
Address Code Build Path 2
0w 73000000 - 0x73DECFFF  Mative Release chwindows\winsxs\x88_microsoftwindows.commeon-controls_g...
OBF2ED000 - Ce6FAEFFFF - Mative Release clwindowshwinsxs\x86_microsoft.windows.common-controls_B...
OxBEEEDDOD - Ox6FO46FFF  Mative Release c\windows\winsxs\x86_microsoft.windows.gdiplus_6595b64144...
Ox05AF0000 - 0x0SBOCFFF - Mative Release efomic\dbghelpbrowserdebugdeveloperx86\bordebug.dll
0x6CD40000 - 0x6CEGOFFF  Native Release e\om\c\dbghelpbrowserdebugdeveloperx86idbghelp.dll

000400000 - Cx00749FFF  Mative Debug efomic\dbghelpbrowser\debugdeveloperx 86\ dbghelpbrowser....
Ox6CF40000 - 0x6D0B5FFF  Mative Debug efomichdbghelpbrowser\debugdeveloperx 86\ svledittoolafx.dil
Ox6DCD0000 - Ox6DCOSFFF Mative Release efomic\dbghelpbrowserdebugdeveloperxdBisvlinjectupdatep...
0x02500000 - 0x02589FFF  Mative Debug etomc\dbghelpbrowser\debugdeveloper\x86isvipeinfo.dil
OxBCETO000 - 0x6CF38FFF  Mative Debug efomhc\dbghelpbrowserdebugdeveloperx 88\ svipertablepdb.dil
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3.12.4 DLL Debug Information

Viewing the DLL debug information

If you are having problems collecting coverage data for a particular EXE/DLL the problem may be that the
debug information that is required to perform the instrumentation of the software cannot be found.

You can view a list of the debug information status of modules loaded by your target application.

E Tools menu * DLL Debug Information... * shows the DLL Debug Information dialog below

Maodules containing debug information ? *
Taoinstrurment a module debug information or a MAP file with line numbers is required. Learn mare...
Modules Status o
CAWindows\SYSTEM32\mfc100u.dll FDB
CAWindows\SYSTEM3I2\AMSVCR100.dlI FDB
CAWindows\SYSTEM32\sfc.dll FDB
E\om\c\bugValidator\bvExample\ReleaseDynamicl0_0\bvExample.exe  PDB
CAWindows\System32\msvert.dll System directory - ignored
CAWindows\SYSTEM32\PROPSYS.dII Systern directory - ignored
CAWindows\System32\ucrtbase.dll System directory - ignored
CAWindows\System3Z\UMPDC.dII System directory - ignored
efomic\bugValidatoritabsend releaselsvlbugvalidatorstub.dil Software Verify DLL .

< >

The dialog shows:
e the path from which Modules (DLL or EXE) were loaded
e the debug Status (below)

e if any symbol server is not reachable (offline or doesn't exist) a message will be shown in red at the
bottom of the dialog. You can edit the symbol server definitions here.

Debug status

There are various reasons why a module may not hawe its debug information read.
The dialog shows a comment or reason in the status column. Examples might be:

e PDB or MAP if the debug information was found and used
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¢ Debug information not present

¢ A reason for being ignored

e Module is a part of the C Run-time Library (CRT) or Standard Template Library (STL)
e Location is a system directory

e Ignored due to Hooked DLLs advanced settings

e File is a Software Verify own module

¢ Module has been specified as a 3rd party

¢ No executable code is contained

e The module only has GUI resources

More information about PDB and MAP files

Clicking on the Learn more... link at the top right of the dialog shows some more details with additional
links to topics in this help.

% Click the links below to see read more in our frequently asked questions.
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Symbels and Debugging Information >

Visual Studio

Debug Builds

For Debug builds you can supply PDE files (or other debug formats) or MAP files with line

Map.ﬁles with line number information are provided by specifying MAPINFO:LINES as part of the
inker options,

Release Builds

For Release builds you must supply PDB files or other debug formats.
Required Compiler Flags

fZi or fZ1 must be part of your Visual Studio C++ compiler flags

Required Linker Flags

Visual Studio 2017 - Visual Studio 2015
JDEBUG:FLLL must be part of your Visual Studio C++ linker flags. Do not use [DEBLUG:FASTLIME.,

Visual Studio 2013 - Visual Studio &
JDEBUG must be part of your Visual Studio C++ linker flags. Do not use [DEBUG:FASTLIME.,

Why symbaols fail to

DbgHelp search path

C++ Builder / Delphi
Ensure that you have enabled the creation of TDS debugging information. If there is an option for

detailed information you should enable that. If you can create MAF files with line numbers the map
file can be used instead of TDS debugaing information.

MingW / gce f g++

Ensure that your software is compiled and linked using the -gstabs compiler flag to generate stabs
format debug information.

Finding out more using the Debugging Information Diagnosis Dialog

When debug information is not present for a given module the DLL Debug Information dialog (above) may
display a button in the Status column to show the Debugging Information Diagnosis dialog.

The dialog shows:
¢ Information, advice, and diagnostic help

e Quick links to change settings
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=
=

Dekugging Information Diagnosis
DLL: E:lom'cimemory32itabsery\Release\BorDebug.dil

Information, advice and diagnostic

Show me how Bug Validator x86 searched for debug information. .. |

Help me choose what flags I should use to enable debuaging information. .. |

Debugging information advice. .. |

Change settings
Edit PDBE search paths...

Edit symbol server options...

Edit symbal lookup options... |
Edit symbaol debug options. .. |

The information options include:

e Show me how debug information was searched for... > shows the Debug Information Search
Path dialog

This information is extracted from the Diagnostic tab and shows only the relevant information for
the module selected in the DLL Debug Information dialog.

R Debug Information Search Path *

DLL: C:\WINDOWS\SYSTEM32\MSVCR100.dl

Search path

DBGHELP: CAWINDOWS\symbols\difmsver1 00.386.pdb - mismatched pdb
DBGHELP: C:A\WINDOWS\symbols\dIldIlmsver100.i386.pdb - file not found
DBGHELP: C:A\WINDOWS\symbolsh\dllsymbols\dilmsver100.i386.pdb - file not found
DBGHELP: D:\devitvExample\DebugMonlinkd_\msverl100.1386.pdb - file not found

DBGHELP: D:\dev\tvExarple\DebugMonLinkd_0\dIl'\msvecr1 00.i386.pdb - file not found
DBGHELP: D:\devitvExample\DebugMeonlinkd_M\symbols\dilmsver1 00.i386.pdb - file not found
DBGHELP: msver100.i386.pdb - file not found

DBGHELP: Couldn't load mismatched pdb for CAWINDOWS\SYSTEM3Z\MSVCR100.dI
DBGHELP: M5VCR100 - ne symbels loaded

2\ MSVCR100.d1I)

Close

¢ Help me choose what flags... * shows the Debugging Flags wizard
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Use the wizard to first select the compiler or linker you're using

H Debugging Flags

Which IDE or CompilerfLinker are you using?

¥ wisual Studio 2017 ... 2015

" wisual Studio 2013 ... 2002
(" Visual Studio &
(" visual Basic &

" C++ Builder

" Delphi

" MingW

" QtCreator

(" DevC++

(" Salford Fortran 95

(" Metrowerks CodeWarrior

(" Other compiler

Mext ==

Next >> * Provides the relevant debug compiler and linker flags. An example for Visual Studio
2017 to 2015 is below:
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H Debugging Flags Y

Visual Studio 2017 to Visual Studio 2015
Debug
Enable POE debug information generation in the project settings for this DLL.
Required Compiler Flags
{Zi or fZ1 must be part of your Visual Studio C++ compiler flags
Reguired Linker Flags

JDEBUG:FLULL must be part of vour Visual Studio C++ linker flags.

Do not use [DEBUG:FASTLINE,

<< Prev | | Einish

e Debugging information advice... * shows the Symbols and Debugging Information dialog abowve.

The options for changing settings include quick links to the following pages from the Settings Dialog

o Edit PDB search paths... > shows the File Location settings page for PDB files.

Edit symbol lookup options... *» shows the Symbol Lookup settings page

o Edit symbol server options... > shows the Symbol Servers settings page

Edit symbol debug options... > shows the Symbol Misc settings page
3.12.5 Symbol Path Truncation

The Symbol Path Truncated warning dialog

The symbol path truncated warning dialog is displayed to warn you when the symbol path is too long.

You can also display this dialog from the Tools menu.
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|E| Tools menu * Symbol Path Trunction... * shows the symbol path truncation dialog below

Symbol Path Truncated ? .

The symbaol path was truncated at 900 characters because it was 1419 characters long. Learn mare. ..
Symbols for some DLLs may not be found because the path was fruncated.
Edit your symbal paths to remove unwanted and old entries from the symbaol search path.

Length Total Path A
39 671 Ehomtcimemory32itabsenddebugBval_xb4
43 714 Ehom\c\performanceValidater\tabsentdebug
a7 761 Bt cperformanceValidator\tabsernd debugBwval
a7 203 Ehomt o performanceValidatoritabsendebug_xbd
5 259 Ehom\ c\performanceValidator\tabsern/ debugBval x84
45 904 Etvomt o performanceValidatoritabsensirelease
43 953 EhomtvcperformanceValidatortabsensreleasebval
49 1,002 E\om\c\performanceValidatoritabsentrelease_xbd
23 1,055 Ehem\c\performanceValidatortabsenstreleasebval_x 64 "

Edit Symbol Paths... | | Always show ﬂ

e Edit Symbol Paths... > shows the file locations dialog so that you can edit the paths used for
subsequent runs of the program.

You can choose when this dialog is displayed.

e Always show » The dialog is always shown when the symbol path is too long.

e Show when path changes » The dialog is shown when the symbol path is too long, but only if the
symbol path is different than last time this warning was shown.

e Never show » The dialog is never shown.

Whether this dialog is displayed or not there is always a warning message written to the diagnostic

window when the symbol path is truncated.

The display lists each path with it's length (including the unshown ';' path separator) and the total length
so far so that you can see which paths exceed the truncation point (length and total displayed in red).

Any paths that don't exist on this computer are displayed in red.

Why is this dialog displayed?

You may see a Symbol Path Truncated warning dialog in some rare circumstances.
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This dialog is displayed when the symbol path that has been calculated to pass to DbgHelp.dll to load
Microsoft debugging symbols (found in .PDB files) is too long.

If the symbol path has been truncated because it is too long it is possible this may mean that some
symbol searches will fail, resulting in failure to load some symbols. We display this dialog so that you
are aware that the symbol path is too long and would benefit from editing to make the symbol path
shorter.

Passing a symbol path that is too long to DbgHelp.dll will cause the program being tested to end with an
EXCEPTION_INVALID_CRUNTIME_PARAMETER C runtime error. This happens because internally
DbgHelp.dll is using a fixed length array to format a string. To prevent this fatal termination of the
program we limit the length of the path passed to DbgHelp.dll.

Typically if a path that is long enough to cause this problem is passed to DbgHelp it's because the
number of paths in the calculated path contain paths not relevant to finding symbols for the test program.
We use the Symbol Path Truncated warning dialog to show you the calculated paths so that you can
work out which paths to delete.

The calculated symbol paths come from several places:
¢ File locations PDB paths

e Symbol server symbol storage directories
e Symbol handling environment variables

Fixing the symbol path

For this example, we are testing the program E:\om\c\3RD_SRC\cdplayer\Release\cdplayer.exe

In the image shown above you can see that seven paths exceed the truncation limit, one of the 7 paths
doesn't exist.

To work out what to do we need to do sewveral actions:

1. Looking at the environment variable settings shows that none of the environment variables are
being used. We do not need to consider the content of these environment variables.

2. Examining the symbol servers shows that C:\Users\Admin is a local symbol storage location. We
should keep this path.

3. We should delete the path that doesn't exist: E:
\om\c\testAppsl\testStdinStdoutRedirectEx\Release. We do this using the file locations dialog
by clicking Edit Symbol Paths... then click Delete invalid.

4. Examining the paths in the file locations dialog we can identify any paths not relevant to the
program we are testing. In this case the following paths are not relevant and can be deleted.

E:\om\c\testApps\testStdinStdoutRedirect\Release
E:\om\c\testApps\testAppTheReadsFromStdinAndWritesToStdout\Release
E:\om\c\testApps\testSimpleMemoryLeak\Release
e:\om\c\3rd_src\cppunit-1.12.1\examples\cppunittest\release
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e:\om\c\3rd_src\cppunit-1.12.1\examples\cppunittest\releasedll

3.12.6 Instrumentation Logging Data

Viewing the instrumentation logging data

If you are having problems instrumenting a particular class or method, you may want to view logging
information about which DLLs, classes and methods are instrumented by Bug Vaildator.

Instrumentation is controlled by filters that affect which DLLs are instrumented and which source files,
classes and methods are instrumented.

To enable the collection of instrumentation logging data you need to

E Tools menu » Instrumentation Logging Data... *> shows the Instrumentation logging data

dialog below
Insufficient Uzer Privileges l
Failure zetting SE_DERLUG_MAME privilege: ;I

Mot all privileges referenced are azsigned to the caller.

Failure geting SE_SECURITY_MAME privilege:
Mat all privileges referenced are aszigned to the caller.

Fleaze read the User Permizzions section of the help manual,

Performance Y alidatar will not wark: corecty without these User Privileges.

<]

[ Don't show this User Privileges dislog again.

The dialog shows:
e log order
¢ the name of the item that hasn't been instrumented
e the reason why each item wasn't instrumented
Example reasons why an item might not be instrumented include the following:
e MFC file ignored
e Microsoft C Runtime file ignored
e Microsoft DLL ignored

e CRT DLL ignored
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e Software Verify's own DLL ignored

¢ File extension excluded by hook source file type filters

e Files excluded by source files filters

3.12.7 Instrumentation Failure Data

Instrumentation Failure Data

It can be very useful to know which functions in your code failed instrumentation.

You can view a list of the functions that have failed instrumentation via the Tools menu.

140

E Tools menu * Instrumentation Failure Data... * shows the Instrumentation Failures dialog

* Instrumentation Failures

X

Filename (44) Line N
efomic\bugvalidatorexamples\nativeexample\memorycorrup... 43
eomic\bugvalidatorexamples\nativeexample\memorycorrup... 44
eomic\bugvalidatorexamples\nativeexample\nativesxample... 535
e\omic\bugvalidator\examplesinativeexample\nativesxample... 58
e\omic\bugvalidator\examplesinativeexamplehcrashtestdlg.cpp 60
ehom\c\bugvalidator\examples\nativeexample\nativeexample... 72
ehom\c\bugvalidator\examplesinativeexample\crashtestdlg.cpp 86
eomicibugvalidatoriexamplesinativeexamplelcrashtestdlg.cpp 88
elomicibugvalidatorexamplesinativeexample\nativesxample... 92
efomic\bugvalidatoriexamples\nativeexample\nativesxample... 93
£

Symbeol
0x004134E3
0x004134E5
0x004141EF
0x004141F3
0x00418947
0x0041725B
0x00418ABC
OxD0418ABE
0x0041719C
0x0041719E

Reason

Failed to hook Mot possible to hoo

Failed to hook Mot possible to hoo

Failed to hook Mot possible to hoo

Failed to hook Mot possible to hoo

Failed to hook Mot possible to hoo

Failed to hook Mot possible to hoo

Failed to hook Mot possible to hoo

Failed to hook Mot possible to hoo
Failed to hook Mot possible to hoo

A

Failed to hook Mot possible to heo |,

>

Close

The dialog shows:

¢ the file name of the item that hasn't been instrumented
¢ the line number of the item that hasn't been instrumented

o the symbol name of the item that hasn't been instrumented

e the reason why each item wasn't instrumented

Example reasons why an item might not be instrumented include the following:

¢ Disallow computed unconditional jmp
¢ Failed to disassemble

e Found privileged instruction
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3.12.8 Finding functions

Finding functions

Bug Validator allows you to search for objects using a function name comparison against function names
found in callstacks of allocated objects.

To display the find function dialog
E Tools menu * Find function... *» shows the Find function dialog

Or use the Find function icon on the Tools toolbar.
o [@]

* Find Function

Function: || Find...

di}

[T Match case Cloze

[T Complete function name

File

Search Criteria
To perform a search, a function name is required.

Function
Type the name of the function to be searched for in the Function field.

Match case
If the search should be case sensitive, select the Match case check box.
If the search should be case insensitive, do not select the Match case check box.

Complete function name
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If the search should only match complete function names, select the Complete function name check
box.

If the search should match any function name that has the specified name as part of its name, do not
select the Complete function name check box.

For the purposes of complete function name, note that for C++ methods, you must specify
classname::methodname.

Find
To find any objects with the specified criteria, click the Find button. The results are displayed in the
Objects scrolled list.

The picture shown below shows the results of search for OnAppAbout in the sample application. The
filename is shown in yellow, indicating that some parts of the file have been visited. The lines that are
part of the function OnAppAbout are displayed as branches of the file entry. These lines are shown in
pink, indicating that they have not been visited. One of the lines has been expanded to show the source
code for the line (and its surrounding lines)..

¥ Find Function ? >

Function; |Dﬂ‘3‘-DD-‘3-|JDUt Find... |
[ Match caze Close
s

[ Complete function name

File

=] w Lines with case insensitive partial match of function
E] File etomic\bugvalidatorbvexample\bvexample
= = 271 S IARK_MSG_Map

= [£] 272 : END_MESSAGE_MAP()

=] = 273

= = 274 @ fF App command to run the dia
= = 275 @ wold CTeststakApp::0OnAppAbout
= =l il R |

= = 277 s CAboutDlg aboutDlg;

= = 278

= = 279 S do the dialog

= = Z2B0 aboutDlg. DoModal () ;

= = 281}

E] [ File e\om\c\bugvalidatorbvexample\bvexample,
= [ File ehom\cibugvalidator\bvexamplelbvexample,
=1 B Cilm sl mmmt = v s el b m e b s o i 1 L Y I M
£ >
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3.13 Software Updates

This topic covers the three items on the Software Updates menu:

checking for software updates
configuring your update schedule
renewing your software maintenance
setting your software update credentials
setting the software update directory

Software updates

If you've been notified of a new software release to Bug Validator or just want to see if there's a new
version, this feature makes it easy to update.

E Software Updates menu * Check for software updates » checks for updates and shows the
software update dialog if any exist

An internet connection is needed to be able to make contact with our servers.

& Before updating the software, close the help manual, and end any active session by closing
target programs.

If no updates are available, you'll just see this message:

Check for software updates. X

lol Mo new updates are available for Bug Validator

= Note that evaluation and beta versions cannot be updated.

Software Update dialog

If a software update is available for Bug Validator you'll see the software update dialog, unless your
maintenance has expired.
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Software update download confirmation (Maint [D: 437351847) >

A, zoftware update iz available for Bug Validator,

Do you wish o install Bug Y alidator W3.767

Yes, Download and Instal | Don't download, ask me later Skip this wersion, don't tell me about it again |

Software update

Software update options. .. | I anage software maintenance... |

e Download and install > prompts you for log-in details if not known, and then downloads the
update, showing progress

= You may be asked for your log-in credentials, which you'll have received when you
purchased Bug Validator.

Software update login details (Maint [D: 3688422840) ? x

To enable automatic zoftware updates pou need to specify your login details.

Thesge details were provided to you when you purchazed Bug Yalidator,

ST e el [=tephenteizofbwarevenfin. com

PEEE R

Pazzword:

ok | Cancel

Once logged in, the download will start:

Downleading Bug Yalidator 3.76 (Maint 1D: 4373512847) >

Dawrloading Bug Y alidator 3.76

—

7784 KB of 29142 KB [26.7%)

Once the update has downloaded, Bug Validator will close, run the installer, and restart.
You can stop the download at any time, if necessary.

e Don't download... * Doesn't download, but you'll be prompted for it again next time you start Bug
Validator

e Skip this version... * Doesn't download the update and doesn't bother you again until there's an
even newer update

e Software update options... > edit the software update schedule
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e« Manage software maintenance... * opens your browser ready for maintenance renewal

Problems downloading or installing?
If for whatever reason, automatic download and installation fails to complete:

e Log in to https://www.softwareverify.com/betadownload.php[Z with the details provided when you
signed up for the Bug Validator Beta

e Download the latest installer manually, via one of the .exe, .xyz or .zip files that are available
Make some checks for possible scenarios where files may be locked by Bug Validator as follows:
e Ensure any open sessions are completed
e Ensure any target programs started by Bug Validator are closed
e Ensure Bug Validator and its help manual is also closed
e Ensure any error dialogs from the previous installation are closed
Hawve your license details handy as you may need to copy information into the license dialog.

You should now be ready to run the new version.

Software maintenance expiry

If the software maintenance period has expired you won't be able to automatically update Bug Validator
as above.

Instead, you'll see the software update maintenance expiry dialog:

Software update rmaintenance has expired (Maint 10: 437351847) X

The zoftware update maintenance penod for Bug Yalidator has expired.

t anage zoftware maintenance. .. | don't need any more updates

You can manage your software maintenance or choose to stop receiving any more software updates.

Software update schedule

Bug Validator can automatically check to see if a new version of Bug Validator is available for
downloading.

|E| Software Updates menu * Configure software updates » shows the software update schedule
dialog
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The update options are:

e never check for updates
check daily (the default)
check weekly

e check monthly

The most recent check for updates is shown at the bottom.

Software update schedule (Maint 1D: 368842340) ? et

Bug*alidator can check for software updates on a regular bagis.
" Wever check for updates
* Check for updates every day
(" Check for updates once a week

(" Check for updates once a month

kst recent check for updates was performed on 2020-06-26

s | Cancel

Managing software maintenance

E Software Updates menu * Renew software updates * shows the software update
maintenance renewal dialog

Software update maintenance renewal (Maint ID: 1777673192) pod

The software update maintenance penod expiny date: 2020-11-22

Henew zoftware maintenance. . Cloze

Your maintenance expiry date is shown. If you don't need to do anything just Close the dialog.

e Renew software maintenance » Opens your browser, logging you in to our website[d from which
you can purchase maintenance
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Managing software update credentials

You can configure your software update credentials within the application.

|E| Software Updates menu * Set software update credentials * shows the Software update
login details dialog

Software update login details (Maint 10: 403130111) 7 >

To enable autamatic zoftware updates you need to specify your login detailz.

Thesze detailz were provided to yvou when you purchazed Bug Y alidator.

Email Address: Idev@null.cnm

HEREHRHUREHRRHHH

Test Login Details... ok, I Cancel

Pazgwiord: I

The text will be shown in red if the email address looks incorrectly formatted.
Testing the login details checks they're valid:
o Test login details * check your entered details are valid (requires an internet connection)

Valid details will be confirmed:
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Legin details *

Login details are valid.

Invalid details may mean you entered credentials for another application in the Validator suite,
or they could have been entered incorrectly.

Legin details *

Login details are not valid for Bug Validator.,

"-.
Please check that you have the correct login details far this
software tool.

You should have received the correct credentials when you purchased Bug Validator, or with
any software update emails.

If you experience problems, check with your system administrator or contact Software Verify.

If you need to clear the update credentials, you can do this directly from the menu.

E Software Updates menu * Reset software update credentials » clears the email and
password details stored in the application

You will be asked to confirm the reset. After resetting the credentials, no software updates will
occur.

If you later need to restore your credentials, you should have received that information when you
purchased Bug Validator, or with any software update emails.
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Confirm Reset Software Update Credentials

You are about to clear the software update credentials.
This will clear the software update email address and password.

Once reset you will no longer be able to download software from the
Bug Validator user interface.

You will still be able to login to the website to download software
updates.

If you need to restore the software update credentials this information
is present in the email sent to you when you purchased the software.
This information is also in every software update email.

Please confirm that you wish to reset the software update credentials.

Software update directory

It's important to be able to specify where software updates are downloaded to because of potential
security risks that may arise from allowing the Tmp directory to be executable. For example, to
counteract security threats it's possible that account ownership permissions or antivirus software blocks
program execution directly from the Tvp directory.

The Tvp directory is the default location but if for whatever reason you're not comfortable with that, you
can specify your preferred download directory. This allows you to set permissions for Tmp to deny
execute privileges if you wish.

|E| Software Updates menu * Set software update directory * shows the Software update
download directory dialog

Software update download directory ? *
Software updates will be downloaded to the location specified below:
Browse. .
Fezet

Ok, | Canicel |

An invalid directory will show the path in red and will not be accepted until a valid folder is
entered.

Example reasons for invalid directories include:

o the directory doesn't exist
¢ the directory doesn't have write privilege (update can't be downloaded)
¢ the directory doesn't have execute privilege (downloaded update can't be run)
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&= When modifying the download directory, you should ensure the directory will continue to be valid.
Updates may no longer occur if the download location is later invalidated.

e Reset > rewerts the download location to the user's Tvp directory

The default location is c:\users\ [username] \AppData\Local\Temp

3.14 Loading, Saving, Exporting, Closing

Working with sessions
Sessions with Bug Validator can be saved to and loaded from a file so that you can:
e share the session with a colleague
e examine the session at a later date
e compare the session with another session
e create baseline sessions for use in regression tests

Sessions can be even exported in HTML and XML formats.

Closing a session
When you've finished working with a session, it can be closed.

|E| File menu > Close Session... * closes the session, clearing the displays
Closing a session may happen automatically if you start a new session and the session count limit is 1.
If the maximum session count allows, closed sessions still appear in the Session Manager, where they
can be reopened or deleted.
Session Filename

The session filename is displayed as the first line of the diagnostic data on the Diagnostic tab.

Copyright © 2002-2025 Software Verify Limited



151 Bug Validator Help

* NativeEXample. o

File Launch Edit Settings Managers Deploy Tools Data Views Software Up

mBR % AF/O0

Search: | j | | | | Auto Hig
|+ EzecutionHistory | Parameters | “arables | Registers | MatchCase | Wi

Execution History
Diagnostic Stdout Env Vars
Showe |4l | Fier | ipply Filter |
D | Message
Seszion Filename Evnativesxample.bvin
Information Bug Validator x86 4.91
Information Windows Version: 10.0 Windows 10

3.141 Loading and Saving Sessions

Loading sessions

Load a session using any of the following options.

E File menu > Open Session... » open a previously saved session from file ( *.bvm )

Or click on the Open Session icon on the standard toolbar.

] B

Or use the shortcut:

+ E Open session

If you have a limit of 1 session to be open at a time, any open session will be closed first, otherwise you
can open multiple sessions at a time.

Saving sessions
Sawve a session using any of the following options.

E File menu > Save Session... » saves all the session data to a file ( *.bvm ), prompting for a file
name if necessary
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|E| File menu * Save As... * saves the session to a new file

Or click on the Save Session icon on the standard toolbar.

==E?

Or use the shortcut:

Crl + E Sawe session

Unlike exports, there are no options here, as all session data is saved.

3.14.2 Exporting

Exporting to HTML or XML

Exporting sessions allows you to use external tools to analyse or view session data for whatever reasons
you might need.

You can export to HTML or XML format:

E File menu »* Export Session... » Choose an HTML or XML Report * shows the Export
Session dialog below
Exporting is not saving
You can't import session data.

Use save and load if you want to save session data for loading back into Bug Validator at a later date.
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Export Session

Report Export
v Export DLL Mame
[v Export Full Path of DLL Name
[v Expart Filenarme
|+ E=port Full Path of Filename
[+ E=port Function M ame

Cancel

i

[ List execution history with most recent location first

File
| Owenarite existing file
File: |e:'\u:um'x-:"-.l:uug"v"ali|:|atu:ur"-.tal:-sew"-.release"-.l:uug"v"a|i|:|.html Browse. ..
Farmat: |HTML j
Encoding: |L|TF-‘I 6 LE [windows Unicode] ﬂ
Report

Select which data you want to export.
DLL information.

Filename information.

Function information.

Order of data exported.

If HTML export is chosen, the export is in the form of a table. If you require a specific HTML format for
session exports, we recommend exporting an XML report and using that to generate the HTML report to
your requirements.

File section

e Overwrite existing file > check if you don't want to be warned about overwrites

File > type the flename or Browse to a location
e Format *» set whether exporting HTML or XML

Defaults to the original menu option selected, but included here to more easily export one format
and then the other.

Encoding * set whether UTF-16 LE, UTF-8 or ASCIl encoding. By default the exported file is saved
in the Windows Unicode format UTF-16 little endian. You can also save in UTF-8 and ASCII. ASCII
has no byte order mark at the start of the file.

Ready to export?
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Use the export button at top right when you're ready to go

e Export > export the session data

3.14.2.1 XML Export Tags

This section describes which XML tags are used to export the session data from a Bug Validator
session.

The start of an exported XML file lists a few details about Bug Validator:
<VALIDATORVERSION>Version of Bug Validator</VALIDATORVERSION>
<VALIDATORDATE>Date Bug Validator was built</VALIDATORDATE>
<VALIDATORTIME>Time Bug Validator was built</VALIDATORTIME>
<TITLE>Name of executable</TITLE>

Execution history is listed in the following tag pairs.
<EXECUTIONDATA></EXECUTIONDATA>

The tags found inside the above tag pairs are shown below. Note that all hexadecimal numbers are
written with leading zeros and a leading Ox.

<THREAD>Thread id</THREAD>
<MODULE>Name of DLL/EXE</MODULE>
<FILENAME>Filename of source file</FILENAME>
<LINE>Decimal line number</LINE>
<ADDRESS>Hexadecimal address</ADDRESS>

<FUNCTIONNAME>Function name and byte offset</FUNCTIONNAME>
3.15 Starting your target program

Starting options

There are seven ways to start a target program and have Bug Validator collect data from it.
e Launch your program in a specified directory, with as many command line arguments as you want

e Inject Bug Validator into an already running program
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Wait until a specific program starts to run before attaching to it - e.g. for programs started as an
OLE server

¢ Monitor a senice

e Monitor lIS and ISAPI

Use the Native API to start Bug Validator from code that you control

Start Bug Validator from the command line, allowing you to automate your use of Bug Validator

Modules without PDB files and without MAP files

For your application to be processed for execution history tracking, each module that you want to have
processed must have a PDB file with debug data, or a MAP file with line number data. Map files for
Release builds cannot have line number data as the /MAPINFO:LINES option does not work in Release
builds.

For modules that are not system files, Bug Validator will warn you if a module did not have any
appropriate line number information. The warning is shown as a dialog listing the module names that did
not have the appropriate information.

Modules containing debug information ? X
Tainstrument a module debug information or & MAP file with line numbers is required. Learn more...
Modules Status ~
Ef\emic\bugValidatorbvExample\ReleaseDynamic10_0\bvExample.exe Debug infermation not present. Learn more...
CAWindows\SYSTEM32\mfc100u.dll FDB
CAWindows\SYSTEM3I2\MSVCR100.dlI FDB
CAWindows\System32\msvert.dll System directory - ignored
CAWindows\SYSTEM3IZ\PROPSYS.dII System directory - ignored
CAWindows\System32\ucrtbase.dl! Systemn directory - ignored
CAWindows\System3Z\UMPDC.dII System directory - ignored
e\omichbugValidatoritabsendreleaselsvibugvalidatorstub.dil Software Verify DLL
e\omic\bugValidatoritabsend release\sviMapFileDLLnonMFC.dIl Software Verify DLL .

€ >
|ﬁ-‘n.lwa_l,ls zhow dialog ﬂ

If you do not wish to see this warning dialog again, select the Do not show this dialog again check
box.

IMPORTANT.

Due to daylight saving times it is possible for a MAP file to have an embedded timestamp that is different
than the DLL timestamp by an hour.

In these situations Bug Validator will not recognise the MAP as valid. The solution to this problem is to
rebuild the application.
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3.15.1 Launching the program

Launching the application

Having Bug Validator launch your program is the most common way to start up

When you're ready to start running a target program

E File menu > Start Application... > Shows the launch program wizard or dialog below

or click on the launch icon on the session toolbar.

w[Fu 7 O

or use the shortcut

Start application

=% You can easily re-launch the most recently run program.

User interface mode

There are two interface modes used while starting a program
¢ Wizard mode guides you through the tasks in a linear fashion
¢ Dialog mode has all options contained in a single dialog

All the options are the same - just in different places

In this section we'll cover the Wizard mode first and the Dialog mode later.

The start application wizard

On first use, the wizard appears with fields cleared, but here's an example with fields set:
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) Start application wizard ? >

Select an application ta start.

Previouzly started applications are shown in the list at the battom of the wizard, with their startup directory and
command line argumentz. IF pour application iz dizplayed in the ligt, pou can select it repeat the launch of the
application,

Application [*exe or *. bat);

IE:'\om\c\bug\falidator\vaHample\HeIeaseDynamic'l 0_0%bvE wample. exe Browsze...

Application ta monitor [¥ exel:

IE:\om'\c'\bug\-’alidatnr'\va:-:ample\F!eleaseDynamid 0_04bvErample. exe ;I Edit...

Carirmand Line Argurmerts: Launch count: I1 'I

Startup Directon:
IE:'\om\c\bug\falidator\vaHample\HeIeaseDynamic'l oo Dir....

U

Erviranment Y ariables [ovemide global enviranment variables]
| Edit..

File to supply ta stdin [leave blank far none):

I Browse...

File to zupply to gtdout [leave blank for none]:

Pk

I Browze. ..

Click. the Reset button to clear the list. " Full Fath & Image Mame Delets | Reset

Admin Application Arguments Directory Environment
EromicdbgHelpBrowsertestApph...
Ef\om\c\bugValidater\bvExamplel...
dbgHelpBrowser.exe Ef\om\c\dbgHelpBrowser\Releasel...
ColnitializeTest.exe ENomictestApps\ ColnitializeTest\..

<< Prew Mest »x 4|CIDSE

Enter the details for your program, or if you want to run a previous program select it from the application
list to repopulate the details.

After entering details click Next >> for the next page of the wizard.

Page 1: Entering details

o Application to start * type or Browse to set the program name to launch

You can also choose a batch file and the first executable started in the batch file will be
launched.
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You can also choose a powershell script and the first executable started in the powershell script
will be launched.

Manually typing a path will show red text until a valid path is entered, after which the text
becomes black.

o Application to Monitor * select the application that you wish to monitor.
The values displayed in this combo will consist of:
e <<Any application that is launched>>
¢ The name of the application specified in the Application to Launch field.
¢ Any valid filenames that match the list of flenames specified in the application to monitor
settings.
The default selection for Application to Monitor will be always be the same as Application to
Launch unless there are valid application to
monitor filenames added to the control and one of those filenames is marked as a default
selection.

* click Edit... to edit the Application to Monitor settings.

If you are not sure what to set this field to leave it set to the same value as Application to
Launch.

Learn more about Application to Monitor.
e Launch Count > select the launch count.
This is reset to 1 every time the Application to Monitor field selection changes.

If Application to Launch is the same as Application to Monitor this field is set to 1 and is not
editable.

If you are not sure what to set this field to leave it set to 1.
Learn more about Launch Count.

e Command Line Arguments » enter program arguments exactly as passed to the target program

Startup Directory > enter or click Dir... to set the directory for the program to start in
When setting your target program, this will default to the location of the executable

e Environment Variables * click Edit... to set any additional environment variables before your
program starts

These are managed in the Environment Variables Dialog.

File to supply to stdin » optionally enter or Browse to set a file to be read and piped to the
standard input of the application
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¢ File to supply to stdout » optionally enter or Browse to set a file to be written with data piped from

the standard output of the application

Page 1: Using details from a previous run

The list at the bottom of the wizard shows previously run programs.

Selecting an item in the list populates all the details above as used on the last run for that program.

You can still edit those details before starting.

Full path > shows the full path to the executable in the list
Image Name * shows the short program name without path
Delete > remowes a selected program from the list

Reset > clears all details in the wizard - including the list of previously run applications below

Page 2: Data collection and redirection

e Collect data from application > If it's the startup procedure you want to validate, obviously start

collecting data from launch.

Depending on your application, and what you want to validate, you may want to start collecting
data immediately, or do it later.

If your program has a complex start-up procedure, initialising lots of data, it may be much
faster not to collect data until the program has launched.

= See the section on controlling data collection for how to turn collection on and off after
launch.

¢ Redirect standard output * Controls redirection of stdout and stderr

Use this option if you want to collect the output of stdout and stderr for later analysis.

Be aware that if the output of the program under test generates a lot of data via stdout or stderr
that this data will need to be stored in memory and could exhaust Bug Validator's memory.

e Display command prompt > Shows or hides the launched application.

If you are collecting stdout and stderr you may not be interested in viewing the application (or
the command prompt if it is a console application). This provides you the option to hide the
application when it is running.

Be aware that if you hide a command prompt you will not be able to type anything into the
application.
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ﬂ Start application wizard

If you want to collect data from the application from the instant that Bug VY alidator attaches to the process, select
the Callect data from application check bos,

[v Collect data from application
™ Redirect standard output to Bug Y alidatar Diagnostic tab

¥ Dizplay command prompt [or application]

<< Prev | Mest »x |

Cloze

Page 3: Summary and starting your program
The last page is just a summary of the options you have chosen.
If you're happy with the settings, go ahead:
e Start Application... > start your program and attach Bug Validator to it

e Cmd Line... > display the command line builder
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) Start application wizard ? >

Y'ou have selected the application shown below to start.

Application [*.exe or * bat):

Application ta monitor:

|E:'\om\c\bug\:"alidalor\examples\nativeEHample\DebugDynamid 0_0%nativeE xample. exe

Command Line drguments:

Startup Directon:

|E:'\om\c\bug\:"alidalDl\examplesknativeEHample'\DebugDynamic'l on

Ervironment ¥ ariables

File to zupply to gtdin [leave blank for none):

File to zupply to stdout [leave blank for none]:

D ata will be collected fram the application az soon as Bug Y alidatar attaches to the application.

O

To start your application with the settings shown, click the Start Application buttan,

<4 Prew Start Application... M

If administrator privileges are required you'll be reminded of the need to restart here:
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6 Requirez a restart with Adminigtrator privileges

To start wour application with the zettingz shown, click the Start Application button,

<¢ Prev | @ Start Application... M

o Start Application... > shows the Administrator Privileges Required confirmation dialog before
restarting.

Administrator Privileges Required

Launch and inject into a process

To perform the requested operation you need to restart Bug Walidator with administrator rights.

@ Restart with sdministrator privileges.. Continue without &dministrator privileges

Dialog mode

In Dialog mode, all the settings are in one dialog which looks very much like the first page of the launch
wizard above.

At the top are the options to collect line times and to start collecting data immediately.
e Launch » start your program and attach Bug Validator to it
e Cmd Line... > display the command line builder

Double clicking a program in the list will also start it immediately.
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* Start an application and inject Validator into the process

¥ Collect data from application [ Collect Stdout Launch

Application [*. exe or * bat); Crnd Line...

IE:’\Dm\.c'\hug\r‘alidatol\eﬂamples\nativeE:-:ample'\D ehuglynamic] 0_04nativeE sample. exe Browse. ..

Application bo monitor [ exe]:

I E:hannhahbudy alidatarexamplesinativel sampletD ebugDynaniic 0_0hnativel xample. exe Edit. ..

L.
Pk R

Arguments: Launch count:

Startup Directony:

IE:’\Dm'\c'\bug\r‘alidatol\eﬂamples\nativeE:-:ample'\D ebugDynamici0_0

=

E rvironment Yariables [overide global environment wariablez)

| Edi...

File to zupply to stdin [leave blank for none]:

I Browse...

File to zupply to stdout [leawe blank for none]:

I Browse...

Previously started applications [double click to relaunch] @ FulPath " Image Mames Delete | Ri=set

Admin Application Arguments Directory Environment

E\om\c\bugValidator\examplesin... EvomhchbugValidatoriexamplesina...

Administrator privileges in dialog mode

The following applies only if you did not start Bug Validator in administrator mode.

Anywhere you see the > icon indicates that a restart with administrator privileges will be required to

proceed.

This will be shown if the target application has a manifest with requireAdministrator or highestAvailable

settings.

* Start an application and inject Validator into the process

¥ Collect data from application [~ Collect Stdout
Application [*.exe or * bat): w Launch

? *
IE:‘som\c\testﬂ.pps‘stesmdminﬂequired'\Helease'\test-’-‘-.dminFiequired.eﬂe Browse... I

Application bo monitor [ exe]:

IE:'\nm‘sc'\test&pps\testﬂ.dminﬁequiled\.F!elease\tesb’-\dminﬂequiled.e:-:e LI Edi...
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e Launch » shows the Administrator Privileges Required confirmation dialog before restarting.

Administrator Privileges Required

Launch and inject into a process

@ Restart with gdministrator privileges...

To perform the requested operation wou need to restart Bug Walidator with administrator rights,

s

Continue without Administrator privileges

If you started Bug Validator in administrator mode, you won't see any of these warnings, and everything

will behave as normal.

How do | use Application to Monitor and Launch Count?

The three fields Application to Launch, Application to Monitor and Launch Count work together to

control which application gets monitored by Bug Validator.

To best explain how this works we will use an example application testLaunchAnotherExe.exe which
launches some applications testLaunchApp1.exe, testLaunchApp2.exe, testLaunchApp3.exe.

Flow tracing for testLaunchAnotherExe.exe

e Set Application to Launch to testLaunchAnotherExe.exe
e Set Application to Monitor to testLaunchAnotherExe.exe
e Set Launch Count to 1.

[v Collect data from application [ Collect Stdout

Application (% exe or *bat]:

|E SomhchtestéppsitestlaunchinotherE xehA eleaseitest aunchénotherE we.exe

Application to manitor [*.exe]:

| E:NombehtestdppsitestlaunchdnotherE et R eleaseitestLaunchinotherE se. exe

Argumnents:

=l
I

Flow tracing for any application launched by testLaunchAnotherExe.exe

e Set Application to Launch to testLaunchAnotherExe.exe

e Set Application to Monitor to <<Any application that is launched>>

e Set Launch Count to 1.

Iv Collect data fram application [ Collect Stdaout

Application [* exe or * bat]:

|E SombchtestdppsitestLaunchanatherE sebReleaze testLaunchdnotherE se.exe

Application to monitor [ exe]:

W application that iz launch

Argumnents:

Launch count; |1 -

Launch

Browsze...

Edit...

F e

Launch

Browsze. ..

Edit...

I
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To do the next two examples you would also need to use the Applications to Monitor settings to add a
definition for testLaunchAnotherExe and the applications it launches.

Flow tracing for testLaunchApp1.exe

e Set Application to Launch to testLaunchAnotherExe.exe
e Set Application to Monitor to testLaunchApp1.exe
e Set Launch Count to 1.

[v Collect data from application [ Collect Stdout

Application [*.exe or “bat]: Launch

|E SomhcitestdppsitestLaunchinotherE et eleaseitestLaunchanotherE we. exe Browse. ..

Application to monitor [ exe]:

Edit...

gl

E:NombehtestdppsitestLaunchdnotherE zeRel testLaunchippl. exe

Arguments: Launch count; |1 -

Flow tracing for the third run of testLaunchApp2.exe

e Set Application to Launch to testLaunchAnotherExe.exe
e Set Application to Monitor to testLaunchApp2.exe
e Set Launch Count to 3.

[v Collect data from application [ Collect Stdout

Application [* exe or * bat]: Launch

|E SombchtestdppzitestlaunchinotherE sebReleaze\testlaunchanotherE <e.exe Browsze...

Application to monikor [*.exe]:

|E:'\orn\c'xtesL&pps\testLaunch&notherE:-:e'\FHeIease\testLaunchp2.EHE j Edit...

Arguments: Launch count:  |E -

It

3.15.2 Re-Launching the program

Re-launching the application
It's very easy to start another session using the most recently run program and settings:

E File menu > Re-Start Application... > starts the most recently launched program

or click on the re-launch icon on the session toolbar.

% ALY O

or use the shortcut
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3.153

Re-start application
No wizards or dialogs appear, so be ready for the application to start right away.

=% In the general questions see Why might Inject or Launch fail? for troubleshooting launch problems.

There is no difference between wizard and dialog interface mode when re-launching.
Injecting into a running program

Injecting into a running program

Bug Validator attaches to a running process by injecting the stub into the process so it can start
collecting data.

Choose one of these methods of starting the injection:

E File menu * Inject... > shows the Attach to Running Process wizard or dialog below

or click on the Inject icon on the session toolbar.

% 4 d/]o

or use the shortcut

Inject into running application

Injecting into a service?

If your process is a senice, Bug Validator won't be able to attach to it.

Senices can't have process handles opened by third party applications, even with Administrator
privileges.

In order to work with senvices, you can use the NT senice API and monitor the senice

User interface mode
There are two interface modes used while starting a program

e Wizard mode guides you through the tasks in a linear fashion
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¢ Dialog mode has all options contained in a single dialog
All the options are the same - just in slightly different places

In this section we'll cover the Wizard mode first and the Dialog mode later.

The attach to running process wizard

The first page of the wizard shows a list of running system and user processes.

) Attach to running process wizard ? >

Select the process vou want to attach to from the list.

[v System processes W Services W Userprocesses ¢ FullPath @ Image Mame Refresh

D Admin Process ~
516 acwebbrowser.exe

3276 acwebbrowser.exe

14892 acwebbrowser.exe

4300 @ AdAppMgrive.exe

4336 @ AdsklicensingService.exe

9732 AutodeskDesktopApp.exe

4500 @ FMPLicensingservice.exe

7868 Genuineservice.exe v

| Mext 33 | Cloze

Choose the process and click Next >> for the next page of the wizard.

Page 1: Choosing the process

e System processes/ Services/ User processes » show either of system or senices or user
processes in the list, or both

e Full path > shows the full path to the process executable in the list
¢ Image Name * shows the short program name without path
¢ Refresh * update the list with currently running processes
Clicking on the headers of the list will sort them by ID or by name using the full name or short name,

depending on what's displayed.

Page 2: Data collection
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Depending on your application, and what you want to validate, you may want to start collecting data as
soon as injection happens, or do it later.

If your program has a complex start-up procedure, initialising lots of data, it may be much faster not to
collect data until the program has launched.

If it's the startup procedure you want to validate, obviously start collecting data from launch.

= See the section on controlling data collection for how to turn collection on and off after launch.

) Attach to running process wizard ? >

“'ou have zelected the proceszs shown below to attach to.

E:homhchbugvalidatorbyE Ramplet R eleaseStatic10_0hbvE wample. exe

[f pau want to callect data fram the application from the instant that Bug Y alidator attaches to the process, select
the Collect data from application check box.

[v Collect data from application

Click the Attach button to attach to the selected process.

<4 Prev Attach. .. m

Summary and starting your program
The second page confirms the process you have selected to inject into, and prompts you to attach:
o Attach... * injects Bug Validator into the specified process, showing progress status

=* In the general questions see Why might Inject or Launch fail? for troubleshooting launch problems.

Dialog mode

In Dialog mode, all the settings are in one dialog which looks very much like the first page of the wizard
abowe.

The option to start collecting data is at the top, as is the Attach... button
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) Inject Validator into running process ? *
Abtach.. | Refrezh v Collect data from application

[ Sypstem processes [ Services W User processes " Full Path & Image Mame

D Admin Process ~

516 acwebbrowser.exe

3276 acwebbrowser.exe

14392 acwebbrowser.exe

9732 AutodeskDesktopApp.exe

7263 GenuineService.exe

5068 @ GoogleCrashHandler.exe

12832 HELPMAM.EXE

1748 Onelrive.exe

1241 Daintlothlet exe v

3.15.4 Waiting for a program

Waiting for a program

Waiting for a program is essentially the same as injection except that instead of injecting into a running
program, Bug Validator watches for the process starting up and then injects.

=T the process is a senice, Bug Validator won't be able to attach to it as senices can't have process
handles opened by third party applications, even with Administrator privileges.

Choose one of these methods of waiting:

|E| File menu » Wait for Application... * shows the Wait for application wizard or dialog below

or click on the Wait (timer) icon on the session toolbar.

% 44 /3

or use the shortcut

Wait for application

Administrator privileges
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The following applies only if you did not start Bug Validator in administrator mode.

If the application you want to wait for is running with Administrator privileges, Bug Validator will also need
to run with Administrator privileges.

When choosing the 'wait for program' method described in this topic, a restart of Bug Validator with
administrator privileges will be required to proceed.

Administrator Privileges Required *

Wait for an application to start

To perform the requested operation pou need to restart Bug YWalidator <86 with adminiztrator ights.

@ Regtart with gdministrator privileges... Continue without Administrator privileges

Waiting for a service?

If your process is a senice, Bug Validator won't be able to attach to it.

Senices can't have process handles opened by third party applications, even with Administrator
privileges.

In order to work with senvices, you can use the NT senice API and monitor the senice

The wait for application dialog

The wait for application dialog lets you specify the application or choose one that you've waited for
previously.

If you choose a previously waited for application the Application Path Policy will be set to the same value
as used with that application.

Copyright © 2002-2025 Software Verify Limited




171 Bug Validator Help

* Wait for process to start then Inject Validator into process ? x
¥ Collect data frarn applicatior W ait For Process |
Application Path Policy: L |
IF'ath to executable exists ;I

Application Erecutable:

I Browsze. . |
_ Bt |

Previously waited upon applications [double click to relaunch] & Full Path Image Mame Beset

Admin Executable DLL

Data collection

Depending on your application, and what you want to validate, you may want to start collecting data as
soon as injection has happened, or do it later.

If your program has a complex start-up procedure, initialising lots of data, it may be much faster not to
collect data until the program has launched.

If it's the startup procedure you want to validate, obviously start collecting data from launch.

= See the section on controlling data collection for how to turn collection on and off after launch.

Specifying the application
o Application Path Policy * specify how the specified executable is treated

o Path to executable exists * the executable will be checked that it exists and is appropriate for
Bug Validator to work with

o Path to executable is created dynamically * most pre-wait checks are not performed - use this if
the path the executable is on does not exist at the time you start waiting for the process to start

« Application to wait for * type or Browse to set the application name to launch
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Alternatively, select a previously waited for application from the list.
e Full path * shows the full path to the process executable in the list

e Image Name » shows the short program name without path
e Reset * clears the list
Waiting for an application

e Wait For Process » start waiting for the specified executable to start

e Stop Waiting > stop waiting for the specified executable to start

What could go wrong?

The program you're waiting for might already be running, in which case you'll be given the option to
cancel or attach to the existing process:

Already Running

. The specified process

,.-' [EromicdbgHelpBrowserRelease'xde dbgHelpBrowser.exe) is
~already running.

Do you want to attach to that process?

Yes Mo

Timing issues are inherit with native injecting into a program as it starts up.

This could cause the injection to fail in unpredictable ways and you may see dialogs like that below:
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Unable to inject into application

Itis not possible to inject into process 644,
N
we received this error code:

Win32 Erron

“Access is denied.”

When trying to acquire a process handle using OpenProcess()

One case when this dialog can occur is if the program needs to run at an elevated privilege and is waiting

for the user to give permission via the UAC dialog.

Injection may fail for different reasons and you might see the following information dialog showing:

e messages relating to the specific failure
¢ a selection of reasons why failure might be occurring
e some possible solutions to the problem
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Inject into process failed ? *

|njection of the prafiling DLL inta the target application Failed.

Application: e:\omi.chocoveragey alidatorstabserdhreleasecoveragel alidator. exe
DLL: E:omhchthready alidatorstabserd \Releasehsvithready alidatarstub. dil
Could not create a thread in the target process

Win32 Ermmor: Acceszs iz demied.

DLL Injection can Fail for many reasons:
114 mizzing DLL in wour application.
218 mizzing DLL in Thread Yalidator
3] 'ou have previously injected into the zame instance of thiz application. Start the application again then re-inject,
4] The application may have started and finished before the DLL could be injected.
5] The application security zettings do not allow process handles to be opened.
6] The application iz a service.
71 Semvice and Thread Y alidator zhould both run on the zame user account.

3] Injecting into some processzes just does not work.

Learn mare about problems that can ocour when injecting into applications.

Solutions
Ty launching your application from Thread Y alidatar rather than injecting into it

If pou are working with a service [or [15] ty uzsing the  MT Service AP

Ty running Thread Y alidator “As Administrator Pwfindows Vista /7 /8 onwardsz)

Sometimes retrying a few times might catch a better moment for attaching to the process.

= In the general questions see Why might Inject or Launch fail? for troubleshooting launch problems.
3.15.5 Monitor a service

Monitoring a service

Monitoring a senice works for:

¢ native senices
¢ .Net senices
e mixed mode senvices.
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Native Services

If you are working with native senices you must use the NT Senice API in your senice as well as
using the Monitor a senvice method below.

.Net Services
Bug Validator won't attach until some .Net code is executed.

If there is native code being called prior to the .Net code, Bug Validator won't monitor that code, only
the native code called after the first .Net code that is called.

To monitor any native code called prior to your .Net code, use the NT Senice API.

&= When working with Bug Validator and services, you still start the senice the way you normally do -
e.g. with the senice control manager.

The code that you have embedded into your senice then contacts Bug Validator, which you should have
running before starting the senvice.

To start monitoring a senice:
E File menu > Monitor a service... * shows the Monitor a senice dialog below

or use the shortcut

Monitor a senvice

The monitor a service dialog
First ensure the senvice is installed, but not running.

Set the senice to monitor, choose whether to start collecting data right away, and click OK.

Monitor a service ? X

[+ Collect data from application

Service to monikor;
E:homhchbugy alidatorexampleshservice\Release\zerviceBY . exe Browse. .. |

[f you are working with native zervices pleaze read the M ative Services AP Help topic.

Help Mative Services AP Help k. | Cancel |

e Service to monitor * type or Browse to set the senice name to monitor

e OK * waits for the senice to start before injecting into it
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Start the senice in the normal manner, e.g. from the control panel, the command line or
programmatically.

Data collection

Depending on your application, and what you want to validate, you may want to start collecting data as
soon as injection has happened, or do it later.

If your program has a complex start-up procedure, initialising lots of data, it may be much faster not to
collect data until the program has launched.

If it's the startup procedure you want to validate, obviously start collecting data immediately.

= See the section on controlling data collection for how to turn collection on and off after launch.

Examples
Example demonstrating how to monitor a seniice.

Example demonstrating how to monitor an application launched from a senice (how to monitor any
application running on a senice account).

3.15.6 Monitor IS and ISAPI

Monitoring ISAPI
Monitoring ISAPI works for:

¢ Native ISAPI extensions.
Native ISAPI

If you are working with native ISAPI you must use the NT Senice APl in your senice as well as using
the Monitor ISAPI method below.

To start monitoring ISAPI:

E Launch menu » 1IIS menu » Monitor lIS and ISAPI... > shows the Monitor ISAPI dialog below

or use the shortcut

Monitor lIS and ISAPI

The monitor ISAPI dialog
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Set the dll to monitor, the web root, the IIS process, an optional web browser to use and an optional url

to launch, and click OK.

Monitor [SAPI

¥ Collect data from application;

ISAPT DiLL:

| C:\testISAPTWebsite walidate. dil

32 bit ISAPT extension. Ensure Application Pool "Enable 32-bit Applications™ is TRUE

115 web

| C:\testISAPTWebsite

IS process to monitor:
|Any 115 |

Web Browser:

|C: Windows'\SystemAppsMicrosoft. MicrosoftEdge_8wekyb3dsbbwe\MicrosoftEdge. exe ﬂ

IURL to open in browser:

| http:/localhost:a 1fvalidate. dl? 123456 7890123456

Help Mative Services API Help 0K |

? X
Browse...
_Bromse..._|

Browse...

Cancel

e ISAPI DLL * type or Browse to set the ISAPI DLL that we're monitoring
* 1IS web *» type or Browse to set the web root for the IS website we're working with

o IS process to monitor * select the lIS process we're working with

e Web Browser » select the web browser that you're going to use to load the web page

e URL to open in browser * type the web page and arguments you want to load to cause the ISAPI

to be loaded in IS

e OK *resets IIS, setups all the variables, copies DLLs and settings into the web root and starts the

web browser to load the specified web page

E IIS is a protected process and can only execute, read and write files in specific directories. That's

why Bug Validator copies data to the web root so that it can be read, written or executed.
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3.15.7 Reseting and stopping IIS

3.16

3.17

Reseting IIS

E| Launch menu » Services » Reset IIS > resets Internet Information Server (stops it and starts it
again).

The session is not discarded when IS is reset.

Stopping IIS

E| Launch menu » Services » Stop IIS » stops Internet Information Server.

The session is not discarded when IIS is stopped.

Stopping your target program

Stopping the application
You can stop or kill your program at any time using the task manager, or debugger.
You can also stop your program from within Bug Validator.

E File menu >* Abandon Application... » stop the target program

or click on the red cross icon on the session toolbar.

#} gl

The target program is ended using ExitProcess () from inside the stub.

Since the session is discarded, using Bug Validator to stop the target program is usually quicker and
more convenient than external stop methods.

=% You can easily re-launch the program again using the same settings as before.

Command Line Builder

The command line builder helps you create command lines with valid options.
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The command line builder is a two stage process, the first stage helping your choose how you want to
build the command line, and the second stage actually building the command line based on the choices
in the first stage.

Command Line Builder ? oo
How would you like to build your command line?
= T'll build my own command line

(" Use a predefined template for common command line tasks

Mative & .Met: Run & Save session J

(" se an existing command line I use to launch my program

(" IUse an existing Bug Validator command line

(" Use an existing Bug Validator command file

Mext | Cancel |

There are five options for building your command line:
e I'll build my own * you'll build your command line from scratch, with no predefined options

e Use a predefined template * choose from a list of predefined command lines that you can
customize

The predefined templates cover a range of tasks you may want to perform from the command
line. These include running sessions, saving sessions, exporting to HTML and XML.

e Use an existing command line » use the command line you use to start the tool you want to
collect profiling data for

Example: e:\dev\paintpot\release\paintpot.exe e:\testimages\venn.png -invert -
mirror -phaseChange

¢ Use an existing Bug Validator command line * use an existing Bug Validator command line
and customize that
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Example: -program e:\dev\paintpot\release\paintpot.exe -hideUI -exportAsHTML e:

\testResults\gannt.html -allArgs e:\testimages\gantt.png -inflate:3

o Use an existing Bug Validator command file * use an existing Bug Validator command file and

customize that

Example: -commandFile e:\commandFiles\paintpot gantt.cf

When you have made your choice the Next button moves you to the customization part of the command

line builder.

Command Line Builder ?

Command Line Arguments

Command Line Qutput

ICommand line with arguments j

Command line:

I "eryom\c\bugValidator\tabservrelease \bugValidator.exe™ -program “c:\myProgram.exe” -saveSession “c:\myResults\session 1.bvm™ +

Command file:

Argument Value Description

-program "chryProgram.exe” Program to launch

-saveSession "chmyResults\session1.bvm" Save the current session when the run is co..

-hidel! Hide the user interface

-exportAsHTML "chmyResults\session1.html” Export the session as HTML Rem
-exportAsihL "chmyResults\session1.xml” Export the session as XML

]

I Browise, ., | Viewt, .

e

s

Edit...
Remove

ove All

Add Hide:

Add Export

d

&

Test Command Line |

Close

The image above shows the command line builder populated with one of the predefined template choices.

You can see a few entries refer to directories and files that do not exist on disk (they are red).
These are items you will need to customize to match the program you are testing.

Any entries that will only exist after they have been created by the test will also be shown in red.
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Editing

To edit an argument, double click the argument. A combo box will display a list of valid arguments you
can choose.

To edit a value, double the value. If the argument type has a list of known values a combo box will be
provided, directories will display a directory chooser, files will display a file chooser, numbers will only
allow numeric editing. All other values will be edited as text.

e Add * add a new argument to the grid

¢« Remove » remowe the selected item

¢ Remove All > remowes all items in the grid

e Add Hide » adds a -hideUl argument which will cause Bug Validator to hidden when running. Bug
Validator will close after the target program finishes running

e Add Debug * adds various arguments which will cause Bug Validator to display error messages if
there are problems with the command line.

e Add Export * adds export options that will cause Bug Validator to export html and/or xml reports
after the target program finishes running

e Import... > you can import a command file, the contents of which will replace all the items in the
grid
Command Line Output
There are two command line output styles.

e Command line with arguments » generates a command line containing all arguments and values
shown in the grid

¢ Command line with command file * generates a command file containing all arguments and
values shown in the grid, and a command line that references the command file

When this option is chosen the command file edit field and the Browse... and View... buttons
are enabled, allowing you to specify a command file name, and to view it's contents.

If a command file has not been specified when this option is selected you will be prompted to
select a name for the command file.

When the command file name is selected the command file will be created with the arguments
and values shown in the grid.

e Copy * copies the command line to the clipboard so that you can paste the command line in cmd
prompts, batch files and automated scripts (Jenkins etc)

e Browse... > opens a Windows file dialog to allow you to specify the command file location
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e View... > opens the command file using the Windows shell, this allows you to view the command
file in your favourite editor

Testing
If you wish to test the command line, you have two options:

e Manual test > use the Copy button to copy the command line, then paste it into a cmd prompt
and press return.

e Test Command Line *> a new instance Bug Validator is started with the specified command line.

3.18 Data Collection

Collecting data

Once you've launched or injected into a program, you can stop and start data collection whilst the
program is running.

This is a high level switch that controls all data collection, regardless of any other settings.
With data collection off, the target program runs at close to normal speed.

Temporarily turning off collection can be a good idea if you need to take actions to get the program into
the right state for validation.

You can also turn data off from the start and only turn it on when you need it.

Starting and stopping data collection

E File menu »> Start collecting data... > starts collecting data immediately

or click on the green arrow icon on the session toolbar to start collecting.

Blo|e|@

E File menu » Stop collecting data... > stops collecting

or click on the orange pause icon on the session toolbar to stop collecting.

@kYe
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3.19 Help

The help menu
The help menu provides access to useful help, tips and tutorials.
Each item is covered briefly below, in menu order.

Tips...

% |

€) About Bug Validator...
Cverview Video...

Readme and Version Histony ...

E Help Topics... F1
Help POF ...

Help on softwareverfy.com...

Blog...
Librany...

[l] Tutorials...

Tutorials on softwareverfy.com. .

Cortact customer suppart...
How do [7...

Report a crash »

Tips

|E| Help menu * Tips... » shows the tip dialog where you can browse tips in random order

Here you can also choose whether to display the tips dialog while launching programs.
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#3

“'ou can use the Execution History view to wview the recently
executed parts of vour application.

W Show lipz when launching Anather Tip | Cloze |

About box

184

E Help menu * About Bug Validator... * shows contact and copyright information, as well as

details of your license

About Bug Validator 7 x>

Bug Validator (%286 XPNista/7/a/1 iServer)
Copyright © 2002-2020 Software Verify Limited

0K

Software Verify Limited

PO Box 123
Ety

Camb=

CB& 2wWa
United Kingdom

zalez@=oftwareverify.com
support@softwareverify.com

hitps./wrew softwareverify.com

License
Licenzed user: Stephen
Maintenance I: 1846149431 (Expires: See Software Updates
License ID:  BV202007010377AB040-5e0a-0137-0200
License type: Single user
Product version: 3.77
Build Mumber: 512
Build Date: Jun 27 2020 21:24:10

Overview video

E Help menu * Overview video... * displays the Bug Validator overview \ideo.
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Readme and version history

E Help menu * Readme... *» opens the readme.html (from your installation) in your browser.
The readme file contains all the latest information about Bug Validator including:
¢ basic information about getting started and where to go for support
e known issues

¢ ‘ersion history

To see what's changed since the version you hawe installed see the latest version history[4.

Help HTML

|E| Help menu * Help Topics... * shows the HTML help dialog

You might be reading this right now!.

Or click on the question mark icon on the standard toolbar:

CR 7]

E The key also shows the help, but has the added bonus of jumping directly to the page relevant
for the current view or dialog.

= we occasionally get reports of customers seeing exception errors while viewing the HTML help.
Unfortunately, we don't have a solution for this!

Help PDF

E Help menu * Help PDF » shows the PDF version of this help. This will open in your web browser
on most computers.

PDF help for all our software tools are online[3.

Help on softwareverify.com

E Help menu * Help on softwareverify.com > shows the online version of this help?

Blog

|E| Help menu » Blog »> shows the Software Verify Blog[A.
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Library

E Help menu * Library > shows the Software Verify Library - all our best articles organised into
related topics[A for easy access.

Tutorials

The tutorials are intended to guide you through learning how to use aspects of Bug Validator.

Latest tutorials are available online[® in the form of short videos and examples covering popular topics.

|E| Help menu > Tutorials * simply selects the Tutorials tab to show a list of the tutorials

Double click on the row of a tutorial in the list to open it in a browser.

E Help menu » Tutorials on softwareverify.com... > opens the online tutorialsIZ in a browser

Contact customer support

E Help menu » Contact customer support > shows the Contact customer support[4 dialog.

Contact Software Verify Customner Support >

Have you found a bug? Do you think something could be improved? Have an idea for a new
feature? Or do you need help working out how to do something?

We're here to help. Tell us what the problem is and we'll get right badk to you with a solution,
How we provide customer support
We provide customer support via email,

Email allows us to exchange detailed bug descriptions, step-by-step instructions,
screenshots, log files, crash dumps and other metadata that can't easily be communicated via
telephone or chat.

Should your support request require escalation to phone, Zoom or remote computer access
we will do that when required.

Start a Support Request

Emiail:

support@softwareverify.com

Website customer suppart form:
https: /fwww . softwareverify, com/suppart/

Close
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How do I?

E Help menu * How do I? » shows the How do 1?7 dialog.

How do IF oy

How do I fly to the moon?
How do I make a purple cow?
How do I do X¥Z with Bug Validator?

We can't help with the first two guestions, but I think we can help with the last question.
We'l give you step by step instructions andjor a video showing you how to do XYZ.

Just send us an email describing what you're trying to do and we'll get right back to you with a
solution.

Start a Support Reguest

Email;

support@softwareverify,.com

Website customer support form;
https: /fwww . softwareverify. com/suppart/

Close

Report a crash

|E| Help menu »> Report a crash » displays the options for reporting a crash.

If an exception report for the Bug Validator user interface, or an exception report for an application that
Bug Validator was monitoring is available it will be displayed with options to copy it to the clipboard
and contact customer support at Software Verify.
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Report a crash
The crash report shown below was in the Bug Validator x86 user interface.

C:\Users\stephen\AppData\Roaming\Software Verify\Bug Validator x86'\bvExceptionLoglL. txt

Please email this report to support@softwareverify.com

Bug Validator x86 V4.51 [512]
Windows Version: 10.0
Service Pack: 0.0

Build: 13045

64 bit Operating System

Mum Processors: 8

Processor Type: 586

WM Page size: 0x1000

WM Paragraph size: 0x 10000

WM Minimum address: 000010000
WM Maximum address: 0x7ffeffff
16244: MEB of physical memory

"e:Yom\c\bugvalidator\dientrelease \bugvalidatordient.exe™
Thread ID: 14404 (Main Thread)

Exception code: CO000005 STATUS_ACCESS_VIOLATION

Please send a copy of this report to  support@softwareverify.com

A copy of this report can be found in C:\Users!stephen\AppData'\Roaming\Software Verify\Bug Validator x86\bvExceptionLoglT. twt

Copy |

Close
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4 Command Line Interface

Bug Validator provides a command line interface to allow you to perform automated critical section data
collection.

To run 32 bit bug validator run c: \Program Files (x86)\Software Verify\Bug Validator
x86\bugValidator.exe
Command line argument usage
There are a few basic rules to remember when using the command line arguments:
e separate arguments by spaces
e quote arguments if they contain spaces
e some arguments are only useful in conjunction with others
e some arguments are incompatible with others

If your command line is very long, consider using -commandpFile to specify a command file for your
arguments.

Unrecognised arguments

Any unrecognised arguments found on the command line are simply ignored, whether or not they are
prefixed with a hyphen.

Arguments intended for your program will not conflict with the Bug Validator arguments in this manual as
you should use -arg (or -allArgs) to redirect them to your program.
Need some help building the command line?

If you find creating command lines from nothing to be a bit daunting we've created a Command Line
Builder tool to help you build command lines.

You'll still need to complete some details, but the builder will help prevent you making some mistakes.

41 Example Command Lines
Typical command line examples

The following examples demonstrate a few different scenarios in which you might want to use Bug
Validator via the command line.
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To run 32 bit bug validator run c: \Program Files (x86)\Software Verify\Bug Validator
x86\bugValidator.exe

Example 1 -running a session and saving the resuits

This example starts the application, showing no progress dialog whilst attaching to the process.
On completion, the resulting session is saved, and some tabs are refreshed.
The last tab refreshed is displayed, resulting in the ActiveObjects tab being the current tab.

-program "c:\myProgram.exe" -saveSession "c:\myResults\session1.bvm" -displayUl -
refreshSummary

A brief explanation of each argument:

Option Argument Description
-program "c:\myProgram.exe" The target program to launch
-saveSession "c: After the application finishes, the session

\myResults\session1.bvm should be saved in this file

-displayUl Show the user interface during the thread
test

-refreshSummary This tab should be refreshed when the test
completes

Example 2 -running a session and saving and exporting the results

This example starts the application, showing no progress dialog whilst attaching to the process.
On completion, the resulting session is saved, and some tabs are refreshed.
The last tab refreshed is displayed, resulting in the ActiveObjects tab being the current tab.

-program "c:\myProgram.exe" -saveSession "c:\myResults\session1.bvm" -exportAsHTML "c:
\myResults\session1.html" -displayUl -refreshSummary

A brief explanation of each argument:

Option Argument Description

-program "c:\myProgram.exe" The target program to launch
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4.2

-saveSession "c: After the application finishes, the session
\myResults\session1.bvm should be saved in this file

-exportAsHTML "c: Atter the application finishes, the exported
\myResults\session1.htm data should be saved in this file
Ill

-displayUl Show the user interface during the thread
test

-refreshSummary This tab should be refreshed when the test
completes

Environment variables

Environment variables can be referenced on the command line.

This allows you to set an environment variable outside of Bug Validator (cmd prompt, batch file, etc) and
then reference it on the command line.

For example:

-program $BUILD DIR%$\testProgram.exe

If the BUILD_DIR environment variable is set to e:\dewdebug the above would evaluate to -
program e:\dev\debug\testProgram.exe
What if | can't set an environment variable?

There are situations where it isn't desirable, or possible to set the environment variable value prior to
starting Bug Validator.

In those situations you can set the environment variable on the command line using -setenvironment.

-setenvironment BUILD DIR=e:\dev\debug -program $BUILD DIR%$\testProgram.exe

Problems with environment variable substitution

If you are running from a command prompt, or batch file, or any process that will handle environment
variable substitution using %ENV_VAR% you will find that referencing the environment variable on the
command line won't work when using -setenvironment, because by the time Bug Validator sees the
command line the %ENV_VAR% values have already been substituted.

To get around this, using $ENV_VARS instead of %ENV_VAR%.

-setenvironment BUILD DIR=e:\dev\debug -program $BUILD DIR$\testProgram.exe
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4.3

-setenvironment
Set environment variables for Bug Validator, as a series of name/value pairs.
Use this option once for each environment variable you wish to set.

Usage of -setenvironment for any environment variable must appear on the command line prior to
any reference to that environment variable on the command line.

E To pass quotes along with the string, escape a pair of inner quotes like the example below
Examples:

-setenvironment APP_FLAG=0N;

-setenvironment "APP_FAG=0ON;"

-setenvironment "APP_COMMS=0N; APP_DEBUG=OFF;"
-setenvironment "APP_MSG=\"A quoted string with spaces\";"
-setenvironment BUILD _DIR=e:\de\\debug

Note that this is not the same as -environment, which allows you to specify environment values that
you can pass to the program being launched.

Development environment

The following options allow you to specify the development environment you used to build the application
being tested.

-devIDE
Specifies the development environment or compiler used to build the application being tested.
These values correspond to the values on the Symbol Lookup part of the settings dialog.

clang

codeWarrior

cppBuilder

delphi

devC++

mingw

other

rust

salfordFortran
visualBasic6
visualStudio. If you specify this you also need to specify -devVisualStudioVersion or -
devVisualStudioYear
visualStudioCustomDLL
¢ \isualStudioDontSet

Examples:
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-deVvIDE visualStudio
-deVvIDE delphi

-devVisualStudioVersion

If -devIDE has been specified as visualStudio then -devVisualStudioVersion can be used to
specify the version of Visual Studio.

The version of Visual Studio needs to be installed on the machine for this to work.
The following versions are valid:

6
7
7.1
8
9
10
11
12
14
15
16
17

Examples:

-devVisualStudioVersion 6
-devVisualStudioVersion 10
-devVisualStudioVersion 17

If you use -devVisualStudioVersion then you don't need to use -devVisualStudioYear.
-devVisualStudioYear

If -devIDE has been specified as visualStudio then -devVisualStudioYear can be used to specify
the version of Visual Studio.

The version of Visual Studio needs to be installed on the machine for this to work.
The following years are valid:

1996
2002
2003
2005
2008
2010
2012
2013
2015
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e 2017

e 2019

e 2022

Examples:
-devVisualStudioYear 1996
-devVisualStudioYear 2010
-devVisualStudioYear 2022

If you use -devVisualStudioYear then you don't need to use -devVisualStudioVersion.

Target Program & Start Modes

Resetting global settings

-resetSettings

Forces Bug Validator to reset all settings to the default state, except for any configured colours and
the Ul Global Hook settings which must be reset manually.

V=N using this option, it's recommended that you list this first on your command line or in your
command file.

Specifying the target application

The following options let you launch a program (with various start-up modes), inject into a running

program or wait for a program to start before attaching.

Launching a program

-program

Specifies the full file system path of the executable target program to be started by Bug Validator,
including any extension.

Not compatible with -injectName, -injectID, -waitName or -monitorASenvice.
See -arg below to pass arguments to your program, and -directory to set where it runs.
Examples:

-program c:\testbed.exe
-program "c:\new compiler\version2\testbed.exe"

If you specify the file without a path then:

o If you used -directory to set a startup directory then the filename in that directory is used if it
exists

Copyright © 2002-2025 Software Verify Limited



Command Line Interface 196

o Otherwise, the directories in the PATH environment variable are used to look for the filename

-programToMonitorEXE
-programToMonitor

-programToMonitor has been replaced by -programToMonitorEXE. -programToMonitor will be
honoured to provided backward compatibility.

Specifies the full path of the program from which the data is collected, but does not change which
process is initially launched. Include the extension.

This program will be monitored by Bug Validator only when the program specified using -program
starts it.

If no path is specified, the first child process that has the same name will be monitored.

To monitor any program that is launched specify <<any>> as the program argument. In batch files
and powershell scripts you will need to quote this to get it accepted by the file parser.

See -programToMonitorLaunchCount to change which instance of the program is monitored.
Only valid in conjunction with -program.
Examples:
-programToMonitorEXE c:\testbed-child-process.exe
-programToMonitorEXE "c:\new compiler\version2\testbedChildProcess.exe"
-programToMonitorEXE testbed-child-process.exe
-programToMonitorEXE "<<Any>>"

-program c:\testbed.exe -programToMonitorEXE c:\testbed-child-process.exe

In this last example c:\testbed.exe is launched but not monitored. Only when testbed.exe
launches a child process c:\testbed-child-process.exe iS that child process monitored.

-programToMonitorDLL

This option provides a qualifying DLL to identify different .Net Core processes, which are typically
launched using the same .Net Core runtime. Include the dll extension.

Only valid in conjunction with -program and -programToMonitorEXE.
Examples:
-programToMonitorDLL c:\test\dotNetCoreApp.dll

-program c:\testbed.exe -programToMonitorEXE "c:\program files\dotnet\dotnet.exe" -
programToMonitorDLL c:\test\dotNetCoreApp.dll
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In this last example c:\testbed.exe is launched but not monitored. Only when testbed.exe
launches a child process c:\program files\dotnet\dotnet.exe t0 run the application c:
\test\dotNetCoreApp.dll is that child process monitored.

-programToMonitorLaunchCount

Specify the n'" invocation of the child program specified by -programToMonitor which is to have its
data collected.

Any value which is invalid (including anything less than 1) will default to 1.

Only valid in conjunction with -programToMonitor and consequently also -program.

Examples:

-programToMonitorLaunchCount 1
-programToMonitorLaunchCount 34

-program c:\testbed.exe -programToMonitor c:\testbed-child-process.exe -
programToMonitorLaunchCount 1

In the above example c:\testbed.exe is launched but not monitored. As soon as testbed.exe
launches a child process c:\testbed-child-process.exe then that child process is monitored.

If the value 1 was changed to a 2, then only the second invocation of c:\testbed-child-
process.exe would get monitored, with the first invocation being ignored.

-environment

Environment variables for program, as a series of name/value pairs. Not to be confused with -
setenvironment.

Use this option once for each environment variable you wish to set.
E To pass quotes along with the string, escape a pair of inner quotes like the example below
Only valid with: -program
Examples:
-environment APP_FLAG=0N,;
-environment "APP_FAG=0N;"
-environment "APP_COMMS=0N; APP_DEBUG=0OFF;"
-environment "APP_MSG=\"A quoted string with spaces\";"
-arg
Passes the following element on the command line to the target program.

-arg can be used multiple times, or you can use -allArgs
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E To pass quotes along with the string, escape a pair of inner quotes like the example below
Only valid with: -program
Examples:

-arg myProgram.exe

-arg "c:\Program Files\myApp\myProgram.exe"

-arg "-in infile -out outfile"

-arg "\"a quoted string\""

-allArgs

Passes the remainder of the command line (after -allArgs) to the program being launched.
Unlike -arg abowe, there is no need to escape the quotes as the content is passed verbatim.
Only valid with: -program

Example:

-allArgs anything put here is passed to the target program "even stuff in quotes" is passed

-directory

Sets the working directory in which the program is executed. If -directory is not specified the
program is run in its current directory.

Only valid with: -program
Examples:
-directory c:\development\
-directory "c:\research and development\"
-stdin
Specifies a file to be read and piped to the standard input of the application being tested.
If the filename contains spaces, the filename should be quoted.
An error occurs if the file does not exist. See -ignoreMissingStdin to awid this error.
Examples:

-stdin c:\settings\input.txt
-stdin "c:\reg tests settings\input.txt"
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-stdout
Specifies a file to be written with data piped from the standard output of the application being tested.
If the filename contains spaces, the filename should be quoted.
An error occurs if the file does not exist. See -ignoreMissingStdout to awid this error.
Examples:
-stdout c:\settings\output.txt
-stdout "c:\reg tests results\output.txt"
-ignoreMissingStdin

If this flag is specified and the file specified by -stdin does not exist, no error is reported.

-ignoreMissingStdout

If this flag is specified and the file specified by -stdout does not exist, no error is reported.

Injecting into a program
-injectName
Sets the name of the process for Bug Validator to attach to.
Not compatible with -program, -injectID, -waitName or -monitorASenvice.
Examples:
-injectName c:\testbed.exe
-injectName "c:\new compiler\version2\testbed.exe"
-injectiD
Sets the numeric id of a process for Bug Validator to attach to.
Not compatible with -program, -injectName, -waitName or -monitorASenvice.
Example:

-injectlD 1032

Waiting for a program

-waitNameEXE
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-waitName

-waitName has been replaced by -waitNameEXE. -waitName will be honoured to provided
backwards compatibility.

Sets the name of a process that Bug Validator will wait for.

When the named process starts Bug Validator will attach to the process.
Not compatible with -program, -injectName, -injectID or -monitorASeniice.
Examples:

-waitNameEXE c:\testbed.exe
-waitNameEXE "c:\new compiler\version2\testbed.exe"

-waitNameDLL
Sets the name of a process DLL that Bug Validator will wait for.
When the named process starts Bug Validator will attach to the process.
Examples:
-waitNameDLL c:\dotNetApp.dll
-waitNameDLL "c:\new compiler\version2\dotNetApp.dIl"
For use with -waitNameEXE when you want to wait for .Net Core applications.

-waitNameEXE "c:\program files\dotnet\dotnet.exe" -waitNameDLL "c:
\testApps\dotNetCoreApp\release\dotNetCoreApp.dil"

Monitoring a service

-monitorAService
Sets the full file system path of a senice including any extension.
Bug Validator will wait for the senice to start and attach to it.
Not compatible with -program, -injectName, -injectID or -waitName.
Examples:

-monitorAService c:\senice.exe
-monitorAService "c:\new compiler\version2\senice.exe"

Data Collection
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-collectData
Enables or disables the collection of flow tracing data
Examples:
-collectData:On
-collectData:Off
-collectStdout
Enables or disables the collection of standard output (stdout)
Examples:
-collectStdout:On
-collectStdout:Off

4.5 User interface visibility

User interface visibility

You can choose to hide or show Thread Validator during the test, as well as the window of the target
application.

-displayUl
Forces the Bug Validator user interface to be displayed during the test.

This is useful for debugging a command line session that is not working, for example inspecting the
Diagnostic tab for messages related to the test.

You wouldn't normally use this option when running unattended thread tests.

-doNotinteractWithUser

Never display dialog boxes in the target application that is being profiled.

& This applies even for warning and error dialog boxes.

The intended use for this option is for when you are running command line sessions on unattended
computers and you have automated processes that may kill the Bug Validator user interface if
something goes wrong. Actions such as this then cause the stub to recognise the user interface has
gone away and display an error warning.

-hide Ul
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Hides the Bug Validator user interface during the test.
-launchAppHide
-launchAppHidden (for backwards compatibility only)

Hides the target application during the test.

EDepending on your application, this may not work and may not even be suitable.

This is equivalent to setting the wshowwindow member of the starTuPINFO Struct to sw_nIDE When
using the Win32 createProcess () function.

It's useful if you're testing console applications that have no user interaction, as it prevents the
console/command prompt from being displayed.

For GUI applications this option very much depends on how your application works.

For interactive applications, it clearly has no use, but for some, hiding the GUI may help prevent
various windows messages from being processed.

Typically, for complex applications, it's better to design this capability into your application and
control it via a command line, which can be passed in from Bug Validator via the -arg option.

-launchAppShow
Shows the target application during the test.

This is equivalent to setting the wshowwindow member of the starTuPINFO Struct to sw_szow when
using the Win32 createProcess () function.

-launchAppShowMaximized
-launchAppShowMinimized
-launchAppShowMinNoActive
-launchAppShowNA
-launchAppShowNoActivate
-launchAppShowNormal

As well as the previous two options to show or hide the target application during the test there are other
options equivalent to values that can be used in the sTarTUPINFO Struct.

The options are equivalent to the setting the wshowwindow member to the following values

Option wShowWindow Launched application is shown...
member

launchAppShowMaximi sSw_SHOWMAXIMIZED Maximized and activated

zed
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launchAppShowMinimi
zed

launchAppShowMinNo
Active

-launchAppShowNA

launchAppShowNoActiv
ate

launchAppShowNormal

-showCommandPrompt
-hideCommandPrompt

SW_SHOWMINIMIZED

SW_SHOWMINNOACTIVE

SW_SHOWNA

SW_SHOWNOACTIVATE

SW_SHOWNORMAL

Minimized and activated

Minimized and not active

Shown at current size and position but not
activated

Show at most recent size and position but
not activated

Show at original size and position and
activated

Causes any launched console window to be shown or hidden during the test.

-showErrorsOnCommandPrompt

If an error occurs when launching the application, the error will be reported on the command line.

Refreshing the interface after test completion

You can run automated tests that leave the user interface open after completion,

The following options are used to automatically refresh the main data tabs in Bug Validator once a test is

complete.

-refreshSummary

Session Management

Session management

The following options let you control the sessions during testing

-numSessions

Sets the number of sessions that can be loaded at once.
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This is equivalent to the same setting in the session manage and can't be less than 1.
Example:

-numSessions 2

-saveSession
Sawes the session data when all data has finished being collecting from the target program.
Bug Validator 32 and 64 bit use the file extension .bvm and .bvm_64 respectively.
A missing or incorrect filename extension will be corrected automatically
Examples:
-saveSession c:\results\testMacro1.bvm
-saveSession "c:\test results\testMacro1.bvm_x64"
-saveSession c:\results\testMacro1

-sessionlLoad

-sessionLoad loads a previously created session to be merged with the data from the session being
recorded.

These options might be used when a series of tests have already been performed and their sessions
saved.

Bug Validator 32 and 64 bit use the file extension .bvm and .bvm_64 respectively.
A missing or incorrect filename extension will be corrected automatically
Examples:

-sessionLoad c:\results\testMacro1.bvm

-sessionLoad "c:\test results\testMacro1.bvm"
-sessionLoad c:\results\testMacro1

= Ensure your session manager is configured to hold at least 2 or 3 sessions or use -
numSessions to specify how many sessions to use.

4.7 Session Export options

Session export format - HTML or XML

-exportAsHTML
-exportAsXML
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Export the session data as an HTML or XML file when Bug Validator has finished collecting data
from the target program.

If you merge the current session with another session, the exported HTML will be for the merged
session.

If you disable merging with the current session the export will be for the unmerged session.
Example:

-exportAsHTML c:\results\html\testMacro1.html
-exportAsXML "c:\test results\xml\testMacro1.html"

Session export encoding - HTML or XML

These options allow you to export the session data as UTF-16, UTF8 or ASCIIl. UTF-16 and UTF-8 will
add a byte order mark (BOM) to the start of the exported file.

-exportAsHTML_BOM
The exported HTML will be exported with the appropriate format.
-exportAsHTML_BOM ASCII
-exportAsHTML_BOM UTF8
-exportAsHTML_BOM UTF16
-exportAsXML_BOM
The exported XML will be exported with the appropriate format.
-exportAsXML_BOM ASCII

-exportAsXML_BOM UTF8
-exportAsXML_BOM UTF16

Filter and Hook options

Source file hooks
-sourceFileFilterHookFile
Points to a file specifying the source files to be hooked for the test.

If the filename contains spaces, the filename should be quoted.

= The settings dialog Source Files Filter tab provides options for creating a ready made source file
filter hook file by using the Export... button on the dialog.
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Examples:

-sourceFileFilterHookFile c:\settings\testMacroFiles.bvxft
-sourceFileFilterHookFile "c:\reg tests settings\testMacroFiles.bvxft"

H source file filter format
The first line of text in the DLL hooks file is one of the following:

e Rule:DoNotHook # Source files that follow will not be hooked. All other files will be hooked
e Rule:DoHook # Source files that follow will be hooked. All other files will not be hooked

= Capitalization is important.
The remaining lines list one source file (or source directory) per line.

The file is named with a path or without a path, i.e. the same way that Coverage Validator discovers
the path.

Example:
Most files are listed with a full path but constituent files of MFC might be listed without a path.

Rule:DoNotHook
"c:\program files\software verification\coverage validator\examples\nativeExamp]l
appmodule.cpp

Example:

Using paths with and without spaces:

Rule:DoHook
"E:\OM\C\coverage Validator\examples\nativeExample"

Rule:DoHook
E:\OM\C\coverageValidator\examples\nativeExample

Example:
Using environment variables.

Rule:DoHook
$ENV_VARS$\examples\nativeExample

Using wildcards.
Rule:DoHook

c:\test\*\nativeExample

The file can be ANSI or UNICODE text and paths with spaces do not need quotes.
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File Locations

File Locations

When using the command line it's convenient to store settings and options in files that can be easily
referenced.

Those files include:

e Global settings files

e File locations for source, PDB or MAP files

e DLL hook files
Each of these file types can be saved or exported from Bug Validator.
The -settings option is used to specify the settings to be used for the test. If the filename contains
spaces, the filename should be quoted. This option is the same as -loadSettings and is provided for
backwards compatibility.
Loading global settings from a file

Global settings are usually stored in the registry, but you can save a specific set of settings for use in
thread tests:

e Settings menu > Save settings...

-loadSettings
-settings

Points to a previously saved settings file to be used for the test.
Examples:

-loadSettings c:\settings\testMacro1.bvs
-loadSettings "c:\flowTraceSettings\testMacro1.bvs"

= The -settings option is identical to -loadSettings and is provided for backwards compatibility

File locations for source, PDB or MAP files

File location files can be easily generated by exporting file locations from the File Locations page of the
settings dialog.
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fileLocations

Specify a plain text file listing file locations to be used during testing. See the format of the file
below.

Each set of file types (one per line) is preceded by a header line in the file.

[Files] *» Source files

[Third] * Third party source files
[PDB] * PDB files

[MAP] *> MAP files

Example:
-fileLocations c:\flowTraceTests\testFileLocations1.bvxfl

Example file:

[Files]

c:\work\projectl\

[Third]
d:\VisualStudio\VvC98\Include
[PDB]

c:\work\project3\debug
c:\work\project3\release
[MAP]

c:\work\project3\debug
c:\work\project3\release

Files listing DLLs to hook

DLL hook files can be easily generated by exporting DLL hooks from the Hooked DLLs page in the
Filters section of the settings dialog.

-dlIHookFile
Points to a file listing the DLLs to be hooked for the test.
Examples:

-dlIHookFile c:\settings\testMacroDLLs.bvx
-dlIHookFile "c:\flowTraceSettings\testMacroDLLs.bvx"

The first line of text in the DLL hooks file is one of the following:

e Rul e: DoNot Hook » DLLs marked as enabled will not be hooked. All other DLLs will be
hooked

e Rul e: DoHook » DLLs marked as enabled will be hooked. All other DLLs will not be
hooked

e Rul e: HookAl | > All DLLs will be hooked regardless of the settings in the list

= Capitalization is important.
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The remaining lines list one DLL filename or folder path and an enabled state on each line.
Example:

Rule:DoNotHook

nativeExample.exe enable=FALSE

MFC42D.DLL enable=TRUE

MSVCRTD.dll enable=TRUE

KERNEL32.d1ll enable=TRUE

0le32.dl1l enable=TRUE
Example:

Rule:DoHook
E:\OM\C\bugValidator\examples\nativeExample\DebugNonLink enable=TRUE

Example:
Rule:DoHook
"E:\OM\C\bugValidator\examples\nativeExample with
spaces\DebugNonLink" enable=TRUE

Example:

Rule:DoHook
$ENV_VAR%\DebugNonLink enable=TRUE

Here, the environment variable Exv_var is used to replace the text sexv_vars in the path
definition.

The file can be ANSI or UNICODE text and paths with spaces do not need quotes.

Command Files

Using a command file

If your command line is very long, consider using -commandpFile to specify a command file for your
arguments.

-commandFile
Specify a file from which to read the command line arguments.
Useful when command lines become unwieldy or longer than the windows command size limits.
Use -- to insert comments into the file, including when commenting out option.

Examples:
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-commandFile c:\flowTraceTests\testMacro1.cf
-commandFile "c:\flowTraceTests\testMacro1.cf"

B Example command file

-hideUI
-program c:\testbed\testApp.exe

-- arguments for application

-arg argumentOne

-arg argumentTwo

-arg "-s wobble"

-directory c:\testbed\testl

-settings c:\testbed\settings testl.bvs

-—- do export and save of the results
-exportAsHTML c:\testbed\results\testl.html
-saveSession c:\testbed\results\testl.bvm

For any argument that can be supplied to a command in a command file, you can also specify an
environment variable substitution.

-directory %DIRS
-program $DIR%\testProgram.exe

The environment variables must have been set prior to starting Bug Validator.

You cannot specify a command with an environment variable substitution.

4.11 Help, Errors & Return Codes

The following options may help with using and debugging the command line driven automated regression
testing.

Command line help

-help
-?

Command line help is printed on the standard output.

-echoArgsToUser

Show the arguments that were supplied to the program.

Debugging command driven testing
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If you're having problems with using the command line, check the following, try displaying error
messages using the option below, and look at the exit return codes.

separate command line arguments with spaces
all command line options that include spaces need to have quotes around them
some arguments are only useful in conjunction with others - check notes against each option

some arguments are incompatible with others - check notes against each option

-showErrorsWithMe ssage Box

Forces errors to be displayed using a message box when running from the command line.

This can be very useful when debugging a command line that does not appear to work correctly.

Exit return codes

Bug Validator returns the following status codes when running from the command line. Some of
these status codes are for internal use, or are obsolete (retired products).

0 > Allok

-1 > Unknown error. An unexpected error occurred starting the runtime

-2 > Application started ok. You should not see this code returned

-3 > Application failed to start. E.g. runtime not present, not an executable or injection dll not

present,

-4 > Target application is not an application

-5 > Don't know what format the executable is, cannot process it

-6 > Not a 32 bit application

-7 > Not a 64 bit application

-8 > Using incorrect MSVCR(8|9).DLL that links to CoreDLL.dll (incorrect DLL is from WinCE)
-9 > Win16 app cannot start these because we can't inject into them

-10 > Win32 app - not used

-11 > Win64 app - not used

-12 > .Net application

-13 » User bailed out because app not linked to MSVCRT dynamically

-14 > Not found in launch history

-15 » DLL to inject was not found

-16 > Startup directory does not exist

-17 » Symbol server directory does not exist

-18 » Could not build a command line

-19 » No runtime specified, cannot execute script (or Java) (obsolete)

-20 » Java arguments are OK - not an error (obsolete)

-21 » Java agentlib supplied that is not allowed because Java Bug Validator uses it (obsolete)
-22 » Java xrun supplied that is not allowed because Java Bug Validator uses it (obsolete)
-23 » Java cp supplied that is not allowed because Java Bug Validator uses it (obsolete)

-24 » Java classpath supplied that is not allowed because Java Bug Validator uses it (obsolete)
-25 » Firefox is already running, please close it (obsolete)

-26 » Lua runtime DLL version is not known (obsolete)

-27 » Not compatible software

-28 » InjectUsingCreateProcess, no DLL name supplied
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-30
-31

-33
-34

-37

-63
-64
-65
-66
-67
-68
-69

A
©

-70
-71
-72

InjectUsingCreateProcess, Unable to open PE File when inspecting DLL
InjectUsingCreateProcess, Invalid PE File when inspecting DLL
InjectUsingCreateProcess, No Kernel32 DLL
InjectUsingCreateProcess, NULL VirtualFree() from GetProcAddress
InjectUsingCreateProcess, NULL GetModuleHandleW() from GetModuleHandleW
InjectUsingCreateProcess, NULL LoadLibraryW() from LoadLibraryW
InjectUsingCreateProcess, NULL FreeLibrary() from FreeLibrary
InjectUsingCreateProcess, NULL VirtualProtect() from GetProcAddress
InjectUsingCreateProcess, NULL VirtualFree() from GetProcAddress
InjectUsingCreateProcess, unable to find DLL load address
InjectUsingCreateProcess, unable to write to remote process's memory
InjectUsingCreateProcess, unable to read remote process's memory
InjectUsingCreateProcess, unable to resume a thread

#» UPX compressed - cannot process such executables

» Java class not found in CLASSPATH

? Failed to launch the 32 bit sMGetProcAddressHelperUtil.exe

# Uknown error with sMGetProcAddressHelperUtil.exe

# Couldn't load specified DLL into sMGetProcAddressHelperUtil.exe

# Couldn't find function in the DLL s\MGetProcAddressHelperUtil.exe

? Missing DLL argument sMGetProcAddressHelperUtil.exe

? Missing function argument s\MGetProcAddressHelperUtil.exe

? Missing svMGetProcAddressHelperUtil.exe

* Target process has a manifest that requires elevation

# sMinjectintoProcessHelper_x64.exe not found

? sMinjectintoProcessHelper_x64.exe failed to start

? sMinjectintoProcessHelper_x64.exe failed to return error code

? getlmageBase() worked ok

? ReadFile() failed in getimageBase()

# NULL pointer when trying to allocate memory

? CreateFile() failed in getimageBase()

?» ReadProcessMemory() failed in getimageBase()

» VirtualQueryEx() failed in getimageBase()

? Bad /appName argument in svinjectintoProcessHelper_x64.exe

? Bad /dlIName argument in sMlInjectintoProcessHelper_x64.exe

# Bad /procld argument in sMinjectintoProcessHelper_x64.exe

? Failed to OpenProcess in svinjectintoProcessHelper_x64.exe

2 A DLL that the .exe depends upon cannot be found

? A stdin file was specified, but Validator could not open it

? A stdout file was specified, but Validator could not open it

» Failed to create the child output pipe

L R

212

? Failed to create a duplicate of the output write handle for the std error write handle. This is
necessary in case the child application closes one of its std output handles

» Failed to create the child input pipe
» Failed to create a duplicate output read temporary file
? Failed to create a duplicate input write temporary file

-73 * User was trying to launch a senice as an application that was linked to TV APlIs. User

cancelled when informed of this fact

detected

-75
-76
=77
-78

? Shutdown and restart as 32 bit Bug Validator
? Shutdown and restart as 64 bit Bug Validator
» Entry point in executable is NULL

? Application is .Net Core

-74 » Returned by Bug Validator if user performs a baseline comparison and memory leaks are
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412

e -79 » Entry point is for a .Net application
e -80 » VirtualAllocEx() returned NULL
e -81 » InjectUsingCreateProcess, NULL GetLastError() from GetProcAddress

Command Line Reference

Command line reference

The following alphabetical list provides a convenient look-up for all the command line arguments used in
automated regression testing.

Option

2

-allArgs

-arg

-collectData
-collectStdout
-commandFile

-devIiDE

-devVisualStudioVersion
-devVisualStudioYear
-directory

-displayUl

-dlIHookFile
-doNotinteractWithUser

-echoArgsToUser

-environment

-exportAsHTML
-exportAsXML

-exportAsHTML_BOM
-exportAsXML_BOM

-fileLocations

Description

Print command line help on the standard output.

Pass the remainder of the command line to the program being
launched.

Pass command line arguments to the target program. Can be
used multiple times.

Turn data collection on or off
Turn collection of stdout on or off
Specify a file from which to read the command line arguments.

Specify the development environment used to be the target
program.

Specify which version of Visual Studio by year.
Specify which version of Visual Studio by version number.
Set the working directory in which the program is executed.

Force the Bug Validator user interface to be displayed during
the test.

Points to a file listing the DLLs to be hooked for the test.

Never display dialog boxes in the target application that is being
profiled.

Show the arguments that were supplied to the program.

Environment variables for program, as a series of name/value
pairs

Export the session data as an HTML or XML file when Bug
Validator has finished collecting data from the target program.

Specify the file encoding for the exported file

Specify a plain text file listing file locations to be used during
testing. See the format of the file below.

Copyright © 2002-2025 Software Verify Limited



Command Line Interface 214

-help
-hideCommandPrompt
-hide Ul

-injectlD

-injectName

-launchAppHide
-launchAppShow
-launchAppShowMaximized
-launchAppShowMinNoActive
-launchAppShowMinimized
-launchAppShowNA

-launchAppShowNoActivate
-launchAppShowNormal
-loadSession

-loadSettings

-monitorAService

-numSessions

-program

-programToMonitor

programToMonitorLaunchCou
nt

-refreshSummary

-resetSettings

-saveSession

-sessionLoad

Print command line help on the standard output.
Any launched console window will be hidden during the test.
Hide the Bug Validator user interface during the test.

Set the numeric (decimal) id of a process for Bug Validator to
attach to.

Set the name of the process for Bug Validator to attach to.
Hide the target application during the test.

Show the target application during the test.

Show the target application maximized and activated.
Show the target application minimized and activated.
Show the target application minimized and not active.

Show the target application at current size and position but not
activated.

Show the target application at most recent size and position
but not activated.

Show the target application at original size and position and
activated.

Load a previously created session to be merged with the data
from the session being recorded.

Points to a previously saved settings file to be used for the test.

Specify the full file system path to the senice to monitor,
including any extension. The senvice is not started by Bug
Validator but by an external means.

Set the number of sessions that can be loaded at once.

Specify the full file system path of the executable target
program to be started by Bug Validator, including any
extension.

Changes which program the data is collected from but does not
change which process Bug Validator initially launches.

Specify the n'" invocation of the programToMonitor which is to
hawe its data collected.

Automatically refresh the Summary once a test is complete.

Forces Bug Validator to reset (nearly) all settings to the default
state.

Sawe the session data when all data has finished being
collecting from the target program.

Loads a previously created session to be merged with the data
from the session being recorded
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-setenvironment Environment variables for Bug Validator, as a series of
name/value pairs

-settings Points to a previously saved settings file to be used for the test.

-showCommandPrompt Any launched console window will be shown during the test.

- If an error occurs when launching the application, the error will
showErrorsOnCommandPromp be reported on the command line.
t

-showErrorsWithMessageBox  Force errors to be displayed using a message box when
running from the command line.

-sourceFileFilterHookFile Points to a file specifying the source files to be hooked for the
test.
-waitName Name a process that Bug Validator will wait for.

To run 32 bit bug validator run c: \Program Files (x86)\Software Verify\Bug Validator
x86\bugValidator.exe

413 Troubleshooting

Running from the command line can cause some problems, often because you can't be sure that what
you put on the command line did what you thought would do.

Ensure the arguments supplied are what you expected.
-echoArgsToUser
If you are testing a console application, make sure you can see it.
-showCommandPrompt
If an errors occur when processing the command line, make sure you can see those.
-showErrorsOnCommandPrompt
-showErrorsWithMessageBox
Look on the diagnostic tab to ensure the diagnostic data collected makes sense.
If you've got -hideUl in your command line, comment it out temporarily (make it -xhideUI so that it's not

recognised).

What if the tool hangs?

If you're running from the command line, most likely you'll be running from a cmd prompt, or possibly
powershell.
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We've only ever had one customer report a hang with any of our tools when running from the command
line.

We ewentually found the problem, and it wasn't with the software tool.

The problem was that they were running the tool in hidden mode (-hideUl) from a command prompt and
for unknown reasons the tool would never exit.

When they added a simple change to their command the problem went away.

They added cmd /c to the start of their command line. This opens a new command prompt and instructs
it to launch the command line and wait for it to exit.

Problem command line:
"c:\program files (x86)\Software Verify\Bug Validator\bugValidator.exe" -program c:\testProgram.e>
Working command line:

cmd /c "c:\program files (x86)\Software Verify\Bug Validator\bugValidator.exe" -program c:\testPrc
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5 Native API

The Bug Validator API

There are some features of Bug Validator that are useful to call directly from your program.
Bug Validator has an API that makes this possible; just include sv1BvAPI.c and sv1BVAPI.h to your

codebase. There is no library to link to, dlls to copy.

Source files

The source files can be found in the ap1 directory in the Bug Validator install directory.

sv1BVAPI.h

sv1BVAPI.c

Just add these files to your project and build.

If you are using precompiled headers you will need to disable them for sviBvarI.c.

Working with services?

If you are working with senvices you to attach Bug Validator to a senice and to start Bug Validator, you
should use the NT Senvice API, not the functions in this API.

All the other functions in this APl can be used with applications and with senices.

Unicode or ANSI?

All the API functions are provided in Unicode and ANSI variants where strings are used. We've also
provided a character width neutral #define in the same fashion that the Windows.h header files do.

For example the function for naming a thread is provided as bvsetThreadNamea (), bvSetThreadNameW ()
with the character width neutral bvsetThreadName () mapping to bvsetThreadNamew () for unicode and

bvSetThreadNamea () for ANSI.

In this document we're going to use Tcuar like the Window.h header files do.

Deploying on a customer machine
You can use the API without incurring any dependency on Bug Validator.

If Bug Validator is not installed on the machine the software runs on, nothing will happen.
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5.1

This allows you to add the Bug Validator API to your software without need to have a separate builds for
use with and without Bug Validator.

Loading the Profiler

For most use cases won't need to load the profiler, as the profiler will have been loaded when your
launched your program from Bug Validator, or when you injected into your program using Inject or Wait
For Application.

However if you're running your program from outside of Bug Validator and want to load the profiler from

inside your program you can use bvLoadProfiler () to do that. You'l then need to call
bvStartProfiler () to start it.

Starting the Profiler

To start the profiler from your API code you need to call the function bvstartprofiler () from your code
before you call any API functions. Ideally you should call this function as early in your program as
possible.

If you prefer to start the profiler from the user interface or command line you can omit the
bvsStartProfiler () call. You can leave it present if you wish to start Bug Validator from your program.

Naming threads

You can name threads using the bvsetThreadNamea () and bvsetThreadNamew () functions.

Turning data collection on and off
You can turn data collection on and off using the bvsetcoliect () function.

You can use bvGetCollect () to inspect the data collection status.

Native APl Reference

Unicode or ANSI?

All the API functions are provided in Unicode and ANSI variants where strings are used. We've also
provided a character width neutral #define in the same fashion that the Windows.h header files do.

For example the function for naming a thread is provided as bvsetThreadNamea (), bvSetThreadNameW ()
with the character width neutral bvsetThreadName () mapping to bvsetThreadNamew () for unicode and
bvSetThreadNameA () for ANSI.
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In this document we're going to use Tcaar like the Window.h header files do.
All the API functions are declared as extern "c", so they can be used by C users and C++ users.

To use these functions #include sviBvaprI.n into your code.

bvLoadProfiler

Loads the profiler DLL into memory, but does not start the profiler.

For most use cases won't need to load the profiler, as the profiler will have been loaded when your
launched your program from Bug Validator, or when you injected into your program using Inject or Wait
For Application.

However if you're running your program from outside of Bug Validator and want to load the profiler from
inside your program you can use bvLoadProfiler () to do that. You'l then need to call
bvStartProfiler () to start it.

extern "C"
int bvLoadProfiler();

Returns:
TRUE Successfully loaded BV DLL into target application.
FALSE Failed to load the BV DLL into target application.

Check that the PATH environment variable points to the Bug Validator
install directory contains sv1lBugValidatorStub*.dll.

Do not use this function if you are working with senices, use the NT Service API.

bvStartProfiler

To start the profiler from your API code you need to call the function "startProfiler" from your code before
you call any API functions. Ideally you should call this function as early in your program as possible.

extern "C"
int bvStartProfiler();

Returns:
TRUE Successfully started BV profiler.
FALSE Failed to start the BV profiler.

If you prefer to start the profiler from the user interface or command line you can omit the startProfiler()
call. You can leawe it present if you wish to start Bug Validator from your program.

Do not use this function if you are working with senices, use the NT Service API.

bvSetThreadName()

Sets the name of a thread.
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extern "C"
void bvSetThreadName (DWORD threadID
const TCHAR *name) ;

bvSetThreadNameA()

Sets the name of a thread.

extern "C"
void bvSetThreadNameA (DWORD threadID
const char *name) ;

bvSetThreadNameW()

Sets the name of a thread.

extern "C"
void bvSetThreadNameW (DWORD threadID
const wchar t *name) ;

bvSetCollect()

Enables or disables data collection - i.e. whether data is sent to Bug Validator from your target
application.

extern "C"
void bvSetCollect (int enable); // TRUE to enable, FALSE to disable

bvGetCollect()

Returns whether data collection is on.

extern "C"
int bvGetCollect(); // Returns TRUE or FALSE

5.2 Calling the APl via GetProcAddress

Calling API functions using GetProcAddress

If you don't want to use the sMBVAPI.c/h files you can use GetProcaddress () to find the interface
functions in the Bug Validator DLL.

The interface functions have different names and do not use C++ name mangling, but have identical
parameters to the API functions.
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To determine the function name take any native APl name, replace the leading bv with api. For example
bvSetThreadNameW () becomes apiSetThreadNameW ),

Example usage
typedef void (*bvSetThreadNameW FUNC) (const TCHAR *name) ;
HMODULE getValidatorModule ()
{

HMODULE hModule;

hModule = GetModuleHandle( T("svlBugValidatorStub6432.d11")); // 32 bit DLL with 64 bit Bug

if (hModule == NULL)

hModule = GetModuleHandle( T ("svlBugValidatorStub x64.d11")); // 64 bit DLL with 64
if (hModule == NULL)

hModule = GetModuleHandle( T("svlBugValidatorStub.dl11")); // 32 bit DLL with 32

return hModule;

HMODULE hMod;

// get module, will only succeed if Bug Validator launched this app or is injected into this a

hMod = getValidatorModule () ;
if (hMod != NULL)
{

// Bug Validator is present, lookup the function and call it to set the thread name
bvSetThreadNameW_ FUNC pFunc;

// "apiSetThreadNameW" is equivalent to linking against "bvSetThreadNameW"

pFunc = (bvSetThreadNameW FUNC)GetProcAddress (hMod, "apiSetThreadNameW") ;

if (pFunc != NULL)

{
(*pFunc) (threadName) ;

API functions and their GetProcAddress names

For any API functions not listed, try looking up the name in sviBugvalidatorStub.dll using
depends.exe or PE File Browser.

= Show API functions and GetProcAddress names

APl Name GetProcAddress() Name
bvLoadProfiler

bvIsvValidatorPresent

bvStartProfiler

bvSetThreadNameA apiSetThreadNameA
bvSetThreadNameW apiSetThreadNameW
bvSetCollect apiSetCollect
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5.3

bvGetCollect apiGetCollect
bvShutdownBugValidatapiShutdownBugValidator

Other exported functions
You may see some other functions exported from sviBugvalidatorStub.d11l( x64) .d11.

= These other functions are for Bug Validator's use. Using them may damage memory locations
and/or crash your code. Best not to use them!

Convenience functions

Convenience functions

One convenience function is provided that will start the Bug Validator GUI (if it is not already running),
then load the Bug Validator execution tracer into your process and start tracing it.

extern "C"
int loadValidatorIntoApplication();

Returns:

TRUE Successfully loaded BV DLL into target application and successfully
started the profiler.

FALSE Failed to load the BV DLL or failed to start the profiler.

To use this function #include loadvalidatorIntoApplication.h into your code.
The source files can be found in the ar1 directory in the Bug Validator install directory.

loadValidatorIntoApplication.h
loadValidatorIntoApplication.c

Just add these files to your project and build.
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Working with IIS and Services

E When working with NT senvices your account must have the appropriate privileges described in the
User Permissions topic.

Attaching to your service

To use Bug Validator with NT Senices you need to link a small library to your application and call two
functions in the library.

The NT Service API

The NT Senvice APl is provided to enable Bug Validator to work with senvices.

The APl works just as well with normal applications, and the same considerations outlined here also
apply generally.

When the NT Senvice APl is used, source code symbols are acquired in the stub and sent to the Bug
Validator user interface.

Monitoring the service

When working with Bug Validator and services using the NT Senice APl you don't start the senvice using
Bug Validator.

Instead, you start the senice the way you normally start the senice - e.g. with the senvice control
manager.

The code that you have embedded into your senice then contacts Bug Validator, which you should have
running before starting the senice.

Once you've exercised your service and stopped it, Bug Validator will show the usual execution trace
information. You can refresh the GUI at any time during the senice's execution.

Examples and help

We provide some Example Senice Source Code to demonstrate how to embed the senice code into
your senvce.

If you have problems using Bug Validator with senices, please contact us at
support@softwareverify.com.
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6.1 NT Service API

The Bug Validator stub service libraries

The NT Senvice APl is very simple, consisting of functions to load, start and unload the Bug Validator
DLL.

We hawe also provided some debugging functions to help you debug the implementation of the NT
Senice API because getting data into and out of senices is not always straightforward.

The stub senvice libraries used for this are shown in the following table:

32 bit Bug Validator

32 bit senvice sv1lBVStubService.lib
sv1BVStubServiceMD.1lib
sv1BVStubServiceMT.1lib

All the functions exported from these libraries are exported as extern "c" so that C and C++ users can
use them.

Library name suffixes

The MD suffix indicates the library was built with the /MD compiler switch.
The MT suffix indicates the library was built with the /MT compiler switch.

Directory Name: 2010 or 20127
Visual Studio 6 to Visual Studio 2010
If you are using Visual Studio 2010 or earlier, use libraries from a directory with 2010 in the directory
name.
Visual Studio 2010 to Visual Studio 2022
If you are using Visual Studio 2012 or later, use libraries from a directory with 2012 in the directory
name.
Header files
The header files can be found in the sviBvstubservice directory in the Bug Validator install directory.
The headers file provide an error enumeration and the NT Senice API functions.
sv1lBVStubService.h
svlServiceError.h

Linker Problems

Some linkers cannot link the stub senvice library file. If you have this problem see What do | do if |
cannot use sMBVStubSenice.lib?
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Loading the Bug Validator DLL into your service

To load the Bug Validator stub dll sviBugvalidatorstub.dll into your senice, call

sv1BVStub LoadBugValidator (), do not call LoadLibrary ().

Shutting down the Bug Validator DLL from your service.

To shutdown Bug Validator's monitoring of the senice , call sv1BvStub ShutdownBugValidator () .
This sends the shutting down notification and removes any hooks for your process.

Calling this function is optional. You can stop your senice without calling this function.

Unloading the Bug Validator DLL from your service.
To unload the Bug Validator stub d||, call svlBVStub UnloadBugValidator (), not FreeLibrary().

Calling this function is optional. You can stop your senice without calling this function.

Setting a service notification callback

Once you have successfully loaded the Bug Validator DLL you can setup a senvice callback so that the
senice control manager can be kept updated during the process of starting the validator.

When a senvice is starting, Windows requires the senice to inform the Senice Control Manager (SCM)
that is starting at least every ten seconds.

Failure to do so results in Windows concluding that the senice has failed to start, and the senice is
terminated.

Instrumenting your senice may well take more than 10 seconds, depending on the complexity and size
of your senvice.

The solution is for Bug Validator to periodically call a user supplied callback from which you can regularly
inform the SCM of the appropriate status.

You can set the senice callback with sv1BvStub SetServiceCallback(callback, userParam) .
Usage

Here is an example callback which ignores the userParam.
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void serviceCallback (void *userParam)
{
static DWORD dwCheckPoint = 1;

ssStatus.dwServiceType = SERVICE WIN32 OWN PROCESS;
ssStatus.dwServiceSpecificExitCode = 0;

ssStatus.dwControlsAccepted = 0;
ssStatus.dwCurrentState = dwCurrentState;
ssStatus.dwWin32ExitCode = dwWin32ExitCode;
ssStatus.dwWaitHint = dwWaitHint;

ssStatus.dwCheckPoint = dwCheckPoint++;

// Report the status of the service to the service control manager.

return SetServiceStatus(sshStatusHandle, &ssStatus);

}

Once your senice is running (rather than starting) your senice callback should set the appropriate
running status SERVICE_RUNNING rather than SERVICE_START_PENDING.

if (!ReportStatusToSCMgr (SERVICE RUNNING, // service state
NO_ERROR, // exit code
0)) // wait hint
{
dwErr = GetLastError();

if (bLogging)
sv1BVStub writeToLogFileW (L"ReportStatusToSCMgr:5\r\n");
goto cleanup;

}

An alternative solution is to prevent the service callback from being called once the
service status has been set to running.

sv1lBVStub SetServiceCallback (NULL, NULL) ;.

Starting Bug Validator DLL in your service

To start Bug Validator inspecting your senvice call sviBvstub StartBugvValidator () .

Setting a filename for all logging data to be written to

To set the filename for all debugging/logging information to be written to call
sv1BVStub setLogFileName ().

Deleting the logfile

To delete the log file call sv1BVStub deleteLogFile ().

Writing text to the logdfile
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To write a standard ANSI character string to the log file call sv1BVStub writeToLogFileA (text). The
ANSI string will be converted to Unicode prior to writing to the log file.

To write a Unicode character string to the log file call sviBvStub writeTolLogFileW (text).

Writing error code descriptions to the logfile

To write a human readable description of the SVL_SERVICE_ERROR error code to the log file call
sv1BVStub writeToLogFile (errCode).

Writing LastError code descriptions to the logfile

To write a human readable description of the Windows error code to the log file call
sv1BVStub writeToLogFileLastError (errCode).

Dumping the PATH environment to the logfile

To write the contents of the PATH environment variable to the log file call
sv1BVStub dumpPathToLogFile ().

This can be useful if you want to know what the search path is when trying to debug why a DLL wasn't
found during an attempt to load the Validator DLL.

6.1.1 Changes to the NT Service API
APl changes - February 2018

To make the API easier to use with senices we made the following changes:

Changed the API by adding many debugging functions to allow you to easily log information.

We also extended the error enumeration to provide additional error status values.

We also split the function of loading and starting Bug Validator into two functions - a load function
and a start function.

We split the functionality so that you could setup a senice callback prior to calling the start
function.

The senice callback allows the senice control manager to be informed that the senice is still active
during time consuming operations, such as starting Bug Validator when the senice is non-trivial in
scope.

Failure to inform the senice control manager results in the senice being killed by the senice control
manager because it thinks the senice has hung.

This change in the APl is to ensure you get better results from using our software.
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What do you need to do to move from the old API to the new API?
Change all SVL_ERROR declarations to SVL_SERVICE_ERROR.

Your previous startup code probably looked like this:

SVL ERROR errCode;

errCode = sv1BVStub LoadBugValidator () ;

Change it to this:
SVL SERVICE ERROR errCode;
errCode = sv1BVStub LoadBugValidator();
errCode = svlBVStub SetServiceCallback(serviceCallback, NULL);
errCode = sv1BVStub StartBugValidator();

errCode = sv1BVStub StartBugValidatorForIIS();

The seniceCallback would look something like this:
void serviceCallback (void *userParam)
{
static DWORD dwCheckPoint = 1;

ssStatus.dwServiceType = SERVICE WIN32 OWN PROCESS;
ssStatus.dwServiceSpecificExitCode = 0;

ssStatus.dwControlsAccepted = 0;
ssStatus.dwCurrentState = dwCurrentState;
ssStatus.dwWin32ExitCode = dwWin32ExitCode;
ssStatus.dwWaitHint = dwWaitHint;

ssStatus.dwCheckPoint = dwCheckPoint++;

// Report the status of the service to the service control manager.

return SetServiceStatus (sshStatusHandle, &ssStatus);

In the code above we have omitted error handling.

To see how to use the new logging function with error handling please examine the source code service.cpp in the ex:

Important.

Once your senice is running (rather than starting) your senice callback should set the appropriate
running status SERVICE_RUNNING rather than SERVICE_START_PENDING.
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6.1.2

if (!ReportStatusToSCMgr (SERVICE RUNNING,

NO_ERROR, // exit code
0)) // wait hint
{
dwErr = GetLastError();

if (bLogging)

sv1lBVStub writeToLogFileW (L"ReportStatusToSCMgr:5\r\n");

goto cleanup;

// service state

An alternative solution is to prevent the service callback from being called once the
service status has been set to running.

svlBVStub SetServiceCallback (NULL, NULL);.

NT Service APl Reference

The API consists of the following functions.

SVL_SERVICE_ERROR Enumeration

Various error states can happen when working with the API. These error states are represented by the
SVL_SERVICE_ERROR enumeration.

typedef enum svlServiceError

{

}

SVL_OK,
SVL_ALREADY LOADED,

SVL_LOAD FAILED,

SVL FAILED TO ENABLE STUB SYMBOLS,

SVL_NOT_LOADED,

SVL_FAIL UNLOAD,

SVL_FAIL TO CLEANUP INTERNAL HEAP,

SVL FAIL MODULE HANDLE

SVL_FAIL_ SETSERVICECALLBACK,

SVL_FAIL COULD NOT FIND ENTRY POINT,
SVL_FAIL TO START,

SVL FAIL SETSERVICECALLBACKTHRESHOLD,
SVL_FAIL_ PATHS DO _NOT MATCH,

SVL_FAIL INCORRECT PRODUCT PREFIX,

SVL FAIL X86 VALIDATOR FOUND EXPECTED X64 VALIDATOR,
SVL FAIL X64 VALIDATOR FOUND EXPECTED X86 VALIDATOR,
SVL_FAIL DID _YOU MONITOR A SERVICE FROM VALIDATOR,
SVL_FAIL ENV_VAR NOT FOUND,

SVL_FAIL VALIDATOR ENV_ VAR NOT FOUND,

SVL_FAIL VALIDATOR ID NOT SPECIFIED,

SVL_FAIL VALIDATOR ID NOT A PROCESS,

SVL_FAIL VALIDATOR NOT FOUND,

SVL_SERVICE ERROR;

sviIBVStub_LoadBugValidator

extern "C"
SVL SERVICE ERROR sv1BVStub LoadBugValidator();

//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//

Normal behaviour

Stub DLL already loaded into serv
Failed to load stub DLL into serv
Loaded DLL, but failed to enable
Couldn't unload DLL because DLL n
Couldn't unload DLL because could
Couldn't get the internal stub he
Couldn't get the stub DLL handle
Couldn't call the set service cal
Couldn't find the DLL entry point
Failed to start the Validator
Couldn't call the set service cal
Path to service in env vars doesn
Wrong validator

Found wrong bit depth wvalidator
Found wrong bit depth wvalidator
Looks like Monitor A Service wasn
Env Var not found

Env Var identifying validator not
Validator process not specified
Validator process identified does
Validator process identified does

To load the Bug Validator stub sviBugvalidatorStub.dll into your senice, use

SleVStubiLoadBugValidator(),nOtLoadLibrary(L
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This loads the DLL and sets up a few internal variables in the DLL to ensure that symbols are sent
from the stub to the Bug Validator user interface.

This is necessary because the Bug Validator user interface can't open a process handle to a senice
and so is unable to get symbols from the process.

To solve this, symbols are sent from the stub to the user interface as needed.

If you just call Loadnibrary () on the DLL, symbols will not be sent to the Bug Validator user interface
and you won't get meaningful function names in your stack traces.

This function can be used when monitoring 32 bit senices or applications with Bug Validator.

Example usage.

sviBVStub_StartBugValidator

extern "C"
SVL_SERVICE ERROR sv1BVStub StartBugValidator();

To start Bug Validator inspecting the senvice call sviBvstub StartBugvalidator ().

sviBVStub_StartBugValidatorForllS

extern "C"
SVL_SERVICE_ERROR sleVStub_LoadBugValidatorForIIS ()

To start Bug Validator inspecting IIS call sv1BvStub StartBugValidatorForIIS ().

Example usage.

sviIBVStub_ShutdownBugValidator

extern "C"
SVL_ SERVICE ERROR sv1BVStub ShutdownBugValidator();

To stop Bug Validator inspecing the senice call sviBvstub ShutdownBugValidator ().
This sends the shutting down notification and removes any hooks for your process.

Calling this function is optional. You can stop your service without calling this function.

sviBVStub_UnloadBugValidator

extern "C"
SVL SERVICE ERROR sv1BVStub UnloadBugValidator();

To unload Bug Validator call sv1BvVStub UnloadBugvalidator (), do not call FreeLibrary ().
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Calling this function is optional. You can stop your service without calling this function.

svIBVStub_SetServiceCallback

extern "C"
SVL SERVICE ERROR sv1BVStub SetServiceCallback(serviceCallback FUNC callback,
void* userParam) ;

sv1BVStub SetServiceCallback iS used to setup a senice callback that is used to inform the Windows senice col
userParanm iS a value you can supply which will then be passed to the callback every time the callback

is called during instrumentation.

Why is a service callback needed?

When a senvice is starting, Windows requires the senvice to inform the Senice Control Manager (SCM)
that is starting at least every ten seconds.

Failure to do so results in Windows concluding that the senice has failed to start, and the senvice is
terminated.

Instrumenting your senice may well take more than 10 seconds, depending on the complexity and
size of your senvice.

The solution is for Bug Validator to periodically call a user supplied callback from which you can
regularly inform the SCM of the appropriate status.

We strongly recommend that you setup a senvice callback. Not setting a service callback can result in failure of your

Debugging functions

The following functions are provided to help you log information about the progress, success or failure of
the NT Senvice API attaching Bug Validator to your seniice.

We strongly recommend that you use these logging functions so that you can understand why Bug
Validator might fail to connect to a senvice.

To see example usage of these debugging functions please look in service.cpp in the
examples\service directory in the Bug Validator install directory.

svIBVStub_setLogFileName

extern "C"
void sv1BVStub_ setLogFileName (const wchar_t* fileName) ;

Call sviBvstub_setLogFileName to set the name of the filename used for logging.
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This function must be called before you can use any of the other debugging functions.

Setting this filename also sets the filename used by some of these API functions - you will find
additional logging data from those functions that will help debug any issues with the senvice.

svIiIBVStub_deleteLogFile

extern "C"
void sv1BVStub deleteLogFile();

This function deletes the log file.

svIBVStub_writeToLogFileA

extern "C"
void sv1BVStub writeToLogFileA (const char* text);

This function writes a standard ANSI character string to the log file.

The ANSI string will be converted to Unicode prior to writing to the log file.

svIBVStub_writeToLogFileW

extern "C"
void sv1BVStub writeToLogFileW (const wchar_ t* text);

This function writes a Unicode character string to the log file.

svIBVStub_writeToLogFile

extern "C"
void sv1BVStub writeToLogFile (SVL SERVICE ERROR errCode);

This function writes a human readable description of the SVL_SERVICE_ERROR error code to the log
file.

svIBVStub_writeToLogFileLastError

extern "C"
void sv1BVStub writeToLogFileLastError (DWORD errCode);

This function writes a human readable description of the Windows error code to the log file.

The errCode parameter is the error code returned from GetLastError().

sviBVStub_dumpPathToLogFile

extern "C"
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6.1.3

void sv1BVStub dumpPathToLogFile();

This function writes the contents of the PATH environment variable to the log file.

This can be useful if you want to know what the search path is when trying to debug why a DLL wasn't
found during an attempt to load the Validator DLL.

Troubleshooting

Troubleshooting - Service fails to start
If a senice takes too long to start the senvice control manager Kills the senvice.

The way to stop this is for a senice to call ReportStatusToSCMgr() to tell the service control manager
that the senice is still OK.

Bug Validator can't do this for you as the call requires some data from any earlier call you have made.

The solution is that you provide a callback using sv1BVStub_SetServiceCallback() that Bug Validator
can call during the process of attaching to the senice, and you can call the appropriate function.

Example code to set the callback:

errCode = sv1BVStub_SetServiceCallback(serviceCallback, // the
callback

NULL); // some
user data (we don't have any, so set NULL)

if (bLogging)

{
if (errCode != SVL_OK)
{
sv1lBVStub_writeToLogFileW(L"Setting service callback failed.
\r\n");
sv1BVStub_writeToLogFile(errCode);
}
sv1lBVStub_writeToLogFileW(L"Starting Bug Validator\r\n");
}

Example callback:

static void serviceCallback(void *userParam)
{

// just tell the Service Control Manager that we are still busy

// in this example userParam is not used

//

// note that prior to the Validator loading it's DLL ssStatus.dwCurrentState
must have been initialised, most likely to SERVICE_START_PENDING

// you could pass a fixed value here, but it would need to change once the
service has finished starting up so that you don't unintentionally change the service
state
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// when this callback is called. This callback is called whenever
instrumentation happens (when a DLL is loaded). Thus you can't assume this is only
called during service startup,

// it may also get called later in the service lifetime.

ReportStatusToSCMgr(ssStatus.dwCurrentState, // service state
NO_ERROR, // exit code
3000); // wait hint

}

We strongly recommend that you set a service callback. It won't harm your program and it will
remove any likelihood of your service being killed by the service control manager.

Troubleshooting - Service starts, Bug Validator gets no data

If you have problems getting Bug Validator to monitor your senvice you'll need to find out what's failing.

Until Bug Validator loads correctly and successfully connects to the graphical user interface you have no
way of knowing what is happening.

The solution is to set a log file that Bug Validator can write status messages to. You can also write your
own status messages to this log file.

Set the log file using sv1BVStub setLogFileName. Write to it using sv1BVStub writeToLogFile (),
svlBVStub writeToLogFileA(), sv1BVStub writeToLogFileW() .

Then when things are not working as expected take a look at the log file to see the errors. The Bug
Validator will often suggest what the problem is.

We strongly recommend that you configure the log file and use it when working with services. It
has saved us a lot of time.

6.2 Working with IIS

Configuring IIS for use with ISAPI
We assume that you are familiar with IIS. This is not a topic we can provide advice for.

That said, we wrote a blog article about configuring IIS for use with ISAPI.

Example ISAPI
We have provided an example ISAPI extension configured for use with Bug Validator.

This example is provided as source code and project files. You will need to build it yourself, you may
need to change an include path to find the appropriate headers. The resulting ISAPI will need to be
copied to your website for testing and the website configured to allow the ISAPI to execute (please see
the above mentioned blog article for details on that).
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6.3

You can find the example ISAPI in the isapiExample folder in the Bug Validator installation directory.

Using Bug Validator with IIS

IIS is a senvice application. It runs as one of the more restricted applications on Microsoft Windows.

Bug mapped files created by IIS cannot be opened by user mode programs (Bug Validator, for example).

DLLs, executables and files cannot be opened by IIS except if they are in directories which IIS has

access to. These are security measures intended to make your computer secure from attack.

These security measures make it hard for tools like Bug Validator to work.

e We hawe to communicate settings information to Bug Validator via text file

e All DLLs and helper programs we want to use need to be copied to the web root (or a subdirectory
within the web root) so that they can be used.

¢ We need to have our own data transport because our usual high speed memory mapped data transport
is not available.

It's also not possible to launch IIS or inject into a running IIS instance.

The only way to work with IIS is by using the NT Senice API, and using the
sv1BVStub StartBugValidatorForIIs () function instead of sviBvstub startBugvalidator ().

We've provided some example code to show you how to attach and detach from your ISAPI extension.

Workflow
1) Start monitoring your ISAPI by using the Monitor ISAPI dialog.

E Launch menu * IIS menu * Monitor ISAPI...

2) When you hawe finished interacting with the web pages that use the ISAPI component shutdown IIS,
wait for Bug Validator's status to indicate "Ready" and examine the results.

E| Launch menu > IIS menu *Stop IIS

Example Source Code

Service Example

Example demonstrating how to monitor a seniice.

Also see the example senvice that ships with Bug Validator.

You can find this in the \examples\service directory in the Bug Validator install directory.
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Also see the example senice and child process that ships with Bug Validator.

You can find this in the \examples\servicewithAchildProcess directory in the Bug Validator install
directory.

IIS Example
Example demonstrating how to monitor an ISAPI DLL.
Also see the example ISAPI DLL that ships with Bug Validator.

You can find this in the \examples\isapiExample directory in the Bug Validator install directory.

Example Service Source Code

When you use the functions to load and unload Bug Validator from your senvice, it is important that you
put the function calls in the correct place in your software. Typically, this means that Bug Validator is
loaded as the first action in the service_main() function and unloaded just before the senice control
manager is informed of the stopped status.

The source code shown below shows an example service_main() function in a senice, demonstrating
example places to load and unload Bug Validator. The source code shown below also includes a
comment about problems with the way senices are stopped and what may be displayed in a debugger if
this happens.

An example NT senvice can be found here.
An example client for the senice can be found here.

An example utility for controlling if the senice uses Bug Validator can be found here.

void serviceCallback (void *userParam)

{
// just tell the Service Control Manager that we are still busy

// 1in this example userParam 1is not used

static DWORD dwCheckPoint = 1;

ssStatus.dwServiceType = SERVICE WIN32 OWN PROCESS;
ssStatus.dwServiceSpecificExitCode = 0;

ssStatus.dwControlsAccepted = 0;
ssStatus.dwCurrentState = dwCurrentState;
ssStatus.dwWin32ExitCode = dwWin32ExitCode;
ssStatus.dwWaitHint = dwWaitHint;
ssStatus.dwCheckPoint = dwCheckPoint++;

// Report the status of the service to the service control manager.

return SetServiceStatus (sshStatusHandle, &ssStatus);
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void WINAPI service main (DWORD dwArgc, LPTSTR *lpszArgv)
{
if (bLogging)
{
sv1lBVStub setLogFileName (SZLOGFILENAME) ;
sv1BVStub deleteLogFile();

// register our service control handler:

sshStatusHandle = RegisterServiceCtrlHandler (TEXT (SZSERVICENAME), service ctrl);
if (sshStatusHandle != 0)

{
DWORD dwErr = 0;

// **BV_EXAMPLE** start

if (bBugValidator)

{
// load Bug Validator

if (bLogging)
{
sv1BVStub writeToLogFileW( T ("About to load Bug Validator\r\n"));

SVL SERVICE ERROR errCode;

errCode = sv1BVStub LoadBugValidator();
if (bLogging)
{
if (errCode != SVL OK)
{
DWORD lastError;

lastError = GetLastError();

sv1lBVStub writeToLogFileW( T ("Bug Validator load failed. \r\n"));
svlBVStub writeToLogFileLastError (lastError);

sv1BVStub writeToLogFile (errCode);

sv1BVStub dumpPathToLogFile () ;
}

else

{
sv1BVStub writeToLogFileW( T ("Bug Validator load success. \r\n"));

// setup a service callback so that the Service Control Manager knows the service
// is starting up even 1if instrumentation takes longer than 10 seconds (which it will

// for a non-trivial application)

if (bLogging)
sv1BVStub writeToLogFileW( T ("Setting service callback Bug Validator\r\n"));

errCode = sv1BVStub SetServiceCallback (serviceCallback, // the callback
NULL) ; // some user data (we don't have
if (bLogging)
{
if (errCode != SVL OK)
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sv1lBVStub writeToLogFileW( T("Setting service callback failed. \r\n"));
sv1BVStub writeToLogFile (errCode);

sv1BVStub writeToLogFileW( T ("Starting Bug Validator\r\n"));

errCode = sv1BVStub StartBugValidator();
if (bLogging)
{

if (errCode != SVL OK)

{
DWORD lastError;
lastError = GetLastError();
sv1BVStub writeToLogFileW( T ("Starting Bug Validator failed. \r\n"));

sv1BVStub writeToLogFileLastError (lastError);
sv1BVStub writeToLogFile (errCode);

sv1BVStub writeToLogFileW( T ("Finished loading Bug Validator\r\n"));
}

else

{
if (bLogging)
sv1lBVStub writeToLogFileW( T ("Not using Bug Validator, DLL will not be loaded\r\n"));
// **BV EXAMPLE** end

// SERVICE STATUS members that don't change in example

ssStatus.dwServiceType = SERVICE WIN32 OWN_ PROCESS;
ssStatus.dwServiceSpecificExitCode = 0;

// report the status to the service control manager.
if (ReportStatusToSCMgr (SERVICE START PENDING, // service state
NO ERROR, // exit code

3000)) // wait hint

if (bLogging)
svlBVStub writeToLogFileW( T ("About to start service\r\n"));

// do work
dwErr = ServiceStart (dwArgc, lpszArgv);
// finished doing work
if (bLogging)
sv1BVStub writeToLogFileW( T ("Started servicelr\n"));

// **BV_EXAMPLE** start

if (bBugValidator)
{

Copyright © 2002-2025 Software Verify Limited



241

Bug Validator Help

// unload Bug Validator here
// IMPORTANT.

// Because of the way services work, you can find that this thread which is trying to gre
// BugValidator is ripped from under you by the operating system. This prevents Bug Valic
// removing all its hooks successfully. If Bug Validator does not remove all of its hooks

// because this happens, then you may get a crash when the service stops.

7/

// A callstack for such a crash is shown below. If you see this type of crash you need tc
// unload Bug Validator somewhere else. The stack trace may be different, but a fundament

// code calling through doexit (), exit() and ExitProcess()
//

//NTDLL! 77f64e70()

//SVLBUGVALIDATORSTUB!

//MSVCRT! 78001436 ()

//MSVCRT! 7800578c ()

//DBGHELP! 6d55da25()
//DBGHELP! 6d55de83()
//DBGHELP! 6d53705d()
//DBGHELP! 6d51cc69 ()
//DBGHELP! 6d51f6e8 ()
//DBGHELP! 6d524ebf ()
//DBGHELP! 6d52a7b0 ()
//DBGHELP! 6d52b00a ()
//DBGHELP! 6d526487()
//DBGHELP! 6d5264d7()
//DBGHELP! 6d5264f7()

//SVLBUGVALIDATORSTUB!
//SVLBUGVALIDATORSTUB!
//SVLBUGVALIDATORSTUB!
//SVLBUGVALIDATORSTUB!
//SVLBUGVALIDATORSTUB!
//SVLBUGVALIDATORSTUB!
//SVLBUGVALIDATORSTUB!
//SVLBUGVALIDATORSTUB!

//MSVCRT! 78001436 ()

//MSVCRT! 780057db ()

//KERNEL32! 77f19fdb ()
//SVLBUGVALIDATORSTUB! ExitProcess hook
//doexit (int 0x00000000, int 0x00000000, int 0x00000000) line 392
//exit (int 0x00000000) line 279 + 13 bytes
//mainCRTStartup () line 345

//KERNEL32! 77flb9ea ()

sv1BVStub UnloadBugValidator();
// try to report the stopped status to the service control manager.

if (sshStatusHandle)
ReportStatusToSCMgr (SERVICE STOPPED, dwErr, 0);

// tried putting the call to svIlBVStub UnloadBugValidator(); here but often the thread
// was pulled from under it by the operating system

return;
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Example ISAPI Source Code

Where to put your code

When you use the functions to load and unload Bug Validator from your senvice, it is important that you
put the function calls in the correct place in your ISAPI extension.

Typically, this means that Bug Validator is:
¢ |loaded as the first action in the GetExtensionVersion () function of your ISAPI extension.

e unloaded in the TerminateExtension() function of your ISAPI extension.
Example source code

The source code shown below shows an example GetExtensionVersion () and an example
TerminateExtension() used in an ISAPI, demonstrating where to load and unload Bug Validator.

This example code logs errors. We strongly recommend that you do this in your example. Because IIS
is a protected process that can't communicate to the outside world except via HTTP/HTTPS when
anything fails during the loading and start of Bug Validator the only means we have of communicating
that failure to you is via the log file. Please use the log file, it will make debugging any mistakes very
much easier, simpler and quicker than any other method.

This process is almost identical to working with a regular senvice, except that
sv1BVStub_StartBugValidator() is replaced with sv1BVStub_StartBugValidatorForIIS().

This example assumes the web root is located C:\\testISAPIWebsite

[El Show the C++ example ISAPI functions
#include "sv1BVStubService.h"
#include "svlServiceError.h"

BOOL WINAPI GetExtensionVersion(HSE_VERSION_INFO *pVer)
{

// some setup work to define what the extension is

pVer->dwExtensionVersion = HSE_VERSION;
strncpy(pVer->lpszExtensionDesc, "Validate ISAPI Extension",
HSE_MAX_EXT_DLL_NAME_LEN);

// load Validator here

sv1BVStub_setLogFileName(L"C:\\testISAPIWebsite\\svl BV_log.txt");
sv1BVStub_deleteLogFile();

SVL_SERVICE_ERROR errCode;
#ifdef IS6432

// x86 with x64 GUI

errCode = sv1BVStub_LoadBugValidator6432();
#else //#ifdef IS6432

// x86 with x86 GUI
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// x64 with x64 GUI

errCode = sv1BVStub_LoadBugValidator();
#endif //#ifdef IS6432

if (errCode != SVL_OK)

{
DWORD lastError;
lastError = GetLastError();
sv1lBVStub_writeToLogFileW(L"Bug Validator load failed. \r\n");
sv1lBVStub_writeToLogFilelLastError(lastError);
sv1lBVStub_writeToLogFile(errCode);
sv1BVStub_dumpPathToLogFile();
}
else
{
sv1BVStub_writeTolLogFileW(L"Bug Validator load success. \r\n");
errCode = sv1BVStub_StartBugValidatorForIIS();
if (errCode != SVL_OK)
{
DWORD lastError;
lastError = GetLastError();
sv1lBVStub_writeToLogFileW(L"Starting Bug Validator failed.
\r\n");
sv1lBVStub_writeToLogFilelLastError(lastError);
sv1lBVStub_writeToLogFile(errCode);
}
sv1lBVStub_writeToLogFileW(L"Finished starting Bug Validator\r\n");
}
return TRUE;
}
BOOL WINAPI TerminateExtension(DWORD dwFlags)
{
// unload Validator here
sv1BVStub_UnloadBugValidator();
return TRUE;
}
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71

Examples

Bug Validator is a complex product. Whilst we have made every effort to add useful and easy to use
features, we realise that some examples of how to use Bug Validator will be helpful. In addition we hawe
provided an example application which has examples of most of the types of error that Bug Validator can
detect. This section will use the example application to produce conditions that can be monitored in the
examples.

All the example projects are supplied in source code form. You will need to build the examples before

you can use them.

Example Application
Bug Validator is shipped with an example application that exhibits many of the programming errors that
Bug Validator detects. The sample program is called nativeExample.exe. Full source code and a

Microsoft® Visual Studio® project are supplied. The example program can also be linked with the Bug
Validator API to demonstrate some uses of the Bug Validator API.

Information about building the example application can be found here.

Use the program to generate thread errors, waits, potential deadlocks and deadlocks. Use Bug Validator
to monitor the behaviour of nativeExample.exe as you use it.

The example program looks like this.

File Help

File
The File menu has one entry, Exit, which closes the application
Please examine the program source to see the nature of the program errors. Brief descriptions are given

for each menu entry, but the real detail is in the source code. Some functions have detailed explanations
of what is going wrong in the example function and what the likely consequences of this are.
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711 Building the example application

The example project can be found in the nativeExample subdirectory in the directory where Bug
Validator was installed. If the directory is not present, reinstall your software and choose custom or full
installation.

Open the file nativeExample.dsp using Microsoft® Deweloper Studio® 6.0. There are two
configurations, one Debug and one Release. Build the application by choosing Batch Build on the Build
menu and then click the Build button.

7.2 Example NT Service

Bug Validator is shipped with an example senice that demonstrates how to call the two functions
required to use Bug Validator with NT Senvices. Full source code and a Microsoft® Visual Studio®
project are supplied.

Information about building the example senice can be found here.
The example senice performs the following tasks when it is started:

e Loads the Bug Validator stub DLL into the senice

Deliberately leaks some memory so that you can see this in the Bug Validator user interface.
Performs the normal work of the senice until the senvice is stopped.

Unloads the Bug Validator stub DLL from the senvice.

Informs the senvice control manager that a stop is pending.

7.21 Building the example service

The example project can be found in the service subdirectory in the directory where Bug Validator was
installed. If the directory is not present, reinstall your software and choose custom or full installation.

Open the file service.dsp using Microsoft® Developer Studio® 6.0.

There are two configurations, Debug and Release. The Debug and Release configurations are linked to
the sviTVStubService.lib and demonstrate the use of the NT Senice API.

The senice has the name SVL TV Simple Service in the control panel senices dialog.
The senice provides the following command line options:

e -install. Install the senice.

e -remove. Uninstall the senice.

o -start. Start the seniice.

¢ -stop. Stop the senice.

e -debug. Run as a console application for debugging.
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7.2.2

7.2.3

e -?. Display the help message.

e -help. Display the help message.

Open a cmd prompt in administrator mode, navigate to the location of the senice executable, and use
one of these commands to install, remowve, start, stop the senvice.

Examples:
serviceBV.exe -install

serviceBV.exe -start
serviceBV.exe -stop

serviceBV.exe -remove

Building the example client

The example project can be found in the serviceClient subdirectory in the directory where Bug Validator
was installed. If the directory is not present, reinstall your software and choose custom or full installation.

Open the file serviceClient.dsp using Microsoft® Developer Studio® 6.0.
There are two configurations, Debug and Release.

The application takes two commands:

e -help. Displays the help message

e -string. Sends the (optionally quoted) text appears after -string to the senice. If the senice is running
the senvice will return the string in reverse order.

For example: seniceClient.exe -string "The quick brown fox" returns "xof nworb kciug ehT"

Building the example service utility

The example project can be found in the serviceMutex subdirectory in the directory where Bug Validator
was installed. If the directory is not present, reinstall your software and choose custom or full installation.

Open the file serviceMutex.dsp using Microsoft® Deweloper Studio® 6.0.
There are two configurations, Debug and Release.

The utility provides a dialog box interface to allow the control over the creation of a mutex object with the
name specified in the service.h header file. If the senice is started with the mutex created, the senice
loads Bug Validator. If the senice is started and the mutex does not exist, the senice does not load Bug
Validator. This allows you to control if Bug Validator is used without rebuilding your senvice. If you don't
like uses mutexes in this way, you could change the code in the senice and the utility to communicate
this fact through shared memory, or a registry setting.
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Uze Bug Validatar with MT Service example.

Do not uze Bug Y alidator with MT Service example. |

|:| Bugfalidator iz dizabled for uze with NT Services

"When the dialog iz dismizzed, Bug Yalidator iz automatically dizabled for use with
the zervice, becauze the Mutes handle iz closed.

7.24 Monitoring the service

Once the example senice and example client has been built, the next step is to test them using Bug
Validator.

Installing the service
If you haven't installed the senice, do the following:
e open an administrator mode cmd prompt
¢ navigate to the directory containing the seniceBV.exe to install

e seniceBV.exe -install

Monitoring the service
Prerequisites
o example senice has been installed, but not started (if senice has been started, stop the senice)

o example service and example client have been built

The following process is used to monitor the application launched by the seniice:

e From the Launch menu choose services > Monitor a Service...
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Launch Edit Settings Manage
4  Start Application... F4

;;7 Inject into process... I |
Wait For Application... F2

P
oA

| Manitor a service... F&

5 3

Command Line Builder...

e The Monitor a senvice dialog is displayed

Menitor a service ? )4

|h-1i:-:eu:| tode j Iv Collect data fram application

Service o manitar;

| Browse...

If you are waorking with native services pleasze read the Mative Services AF| Help topic.

Help M ative Services AP Help | Cancel |

e Use Browse... to open the file chooser dialog and choose the senice that will be monitored by Bug
Validator.

Menitor a service 7 X

[v Callect data from application

Service to monikor;
Ehomtchbugy alidatorhexamples'service\F elease’serviceBY exe Browse. . |

[f you are waorking with native services pleasze read the Mative Services AF| Help topic.

Help M ative Services APl Help k. | Cancel |

e Click OK

e Bug Validator sets up a variety of parameters then displays a dialog box asking you to start you
senvice. Click OK to dismiss the dialog
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Please start your service *

Please start your service:

EnomicbugValidatorexamples\service\ReleaseiserviceBY . exe

e Start your senice. For the example serviceBv.exe do the following
o open an administrator mode cmd prompt
o navigate to the directory containing the servicenrv.exe to start
O serviceBV.exe -start
o serviceBV.exe starts will be monitored by Bug Validator
e The target application contacts Bug Validator

e Data is collected until the senice finishes executing

e Bug Validator displays the results

7.3 Example Application Launched from a Service

The example Application launched from a Service

This pair of projects create an application that is launched from a senice.

The purpose of this example is to show how to monitor the application that is launched from the senice.
This is also the same process for monitoring an application launched by an application launched from a

senice.

This process is subtly different to the method for working with senices (see the example senvice for that).

Service

The senice project is serviceWithAChildProcess.vcxproj

The following tasks are performed when the senice is started:

e the test application is launched from the senice

Application

The application project is serviceChildProcess.vcxproj
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7.3.1

The application's first task is to load Bug Validator into the application.
e Loads the Bug Validator stub DLL into the application
e Configures the NT Senice APl to communicate to Bug Validator
e Does some work that can be monitored by Bug Validator

o Exits

Implementation Details
For implementation details see attachToBugValidator(); in serviceChildProcess.cpp.

The application will need to link to the NT Service API, for example . .\..\..
\sv1BVStubService\release 2010\sv1BVStubService.lib (for a release EXE/DLL).

Important. Call attachToBugValidator() as close to the start of your application as
possible, before any threads have been created.

= Read more about working with NT Senices.

Building the service and application

Example solution files

The example solution can be found in the examples\serviceWithAChildProcess Subdirectory in the
directory where Bug Validator was installed.

If the directory is not present, reinstall your software and choose custom or full installation.
Example project files

The example projects can be found in the subdirectories in the directory where Bug Validator was
installed.

examples\serviceWithAChildProcess\serviceWithAChildProcess

o serviceWithAChildProcess.vcproj * for Microsoft® Visual Studio / .net

examples\serviceWithAChildProcess\serviceChildProcess

e serviceChildProcess.vcproj * for Microsoft® Visual Studio / .net

Configurations
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There are a small number of configurations in each project:
e Debug / Release » dynamically links to the sviBvstubservice.lib demonstrating use with the
NT Senice API
Using the service

The senice is named SVL *** BV Child Process in the control panel senices dialog (*** changes
depending on the build configuration), and provides the following command line options:

e -install » Install the senice

e -remove » Uninstall the senice

o -start » Start the senice

e -stop * Stop the senvice

e -debug * Run as a console application for debugging

e -? » Display the help message

e -help » Display the help message
Open a cmd prompt in administrator mode, navigate to the location of the senice executable, and use
one of these commands to install, remove, start, stop the seniice.

Examples:
serviceWithAChildProcess.exe -install

serviceWithAChildProcess.exe -start
serviceWithAChildProcess.exe -stop

serviceWithAChildProcess.exe -remove

7.3.2 Monitoring the application launched from the service

Once the example senice and example application are built, the next step is to test them using Bug
Validator.

Installing the service
If you haven't installed the senice, do the following:
e open an administrator mode cmd prompt

e navigate to the directory containing the serniceWithAProcess.exe to install
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o seniceWithAProcess.exe -install

Monitoring the application launched by the service
Prerequisites
e example senice has been installed, but not started (if senice has been started, stop the senice)

e example senice and example application have been built (application must use the NT Senice API
as demonstrated in attachToBugValidator())

e example application executable is in the same directory as the example senvice (this is only a
requirement for the example)
The following process is used to monitor the application launched by the senvice:
e From the Launch menu choose services > Monitor a Service...

Launch Edit Settings Manage
&  Start Application... F4

#  Iniect into process.. F3 |
3§ Wait For Application... F2

| Maonitor a service... F&

115 2

Command Line Builder...

e The Monitor a senvice dialog is displayed

Maenitor a service ? X

|h-1i:-ceu:| tode j I Caollect data fram application

Service to monitor;

| Browse...

If wour are working with native services please read the Mative Services APl Help topic.

Help M ative Services APl Help | Cancel |

e Use Browse... to open the file chooser dialog and choose the application that will be monitored by
Bug Validator. This is the application that is launched by the senvice. Do not choose the senice
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Manitor a service

|v Collect data fram application

Service to monitar;

|f oy are waorking with native services please read the Mative Services AP Help topic.

Help Mative Services APl Help ] 4

E:\omhchbug alidatorexamplestservicewfithd ChildProcess\R eleazetzerviceChildProcess. exe Browse... |

Cancel |

e Click OK

e Bug Validator sets up a variety of parameters then displays a dialog box asking you to start you

senice. Click OK to dismiss the dialog

Please start your service >

Please start your service:

Efom\cbugValidatoriexamples\serviceWithAChildProcess\Releaseiservi
ceChildProcess.exe

e Start your senice. For the example servicewithAChildProcess.exe do the following

o open an administrator mode cmd prompt

o navigate to the directory containing the servicewithAProcess.exe to start

O serviceWithAProcess.exe -start

0 serviceWithAProcess.exe starts and launches the child process serviceCchildProcess.exe

that will be monitored

The target application contacts Bug Validator

Data is collected until the target process finishes executing

e Bug Validator displays the results
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8 Debug Information, Symbols, Filenames, Line Numbers

Depending on which IDE or compiler/linker combination the process to create debug information to
ensure that you have symbols, filenames and line numbers is different.

This section shows you what to do to ensure you have symbols for your compiler and linker.

8.1 Visual Studio

Enabling debug information in Visual Studio has changed over the years depending on the version of
Visual Studio you are using.

It's generally the same, but there have been some changes in recent versions that can cause confusion.

By default debug configurations create debug information, but for some versions of Visual Studio, release
configurations do not create debug information.

You need to set both compiler and linker settings to get debug information. Setting just one or the
other will not give you debug information you can use.

Configurations

In the help below we show you how to modify one configuration, for example Release | Win32.

You need to modify all configurations appropriately. Release, Debug, Win32, Win64 and any other
configurations you are using.

Visual Studio 2017 - 2021

Compiler Settings
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nativeExample Property Pages

Configuration: | Release

4 Configuration Properties A
General
Advanced
Debugging
WC++ Directories
Optimization
Preprocessor
Code Generation
Language
Precompiled Heade
Output Files
Browse Information
External Includes
Advanced
All Options
Command Line
[= Linker
[ Manifest Tool
[ Resources
[ XML Document Genera .,
£ >

Linker Settings

~ | Platform:

Additional Include Directories
Additional #using Directories
Additional BMI Directories

Win32

Additional Module Dependencies

Additional Header Unit Dependencies

7 X

v Configuration Manager...

LAstubgu\common; ¥ (AdditionallncludeDirectories) |~ |

Scan Scurces for Module Dependencies Mo

Translate Includes to Imports

Mo

Debug Information Format

Program Database (/Zi)

Support Just My Code Debugging

Common Language RunTime Support

Consume Windows Runtime Extension

Suppress Startup Banner

Warning Level

Treat Warnings As Errors

Warning Version

Diagnostics Format

SDL checks

Multi-processor Compilation

Enable Address Sanitizer
Additional Include Directories

Mo

Yes (/nologo)
Level3 (/W3)
Mo (fWx-)

Column Info {/diagnosticsicolumn)

Mo

Specifies one or more directories to add to the include path. Separate with ;' if more than one.

/lpath])

Cancel Apply

If you're building on a different machine to the machine you're working on (for example a build server), you
should choose /DEBUG:FULL, not /DEBUG or /DEBUG:FASTLINK.
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nativeExample Property Pages

Configuration: | Debug

4 Configuration Properties
General
Advanced
Debugging
WViC++ Directories
B C/C++
General
Input
Manifest File
System
Optimization
Embedded IDL
Windows Metadata
Advanced
All Options
Command Line
I Manifest Tool
I Resources
I ¥ML Document Genera
I» Browse Information

~

W

? X

~ | Platform: |Win32 i Configuration Manager...

Generate Debug Info Generate Debug Information optimized for sharing and publishing (/DEBUG:FULL) | |~

Generate Program Database File \Debug16_0/nativeExample.pdb
Strip Private Symbols

Generate Map File Yes (/MAP)
Map File Name ADebug16_0/nativeExample.map
Map Exports Mo

Debuggable Assembly

Generate Debug Info
This option enables creation of debugging information for the .exe file or the DLL.

Cancel Apply

When you have edited the project options you need to rebuild the software for the options to take effect
and create the debug information.

Visual Studio 2010 - 2015

Compiler Settings
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nativeExample Property Pages

Configuration: | Active(Debug)

Commen Properties
w Configuration Properties
General
Debugging
VC++ Directories

Optimizatien
Preprocessor

Code Generation
Language
Precompiled Headers
Output Files
Browse Information
Advanced
Command Line
Linker
Manifest Tool
Resources
XML Document Generator
Browse Information
Build Events
Custom Build Step

Linker Settings

~ | Platform: |Active(Win32)

Additional Include Directeries

Resolve #using References

A Cenfiguration Manager...

Astub;\common;3%(AdditionalIncludeDirectories)

Debug Information Format

Program Database (/Zi)

Commaon Language RunTime Support
Suppress Startup Banner

Warning Level

Treat Warnings As Errors
Multi-processor Compilation

Use Unicode For Assembler Listing

Additional Include Directories

Yes (/nologo)
Level3 (/W3)
No (/WX-)

Specifies one or more directories to add to the include path; separate with semi-celons if moere than one.

(/I[path])
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nativeExample Property Pages

? >
Configuration: | Active(Debug) ~ | Platform: | Active(Win32) A Cenfiguration Manager...
w Configuration Properties  » |Generate Debug Info Yes (/DEBUG)
General Generate Program Database File ADebug10_0/nativeExample.pdb
Debugging Strip Private Symbols
WC++ Directories Generate Map File Yes (/MAP)
v C/C++ Map File Name ADebug10_0/nativeExample.map
General Map Exports No
Optimnization Debuggable Assembly
Preprocessor
Code Generation
Language
Precompiled Heade
Output Files
Browse Infermation
Advanced

Command Line
General

Input

Manifest File
System
Optimization
Embedded IDL
Advanced

Command Line

[ ST, S

Generate Debug Info
The /DEBUG option creates debugging information for the .exe file or DLL.

When you have edited the project options you need to rebuild the software for the options to take effect
and create the debug information.

Visual Studio 2002 - 2008

Compiler Settings
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nativeExample Property Pages

Configuration: | Active(Debug Non Link:lj Platform:  |Active(Win32) j Configuration Manager...

=3 Configuration Proper »
General
Debugging

Optimization
Preprocessor
Code Generati
Language
Precompiled b
Output Files
Browse Inform
Advanced
Command Lir

(27 Linker

[C3 Resources

(23 Browse Informatic

[Z7 Build Events

[ Custom Build 5te ¥

Additional Include Directories

Resclve #using References

Astub

| Debug Information Format

Program Database (/Zi) |

Suppress Startup Banner
Warning Lewvel
Detect 64-bit Portability [ssues

Treat Warnings As Errors

Yes (/nologo)
Level 3 (/W3)
Mo
Mo

Additional Include Directories

Specifies one or more directories to add to the include path; use semi-colon

< > delimited list if more than one.  (/I[path])
0K I Cancel Apply Help
Linker Settings
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nativeExample Property Pages *
Configuration: |Active(Dehug MNon Link}j Platform: |Activel{"~"."in32jl j Configuration Manager...
=3 Configuration Properties |Generate Debug Info Yes (/DEBUG) |

General Generate Program Database File ADebugMonLlink?_1/nativeExample.pdb

Debugging Strip Private Symbels

[ Generate Map File Yes (/MAF)
Map File Mame ADebugMonlink?_1/nativeExample.map

General Map Exports Mo
Input Map Lines Mo

Delfuggable Assembly Mo Debuggable attribute emitted
Systern
Optimization
Embedded DL
Advanced

Command Line
[Z1 Resources
[Z1 Browse Information
(23 Build Events
[Z3 Custom Build Step

(3 Web Deployment Generate Debug Info
Enables generaticn of debug information.  [/DEBLUG)

0K | Cancel Help

When you have edited the project options you need to rebuild the software for the options to take effect
and create the debug information.

Visual Studio 6.0

Compiler Settings
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Project Settings @

Sefttings For. |\win32 ReleaseStatic

j General | Debug | CAC++ | Link, | Fiesourc: EE

BRES nativeE =ample

Categary: Bezet
YWarning level: Dptimizations:

|Level 3 j | Minimize Size j
[ “Warnings as emars v Generate browse info
Debug infa:

|F'ru:ugram D atabaze j

Preproceszsor definitions:
|NDEE!LIG,_WINDEIWS,FLEXIBLE_SYMBDLENGINE,_LIN

Project Options:

Anologo AT A3 G SE /07 A0 Sstub® A0 ~
scommon' /D "MDEBUG! /D ' _WINDOWS" /D
"FLE=IBLE_SYMBOLEMGINE" /D "_UWICODE" /D

] | Cancel

Linker Settings

Project Settings @

Sefttings For. |\win32 ReleaseStatic

j General | Debug | C/C++ | Link | Resourc EE

BRES nativeE =ample

Category: |fRTEE -

td apfile name: v Generate mapfile

|HeleaseStaticE_D.-"nativeE wample.map

Debug Info

v Debug info | Separate bpes

% Microzoft format
" COFF format
" Both formats

Project Options:

oldnames.lib netapi32. ib mprapi.lib setupapi.lib ~
rezutilz. lib fnologo Aentne: wiefinkd ainCR T Startup™
faubzpstemwindows dAncremental yes W

] | Cancel
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When you have edited the project options you need to rebuild the software for the options to take effect
and create the debug information.

8.2 Visual Basic 6

To get debug symbols for Visual Basic you need to open the Properties dialog box from the Project
menu (you'll find it at the bottom of the menu).

nativebxampleVB6 - Project Properties

General ] Make | Compile Cl:umpcnnent] Debugging ]

" Compile to P-Code

* Compile to Native Code

{" Optimize for Fast Code [ Favor Pentium Proftm)

" Optimize for Small Code | [ Create Symbolic Debug Info

{* Mo Optimization

Advanced Optimizations. ..

&H11000000

QK | Cancel Help

When you have changed your project properties you need to build the application.

Go to the File menu and choose Make <projectname.exe>.

Copyright © 2002-2025 Software Verify Limited






Frequently Asked Questions| 266

9 Frequently Asked Questions

This section lists the commonly asked questions about Bug Validator.

9.1 General Questions

=l Does Cowerage Validator work with NT Senices?

Absolutely. There is a help section on working with NT Senvices.

=] Why might Inject or Launch fail?
Not using CreateProcess
If you are launching your application with any option other than CreateProcess you are effectively
using CreateRemoteThread to inject into the application you have just started running using

CreateProcess.

The Inject and Wait for Application to Start functionality also use CreateRemoteThread to inject into
an application.

For the reasons below, injection using CreateRemoteThread does not always work.

Common reasons for injection failure

A missing DLL in your application

Check your application is complete.

The target application is a .NET application or .NET senice

Check your application or senice is not written using .NET technology.

A missing DLL in Bug Validator
Check Bug Validator is installed correctly.

The application may have started and finished before the DLL could be injected

This only applies if you are launching the application.

The application security settings do not allow process handles to be opened

The application is a senice and is running with different privileges than Bug Validator

If the application being injected into is a senice it is recommended that the senice and Bug
Validator are both run on the same user account. See the topic on working with NT senvices.

Application Specific Reasons for Failure
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9.2

A small percentage of applications/senices will not allow any DLL to be injected into them.

The reasons for this are unknown, but our testing shows that the reason for failure to inject is a
combination of application, operating system and hardware that causes an inconsistency during
injection (we think it is a timing issue) that causes a failure.

Our tests show that on NT 4 about 1% of all applications fail to inject, 2% on Windows 2000 rising to
5% with Windows XP.

We expect that subsequent operating systems (Windows 2003 and Windows Vista) will have higher
failure rates.

[E] How do I clear the symbol cache?
Flush the symbol cache files:

o Settings Menu > Edit Settings * Hook safety * Clean Instrumentation Cache * Scan
and delete symbol cache files > Close *» OK

You may also want to disable the on-disk cache of PDB file symbols:
o Settings Menu > Edit Settings * Hook safety » deselect Cache instrumentation data >
OK
= 1 have an idea for a feature, can it be added to Coverage Validator?

We have tried to add as many features to Bug Validator that we thought would be useful to our
users.

In fact, every feature in Bug Validator has been used to solve problems and bugs for clients who
consult us, and in our own business, so we know the features we have are useful.

However, maybe we overlooked a feature that you would find very useful.

We'll happily consider most ideas for new features to Bug Validator. But no Quake, FlightSim or
Flappy Bird Easter eggs though, sorry!

Please contact us to let us know your thoughts.

What file extensions does Bug Validator use for itself?

Bug Validator stores most of the configuration data it needs in the registry. However some data, such as
the data hooks, coverage data and filter data is stored in files. This section describes the file extensions
used by Bug Validator so that you can recognise such files. The file data structure is not described as it
may change from version to version of the product.
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Settings, Filters, Coverage

kvs Settings

Program Launch, Extensions

exe Program files

9.3 Crashes and error reports

El The program I'm trying to monitor keeps crashing, why?
The following assumes your crash is one that only happens when using Bug Validator.
Here's a few scenarios in which your program might crash:
e Third party DLLs are using system wide hooks

Some DLLs from third party vendors use system wide hooks and do not interact with Bug
Validator and the target program very well.

If you can identify such DLLs, prevent them being hooked by adding the DLL name to the
Hooked DLLs page of the global settings dialog as in the example below.

Running
e Third party DLLs are using global hooks

A global hook DLL from a third party vendor could be adversely affecting Bug Validator when
hooking your program.

Read about handling global hooks on the Global Hooks page of the settings dialog.
Judging by multiple independent error reports, we believe there may be an incompatibility
between Bug Validator and the global hooks that come with the Matrox G400 and the
Matrox Millenium Il PCI video cards released in the late 1990's.

e There may be a bug in Bug Validator

It happens. We've tried to make Bug Validator as robust as possible, but bugs and new
scenarios do occur.

First, ensure that the crash never happens if you are not using Bug Validator.
Second, check all the suggestions above.

Then drop us a line sending details of the error and we'll try to reproduce the crash with a
view to fixing any bugs found in as timely a manner as possible.
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=] Bug Validator gives an Unrecoverable Error?

The Bug Validator Unrecowverable Error dialog is displayed when an unexpected internal error means

Bug Validator cannot continue to execute.

A stack trace and register dump is shown and you can Copy to Clipboard so that the data can be
sent to us with a description of the activities that caused the error.

Wel'll aim to fix any problems in as timely manner as possible.

The data shown in the dialog is also written to c: \users\<username>\AppData\Roaming\Software

Verify\Bug Validator\bvExceptionLogUI.txt

The picture below shows a stack overflow exception report (we created the crash for this topic).

Bug Validator Unrecoverable Error

supporti@zofbwareyerify. com

A, copy af thiz repart can be found in

An unrecoverable eror hag ocourred. Bug Yalidator iz unable to continue.
Pleaze zend the crazh report and a description of what pou were doing when the error occured to

LA zers'StephentbppDatabRoaminghS oftware WenfuhBug Y alidatorbvE sceptionLogld] txt

7 >

Bug Yalidator V3,77 [512]
Windows Werzion: B.2
Service Pack: 0.0

Build: 5200

B4 bit Operating System

Murn Processors: 8

Procezsar Type: 536

Whi Page size: 0x1000

Wi Paragraph zize: 0x10000

Wi Minirum address: 000070000
WA b amimunn address: Ox e
16244: MB of phuzical mermany

Thread ID: 9196 [MainT hread]

Pleaze email thiz repart ta support@softwareverify.com
& copy of this repart can be found in C:hUsershStephenhdppD atah B oaminghSoftware YenfyhBug Y alidator'b

e hormhehbughalidatarstabzeryhreleasehbughf alidator. exe

A

W
£ >
Email support... Copy to Clipboard
bvExceptionLogUL.txt

bvExceptionLogULl.txt details a crash in the Bug Validator user interface.

bvExceptionLog.txt
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bvExceptionLog.txt details a crash in the target program that Bug Validator was monitoring. The
crash may be in the target program or in Bug Validator's monitoring code.

El what is in bvExceptionLog.txt?

In the event of a crash, the file c:\users\<username>\AppData\Roaming\Software Verify\Bug
Validator\bvExceptionLogUI.txt contains information that identifies where Bug Validator was
executing when it crashed.

The file contains a stack trace and register dump and is the same information that is displayed in the
Unrecowverable Error dialog when a crash occurred.

The file contains only the data for the most recent exception.

9.4 Bug Validator Unrecoverable Error

The Bug Validator Unrecoverable Error dialog is displayed when an internal error has occurred that Bug
Validator did not expect. Bug Validator cannot continue to execute. A stack trace and register dump is
shown so that the data can be sent with a description of the activities that caused the error to
support@softwareverify.com. The data shown in the dialog is also written to c:
\users\<username>\AppData\Roaming\Software Verify\Bug Validator\bvExceptionLogUI.txt .

The picture below show the exception report for a stack overflow error. The error shown below is artificial
and was deliberately caused to allow this picture to be taken.

If you see this dialog, please copy the data and send it with a description of what you were doing with
Bug Validator to support@softwareverify.com so that we can fix the bug that caused this error.
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9.5

Bug Validator Unrecoverable Error ? >

An unrecoverable error has occurred. Bug Validatar iz unable to continue.

Please zend the crazh report and a description of what you were doing when the error occured to
supportEzoftyareserify. com

A copy af thiz repart can be faund in
C:A M zers'StephentbppDatabRoamingS oftware WenfuhBug Y alidatorbyvE sceptionLogld] txt

Fleaze email thiz report to supporti@zoftwareverify. com ~

& copy of this repaort can be found in C:hUsershStephenhdppD atah B oamingh S oftware YenfyhBug Y alidatorsb
Bug Walidator V3,77 [512]

Wwindows Wersion: 6.2

Semvice Pack: 0.0

Build: 5200

B4 bit Operating System

Mum Processors: 8

Proceszsar Type: 536

Whi Page size: 0x1000

Wi Paragraph zize: 0x10000

Wk Minirum address: 0=00070000
WA b amimunn address: Ox e
16244: MB of phuzical mermary

e:homb.chbugh alidatorttabzeryreleazehbugt alidator. exe

Thread 1D: 9196 [MainT hread]

£ >

Email zupport... Copy to Clipboard

bvExceptionLogUL.txt

bvExceptionLogUI.txt details a crash in the Bug Validator user interface.

bvExceptionLog.txt

bvExceptionLog.txt details a crash in the target program that Bug Validator was monitoring. The crash
may be in the target program or in Bug Validator's monitoring code.

What is in bvExceptionLogUL.txt?

The file c:\users\<username>\AppData\Roaming\Software Verify\Bug

Validator\bvExceptionLogULl.txt contains information that identifies where Bug Validator was executing
when Bug Validator crashed.

This information is also displayed in the exception report dialog that is displayed when a crash occurs.

The file c:\users\<username>\AppData\Roaming\Software Verify\Bug
Validator\bvExceptionLogUIl.txt contains the data for the most recent exception.
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The picture below show the exception report for a stack overflow error. The error shown below is artificial
and was deliberately caused to allow this picture to be taken.

If you see this dialog, please copy the data and send it with a description of what you were doing with
Bug Validator to support@softwareverify.com so that we can fix the bug that caused this error.

Bug Validator Unrecoverable Error ? >

An unrecoverable error has occurred. Bug Validatar iz unable to continue.

Please zend the crazh report and a description of what you were doing when the error occured to
supportEzoftyareserify. com

A copy af thiz repart can be faund in
C:A M zers'StephentbppDatabRoamingS oftware WenfuhBug Y alidatorbyvE sceptionLogld] txt

Fleaze email thiz report to supporti@zoftwareverify. com ~

& copy of this repaort can be found in C:hUsershStephenhdppD atah B oamingh S oftware YenfyhBug Y alidatorsb
Bug Walidator V3,77 [512]

Windows Wersion: 5.2
Service Pack: 0.0

Build: 5200

B4 bit Operating System

Mum Processors: 8

Proceszsar Type: 536

Whi Page size: 0x1000

Wi Paragraph zize: 0x10000

Wk Minirum address: 0=00070000
WA b amimunn address: Ox e
16244: MB of phuzical mermary

e:homb.chbugh alidatorttabzeryreleazehbugt alidator. exe

Thread 1D: 9196 [MainT hread]
£

Email zupport... Copy to Clipboard

bvExceptionLogUL.txt

bvExceptionLogUI.txt details a crash in the Bug Validator user interface.

bvExceptionLog.txt

bvExceptionLog.txt details a crash in the target program that Bug Validator was monitoring. The crash
may be in the target program or in Bug Validator's monitoring code.

9.6 How do | create a Power User on Windows XP?

Windows XP provides Power User accounts but does not make it easy to create a user with Power User
privileges. To create a user with Power User privileges do the following:

e Create a Limited User account (we will call it "Test Limited User").

e Open Control Panel and set to Classic View.
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9.7

Open Administrative Tools.

Open Computer Management.

In the left hand pane expand Local Users and Groups.

In the left hand pane select Users.

In the right hand pane select the user account you created abowe ("Test Limited User").

Right click on "Test Limited User" and choose Properties from the context menu.

Select the Member Of tab.

Click Add. A dialog box will be displayed. In the bottom edit box type Power Users. Click OK.
Select the Users entry. Click Remove. Click OK.

Close the Computer Management window.

Your Test Limited User is now a member of the Power Users group. Now is a good time to rename the
account to something more appropriate.

Why does Bug Validator fail to load my symbols?

In a few cases Bug Validator will fail to load symbols for a DLL that you believe you have provided
symbols for. This topic describes the possible causes. Please read the suggested course of action for
each compiler.

Microsoft Developer Studio / Microsoft Visual Studio

Symbols are defined in PDB files. A PDB file has the same name as the DLL to which it refers, with a
PDB extension instead of DLL or EXE. For example:

text.exe would have a PDB file called test.pdb.
features.dll would have a PDB file called features.pdb.

Bug Validator uses the Microsoft supplied DbgHelp.dll to perform all symbol handling activities. When
searching for the symbols for a DLL, DbgHelp expects to find a PDB file with the correct checksum that
matches the DLL. If DbgHelp finds a PDB file with a different checksum, DbgHelp will fail to load the
symbols and the search for a symbol file for the DLL will end.

To ensure that the correct DLL and PDB file are found the following need to be TRUE.

e The DLL and PDB file have the same name, except for the extension.

e The first PDB file found with the appropriate name when traversing the PDB search path is the PDB file
with the correct checksum.

If DbgHelp is failing to load your symbols (you can check the diagnostics tab for messages indicating

such a failure), you need to check the following:

e  Ensure that your EXE/DLL is compiled to include symbol information (these are different options to
the linker options).

e  Ensure that your EXE/DLL is linked to include symbol information (these are different options to the
compiler options).

e You are using the most recent version of your DLL.

e You are using the correct version of your DLL (release DLL with release builds, debug DLL with
debug builds).

e Verify the above when your application is running by checking the modules loaded by the
application. You can check the modules by using the Loaded Modules dialog, or by inspecting the
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diagnostics tab. You need to be sure that your application is not loading a different DLL with the
same name from a different directory that is on the search path.

e Verify that there are no PDB files with the same file name that are on the PDB search path, except
for the PDB file you expect to be used.

e  Check the version of DbgHelp.dll used by your Visual Studio installation and the version of
DbgHelp.dll distributed with Bug Validator. If the version of DbgHelp.dll used by Visual Studio is
higher than the version distributed with Bug Validator it is possible that Microsoft have changed the
PDB file format. This will result in Bug Validator being unable to read the symbols. To fix this:

e Copy the DbgHelp.dll from Visual Studio to the Bug Validator installation directory.

e When Bug Validator launches an application it copies Bug Validator's DbgHelp.dll to the
directory of the executable to ensure that the DbgHelp.dll that is more recent than the default
system32\dbghelp.dll (which doesn't get updated by Windows Update). You need to remowve
these dlls, search for them and delete them (they will be in paths such as c:
\myapplication\debug, etc).

Some symbolic information will not load for reasons unknown. In this circumstance, you should (after
trying the above suggestions) try changing the location in which symbols are sourced, and also disabling
the caching of symbols. Information on this topic is available here.

If after checking all of the above you still have problems, please contact support@softwareverify.com.

Visual Studio 2005 (Visual Studio 8.0)

You may find that symbols for the MSVCR80.DLL, MSVCR80D.DLL, MF80.DLL, MFC80U.DLL,
MFC80D.DLL and MFC80UD.DLL dlls are not loaded. The reason for this is that these symbols are
stored in c:\windows\symbols\dll rather than with the DLLs themselves. This is due to the
Windows.NET Side-by-Side (WinSxS) DLL/assembly loading. Add the path c:\windows\symbols\dll to
the list of paths for Program Database Files on the File Locations tab.

) Data Collection Settings ? x
- Data Collection ~  File Locations
Eusllo!'n HDDkS Fath Type: |F'rugram D atabase [FDB] Files j Partial scan.. | Full scan... ‘
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- sypplications o Monitor Directory
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- Hooked Source File Types
- Excluded Source Files

- Hooked DLLs Remove all
Instrumentation

- Hook Inzertion

- Line Hooking

- Hook Control

- Hook, Safety

- Instrumentation Logging
Symbol Handling

e Symbol Loakup Irmport...
Symbol Servers =
D_ata Dizplay v Ak for location of file if file cannaot be found in search paths

i Dizplay filters [v Daon't ask for location of file if ne number is nat valid (0, -1, ete)
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Editing
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You may need to restart Bug Validator to get valid symbols for MFC80(u)(d).dll if you have already
recorded a session for which you did not get symbols. Alternatively you can do the following actions to
clear the symbol cache.

Open the Session Manager from the Managers menu.

Delete All sessions.

Close the Session Manager.

Open the Settings Dialog (in Intermediate or Expert user interface mode).

Go to the File Cache / Subst Drives tab.

Click the Flush Cache button.

Click OK.

You may also want to disable Bug Validator's on-disk cache of symbols read from PDB files. To do this
take the following actions:

e Open the Settings Dialog (in Intermediate or Expert user interface mode).

e Go to the Symbol Lookup tab.

e Deselect the Enable caching... check box.

e Click OK.

Metrowerks CodeWarrior for Windows V8 & V9

Metrowerks symbolic information is embedded in the .exe/.dll as CodeView information. Please consult
the documentation for CodeWarrior to include debug information (including filenames and line numbers)
in the CodeView information.

If after checking all of the abowve you still have problems, please contact support@softwareverify.com.

Salford Software FORTRAN95

Salford FORTRAN95 symbolic information is embedded in the .exe/.dll as COFF (Common Object File
Format) information, with some extensions proprietary to Salford Software (which they have kindly shared
with Software Verify). Please consult the documentation for Salford FORTRANS5 to include debug
information (including filenames and line numbers) in the COFF information.

If after checking all of the above you still have problems, please contact support@softwareverify.com.

9.8 How do | examine the DbgHelp symbol search path?

When symbols fail to load for modules built with compilers that generate PDB files (Microsoft C++
compilers and linkers, Intel performance compilers and linkers) it can be confusing why the failure has
occurred.

There are typically three broad classes of success/failure when trying to load symbols in a PDB file:
1. amissing PDB file

2. a PDB file located in the wrong place (you think it's present but the debugging library can't find it)
3. anincorrect PDB file (you think it's correct but it's actually from the wrong build)

The diagnostic tab of Bug Validator displays many types of information that can help diagnose many
problems when working with Bug Validator.
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These information groups can be selected using the combo box at the top of the diagnostic display. The
DbgHelp debug group allows us to examine where DbgHelp.dIl looks

for symbols. By examining the output we can identify if it is finding the PDB file we think it should be
finding and if it likes the contents of any PDB file it finds.

The output for alternate modules is shown in alternate colours. This makes it easier for you to determine
which output is for the DLL you are interested in. The output shown is the exact same output that
DbgHelp.dll sends to it's debugging stream. We have added nothing. We have remowved nothing. We
beleive showing you the exact information DbgHelp.dll outputs is the best way to help you determine
what actions to take to resolve any issue with symbol loading.

Below we show three examples using nativeExample.exe and nativeExample.pdb.

Correct symbol file for nativeExample.exe

E\Iterl \wl
1D | Message
DbgHelp Search Info DBGHELP: Symbol Search Path: CAWINDOWS\symbolshdll;C:\Program Files (x86)\Software Verify\Bug Validator x86\examples\nativeExample\Releaselynamic10_0;
DbgHelp Search Info DBGHELP: C:AWINDOWS\symbols\dil\nativeExample.pdb - file not found
DbgHelp Search Info DBGHELP: CAWINDOWS\symbols\dilexe\nativeExample.pdb - file not found
DbgHelp Search Info DBGHELP: CAWINDOWS\symbols\dilsymbols\exe\nativeExample.pdb - file not found
DbgHelp Search Info DBGHELP: nativeExample - private symbols & lines
DbgHelp Search Info C:\Prograrn Files (x86)\Software Verify\Bug Validator x86\examples\nativeExample\ReleaseDynamic10_0\nativeExample.pdb

DbgHelp searches in various places looking for nativeExample.pdb.

Eventually nativeExample.pdb is found in c:\Program Files (x86)\Software Verify\Bug Validator
x86\examples\nativeExample\ReleaseDynamic10_0O\nativeExample.pdb.

DbgHelp loads private symbols and lines. (The alternate outcome is that DbgHelp loads public symbols).

Outcome: Success. Symbols are loaded.

Missing symbol file for nativeExample.exe

Show: | D'bgHelp debug | Filter | Apply Filter

ID | Message

DbgHelp Search Info DBGHELP: CAWINDOWS\symbols\dil\nativeExample.pdb - file not found

DbgHelp Search Info DBGHELP: CANWINDOWS\symbols\dil\exe\nativeExample.pdb - file not found

DbgHelp Search Info DBGHELP: CAWINDOWS\symbols\dil\symbols\exe\nativeExample.pdb - file not found

DbgHelp Search Info DBGHELP: C:\Program Files (x86)\Software Verify'\Bug Validator x86\examples\nativeExample\ReleaseDynamic10_0nativeExample.pdb - file not found
DbgHelp Search Info DBGHELP: nativeExample - no symbols loaded

DbgHelp has the search path set then searches in various places looking for nativeExample.pdb.

nativeExample.pdb never gets found on the search path. SymSrv then looks for additional locations for
nativeExample.pdb. None are found.

DbgHelp does find some COFF symbols in the executable. Unfortunately COFF symbols do not contain
filename or line number information.
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9.9

Outcome: Failure. The PDB file could not be found. Some default symbols are loaded but are not of
much use,

Resolution: Check the File Locations PDB paths to ensure that all the possible paths for PDB files are
listed.

Incorrect symbol file for nativeExample.exe

Show: | DbaHelp debug ~|  Fiter [ Apply Fiker

1D |Message

DbgHelp Search Info DBGHELP: Symbol Search Path: C\WINDOWS\symbols\dIl;C:\Program Files (x86)\Software Verify\Bug Validator x86\examples\nativeExample\ReleaseDynamicl10_0;
DbgHelp Search Info DBGHELP: CAWINDOWS\symbols\dil\nativeExample.pdb - file not found

DbgHelp Search Info DBGHELP: CAWINDOWS\symbolshdilexeinativeExample.pdb - file not found

DbgHelp Search Info DBGHELP: CAWINDOWS\symbols\dil\symbols\exe\nativeExample.pdb - file not found

DbgHelp Search Info 4 : C:\Program Files (x86)\Software Verify\Bug Validator x86\examples\nativeExample\ReleaseDynamic10_0\nativeExample.pdb - mismatched pdb

DbgHelp Search Info DBGHELP: C:\Program Files (x86)\Software Verify\Bug Validator x86\examples\nativeExample\ReleaseDynamic10_0\exe\nativeExample.pdb - file not found
DbgHelp Search Info DBGHELP: C:\Program Files (xSEJ\Suftware Verlfy\Bug ValldaturxSE\examples\natWEExample\REIeaseDynamlc1D Oh\symbols\exeinativeExample.pdb - file not found
DbgHelp Search Info 3Gl C m Files (x86)\Soft e Verify 86\examples\nativeExample\ReleaseDynamic10_\nativeExample.pdb - mismatched pdb

DbgHelp Search Info fel ldn't lo ogram File ware Verify\Bug Validator xB6\examples\nativeExample\ReleaseDynamic10_D\nativeExample.exe

DbgHelp Search Info DBGHELP: nativeExample - no symbols loaded
DbgHelp searches in various places looking for nativeExample.pdb.

Eventually nativeExample.pdb is found in c:\Program Files (x86)\Software Verify\Bug Validator
x86\examples\nativeExample\ReleaseDynamic10_0O\nativeExample.pdb.

DbgHelp attempts to load the symbols but fails because the symbols are for a different build of the
software. The checksum inside the PDB file does not match the module.

DbgHelp does find some COFF symbols in the executable. Unfortunately COFF symbols do not contain
filename or line number information.

Outcome: Failure. A PDB file was found but it was not the correct PDB file. Some default symbols are
loaded but are not of much use,

Resolution:

e Ensure the PDB file found is the correct PDB file for the build. If you are copying builds from a build
server be sure to copy the correct PDB files as well.

e Check the File Locations PDB paths to ensure that all the possible paths for PDB files are listed in the
correct order so that if multiple paths have a PDB file with the same name that the correct PDB file is
found first.

Why are some functions not hooked?

Bug Validator instruments your application by re-writing the prologue and epilogue of each function in
your application, inserting code to monitor code Bug. Before inserting the code Bug Validator checks to
ensure that it is safe to re-write the function prologue and epilogue. If it is not safe to re-write the function
epilogue and prologue the function cannot be instrumented.

The following items can prevent the function from being hooked:
Function too short to hook.

Function has multiple exits.

Function has jumps into epilogue.

Function has jumps into prologue.
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e Function cannot be disassembled.
¢ Instruction sequence cannot be hooked.

You can improve the likelihood of your function being hooked by enabling the check boxes on the Hook
Control settings.

9.10 Why are some lines not hooked?

Bug Validator instruments the lines in your application by inserting code to recognise the execution of
the start of every line in your application. Before inserting the code Bug Validator checks to ensure that it
is safe to re-write the function lines. If it is not safe to re-write the function epilogue and prologue the
function cannot be instrumented.

The following items can prevent the function from being hooked:

e Function too short to hook. The function must be at least 5 bytes in length.

e The code for the line is too short to hook. The code for the line must be at least 5 bytes in length.

e Function cannot be disassembled.

¢ Instruction sequence cannot be hooked.

You can improve the likelihood of the lines in each function being hooked by enabling the check boxes
on the Hook Control settings.

9.11 Debug symbols and DbgHelp

El Why does Cowerage Validator fail to load my symbols?

In a few cases Bug Validator will fail to load symbols for a DLL that you believe you have provided
symbols for.

This topic describes the possible causes. Please read the suggested course of action for each
compiler.
=] Microsoft Visual Studio or Developer Studio
Symbols are defined in PDB files with the same name as the .exe or .dll to which it refers.
Bug Validator uses the Microsoft supplied DbgHelp.dll to perform all symbol handling activities.
Correct PDB name and location?
To ensure that the correct PDB is found to match a DLL the following must be true:

e The DLL and PDB file have the same name, except for the extension
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For example test.pdb matches for test.dll or test.exe.
¢ The first matching PDB file in the PDB search path has the correct checksum

If DbgHelp finds a PDB file with a different checksum, loading symbols will fail but the
search will still stop.

Verify that there are no PDB files with the same file name that are on the PDB search path,
except for the PDB file you expect to be used.

You can check the DbgHelp symbol search path to troubleshoot symbol loading failures relating
to the symbol search path.

Are compiler and linker producing symbols?
If DbgHelp is still failing to load your symbols, check the following:
e Your program is compiled to include symbol information
e Your program is linked to include symbol information
Linker options are different to the compiler options
Running correct version of DLL?
Check that you are using:
e The most recent version of your DLL
e The correct build version of your DLL
For example release DLL with release builds, debug DLL with debug builds
Checking for correctly loaded modules
When your application is running, check the modules being loaded by the application.

In Bug Validator, you can check the modules by using the Loaded Modules dialog, or by
inspecting the Diagnostics tab.

You need to be sure that your application is not loading a different DLL with the same name from
a different directory that is on the search path.

Correct version of DbgHelp.dll?

Try checking the version of DbgHelp.dIl used by your Visual Studio installation and the version of
DbgHelp.dll distributed with Bug Validator.

If the version used by Visual Studio is higher, it's possible Microsoft changed the PDB file
format, making the symbols unreadable by Bug Validator.

To fix this:
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e Copy the DbgHelp.dll from Visual Studio to the Bug Validator installation directory
¢ Remove any DbgHelp.dll from your application directory

When Bug Validator launches an application it copies Bug Validator's DbgHelp.dll to the
directory of the executable.

This ensure that the DbgHelp.dll used is more recent than the default
system32\dbghelp.dl11l which may not get updated.

You need to find and remowe these dlls - e.g. c: \myapplication\debug\DbgHelp.dl1l
etc.

If all else fails...
Sometimes symbolic information will not load for unknown reasons.

In this circumstance, after trying the above suggestions, try changing the location in which
symbols are sourced.

You could also try flushing and disabling the caching of symbols.
If you still have problems, please contact us giving as much detail as possible, including what
you've tried.

[l visual Studio 2005 (8.0) and later versions

You may find that symbols for the msvcr80.d11, msvers80d.dll, mf80.d11l, mfc80u.dll,
mfc80d.d1l1l and mfc80ud.d11 DLLs are not loaded.

The reason for this is that these symbols are stored in c:\windows\symbols\d1l1 rather than with
the DLLs themselves.

This is due to the Windows.NET Side-by-Side (WinSxS) DLL/assembly loading.

To resolwe this, add the path c:\\windows\symbols\dll to the list of paths for Program Database
Files on the File Locations tab:
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You may need to restart Bug Validator to get valid symbols for mrcgo (u) (d) .d11 if you have already

recorded a session for which you did not get symbols.

Alternatively follow the instructions in the question on how to clear the symbol cache:

[El Metrowerks CodeWarrior for Windows V8 / V9

Metrowerks symbolic information is embedded in the .exe/.dll as CodeView information.

Please consult the documentation for CodeWarrior in order to include debug information
(including filenames and line numbers) in the CodeView information.

If you still have problems, please contact us giving as much detail as possible, including what

you've tried.

[El salford Software Fortran 95

Salford Fortran 95 symbolic information is embedded in the .exe/.dll as COFF (Common Object
File Format) information, with some proprietary extensions to Salford Software (which they have

kindly shared with us).

Please consult the documentation for Salford FORTRAN95 to include debug information
(including filenames and line numbers) in the COFF information.

If you still have problems, please contact us giving as much detail as possible, including what

you've tried.

= MingW compiler
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We recommend compiling your software with -gstabs to create stabs debugging information.

The -gcoff option is also supported, but this does create a lot of unnecessary symbols,
making symbol parsing slower.

[E] Troubleshooting DbgHelp.dil

Bug Validator uses the Microsoft Debugging DLL, DbgHelp.dIIEA, copying the correct private version
to your application's directory as your program is started.

Howevwer, there are cases where your application can be started independently, and you must ensure
that your application uses the correct DbgHelp.dlIl.

Diagnostic error messages appear on the Diagnostics tab as in the example below detailing which
version of DbgHelp.dll was expected and what was actually loaded.

DbgHelp.dil version C:\Program Files (xB6)\Software Verification\C++ Coverage Validator\cvExample\DebugMonLinkANSE_0\dbghelp.dil

DbgHelp.dil version DbgHelp.dil version loaded into target: 6.3.16.1

DbgHelp.dll version DbgHelp.dll version expected: 6.11.1.404

DbgHelp.dll version warning DbgHelp.dil loaded has a lower version nurnber than the DbgHelp.dll that ships with C++ Coverage Validator.

DbgHelp.dll version warning This may cause failures when trying read debugging information (Symbols, Filenames, Line Mumbers),

DbgHelp.dil version warning DbgHelp.dil prior to 6.0 will not werk properly, DbgHelp.dll 69 or better is preferred.

DbgHelp.dll version warning For best results you need to ensure that C++ Coverage Validator's DbgHelp.dll is found on the SPATH before the DbhgHelp.dil that is being loaded.
DbgHelp.dll version warning You can usually do this by putting the current directory (.') at the start of your SPATH.

If you see any DbgHelp warning dialogs, or get diagnostic errors, ensure the correct DbgHelp.dll is
used by:

e Copy (don't move) DbgHelp.dll
from: the Bug Validator install directory
to: the location of the application being tested (the same directory as the .exe).
Rerun your test.
e Try updating the versions of DbgHelp.dll in:
c:\windows\system32

and

c:\windows\system32\dllcache
Accept any Windows permission warnings if you try to do this.
Rerun your test.

If you still continue to have problems, please drop us a line via our support email.
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[E] How do I examine (and fix) the DbgHelp symbol search path?

It can be confusing to see why symbols fail to load for modules built with compilers that generate
PDB files, e.g.: Microsoft, Intel.

There are typically three reasons for failure: the PDB file is...
e missing, for example it was not provided with the executable

¢ in the wrong place, so the debugging library can't find it
o the wrong version, for example from a different build

The diagnostic tab

The Diagnostic tab of Bug Validator displays lots of messages that can help diagnose many
problems.

To show only DbgHelp debug information, use the message filter drop down at the top of the
diagnostic tab. This lets you examine where DbgHelp.dll looks for symbols.

Examine the output to see if it's finding the PDB file you think it should, and if it rejects the contents
of any PDB file it finds.

Output for alternate modules is shown in alternating coloursets, and the messages are the exact
same output from the DbgHelp.dll debugging stream.

Examples of examining the diagnostics

Below we show three examples using bvExample.exe and bvExample.pdb from our example
application.

e Correct symbol file found

DbgHelp first searches in various places looking for bvExample.pdb

DbgHelp Search Info DBGHELP: C:\Windows\symbuols\dllcvExample.pdb - file not found
DbgHelp Search Info DBGHELP: C\Windows\symbols\dIlexe\cvExample.pdb - file not found
DbgHelp Search Info DBGHELP: C\Windows\symbols\dIlsymbels\exe\cvExample.pdb - file not found

Depending on your machine, there may be other search paths included.

Finally bvExample.pdb is found in the same directory as the .exe file of the target program

DbgHelp Search Info DBGHELP: cvExample - private symbaols & lines
DbgHelp Search Info C:\Program Files (x86)"\Software Verification\C++ Coverage Validator\cvExample\DebugNonLinkANSE_0\cvExample.pdb
Loaded symbaols Loaded PDB symbols for:C:\Program Files (x86)\Software Verification\C+ + Coverage Validator\cvExample\DebugMenLinkANSD_0\cvExample.exe

DbgHelp loads private symbols and lines, (the alternative being that DbgHelp loads public
symbols).

Outcome:
Success. Symbols are loaded.
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¢ Missing symbol file
As before, DbgHelp first searches in various places looking for bvExample.pdb

But, bvExample.pdb doesn't get found in the same directory as the .exe file of the target
program.

DbgHelp Search Info DBGHELP: c:\Program Files (x86)\Software Verification\C++ Coverage Validator\cvBExample\DebugNonLinkANSIY_0\cvExample.pdb - file not found
bvExample.pdb never gets found on the search path.
SymSrv might then look for additional locations for bvExample.pdb, but has no luck.

DbgHelp might find some COFF symbols in the executable, however these don't contain
filename or line number information.

Finally all options are exhausted.
DbgHelp Search Info DBGHELP: cvExample - no symbols loaded

Outcome:
Failure. The PDB file could not be found. Some default symbols are loaded but are not of

much use.
Resolution:
Check the File Locations PDB paths to ensure that all the possible paths for PDB files are
listed.
¢ Incorrect symbol file

As before, DbgHelp first searches in various places looking for bvExample.pdb

This time, bvExample.pdb does get found in the same directory as the .exe file of the target
program.

DbgHelp tries to load the symbols but fails - the checksum inside the PDB file does not
match the module.

This might be because the symbols are for a different build of the software, or it's an
incorrectly named PDB file belonging to another program.

DbgHelp Search Info DBGHELP: C:\Program Files oftware Verification\C++ Coverage Validator\cvExample\DebugMonLinkANSE_0\cvExample.pdb - mismatched pdb
DbgHelp Search Info DBGHELP: C:\Program Files (x86)\Software Verification\C++ Coverage Validator\cvExample\DebugNonLinkANSE_0\exe\cvExample.pdb - file not found

DbgHelp Search Info
DbgHelp Search Info
DbgHelp Search Info

Finally all options are exhausted.

DbgHelp Search Info DBGHELP: cvExample - no symboels loaded
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Outcome:
Failure. A PDB file was found, but it was not the right one.

Resolutions:

Double check the PDB is the correct one for the build you are running.

When copying builds from another machine (or from a build server), make sure to copy the
correct PDB as well.

Check the File Locations PDB paths to ensure that all the possible paths for PDB files are
listed.

Check the order of those PDB paths in case there are multiple paths resulting in the wrong
PDB being found first.

[El How can | create a map file with line numbers

If you don't have the ability to use .PDB files for debug information , you may be able to use .MAP
files with line information.

The following is only applicable to Debug builds. Map files for Release builds can't have line number
data.

= Microsoft discontinued support for including line information in .MAP files with Visual Studio 8.0
(2005). There is no easy workaround to this.

To select the /mapINFO:LINES Option for Visual Studio 6.0 use the following steps. If you are using

Visual Studio 7.0, 7.1 (i.e .NET 2002 or 2003) the project settings user interface is slightly different,
but the basic principle remains the same.

In Visual Studio:

E| Project Menu * Settings... * Select project * Shows project settings

The example image below shows project bvExample.
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Project Seutngs g |

Wina2 Felease Man Link ANSI j General | Debug | C/C++  Link | Hesu:uuru:(: EE

Mg cvE wample |
EE cvE :Irlll:ll"' I:ategm_lr_lj IGEI"IE[EI' j EESEt

Output file name:

Settings Far:

|HeleaseN onLinkaM S| ovEsample. exe

Object/library modules:

||:|I|:|names. lib

¥ Generate debuginfo [ Ignore all default libraries
¥ Link incrementally ¥ Generate mapfile
[~ Enable profiling

Project Options:

dmachine: <36 /def" \ovExample. def'! ;I
fout"ReleazeManLinkAMN S /ovE sample. exe"
AMAPINFO:LINES | j

] I Cancel I

e Generate mapfile » check option to request MAP file output
e Project Options » add the text /varInrFo:1.1NES to add line information to the file » OK
Save your project workspace and build your project.

= Due to daylight saving times it is possible for a MAP file to have an embedded timestamp that is
different than the DLL timestamp by an hour. In these situations Bug Validator will not recognise the
MAP as valid. The solution to this problem is to rebuild the application.

9.12 Extensions, services and tools
=) Including stublib.h in my project doesn't compile. Why?

You may encounter problems when including stub1ib.h in order to link directly with Bug Validator.

Include path problems

Ensure that your project C preprocessor include paths reference both of the stub and stublib
subdirectories in the installation directory of Bug Validator.
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For example, if Bug Validator is installed in:
C:\Program Files (x86)\Software Verify\Bug Validator

Then add the following paths for all configurations; Debug, Release, etc:

C:\Program Files (x86)\Software Verify\Bug Validator\stub
C:\Program Files (x86)\Software Verify\Bug Validator\stublib

Compiler errors

If you include stublib.h, your project must have included windows.h first, (or see below for an
alternative).

If you fail to include windows.h then stub1ib.h will refer to some none-existent datatypes, causing
compiler errors similar to the ones shown below.

Here's an example program that will not compile:

#include "stdafx.h"
#include "stublib.h"

int main(int argc, char* argvl(])
{

return 0;

El see the compiler errors from the above code
———————————————————— Configuration: testMV_allEnum - Win32

Compiling...

testMV_allEnum.cpp

c:\program files\software verification\bug validator\stub\allenum.h(70) : error
C2146: syntax error : missing ';' before identifier 'lRequest'

c:\program files\software verification\bug validator\stub\allenum.h(70) : error
C2501: 'LONG' : missing storage-class or type specifiers

c:\program files\software verification\bug validator\stub\allenum.h(70) : error
C2501: 'lRequest' : missing storage-class or type specifiers

c:\program files\software verification\bug validator\stubl\allenum.h(71) : error
C2146: syntax error : missing ';' before identifier 'reserved3'

c:\program files\software verification\bug validator\stub\allenum.h(71) : error
C2501: 'DWORD' : missing storage-class or type specifiers

c:\program files\software verification\bug validator\stubl\allenum.h(71) : error
C2501: 'reserved3' : missing storage-class or type specifiers

c:\program files\software verification\bug validator\stub\allenum.h(73) : error
C2143: syntax error : missing ';' before '*'

c:\program files\software verification\bug validator\stubl\allenum.h(73) : error
C2501: 'BYTE' : missing storage-class or type specifiers

c:\program files\software verification\bug validator\stub\allenum.h(74) : error
C2501: 'dde pbData' : missing storage-class or type specifiers

To fix this problem simply include windows.h before stublib.h
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#include "stdafx.h"
#include <windows.h> // new line to fix compile errors
#include "stublib.h"

int main (int argc, char* argvl(])
{
return O;

}

Can't include windows.h?

If including windows . h is not an option, you can just define the following types:
#define LONG long
#define DWORD unsigned long

#define BYTE unsigned char
#define HANDLE void *

[El What do 1 do if I cannot use svBVStubSenice.lib?

You may find that you can't use sviBVStubService.lib / svIBVStubService_x64.lib because your
linker doesn't understand the format of the lib file.

If that happens you can use the code below to compile the two functions that would be provided by
those libraries.
[l see the header file

#ifndef SVL BVSTUB SERVICE H
#define SVL BVSTUB SERVICE H
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#include "svlServiceError.h"

/7
/7
/7
//
/)
7’/
7’/
/7
/7
/7
/7
//
/)
7’/
7’/
/7
/7
/7

IMPORTANT.

If you use svIlBVStub LoadBugValidator() to load svlBugValidatorStub.dll into you
application, you must also use svIlBVStub UnloadBugValidator () to unload the DLL
your application being closed down. Failure to do so will almost certainly resul
It does not matter how the application is closed down, you must ensure that you
svIlBVStub UnloadBugValidator () to unload the DLL if you have loaded it.

The DLL prepares itself in different ways and shuts itself down differently depe

it is:-

a) Directly linked to the application for use with the API or injected with Bug
When the DLL is used in this manner to DLL expects to oversee and manage the
shutdown.

b) Loaded by using svIlBVStub LoadBugValidator ().

When the DLL is used in this manner to DLL expects to be removed prior to app
and the behaviour of the DLL is undefined once you enter the program shutdown

This difference in behaviour is intentional and is done to allow the use of

services.

#ifdef  cplusplus

extern "C" {
fendif

SVL SERVICE ERROR sv1BVStub LoadBugValidator (serviceCallback FUNC callback,

void *userParam) ;

SVL SERVICE ERROR sv1BVStub UnloadBugValidator();

#ifdef  cplusplus

}

#endif

fendif

=l see the implementation file
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#include

#include
#include

"sv1BVStubService.h"

<windows.h>
<tchar.h>

typedef void (*ENABLE STUB SYMBOL FUNC) () ;

SVL SERVICE ERROR sv1BVStub LoadBugValidator (serviceCallback FUNC callback,

void *userParam)
{
SVL SERVICE ERROR errCode = SVL OK;
if (hModule == NULL)
{
hModule = LoadLibraryW(L"svlBugValidatorStub.dl1l"); // change this to svl
if (hModule != NULL)

{

// DLL loaded, set the service callback function
SETCALLBACK FUNC setCallbackFunc;
setCallbackFunc = (SETCALLBACK FUNC)GetProcAddress (hModule,

if (setCallbackFunc != NULL)
{

(*setCallbackFunc) (callback, userParam);

// now start the profiler

PROC *p;

p = GetProcAddress (hModule, "startProfiler");

if (p != NULL)
(*p) ()7

"apiSetService
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//-NAME

}

}

// now turn on provision of symbols by the stub

ENABLE STUB_SYMBOL_ FUNC enableSymbolFunc;

enableSymbo
if (enableS
{

(*enable
}
else
{

errCode

else

{

else

{

1Func = (ENABLE STUB_SYMBOL FUNC)GetProcAddress (hModule, "apiEn

ymbolFunc != NULL)

SymbolFunc) () ;

= SVL FAILED TO ENABLE STUB SYMBOLS;

errCode = SVL LOAD FAILED;

errCode = SVL

return errCode;

//.DESCRIPTION......
//.PARAMETERS . ......

typedef void (*UNLOA
typedef HANDLE (*GET

SVL SERVICE ERROR sv1BVStub UnloadBugValidator ()

{

SVL SERVICE ERROR

if
{

(hModule != NU

ALREADY_ LOADED;

D_FUNC) () ;
~STUB_HEAP FUNC) () ;

errCode = SVL OK;

LL)

// get the stub heap before we shut down the DLL

HANDLE
GET STUB HEAP FUNC  getHeapFunc;

getHeapFunc =

if
{

(getHeapFun

hStubHeap =

hStubHeap = NULL;

(GET STUB_HEAP FUNC)GetProcAddress (hModule, "apiGetInternalMVst

c != NULL)

(*getHeapFunc) () ;

// get the unload stub function

UNLOAD_ FUNC

unloadFunc;

unloadFunc = (UNLOAD FUNC)GetProcAddress (hModule, "apiShutdownBugValidator");

if

(unloadFunc

!= NULL)
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(*unloadFunc) () ;

// get the function

HMODULE hModule;

hModule = GetModuleHandleW (L"sv1lBugValidatorStub.dl1l");
if (hModule != NULL)

{
// unload the stub

FreelLibrary (hModule) ;

// destroy the stub's heap (which was still in use whilst FreeLibrary()

if (hStubHeap != NULL)
HeapDestroy (hStubHeap) ;
else
{
if (errCode == SVL_OK)

errCode = SVL_FAIL TO CLEANUP INTERNAL HEAP;

}

else

{
errCode = SVL FAIL MODULE HANDLE;

}

else

{
errCode = SVL FAIL UNLOAD;

hModule = NULL;
}

else
errCode = SVL NOT_ LOADED;

return errCode;
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10 Copyright notices

The following copyright notices acknowledge any open source code used in this software tool.

10.1 Udis86

This software uses the library s\MUdis86.dIl and sMUdis86_x64.dll. These libraries are modified binary
versions of the open source disassembler udis86.

udis86 was hosted at http://udis86.sourceforge.net/
udis86 is currently hosted at https://github.com/vmt/udis86 although the current distribution (at the time
of writing) appears to be missing some files required to compile.

The 1.7.0 version of the udis source code contains this copyright notice: Copyright (c) 2005, 2006, Vivek
Mohan

The 1.7.2 version of the udis source code contains this copyright notice: Copyright (c) 2002-2009 Vivek
Thampi

These copyright notices appear to conflict and the latter copyright notice completely ignores the claims
set forth in the 1.7.0 copyright notice.

In accordance with the license terms in the 1.7.2 software we include this binary license.

* 1.7.2 Copyright (c) 2002-2009 Vivek Thampi
* All rights reserved.

* Redistribution and use in source and binary forms, with or without modification,
* are permitted provided that the following conditions are met:

* * Redistributions of source code must retain the above copyright notice,

* this list of conditions and the following disclaimer.

* * Redistributions in binary form must reproduce the above copyright notice,
* this list of conditions and the following disclaimer in the documentation
* and/or other materials provided with the distribution.

* THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND
* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED

* WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

* DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR
* ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
* (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

* LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
* ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT

* (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS

* SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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