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Welcome to the Lua Bug Validator software tool. Lua Bug
Validator is an application flow tracer. A flow tracer is an
application that monitors everything that another application
does.

Lua Bug Validator monitors each function call, function
return, line visit and exception. At each step the function
arguments and local variables are stored allowing you to
view this data at a later time, perhaps whilst investigating a
bug or crash.

We hope you will find this document useful.
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1 Overview

Welcome to the Lua Bug Validator help manual. This section provides a brief overview of the
capabilities of Lua Bug Validator.

You will need to use a version of Lua that uses a DLL to hold the Lua
core.

An example of this is the Luacheia distribution of Lua
http://luacheia.lua-users.org/.

1.1 Introducing Lua Bug Validator

Lua Bug Validator is an automatic execution history tracer for Windows NT® 4.0 and above, running
on the Intel i386 (and compatible) family of processors.

Lua Bug Validator automatically detects which lines of your program have been executed, and
records the execution history of the application. Lua Bug Validator places a very low overhead on the
performance of your application and does not require the target program to be recompiled or relinked.
Lua Bug Validator is intended to be used in software development labs to analyse software
development bugs and crashes.

The user interface is split into two separate sections, each section dedicated to a different task. The
two main sections are:

o Execution History

Display the execution history of the application, showing line by line execution history of the
application. Selecting a specific line displays the appropriate source code in a syntax coloured
window. Another window displays the function parameters and method variables for the function.

¢ Diagnostic
Diagnostic information collected by the stub. Information about lines that could not be hooked is
displayed here.

1.2 Why Lua Bug Validator?

Lua Bug Validator allows you to record the execution history of an application and to decode the
execution history logs recorded at customer sites using Lua Bug Validator Client. When you are trying
to analyse "customer only" bugs or bugs that crash without throwing exceptions or dropping into the
debugger, Lua Bug Validator is a valuable tool.

Sessions can be saved and reloaded in Lua Bug Validator for later analysis. Sessions saved using
Lua Bug Validator Client can be loaded and decoded so that the cause of a crash at a customer site

can be analysed. Sessions can be exported to HTML or XML for providing reports that are appropriate
for the management team, quality assurance team, software engineering teams.

Reliable

Lua Bug Validator has been created with the following criteria in mind.

Copyright © 2005-2007 Software Verification Limited
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1.3

1) Lua Bug Validator must have no adverse effect on the program’'s behaviour.

Any hooks Lua Bug Validator places into the target program's code must not affect the registers or the
condition code flags of the program. The program must behave in the same way when being
inspected by Lua Bug Validator as when the program is running without being inspected by Lua Bug
Validator.

2) Lua Bug Validator must be reliable and avoid causing the target program to crash.

Since we can't know exactly which DLLs and other components are present on every computer that
Lua Bug Validator is installed on, we have configured every hook, so that they can be enabled or
disabled, and/or installed or not installed.

3) Lua Bug Validator must be capable of having as little impact on the target programs
performance as possible.
To do this we allow you to enable and disable as many or as few function hooks as you wish.

4) Lua Bug Validator's user interface must be independent of the target program.
Lua Bug Validator's user interface is independent of the target program.

¢ If the Lua Bug Validator user interface crashes, your target program will not crash.
o If the target program crashes the Lua Bug Validator user interface will not crash - you will still have
data to work with.

o If the target program is stopped in the debugger, Lua Bug Validator's user interface will continue to
work.

5) Flexibility

Where there are multiple ways of presenting the data, the user should be given a choice over how
that display works. Not all users like the same choices, so providing some choice over the display is
always better than forcing all users to use the same settings.

What do you need to run Lua Bug Validator?

e Lua runtime

Lua Bug Validator requires your Lua application to be run using Lua 5.0 or later.

You will need to use a version of Lua that uses a DLL to hold the Lua core.
An example of this is the Luacheia distribution of Lua http://luacheia.lua-users.org/.

o User Privileges

Typically Administrator and Power User user types have the appropriate privileges. User
Permissions are discussed in more detail.

o Registry Access Privileges

Lua Bug Validator requires read access and write access to
HKEY_CURRENT_USER\Software\SoftwareVerification\LuaBugValidator.

When working with services, Lua Bug Validator requires read access and write access to
HKEY_USERS\.DEFAULT\Software\SoftwareVerification\LuaBugValidator.

If read access and write access to
HKEY_USERS\.DEFAULT\Software\SoftwareVerification\LuaBugValidator is not allowed, Lua
Bug Validator will use default settings when working with services (thus any user selections will not
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1.4

1.5

1.6

apply). In addition, error messages will be displayed when Lua Bug Validator tries to access this
registry key. These error messages can be suppressed if they are not desired.

¢ Operating System
Lua Bug Validator requires Windows NT® 4.0 or better.
We recommend that the minimum service pack levels are used.

e Windows NT 4.0, Service Pack 6
¢ Windows 2000, Service Pack 2
e Windows XP, Service Pack 1.

How to buy Lua Bug Validator
Lua Bug Validator can be purchased online from Software Verification Limited.

Software Verification Limited
PO Box 123

Ely

Cambs

CB6 2WQ

email:sales@softwareverify.com
web: http://www.softwareverify.com

How does Lua Bug Validator work?

Lua Bug Validator is a multi-part program. One part of the program (known as "the stub") is injected
or linked into the target program and communicates with the Lua Bug Validator user interface.

The stub is typically injected into the target program when the Lua runtime starts executing.
Communication between the stub and the user interface is done via named pipes. There is no human
readable data format for the communication between the two parts of the program. Both the stub and
the user interface are multithreaded. If required the stub can be linked into the program so that it does
not need to be injected into the program.

As your program executes the hooks that were inserted track the program's execution and write it to a
buffer that the user interface reads.

What does Lua Bug Validator do?

Lua Bug Validator provides functionality to track an application's execution history for Lua programs
running on Windows NT® 4.0, Windows 2000® and Windows XP.

The execution history is displayed as a list, with the source code corresponding to any particular line
shown in a window to the right. Any function parameters, method variables and return values are
displayed. Powerful filtering options are provided for limiting the data collected and also limiting the
display of the collected data.
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1.7

User Permissions

This section details the privileges a user requires to successfully run Lua Bug Validator. Debugging
tools such as Lua Bug Validator are intrusive tools - they require specific privileges not normally
granted to typical applications.

You can enable and disable various warnings using the User Permissions Warnings dialog.

User Privileges
Installation:
Administrator privileges are required.

General Use:
An ordinary user account has the required privileges.

Registry Access Privileges
Lua Bug Validator requires read access and write access to
HKEY_CURRENT_USER\Software\SoftwareVerification\PythonBugValidator.

You can modify the registry access permissions using the regedt32.exe tool Security menu. Ask your
administrator to modify your registry access permissions if you cannot do this yourself.

Error Notifications
When Lua Bug Validator fails to gain access for read or write to the registry a message box is
displayed. The message indicates the name of the registry key that failed and the failure reason.

This message box is displayed as a simple message box during early startup and late closedown of
Lua Bug Validator.

Python Bug ¥ahdator User Interface unable to access Heqgistry k E3

& Ul; Failure accessing registry kew: HEEY_CURREMNT_USERMS oftwarehS oftwareVenfication\PythonBugialidator  Access iz dened.

This message box is displayed when Lua Bug Validator is not starting up or closing down.

Copyright © 2005-2007 Software Verification Limited
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Python Bug ¥alidator User Interface unable to access Registiy

Failure acceszsing regizty kew:
HEEY_CLURRENT_USERMSaftwarehS oftwareverificationt PuthonBugh/ alidator

Accezs iz denied.

i s

[ Dan't show this Ul registry emor dialog again

Detailed Registry Access Error Messages
The following detailed registry access error messages are also displayed when failing to gain access
to the registry.

Reqgistry Permizzion Warning

Fiegiztiy permizzions for use with Applications need modifving.
Required permizsiong are:
Read [Read Control, Quemn Yalue, Create Subkey, Enumerate Subleeys, Motify]
Winite [Setalue, Delete]
Failure acceszing reqisty key:
HEEY_CURREMT _IUSERSoftwarehS oftwareVernficationsPythonB ug alidator

Access is denied.
Pleaze read the Permizzions section in the help file.

Python Bug % alidator will not execute comectly without the corect Regiztry permizzians.

You may also want to read this topic relating to creating Power User accounts for Windows XP.
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Getting Started

If you have never used Lua Bug Validator before you have probably acquired Lua Bug Validator
because you wish to analyse the execution behaviour of your application. As such you may want to
'dive in' and monitor code execution immediately. If you choose to read the manual first you will find
out more about the product and how to use it to its full advantage.

For those that wish to 'dive in' this section is for you. For those that do not wish to 'dive in' please skip
to the next chapter.

Quick Start

To start your program click on the launch icon on the session toolbar.

Yl 6 X
| N

The launch program dialog will be displayed. If you have just installed the software you will be shown
the launch wizard. If you have switched to Dialog user interface mode you will be shown the launch
dialog (shown below).

oI
- r_.l’
s
r
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Start Lua interpreter and execute a Lua program %5[

¥ Collect data from application

[” Redirect Lua standard output to Lua Bug Yalidator Diagnostic tab

(ol
Lua file to start;

ID:'\Iua"aIua-E. 0. 2testhlife.lua Browse...

Arguments for application:

Startup Directony:

| Dii
Ervironment Yanables [overide global ervironment wariables]

= i
| = Edit..

il b

Previously started applications [double click to repeat) Feset

Lua File Arguments Directory Env

D huahlua-. 0. 2 esthite. lua
D:huablua-b 0 24 hest ot lua

The picture above shows the launch program dialog. If you wish to know how this dialog works click
here.

1) Click on the Start button to use a file browser to choose the program to launch. The program will
be launched automatically.

2) Lua Bug Validator will start the target program and inject the stub into the target program. A
progress dialog will be displayed whilst the stub is being injected into the target program. The
progress dialog lets you know what task it is performing during the injection sequence. When the stub
is correctly installed in the target program the stub will establish communications with Lua Bug
Validator.

3) Data will be collected by Lua Bug Validator Client until the target program exits.
4) When the target program exits, Lua Bug Validator closes the session. The data collection icons on

the session toolbar are disabled (the toolbar image will look like the image shown at the top of this
section).

Copyright © 2005-2007 Software Verification Limited






13

Lua Bug Validator Help

3.1

The User Interface

Lua Bug Validator is a two part program. The part that the user interacts with is the user interface.
The other part of Lua Bug Validator is known as the stub. The stub's function is to install and control
the data hooks inserted into the target program. The user never interacts directly with the stub, so the
stub will not be described in detail. The user influences how the stub behaves via the user interface.
This section describes the various functions of the user interface so that you can get the most from
using Lua Bug Validator.

Typical usage of Lua Bug Validator is:
¢ Start the target program

e Collect the flow trace of the program.
¢ Close the program

Menu Reference

This section lists the various menus in Lua Bug Validator and provides links to the appropriate section
of the help manual.

File

Save Chrl+5
Save As...

Export k
Close

Start Application...  F4
Re-3tart Application FS

Abandon Spplication

1 Eslkestl . lbvm

E:xit
e

e Open

e Save

e Save As

o Export

e Close

o Start Application

o Re-Start Application
e Abandon Application
o Exit

Configure

Copyright © 2005-2007 Software Verification Limited
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User Interface Mode

Setkings... F&
Load Settings...

Load Settings (Text)...

Save Setkings. ..

Save Settings (Text), .,

Lser Permissions YWarnings. ..

Lua Runkime. ..

User Interface Mode
Settings

Load Settings

Load Settings (Text)

Save Settings

Save Settings (Text)

User Permissions Warnings
Lua Runtime

Managers

Session Manager, ..

e Session Manager

Tools

Edit Source Code, .,

Refresh

e Loaded Classes
e Edit Source Code
e Refresh

Help

About Lua Bug Malidakar, ..
Help Topics
Tutarial, ..

Feadme. ..

o Tip of the Day

14
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3.2

3.3

About Lua Bug Validator
Help Topics

Tutorial

Readme

Toolbar Reference

This section lists the various toolbars in Lua Bug Validator and provides links to the appropriate
section of the help manual. The icons are described in sequence from left to right in the toolbar.

Standard

)

e Loadsession

e Save session

e Help

¢ Context sensitive help

Session

Data collection settings
Launch application
Re-Launch application
Stop application

Tools

o

¢ Refresh view

Search

Search: I j First | Ment | Frey | Last Wl e E=s Advanced... | = = = R |

™ “whole Sting

The status bar

Lua Bug Validator provides various items of status data on the status bar at the bottom of the main
window. You can use the data item counts to give a very crude indicator of how data is being

Copyright © 2005-2007 Software Verification Limited
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collected by the stub and sent to Lua Bug Validator. The number of data items pending processing
indicates how much has yet to be processed.

The status bar displays, from left to right, the following items
¢ Command description.

e Number of data items processed.

e Target program name, and description.

Command description

The command description displays Ready when awaiting a command. When the mouse moves over
a menu item a description of the menu item is displayed in the command description area.

Ready !

Data collection item counts

The data collection item counts are displayed in the second, thid, fourth and fifth fields on the status
bar. The fields are:

Number of data items sent from stub that have been processed.

Number of data items in shared data area.

Total number of data items that have been present shared data area.

Size of data collected, specified in MB.

28 P03z 2032 0.11 MB d?

Data collection status

The data collection status is displayed in the sixth field on the status bar.

| Eu:ullect iy !

Target program name

The target program name displays No active session when there is no session running, terminating
or loaded.

When a program is running, terminating or has finished running, the name of the program is displayed
with a status in parentheses. The status is one of Starting, Running, Terminating or Ready.

|" [nhluatlua-5.0, 2 kesksort. Jua:Mon Oct 31 10:59:39 2005 (Ready) d)

Copyright © 2005-2007 Software Verification Limited
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3.4 The main display
The main display of Lua Bug Validator consists of two tabbed windows. The tabbed windows are:

o Execution History
¢ Diagnostic

3.41 lIcons

Some of the displays include an icon on the left border of the scrolled list/tree to indicate the type of
data that is present on that line. The icons are shown below, with an explanation.

General

. Option enabled.

. Option Disabled.

d
° Source code line indicator.

El)

° Source code.

3.4.2 Execution History

The Execution History tab on the tabbed window displays summary information about file visit
counts. This is known as the execution view.

Copyright © 2005-2007 Software Verification Limited
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The execution history display is split into two panes. The left hand pane is a tree control showing the
execution history lines, the right hand pane displays the data and source code for a particular line.
The tree control when expanded shows a small code fragment for the particular line. The data for a
given line consists of file and line number information, function parameters, method variables, return
values and exception information as appropriate.

Each line displays the thread ID, the class name, method name the program counter, the source file
name and the line number for the source file. When multiple threads are displayed, each time the
thread ID changes, the background colour for the lines is changed, so that changing execution context
is easy to see on the display.

Controls
The file and line controls are shown below.
W v Fi W W | v Li |
Rsfresh | Thresd ID: IA" — ﬂ ¥ Clazsname [ Filepath [+ 1d v Func:hc!n Calls W Line e.r:ecuhon
v Method hame W Addiess [V Threadld | [ Exceptions W Function returns
Refresh

To refresh the display click the Refresh button.

Thread ID

The Thread ID combo box lists the ID of each thread. You can show the execution history for an
individual thread by selecting the thread ID. To show the execution history for all threads, choose All
threads. When displaying the execution history for all threads, the execution history shows the order
in which each thread swaps in and out of the thread scheduling, this is highlighted by a change in the
background colour for each thread.
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Show class name
To have the class name shown in the execution history, select the Class name check box.

Show method name
To have the full path to the DLL shown in the execution history, select the Method name check box.

Show address
To show the code address in the execution history, select the Address check box.

Show file path
To show the encoded file name in the execution history, select the File path check box.

Id
To show the history id in the execution history, select the Id check box.

Thread Id
To show the thread id in the execution history, select the Thread Id check box.

Search
The search toolbar can be used to search for data in the execution history. Data can also be
automatically highlighted by using the Advanced... button.

[ “wihaole Sting

Search: I j First | st | Presy | Last [ iatein Cose Advanced... | 945 1 % |

To search for data in the execution history the Search field and the First, Next, Prev, Last buttons
are used. Previous search texts are remembered in the combo box for easy reuse. The history for
search texts is 30 items.

The Match Case and Whole String check boxes affect the pattern matching of the search. Selecting
the Match Case check box makes text searches case sensitive. Deselecting the Match Case check
box makes text searches case insensitive. Selecting the Whole String check box makes text
searches match the entire string. Deselecting the Whole String check box makes text searches
match the partial strings.

Advanced
The Advanced... button displays the Auto Highlight dialog.

Copyright © 2005-2007 Software Verification Limited
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Automatic Data Highlighting

D1 ata ligted in thig grid will automatically be highlighted in the parameters and Ok, |
varables dizplay uzing the colour zpecified.

C I

Text Case [Whole|Bg ﬂl

table Mo Mo

zhring Mo Mo areen

nurnber Mo Mo blue

o No o [ e ]

Apr Mo Mo
Delete |

a [»| Deletesn |

Data matching the search criteria for each item in the auto highlight dialog is highlighted in the data
display above the source code window.

Name | Type | Yalue
Filenarme 13 d:uaiua-5.0, 2 testisork. lua %I
Line Execution Mum Variables: 7 *.qsark

e |
rnter B
e B

x
I

f Funckion

EE N

Skt

The columns in the Automatic Data Highlighting dialog are as follows:

Text. The text to search for.

Case. Yes if the search is case sensitive. No if the search is case insensitive.
Whole. Yes if the text is the entire string. No if the text is a partial match.

Bg Colour. The background colour for any matching data display.

Fg Colour. The foreground colour for any matching data display.

The controls are:

e Add. Click Add to add an item. Click on each field to edit the contents. The text field is an edit box.
The other fields are combo boxes.

¢ Delete. Select one or more items, and click Delete to delete the items.

¢ Delete All. Click Delete All to delete all items.

3.4.3 Diagnostic

The Diagnostic tab on the tabbed window displays all diagnostic information collected from the stub.
This is known as the diagnostic view.
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When Lua Bug Validator's stub is loaded into a target program, the stub send diagnostic information
to Lua Bug Validator so that, if needed, the diagnostic information can be inspected for unusual
behaviour. Many of the diagnostic messages have a text component explaining the reason for the
message.

When Lua Bug Validator is operating correctly, you will see some of these messages, but not all of
these diagnostic messages.

Stdout and Stderr
If the option to redirect stdout and stderr to Lua Bug Validator was selected on the launch dialog any
data from stdout and stderr will be displayed in the topmost list on the diagnostic tab. Some controls

are provided for managing this list.
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Copy |
Clear |

Dizplay
v Mozt
Recent

9287 Lines

Collect
IV Stdout

m—s

Copy
Click the Copy button to copy the selected contents of the list to the clipboard. If there is no selection
the entire list is copied.

Clear
Click the Clear button to clear the list.

Display Most Recent
Select the Display Most Recent checkbox to ensure the most recent entries in the list are displayed
as they are added to the list.

Collect Stdout

When the Collect Stdout option is selected data from stdout and stderr is added to the list. When the
Collect Stdout option is deselected data from stdout and stderr is added to the list. Please note that
you must also have enabled redirection of stdout and stderr when you launched your application.

3.5 User Interface Mode

The user interface provides two modes. These are Wizard and Dialog. The mode controls the way in
which data is presented to you when you are setting options that control Lua Bug Validator and when
you are launching an application.

Wizard

In Wizard mode, the following interfaces are provided as wizard interfaces.

e Launch application

¢ Data collection and Data settings dialog. This dialog provides a simplified interface to control
commonly used settings of Lua Bug Validator. All other settings are set to the default value.

Dialog

In Dialog mode, there are no wizards. The emphasis with Dialog mode is making quick selection of
options without lots of explanatory text.

Setting the user interface mode

To set the user interface mode, choose User Interface Mode... from the Configure menu.
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User Interface Mode

Setkings... F&
Load Settings...

Load Settings (Text)...

Save Setkings. ..

Save Settings (Text), .,

Lser Permissions YWarnings. ..

Lua Runkime. ..

The User Interface Chooser dialog is displayed.

User Interface Chooser x|
3

Lua Bug ‘W alidator provides bwio uzer interface levels, an eazp-to-use wizard uzer interface a
faster, terze, dialog wser interface. You can switch between interface styles at any time.

= wizard
The wizard interface provides wizards for launching applications.
The wizard interfaces contain explanaton text to help vou make vour choices.

&+ Dialog
The dialaq interface provides dialogs far launching applications.
Yem little erplanatary text iz uzed.

k. I Cancel

Select the mode you want to use and click OK.

3.6 Lua Runtime

To set the Lua Runtime choose Lua Runtime... on the Configure menu.

IUser Interface Mode. .,

Setkings... F&
Load Settings...

Load Settings (Text)...

Save Setkings. ..

Save Settings (Text), .,

Lser Permissions YWarnings. ..

The Lua Runtime dialog is displayed.
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Lua Runtime EXE Q‘ x|

Select the Lua EXE to uze ta run your Lua applications:
Lua 5.0 ar greater is required.

If Lua iz embedded in your application [with [ua in a DLL] please select your
application uzing the Browse. . button,

¥ Lua interpreter

" Lua iz embedded in application

C:%Program Fileztuacheiabuab exe j

C:A%Program Fileghluacheialuah.exe
liblia-5. i

If the Lua EXE [or EXE uzing embedded Lua) you want bo uze iz not listed, use
ohe af these buttons ta zpecify ar search far the EXE.

Autornatic | Browse. .. | F'artiaISean:h...l Full Search... |

Reszet | k. I Cancel |

Select the Lua interpreter checkbox if you are using the Lua interpreter to run your application.
Select the Lua is embedded in application checkbox if your application has Lua embedded in it.

Select the EXE to use from the combo box. If there are no EXEs, or you have just installed a new

version of Lua you have four options.

o Automatic. Clicking the Automatic button searches the registry and all paths that are mentioned in
any enviroment variable for Lua EXEs.

¢ Browse. Clicking the Browse... button allows you to select the appropriate Lua EXE using the
standard Microsoft File Browser.

¢ Partial Search. Clicking the Partial Search... button displays performs a search on a specified
directory tree for installed Lua EXEs. The Microsoft Directory browser dialog is used to specify the
directory to search from.

¢ Full Search. Clicking the Full Search... button displays searches your computer's disk drives for
installed Lua EXEs.

During a Partial Search or Full Search a progress dialog is displayed. The Cancel button cancels the
search. The Stop button stops the search and keeps the results.
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Flescan [}s x|
Searching far Lua runtimes. ..

Dir: C:A%Program FileshtacromediahFirewarks 44English HelphU zsingFireworks'
Runtimes: 1

Presz stop to stop the search and keep the list of zcanned directories.

Presz cancel to stop the search and dizcard the lizt of zcanned directories.

| Stop I Cancel

When a Partial Search or Full Search is completed the results are displayed. The Add To List button
adds the results to any existing Lua Runtime specifications. The Replace List button replaces any
existing Lua Runtime specifications. The Cancel button cancels the dialog without affecting the
existing Lua Runtime specifications. The Add button allows you to add to the list of Lua Runtimes.
The Remove button allows you to remove any selected Lua Runtimes from the list. The Remove All
button removes all Lua Runtimes.

i%EiLua Runtimes

o

Directory | | addToList |
C:AProgram Fileztuwacheiabuab exe

FReplace List

i

Cancel

&dd

Remove

[ e |
IEEEEE

R ermove all

Add To List. Choose Add to List to add the files displayed in the list to the list of Lua Runtimes.
Replace List. Choose Replace List to replace the Lua Runtimes with the files from the file scan.
Cancel. Choose Cancel to discard the list of files.

Add. Choose Add to add a file to the list of files.

Remove. Select a file on the list and click Remove to remove the file from the list.

Remove all. Choose Remove all to remove all files from the list.

Settings

Lua Bug Validator allows a fine degree of control of which data is displayed. This control is provided
by some global settings which affect all displays on Lua Bug Validator. In addition to the global
settings each of the main display windows has its own local controls. This section describes the global
settings available from the display settings dialog.

To view the display settings dialog, choose Settings... on the Configure Menu,
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IUser Interface Mode. .,

Load Settings...
Load Settings (Text)...
Save Setkings. ..
Save Settings (Text), .,

Lser Permissions YWarnings. ..

Lua Runkime. ..

or click on the display settings icon on the session toolbar.
Nl g & X |

r
The settings dialog is displayed.

Data Collection Settings

Instrumentation

i Diata Collection

Filters ¥ Callect line execution infarmation
i Tracing filkers

[rata Digplay D ata Collection
- Diisplay filkers

Col ¥ Collect function parameters and variable values for each executed line
- Calours

- Source Code Browsing
- Editing
- File lozations ¥ Collect variable values [variable names and vaniable tipes are collected automatically)
- Inter-Process Communication
Third Party DLLs
‘.1l Global Hook DLLs

String Aeprezsentation

Resst Help [F1] 0k I Cancel

Reset

The display settings dialog has a button labeled Reset at the bottom left of the dialog. This button

resets all display related settings in Lua Bug Validator Client, not just the settings visible on the
current tab of the dialog.
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3.7.1

3.7.2

Data Collection

The Instrumentation tab allows you to configure the type of data collected by Lua Bug Validator.

Data Collection Settings h x|

Data Collection

Instrumentation

B [15ta Collection
Filters ¥ Callect line execution infarmation
i Tracing filkers
[rata Digplay D ata Collection
Display fikers ¥ Callect function parameters and variable values for each executed line
i Coolours
SD!J.[CE Code Brawising Shing Aepresentation
i Editing
- Filg locations Iv¥ Collect variable values [variable names and variable types are collected automnatically)

- Inter-Pracess Communicatian
Tlhird Party DLLs
Ul Global Hook DLLs

Resst Help [F1] 0k Cancel
| | | |

Lua Bug Validator collects execution information related to function calls, function returns and
exceptions automatically. You can also record information about individual line execution by selecting
the Collect line execution information check box.

Collecting information about function parameters, method variables, return values and exceptions can
be useful. However collecting this information takes additional execution time and storing this
information uses more space. For this reason Lua Bug Validator allows you to choose which data to
collect. Select the appropriate check boxes to enable collecting of function parameters and method
variables.

Reset

The display settings dialog has a button labeled Reset at the bottom left of the dialog. This button
resets all display related settings in Lua Bug Validator Client, not just the settings visible on the
current tab of the dialog.

Tracing Filters

The Tracing Filters tab allows you to configure filters to restrict the collection of data from the
application being monitored.
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Data Collection Settings % x|

[ ata Collection
i Diata Collection

Tracing Filkers

Filters Specify Claszes, Methods: and argument values to include or exclude from code tracing.
B Tiacing filters _ . . _
I " Perform tracing unless method is excluded by a filker [default filter includes)
Data Dizplay
- Drisplay filters " Perform tracing unless method is included by a filker [default fiter excludes)
.. Colours

Add...

- Source Code Browsing Tracing Filters
Filename: On; Exclude: e:domichlbugyalidatoribvexamplelascimeno. lua

Edit...

Eemayve

Tlhird Party DLLs
‘Il Global Hook DLL:

Remone Al

Enable Al

Dizable Al

BE (L]

Resst Help [F1] 0k Cancel
| | |

The tracing filters work by specifying a data match which will include or exclude data in the execution
history log. When more than one filter matches an item of data, the data is added to the log if the
number of including filters is greater than or equal to the number of excluding filters. Data can be
matched by filename, class, method, class and method, argument type, argument name, argument
value (where argument means any parameter, variable or return value).

The inclusion and exclusion concept allows you to exclude data from one part of your application
unless another criteria for inclusion is met.

Add.... To add a new filter, click the Add... button. The Tracing Filter dialog is displayed.
Edit.... To edit an existing filter, select the filter and click the Edit... button. The Tracing Filter
dialog is displayed.

Remove. Select the items to remove and click the Remove button.

Remove All. Click the Remove All button to remove all tracing filters.

Enable All. Click the Enable All button to enable all tracing filters.

Disable All. Click the Disable All button to disable all tracing filters.
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Tracing Filter

¥ Enable Filter
[T Match caze
[ Match whale sting

Cancel

Filter Type: | Class.Method =

It

Filename [including path]: I

Clazs: I_':E LLS active

tethod: Idraw active

Argurnent name: I

Argument ype: I

Argurnent walue: I

£ Include methods matching the filker

% Exclude methods matching the filter

Select the filter type by using the Filter Type combobox. The appropriate edit fields are enabled.
Each field supports the use of the ™" wildcard to match any sequence of characters. Enter the string(s)
to filter. Choose how the data matching is to be performed by selecting or deselecting the Match
case check box and Match whole string check box. Finally choose if the filter is going to include
data or exclude data from the display.

Reset

The display settings dialog has a button labeled Reset at the bottom left of the dialog. This button
resets all display related settings in Lua Bug Validator Client, not just the settings visible on the
current tab of the dialog.

Display Filters

The Display Filters tab allows you to configure filters to restrict the display of data on the execution
history view.
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Data Collection Settings L\\‘ x|

Drata Collection
.. D ata Callection
Filters Specify Claszes, Methods and argument values to exclude or include from dizplay
i Tracing filters
Data Dizplay
™ Dicplay filers Filters can be marked to include or exclude data from the displag. When multiple filkers match a display
Colaurs item, the itemn iz dizplayed if more filters inchude it than exclude it

Diizplay Filters

v Use displap filters to fiter data on the execution history display.

- Source Code Browsing ' Data is displayed unless filkers exclude data
- Editing " [Data is not displaved unless fikers include data
- File lacations -
“- Inter-Process Communication Display Filters | Add... |
Third Party DLLs Filename: On: Excude: =[c]

L 1] Global Hook DLLs Edi...
Hemawve
Remaove All

Enable Al

Dizable &l

Resst Help [F1] 0k Cancel
| | |

BELLL

The display filters work by specifying a data match which will include or exclude a data item from the
display. When more than one filter matches an item of data, the data is displayed if the number of
including filters is greater than or equal to the number of excluding filters. Data can be matched by
filename, class, method, class and method, argument type, argument name, argument value (where
argument means any parameter, variable or return value).

The inclusion and exclusion concept allows you to exclude data from one part of your application
unless another criteria for display is met.

e Add.... To add a new filter, click the Add... button. The Display Filter dialog is displayed.
Edit.... To edit an existing filter, select the filter and click the Edit... button. The Display Filter
dialog is displayed.

Remove. Select the items to remove and click the Remove button.

Remove All. Click the Remove All button to remove all display filters.

Enable All. Click the Enable All button to enable all display filters.

Disable All. Click the Disable All button to disable all display filters.
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Display Filter k 5I
¥ Enable Filter
[T Match case
Cancel |
[ Match whale sting
Filter Type: | Class.Method =

Filenarme [including path: Id:a’rul:u_l,l1_8_2_1 4libd by zite_ by B rubygems.r s |

Class: IKETHE| active

[T Iz Clazs Method

b ethod: Irequire_gem active

Argurnent name: I

Argument bpe: I

Argurnent walue: I

£ Include methods matching the filker

% Exclude methods matching the filter

Select the filter type using the Filter Type combobox. The appropriate edit fields are enabled. Each
field supports the use of the ™' wildcard to match any sequence of characters. Enter the string(s) to
filter. Choose how the data matching is to be performed by selecting or deselecting the Match case
check box and Match whole string check box. Finally choose if the filter is going to include data or
exclude data from the display.

Reset

The display settings dialog has a button labeled Reset at the bottom left of the dialog. This button
resets all display related settings in Lua Bug Validator Client, not just the settings visible on the
current tab of the dialog.

3.7.4 Colours

The Colours tab allows you to specify the colours that will be used to represent each type of data
item collected by Lua Bug Validator.
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Data Collection

Colours
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F!Iters Source code: Im |:| _|
D;;;z::rl';gjﬂters Allocation source code: Im D J
| %ﬁltem Selected: Im D J
Unzelected: Iﬁ |:| _l
: Eror decoding address: IﬂCDCDSD VI ] J
Third Party DLLs YWariable value changed: Im [ | _l
- Ul Global Hook DLL: Fuetion al W . _l
Line execution: Iwhite 'I L] _l
E xception: Im |:| _l
Furnctian returt: Iaqua "I D _l
Definition: W . J

Resst Help [F1] 0k Cancel
| | | |

Source Code Browsing

For each colour there are two ways of specifying the colour to use.

¢ Select a named colour from the combo box.

¢ Click on the button labeled ... to edit the colour using the standard Microsoft® colour choosing
dialog.

Reset

The display settings dialog has a button labeled Reset at the bottom left of the dialog. This button
resets all display related settings in Lua Bug Validator, not just the settings visible on the current tab
(Colours) of the dialog.

3.7.5 Source Code Browsing

The Source Code Browsing tab allows you control how source code is displayed.
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Data Collection Settings R =

Data Collection Source Browsing

.. Diata Callection i I E
Filters " Show entire fumction Lines before race |52

. Tracing filters i~ i

: Show lines i :

s Linez after trace |5 3.

- Digplay filkers

: Source Code Example =

i Colours
: [165] 00704560 : [saurceFile lua Line 234]

- Editing
b File locations -- create some life
i Inter-Process Communication
Third Party DLLs
‘.1l Global Hook DLLs

-- about 1000 generations of fun, then a glider steady-state
thisgen: spawn{GLIDER,S,4)

thisgen: spawn{EXPLODE, 25, 10%

thisgen:spawn(FISH,<,12)

- run unkil break,
local gen=1

wlrite("'l,EIZ?[EJ") -- AMSI clear screen | il
4 » |

Resst Help [F1] 0k Cancel
| | |

Source Browsing
When expanding the callstack to view the source code in a view, Lua Bug Validator can show the
entire function containing the executed line or just a fragment of the surrounding code.

Reset

The display settings dialog has a button labeled Reset at the bottom left of the dialog. This button
resets all display related settings in Lua Bug Validator Client, not just the settings visible on the
current tab (Files) of the dialog.

3.7.6 Editing

The Editing tab allows you to configure the editing options for Lua Bug Validator.
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Data Collection Settings % x|
[1ata Collection Editing
‘. Data Collection
Filters W'hen editing source code pou can uze Lua Bug Walidator's source code editor or Microzoft
i... Tracing filters Dreveloper Studio, “'ou can request that edits happen in a different ingtance of Developer Studio than
. wour cument one.
Data Dizplay
Dizplay filters IUser defined editar j
Colours
-~ Source Code Browsing Editar path and filenarne:
) Id:\pfeSE\pfe.exe Browze. .. |
- File lacations
- |nter-Process Communication Editor arguments;
Third Paty DLLs Type |Value | Add |
“- Ul Global Hook DLLs
Cther fa Eemayve
Line Number
(Space) Filenarme Rigmove Al

Example: pfe.exe /925 fileMame lua

Resst Help [F1] 0k Cancel
| | |

Editing

When editing source code from within Lua Bug Validator you can do the editing using Lua Bug
Validator's syntax coloured source code editor, using Microsoft® Developer Studio® 6.0, or using a
custom editor definition. Select the appropriate entry in the combo box.

When using Microsoft® Developer Studio® to edit files, you can choose to edit source code using a
currently open instance of Developer Studio® (probably the same one you are using to develop your
application), or to open a new instance of Developer Studio®.

Custom Editor
To specify the editor to use, type the path to the editor in the edit field Edit path and filename, or
use the Browse... button to use Microsoft's file dialog to specify the editor.

The picture above shows an example configuring the Programmers File Editor (Pfe32.exe) to edit a
file and position the cursor at the appropriate line using the /g command line switch.

If you specify no arguments, the editor will be passed the filename to edit. If the editor requires
command line switches to specify the filename and/or the line number and/or any optional arguments,
you must specify the arguments in the list of Editor arguments. Arguments are appended to the
editor name in the order shown in the list. An example command line is shown below the list for the
file fileName.lua, line 25.

There are six types of argument:

¢ (Space) Filename. This appends a space followed by the filename.

¢ Filename. This appends the filename.

(Space) Line Number. This appends a space followed by the line number.
Line Number. This appends the line number.

Space. This appends a space.

Other. This appends the text typed in the Value column of the list.

Add
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To add an argument type (and value for type "Other"), click the Add button. Use the combo box in the
list field to choose the type of argument. If the argument type is "Other", type the text in the Value
column.

Remove
To remove an argument, select the argument in the list and click the Remove button. Alternatively
the keyboard 'delete’ key can be used.

Remove All
To remove all arguments, click the Remove All button.

Reset
The display settings dialog has a button labeled Reset at the bottom left of the dialog. This button

resets all display related settings in Lua Bug Validator, not just the settings visible on the current tab
(Editing) of the dialog.

File Locations

The File Locations tab allows you to specify which directories Lua Bug Validator Client should look in
for source code files and third party source code files. This is required as some of the file information
is only the filename and not the directory name. When this happens Lua Bug Validator Client scans
the directories that it knows about and tries to find the file in these directories. When Lua Bug
Validator Client fails to find a file it will ask the user to specify where the file is.

Data Collection Settings [%5|

[ ata Collection
i Diata Collection

File Locations

Filkers Fath Type: ISnurce Files j Fartial scan...l Full zcan... |
i Tracing filkers

Data Dizplay Directory | Add |
- Diisplay filkers

o ZsiProgram Filesiluacheialexamplesiado
[ Lalours Zs\Program Filestluacheialexamplesiluacom_misc Hemave

Source Code Browsing 4|

. Editing ZtiProgram Filesiluacheialexamplesimeteor _shower

& [ il locations

- Inter-Process Commurication
Third Party DLLs

t. Ul Global Hook DLLs

Remave all
Zs\Program Filestluacheialexamplesiposix_misc

Z:\Program FilesiluacheialuacheiaS

v Aszk for location of file if file cannot be found in search paths
W Don't azk for location of file if line number is not valid [0, -1, ete)

Resst Help [F1] 0k Cancel
| | |

In the picture above we can see that the user has specified that the source files for the target program
are in one directory.
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Path Type

The path type combo box allows you to choose which category of file you are specifying paths for. It
is possible to specify paths for the following types of file:

¢ Source code files.

¢ Third party source code files.

It is not necessary to specify any paths, and you do not need to specify paths for all types of files. It is
recommended that directories for source code files and for third party source code files are specified
as it will help Lua Bug Validator Client provide source code browsing without user intervention.

Once you have chosen your path type you can modify the list of files for each path type in the

following ways:

¢ Add a file. Click the Add button. Type the name of the directory into the scrolled list.

¢ Remove a file. Select the directory in the scrolled list to be removed. Click the Remove button.

¢ Remove all directories. Click the Remove all button to remove all directories from the scrolled list.

¢ Scan all disk drives on the computer for the files. To do a complete scan of all the disk drives on
the computer, click on the Full Scan... button. A progress dialog indicating which files are being
processed is displayed. Once the scan is complete you can add the files to the files in the list, or
replace the files in the list with the new list of files from the scan.

¢ Scan part of a disk drive on the computer for the files. To do a partial scan of part of a disk drive,
click on the Partial Scan... button. A directory browser dialog is displayed. Choose the disk drive
and directory you want to scan. When you have chosen the drive and directory to scan a progress
dialog indicating which files are being processed is displayed. Once the scan is complete you can
add the files to the files in the list, or replace the files in the list with the new list of files from the
scan.

File Scan

The file scan dialog is shown below. To stop the search for files and keep the list of files the file scan
has found, click Stop. To stop the search and discard the list of files the file scan has found, click
Cancel.

Scanning for directaries containing Lua source files...

Dir C:AWINDOWShAENIS ervicePack ) ninstall$
Mumber of dirz: 5

Presz stop to stop the search and keep the list of zcanned directories.
Presz cancel to stop the search and dizcard the lizt of zcanned directories.

| Stop I Cancel

When the file scan is compete, the list of files that has been found is displayed in the File Paths
dialog.
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Directory | [ add 7oLt |

C:A\Program Filezt\uacheiaherampleshado
C:\Program Fileshuacheia“exampleshuacom_misc

C:\Program Fileshuacheiaexamplesimeteor_shower Cancel |
C:AProgram Filezhluacheiahexsampleshpogiy_misc

C:A\Program Filezhluacheiahuacheiah

FReplace List |

&dd

Remowve

R emove all

[ e |
=R

e Add To List. Choose Add to List to add the files displayed in the list to the list of files on the Files
tab of the display settings dialog.

¢ Replace List. Choose Replace List to replace the files displayed on the Files tab of the display

settings dialog with the files from the file scan.

Cancel. Choose Cancel to discard the list of files.

Add. Choose Add to add a file to the list of files.

Remove. Select a file on the list and click Remove to remove the file from the list.

Remove all. Choose Remove all to remove all files from the list.

Source Code Display

When displaying and/or editing source code, Lua Bug Validator will search for the source code file in
the paths specified using the File Locations dialog. When a file cannot be found, Lua Bug Validator
can ask the user to specify the file location, or Lua Bug Validator can be instructed to ignore the file.
To control this functionality, select or deselect the Ask for location of file if file cannot be found in
search paths check box.

Additionally, if the line number is not known (0, -1, etc), Lua Bug Validator can be instructed to ignore
the file. To control this functionality, select or deselect the Don't ask for location if line number is
not valid check box.

Reset

The display settings dialog has a button labeled Reset at the bottom left of the dialog. This button
resets all display related settings in Lua Bug Validator Client, not just the settings visible on the
current tab (Files) of the dialog.

Inter-Process Communication

The Inter-Process Communication tab allows you to configure the size of the buffer used to
communicate with the user interface.
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Data Collection Settings %ﬂ

[ ata Collection
i Diata Collection

Filters Lua Bug Validator optimizes communication between the application being monitored and the user
b... Tracing filters interface based on the number of entries you want to keep in the execution histony.

Inter-Process Communications

[rata Display
Diizplay filkers
o Ciolours Size: Im

- Source Code Browsing
- Editing
- File locations

Specify the zize of the execution hizton log (in bptes),

Tlhird Party DLLs
‘Il Global Hook DLL:

v Autoratically refresh the display when the shared memory is opened by the user interface

Resst Help [F1] 0k Cancel
| | |

Lua Bug Validator Client communicates the execution history to the user interface via a buffer. Larger
numbers for the number of entries mean that you will have more information in the execution history.

Reset

The display settings dialog has a button labeled Reset at the bottom left of the dialog. This button
resets all display related settings in Lua Bug Validator Client, not just the settings visible on the
current tab of the dialog.

3.7.9 Ul Global Hook DLLs

The User Interface Global Hook DLLs tab allows you to detect global hook DLLs and to specify
global hook DLLs.
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Data Collection Settings

Drata Collection
.. D ata Callection
Filers
. Tracing filters
[rata Display
Dizplay filkers
Colours
Source Code Browsing
- Editing
File: locations
- Inter-Process Commurication
Third Party DLLs
||| Global Hook DLL:

N

User Interface Global Hook DLLs

Some third party products use global hooks bo provide access to their product features. Such products
may be storage devices or wideo cards, ete. Some global hooks interfere with Lua Bug Walidator.

To prevent interference between global hookz and Lua Bug Y alidator, Lua Bug Yalidator can prevent the
global hooks from installing in Lua Bug ' alidatar.

Add ang DLLz that pou know are global hook, DLL: to the ligt below, Thege DLLs will only be loaded into
Lua Bug Walidator if you specify they can be loaded.

= Allow all global hooks ta load
" Do not allow all global hooks to load
% Usze the list of dils shown below [and ask permizsion to load if DLL iz not listed below)

Global hook DLLz that will not be allowed to load into Lua Bug W alidator:

User Interface Global Hook DLLs Allow Load | Add DLL.. |
pdfshel, dll Don't load
ectrtcap,di Load Remayve

Remaowve &l

Auto Detect

1

Help IF1] |

Reset |

]

Cancel |

Some third party products such as storage devices and video cards are supplied with software to help
integrate the hardware device into the computer desktop environment. An example is the lomega®
Zip® drive which also uses a global hook via the IMGHOOK.DLL. The IMGHOOK.DLL in this
instance is used so that when the browse for files and browse for folders user interfaces are used they
correctly display all the storage devices on the computer, including the zip drive and any special
options for the drive.

The IMGHOOK.DLL mentioned does not interfere with the correct operation of Lua Bug Validator.
Some hook DLLs do interfere with the correct operation of Lua Bug Validator. The User Interface
Global Hook DLLs tab allows you to automatically detect and/or to specify DLLs that should be
treated as global hook DLLs. Any DLL that is specified as a global hook DLL will fail to load into Lua
Bug Validator when loaded via LoadLibrary() or LoadLibraryEx().

Behaviour
o Allow all global hooks to load.
Select this option to allow all global hook DLLs to load into Lua Bug Validator.
¢ Do not allow any global hooks to load.
Select this option to prevent any global hook DLLs from loading into Lua Bug Validator.
o Use the list of dlls shown.
Select this option to specify which DLLs to allow to load and to specify which DLLs should not load.
Any DLLs not result in the user being asked for permission to load a DLL.

Add DLL...
To add a DLL to the list of global hook DLLs, click the Add DLL... button. The standard Microsoft file
chooser dialog is displayed. Choose a dll to add to the list of global hook DLLs.

Remove
To remove a DLL from the list of Global Hook DLLs, select the DLL on the list and click the Remove
button.

Remove All
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To remove all DLLs from the list of Global Hook DLLs, click the Remove All button.

Auto Detect

To automatically detect DLLs which may be global hook DLLs, click the Auto Detect button. Lua Bug
Validator will identify any DLLs in the current process (Lua Bug Validator) that are not DLLs that Lua
Bug Validator uses. Such DLLs are likely to be global hook DLLs.

If you wish Lua Bug Validator to unload any global hook DLLs that get loaded into the target process
before Lua Bug Validator can prevent them from being loaded, select the Unload already loaded
global hooks check box.

Global Hook Warning Dialog

When the global hook behaviour is set to "Use the list of dlls shown", and a global hook is loaded
that is not on the list of known global hooks, the user is presented with a dialog informing them of the
event. The user can then allow the global hook to load, or deny the global hook from loading. A
sample dialog is shown below.

Global hook is trying to load into Lua Bug ¥alida %ﬂ

Lua Bug Y alidatar has detected that the global ool
ectrtcap.di

iz tving to load into Lua Bug Yalidator's address space.
Thiz DLL iz produced by *

Lzually thiz iz OF., however zome DLLz have bugs in them that cause problems.
If your don't know abaut the DLL, we recommend that you don't allaw it to load.

F.nown problem DLL: are:
AcSignlcon. dll [productAutoCad 2004]
tortoizeSYY M. dil [product: T ortoize SWM Werzion Contral Spstem)

Do you want ko allow this DLL to load?

¢ Help.
Displays this help page.

e Yes.
Allows the DLL to load. This is recorded in the list of DLLs, so that this question will not be asked
again.

¢ No.
Does not allow the DLL to load. This is recorded in the list of DLLs, so that this question will not be
asked again.

Reset

The display settings dialog has a button labeled Reset at the bottom left of the dialog. This button
resets all display related settings in Lua Bug Validator, not just the settings visible on the current tab
of the dialog.
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3.8 Loading and Saving Settings

Lua Bug Validator allows the settings to be loaded and saved to data files as well as the current
settings being stored in the registry.

3.8.1 Loading settings

Lua Bug Validator saves most of its settings in the Windows Registry. However Lua Bug Validator
also allows users to specify a specific set of settings, of the user's choice, each time a Lua Bug
Validator is executed from the command line. The settings for each test are specified by the -settings
command line argument.

The -settings command line argument specifies a file to load the settings from. To facilitate the
creation and modification of settings in a file Lua Bug Validator provides the ability to load and save
settings.

To load a previously saved settings file, choose Load Settings... on the Configure menu.

IUser Interface Mode. .,

Setkings... F&

Load Settings (Text)... t!

Save Setkings. ..
Save Settings (Text), .,

Lser Permissions YWarnings. ..

Lua Runkime. ..

A file selection dialog is displayed. Select the file to load the settings.

To load a previously saved settings file that was saved in ASCII text format, choose Load Settings
(Text)... on the Configure menu.

IUser Interface Mode. .,

Setkings... F&
Load Settings...
Load Settings (Text)...
Save Setkings. ..
Save Settings (Text), .,

Lser Permissions YWarnings. ..

Lua Runkime. ..

A file selection dialog is displayed. Select the file to load the settings.
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3.8.2 Saving settings

Lua Bug Validator saves most of its settings in the Windows Registry. However Lua Bug Validator
also allows users to specify a specific set of settings, of the user's choice, each time a Lua Bug
Validator is executed from the command line. The settings for each test are specified by the -settings
command line argument.

The -settings command line argument specifies a file to load the settings from. To facilitate the
creation and modification of settings in a file Lua Bug Validator provides the ability to load and save
settings.

To save settings to a file, choose Save Settings... on the Configure menu.

IUser Interface Mode. .,

Setkings... F&
Load Settings...
Load Settings (Text)...

Save Settings (Text), .,

Lser Permissions YWarnings. ..

Lua Runkime. ..

A file selection dialog is displayed. Select the file to save the settings.
To save settings to a file in ASCII text format, choose Save Settings... on the Configure menu.

IUser Interface Mode. .,

Setkings... F&
Load Settings...

Load Settings (Text)...

Save Setkings. ..

Sawe Settings (Text). ..

Lser Permissions YWarnings. ..

Lua Runkime. ..

A file selection dialog is displayed. Select the file to save the settings.

3.9 User Permissions Warnings

Lua Bug Validator displays warning dialogs when errors occur accessing the Registry and/or obtaining
debugging privileges. These warnings are enabled by default, but can be enabled or disabled as
desired. The User Permissions Warnings dialog is used to enable or disable these warnings.

To display the User Permissions Warnings dialog, choose User Permissions Warnings... on the
Configure menu.
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3.10

3.10.1

IUser Interface Mode. .,

Setkings... F&
Load Settings...

Load Settings (Text)...

Save Setkings. ..

Save Settings (Text), .,

Iser Petrmi FRings. ..

Lua Runkime. ..

The User Permissions Warning dialog is displayed.

User Permissions Warning R ﬂ

¥ Dizplay waming if Lua Bug “¥alidator fails to access or update HKEY CURREMT _USERSoftwarehS oftwareVerificationtLuaBugyalidator
Lua Bug Walidator needs to access and update this registy key to store configuration data for itzell and for uze with applications.

Fleaze consult the help documentation far mare information on the appropriate user permissions for use with Lua Bug ' alidatar.

Help 0k Cancel
_ teb | | |

Select or deselect the check boxes appropriate to the warnings you wish to receive and click OK to
accept the changes. The Help button displays the User Permissions help topic.

You may also want to read this topic relating to creating Power User accounts for Windows XP.

Managers

Lua Bug Validator provides some user interfaces to allow you to manage or inspect data collected by
Lua Bug Validator.

Session Manager

Lua Bug Validator provides a session manager to allow you to manage the sessions that Lua Bug
Validator is controlling. To display the session manager choose Session Manager... on the
Managers menu.

sion Manager. ..

The session manager is displayed. The current session is highlighted in the scrolled list.
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iSigession Chooser ) x|

Select I
Delete Al |
Delete |

¥ Auto purge sessions M aximum number of sessions: I1 _Ij Claze |

The scrolled list named Session displays all the loaded sessions. Each time a session is started or
loaded it is added to the session manager and Lua Bug Validator treats that session as the current
session being worked.

Each session has a name that is created in the following way:
Name of the executable program: Weekday Month Day Hour:Minute:Second Year

Select
To make a specific session the current session, select the session in the scrolled list and click the

Select button.

Delete

To delete a session, select the session in the scrolled list and click the Delete button. If you delete the
current session whilst an application is running, the application will remain running. You will not be
able to inject Lua Bug Validator into that instance of the program a second time.

Delete All
To delete all sessions, click the Delete All button.

Close
To close the manager, click the Close button.

Limiting the number of sessions
To automatically limit the number of sessions held in memory at any time, select the Auto purge

sessions check box. Then type the maximum number of session to be held in memory into the
Maximum number of sessions field, or use the spinner control to select the number.

3.11 Tools
This section of the help file describes the tools Lua Bug Validator provides.

3.11.1 Loaded Classes

To display the Loaded Classes dialog, choose Loaded Classes... on the Tools menu.
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3.11.2

Loaded Classes. .,

Edit Source Code, .,

Refresh

The Loaded Modules dialog is displayed.

L

Class
?
?

CELLS
7

?

The dialog displays the name of each loaded class.

Colour coded source code editor

Lua Bug Validator provides a choice of editing solutions. When a source file is to be edited, the
source file can be edited using Microsoft® Visual Studio®® or the source file can be edited using Lua
Bug Validator's syntax colouring source code editor. To configure which editor use as the default click
here.

The source code editor can be started in one of three ways:

¢ Double clicking on a source code fragment displayed in a view.

¢ Choosing Edit Source Code... from a popup menu display in a view.
¢ Choosing Edit Source Code... on the Tools menu.

Loaded Classes. .,
Edit Source Code, .,

The picture below shows the source code editor when displaying a file from the summary or file and
line tabs. The lines in yellow have been visited. These lines have a green tick next to them indicating
that they have been successfully hooked. Lines that could not be hooked have a red cross displayed
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next to them. Lines that have not been visited are displayed in a different colour. You can see that the
line where the for/next loop starts has an arrow displayed with the green tick. The arrow indicates the
source code line of interest when the source code editor was displayed.

As can be seen, Lua Bug Validator has successfully hooked every line in this function, including the
lines that comprise the for/next loop.

i Juah lua-5.0.2% test' sort.lua - Edit Source Code

File Edit Formatting

=10 x|
A

vEEE o= M

i=1+1
end
and

function show(m,x)
io.write(m, ”\n\t”}
Tocal 4=1
while x[1] do
iowrite(x[1])
1=1+1
it =[] then do.write!",") end
end
Jo.write("n'"
end

function testsorts(x)
Tocal n=1

SNowl ori1gina

-l

qSOPt(x 1.n, funct1on {x g} return x<y end,

5 b after guicksort"

5e1ectionsort(x,n,funct1on_(x Wi return x:
show('after reverse selection sort”,x) ;
gsort(x,1l,n,function Cx,y) return x<y end;

show"after guicksort again',x)
end

——array to he sorted

w={"Jan",

estsorts (=)

The editor supports the following operations:

File

Load. Load a file into the editor.
Save. Save a file.

Save As...

Exit. Finish editing the file.

1 ”Feb” ”Mar‘” ”Ap 1 ”Ma}."”,”

Save the file with a different name than its original name.
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3.11.3

3.12

Edit

Undo. Unlimited undo of editing changes.

Redo. Unlimited redo of editing changes.

Cut. Cut selected text from the document and place on the clipboard.

Copy. Copy selected text from the document and place on the clipboard.

Paste. Paste text from the clipboard into the document.

Select All. Select all text in the document.

Delete. Delete the selected text.

Find... Find a specific string in the document.

Replace... Find and replace a specific string in the document.

Add Bookmark... Add a bookmark to remember the current text position. This is not the same type of
bookmark as a Lua Bug Validator bookmark.

Goto Bookmark... Goto to a previously defined bookmark. This is not the same type of bookmark as a
Lua Bug Validator bookmark.

Goto Line... Goto a specific line in the document.

Formatting

Convert tabs to spaces. Convert all tabs in the document into spaces.

Convert spaces to tabs. Convert all spaces in the document into tabs, where there are enough
spaces.

Use Colour. Use the colour coding scheme defined by the colour syntax.

Colour Syntax None, C, C++. Choose the colour encoding scheme.

Edit Colour Syntax... Edit the colour encoding scheme.

Options... Edit options.

Settings... Edit settings.

Wrap Width... Width of the text for wrapping.

Refresh

To refresh the data displayed on the current tabbed window, choose Refresh on the Tools menu,

Loaded Classes. .,
Edit Source Code, .,

or click the Refresh icon on the session toolbar.

Loading, Saving, Exporting, Closing

Lua Bug Validator allows sessions to be saved so that you can send the session to a colleague,
examine the session at a later date, compare the session with another session, or create baseline
sessions for use in regression tests. To complement the save capability sessions can be loaded.

Sessions can be exported in HTML and XML formats.
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When you have finished working with a session, a session can be closed. The session can be
reopened later if so desired.

3.12.1 Loading

To load a session choose Open... on the File menu,

Save Chrl+5
Save As...

Expiort L4
Close

Skart Application...  F4
Re-3tart Application FS

Abandon Spplication

1 Eslkestl . lbvm

Exit

or click on the open icon on the standard toolbar.

A file selection dialog will be displayed. Select the file you wish to load and click OK.

3.12.2 Saving

Save
To save a session choose Save on the File menu,

CIpEM. . . Chrl+0
Save As...

Export
Close

Start Application...  F4
Re-3tart Application FS

Abandon Spplication

1 Eslkestl . lbvm

Exit
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3.12.3

or click on the save icon on the standard toolbar.

- Hi@ |

The session will be saved using the current file name. If the session has not been saved the same
process as for Save As will be used to specify the data to save and the name to save the file.

Save As
To save a session using a different name to the current sessions choose Save As... on the File
menu,

CIpEM. . . Chrl+0
Save Chrl+5
Expiort

Close

Skart Application...  F4
Re-3tart Application FS

Abandon Spplication

1 Efkestl . b

Exit

The standard Microsoft file save dialog will be displayed. Choose a name for the file and click Save.
The session will be saved using the file name you specified.

Exporting
Lua Bug Validator sessions can be exported in HTML and XML formats. There is no facility to import
sessions. If you wish to save a session for later use with Lua Bug Validator, Lua Bug Validator's load

and save options provide a more compact representation of the data.

To export a session choose the Export submenu on the File menu.
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CIpEM. . . Chrl+0
Save Chrl+5
Save As...

Close [ E

Skart Application...  F4
Re-3tart Application FS

Abandon Spplication

1 Efkestl . b

Exit

On the Export submenu, choose HTML Report...,

XML Repart. ..

or XML Report... as appropriate.

HTML Report. ..

The session export dialog is be displayed.
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Export Session k x|

¥ E=port Filename

Cancel
¥ E=port Full Path of Filename
¥ Export Method Name

V¥ Include line execution information

¥ Include function parameters

¥ Include line variables

v Include retum walues

¥ Include exceptions

[ List execution histary with most recent location first

File

[ Owenwrite exizting fil

FDrmat:IHTML j

File: |IEug‘~faIid.htmI Browse... |

Scope

Select which data you want to export.
¢ Filename information.

e Method information.

¢ Order of data exported.

If HTML export is chosen, the export is in the form of a table. If you require a specific HTML format
for session exports, we recommend exporting an XML report and using that to generate the HTML
report to your requirements.

File

To specify the filename to save the session, type the filename in the File field, or click the Browse...
button to use a file specification dialog.

If you would like to be warned when you are about to overwrite an existing file, deselect the
Overwrite existing file check box. If you would not like to be warned when you are about to
overwrite an existing file, select the Overwrite existing file check box.

Format

The file format for a session export can be HTML or XML. The appropriate format is chosen to
correspond to the menu option used to display the export session dialog. The file format can be
changed using the Format combo box.
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3.12.3.1 XML Export Tags

This section describes which XML tags are used to export the session data from a Lua Bug Validator
session.

The start of an exported XML file lists a few details about Lua Bug Validator:
<VALIDATORVERSION>Version of Lua Bug Validator</VALIDATORVERSION>
<VALIDATORDATE>Date Lua Bug Validator was built</VALIDATORDATE>
<VALIDATORTIME>Time Lua Bug Validator was built</VALIDATORTIME>
<TITLE>Name of executable</TITLE>

Execution history is listed in the following tag pairs.
<EXECUTIONDATA></EXECUTIONDATA>

The tags found inside the above tag pairs are shown below. Note that all hexadecimal numbers are
written with leading zeros and a leading Ox.

<THREAD>Thread id</THREAD>
<FILENAME>Filename of source file</FILENAME>
<LINE>Decimal line number</LINE>
<METHOD_ID>Hexadecimal method id</METHOD_ID>
<METHODNAME>Method name</METHODNAME>
Function parameters are listed in the following tag pairs.

<FUNCTION_PARAMETERS>
<NUMBER>number of parameters</NUMBER>
<PARAM>
<NAME>name</NAME>
<TYPE>type</TYPE>
<VALUE>value</VALUE>
</PARAM>
</FUNCTION_PARAMETERS>

<EXCEPTION>
<NAME>name</NAME>
<TYPE>type</TYPE>
<VALUE>value</VALUE>

</[EXCEPTION>

<LINE_VARIABLES>
<NUMBER>number of variables</NUMBER>
<VARIABLE>
<NAME>name</NAME>
<TYPE>type</TYPE>
<VALUE>value</VALUE>
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3.12.4

3.13

3.13.1

</VARIABLE>
</LINE_VARIABLES>

<RETURN_VALUE>
<NAME>name</NAME>
<TYPE>type</TYPE>
<VALUE>value</VALUE>

</RETURN_VALUE>

Close Session

To close a session choose Close on the File menu.

CIpEM. . . Chrl+0
Save Chrl+5
Save As...

Expiort L4

Start Application...  F4
Re-3tart Application FS

Abandon Spplication

1 Eslkestl . lbvm

Exit

The session will be closed and all windows will be reset to their original state. If you wish to reopen or
delete the session, you can do so using the session manager.

Starting your target program

Lua Bug Validator provides a choice of 3 methods to start a target program and have Lua Bug
Validator collect data from the target program about the program's execution.

¢ You can start a program in a specified directory and with as many command line arguments as you
want.

¢ You can inject Lua Bug Validator into an already running program.

¢ You can have Lua Bug Validator wait until a specific program starts to run before attaching to that
program. This is useful for when you want Lua Bug Validator to attach to a program that is started
as an OLE server, for example.

Novice and Intermediate

This section describes the novice mode and intermediate mode user interfaces for launching
applications, attaching to running processes and for waiting for applications to start.
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3.13.1.1 Launching the program

To start your program choose Start Application... on the File menu,

CIpEM. . . Chrl+0
Save Chrl+5

Skart Application. .
Re-3tart Application

Abandon Spplication

1 Eslkestl . lbvm

Exit

or click on the launch icon on the session toolbar.

The launch program wizard will be displayed.

54
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Start application wizard [% 5[

Select ah application ko start.

Previouzly ztarted applications are shown in the list at the bottom of the wizard, with their startup directon and
command line arguments. |F pour application iz dizplayed in the list, you can zelect it repeat the launch of the
application.

Application to ztark:

ID:'\Iua"aIua-E. 0. 2testhlife. lua Browsze. ..

Command Line Arguments:

Startup Directony:

| Dir
Ervironment Y arables [overide global ervironment wariables]

= i
| = Edit.

Click the Reset button ta clear the list. Reset

A

/] | ]

<4 Frey | [ Cloze |

The picture shows some already launched programs shown in the scrollable list.

Detailed program start (1)

1) Type in the program name in the Application field, or click the Browse... button to use a file
browser to choose the program to launch.

2) Type in the program arguments in the Arguments field.

3) Type in the program directory in the Startup Directory field, or click the Dir... button to use a
directory browser to choose the directory.

4) Click the Edit... button to display the Environment Variables dialog to allow you to define any
environment variables for the application.

5) Click on the Next button to move to the next page of the wizard.

If your application has Lua embedded in it, the Application to Start field will be disabled.
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3.13.1.2

Start application wizard hﬂ

[f you want bo caollect data fram the application fram the instant that Lua Bug Y alidatar attaches o the process,
zelect the Collect data from application check box.

¥ Collect data from application

¥ PRedirect Lua standard output bo Lua Bug Yalidator Diagnostic tab

[f wou redirect Lua standard output you will not be able to run the interactive command line conzole.

Application bo gtart:
ID:'\Iua'&Iua-E. 0. 2stesthlife.lua

Command Line Argumments;

Startup Direchony:

Erviranment W arables [averide global environment wariables]

Data will be collected from the application az soon as Lua Bug Yalidator attaches ko the application.

Lk

D [Mata will be nat collected|from the. application until data collection iz enabled wsing the menutoalbar.

To start your application with the settiings shown, click the Start Application buttan.

| Start Application I

<< Prew [ Eh Cloze |

If you want Lua Bug Validator to collect data from the moment the application is launched, select the
Collect Data from application check box. If you deselect the Collect Data from application check
box, data will not be collected.

Starting your program

The last page of the wizard displays a summary of the options you have chosen. If you are satisfied
with the options, click the Start Application button to start your application and attach Lua Bug
Validator to the application.

Re-Launching the program

To re-start your program choose Re-Start Application... on the File menu,
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CIpEM. . . Chrl+0
Save Chrl+5
Save As...

Expiort L4
Close

Skart Application. ..
Re-3tart Application

Abandon Spplication

1 Efkestl . b

Exit

or click on the launch icon on the session toolbar.

The application that was most recently launched is started.

3.13.2 Expert

This section describes the expert mode user interfaces for launching applications, attaching to
running processes and for waiting for applications to start.

3.13.2.1 Launching the program

To start your program choose Start Application... on the File menu,

CIpEM. . . Chrl+0
Save Chrl+5
Save As...

Expiort L4
Close

Skart Application. ..
Re-3tart Application

Abandon Spplication

1 Eslkestl . lbvm

Exit

or click on the launch icon on the session toolbar.
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The launch program dialog will be displayed.

Start Lua interpreter and execute a Lua program %5[

¥ Collect data from application

[” Redirect Lua standard output to Lua Bug Yalidator Diagnostic tab

(ol
Lua file to start;
ID:'\Iua"aIua-E. 0. 2testhlife.lua Browse... |

Arguments for application:

Startup Directony:
| Di...

Ervironment Yanables [overide global ervironment wariables]
| —1 Edit..

L

Previously started applications [double click to repeat) Feset

i

Lua File Arguments Directory Env
D huatlua-b 0. 2hkesthlife. lua
D:Muahlua-5.0. 2Mestsort. ua

The picture shows some already launched programs shown in the scrollable list. You can relaunch
these programs by double clicking their entry in the list. Depending on what you want to do with your
program you have a choice of launching the program.

Detailed program start (1)

1) Type in the program name in the Application field, or click the Browse... button to use a file
browser to choose the program to launch.

2) Type in the program arguments in the Arguments field.

3) Type in the program directory in the Startup Directory field, or click the Dir... button to use a
directory browser to choose the directory.

4) Click the Edit... button to display the Environment Variables dialog to allow you to define any
environment variables for the application.

5) Click on the Go! button to launch the program.
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3.13.2.2

3.14

Detailed program start (2)

1) Click on the program shown in the scrolled list that you want to start. The details for the program
will appear in the Application, Arguments and Startup Directory fields.

2) Modify any of the Application, Arguments and Startup Directory fields as appropriate.

3) Click on the Go! button to launch the program.

If you want Lua Bug Validator to collect data from the moment the application is launched, select the
Collect Data from application check box. If you deselect the Collect Data from application check
box, data will not be collected.

If your application has Lua embedded in it, the Application to Start field will be disabled.
Re-Launching the program

To re-start your program choose Re-Start Application... on the File menu,

CIpEM. . . Chrl+0
Save Chrl+5
Save As...

Expiort L4
Close

Skart Application...  F4

Re-3tart Application FS

Abandon Spplication

1 Eslkestl . lbvm

Exit

or click on the launch icon on the session toolbar.

Y| X
%, ] Y

The application that was most recently launched is started.

5

.r_/
’
#

Stopping your target program

Sometimes you will start a run of your target program and realise that you made a mistake, forgot to
do something or need a different option enabled and need to restart the test from the beginning. You
can stop the target program using Task Manager, using the debugger, or using Lua Bug Validator.

Lua Bug Validator provides you with a simple way of stopping the target program. Choose Stop
Application on the File Menu,
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CIpEM. . . Chrl+0
Save Chrl+5
Save As...

Expiort L4
Close

Start Application... F4
Re-Start Application, FS

1 Efkestl . b

Exit

or click on the large red X on the session toolbar.

Xy & X

The target program is instructed to end using ExitProcess() from inside the stub. When Lua Bug
Validator has ended the target program, Lua Bug Validator also abandons the current session. The
session can still be accessed from Session Manager.

Using Lua Bug Validator to stop the target program is usually quicker than using Task Manager or the

debugger because the session is thrown away for you, rather than you having to terminate the current
session.

3.15 Environment Variables

When launching an application Lua Bug Validator allow you to specify the environment values to pass
to the application. This is done via the Envionment Variables dialog.

Environment ¥ariables

N X
Lizgt the environment wariables you wish ta set for your application.
Name Yalue
- Cancel
favouriteF ood Strawbermy
favauriteCalaur Lrple
: T Add...

f |

o |
_ossen |

Delete

Delete Al
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3.16

3.17

The image shows the Environment Variables dialog with four variables defined. This would be
equivalent to the following text in a batch file:

set favouriteFood=Strawberry

set favouriteColour=Purple

set favouriteMusic=Sisters Of Mercy
set favouritelnstrument=Border Bagpipe

Add...
To add an environment variable, click Add... then enter the name and value in the appropriate fields.
Double click on a field in the grid to edit a field.

Delete
To delete an environment variable, select it in the list and click Delete.

Delete All
To delete all environment variable definitions, click Delete All.

OK
To dismiss the dialog and accept the changes click OK.

Cancel
To dismiss the dialog without accepting any changes click Cancel.

Closing Lua Bug Validator

To finish working with Lua Bug Validator, choose Exit on the File menu.

CIpEM. . . Chrl+0
Save Chrl+5
Save As...

Expiort L4
Close

Start Application...  F4
Re-Start application FS

Abandon Spplication

1 E:ftestl . b

E—

Help

Lua Bug Validator provides a help system to help you get the most from Lua Bug Validator.
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3.17.1 Tip of the day
The tip of the day dialog provides helpful tips on how to get the most from Lua Bug Validator.
3.17.2 About Lua Bug Validator

Information about this version of Lua Bug Validator, copyright notices and user information.

3.17.3 Help Topics
Display the online help for Lua Bug Validator.

PDF Help
PDF versions of the help file are available from http://www.softwareverify.com/helpPDFs.html.

3.17.4 Tutorial

Display the tutorial.html file in the default web browser.

The tutorial contains information that will help you learn how to use Lua Bug Validator. As the tutorial
is improved based on user feedback we will make updates available on the website so that you do not
need to download a Lua Bug Validator update just to get access to the latest tutorial.

Tutorials are available from http://www.softwareverify.com/tutorials.html.

After downloading the tutorial zip file unzip into the installation directory for Lua Bug Validator.

3.17.5 Readme

Display the readme.html file in the default web browser.

The readme file contains all the latest information about Lua Bug Validator including the change
history for bug fixes and feature improvements.
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4.1

4.2

4.3

Frequently Asked Questions

This section lists the commonly asked questions about Lua Bug Validator.

| have an idea for a feature, can it be added to Lua Bug Validator?

We have tried to add as many features to Lua Bug Validator that we thought would be useful to the
potential users of Lua Bug Validator. In fact every feature in Lua Bug Validator has been used to
solve problems and bugs on consulting work carried out for our customers and on internal projects at
Software Verification Limited. We know the features we have put in the product are useful.

However it is possible we have overlooked a feature that you may find very useful. We will be
pleased to consider all ideas for new features to Lua Bug Validator. Please contact us at the address
provided on the contact page.

What file extensions does Lua Validator use for itself?

Lua Bug Validator stores most of the configuration data it needs in the registry. However some data,
such as the data hooks, coverage data and filter data is stored in files. This section describes the file
extensions used by Lua Bug Validator so that you can recognise such files. The file data structure is
not described as it may change from version to version of the product.

Settings, Filters, Flow Trace
Ibvs  Settings
Ibvm  Recorded Session containing flow trace.

Program Launch, Extensions
lua Program files

Lua Bug Validator Unrecoverable Error

The Lua Bug Validator Unrecoverable Error dialog is displayed when an internal error has occurred
that Lua Bug Validator did not expect. Lua Bug Validator cannot continue to execute. A stack trace
and register dump is shown so that the data can be sent with a description of the activities that
caused the error to support@softwareverify.com. The data shown in the dialog is also written to
c:\svILBVExceptionReport.txt .

The picture below shows the exception report for an access violation exception. The error shown
below is artificial and was deliberately caused to allow this picture to be taken.

If you see this dialog, please copy the data and send it with a description of what you were doing with
Lua Bug Validator to support@softwareverify.com so that we can fix the bug that caused this error.
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4.4

Lua Bug Yalidator Unrecoverable Error x|

A unrecoverable ermor has ocoured. Lua Bug Yalidator iz unable to continue.
Fleaze zend the repaort below to support@softwareserty. com with a description of
the activites vou were performing when the emor occured.

& copy of thiz report can be found in o:hevILBWE sceptionF eport. bat

Lua Bug'falidator %0.04 [512] =
Exception cade: COO0O005 ACCESS_MIOLATION
|Fault addrezs; 00487CH7 [baze 00400000] E: WOk AChBUgy alidatorhtabserehF

Registers:
EAx: 00403223
EBX:00000000
ECx:00000000
EDi:FCI0ERS4
ESI:00502E00
ED:00000007
CS:EIP:001B:00487C57
S5:ESF:0023:001 2FEF0 EEF:0012FFO0
DS:0023 ES:O022 FS:0038 GS:0000
Flags: 000710202

StackTrace

CAWINDOWS hepztemn32AMFCA20 DLL © 0x728330000 : 027284256

w
4 | b

Copy ko Clipboard | Cloze I

What is in sviLBVExceptionReport?

The file c:\svILBVExceptionReport.txt contains information that identifies where Lua Bug Validator
was executing when Lua Bug Validator crashed. The c:\svILBVExceptionReport.txt contains the
same information that is displayed in the exception report dialog when a crash occurred. The file
c:\svILBVExceptionReport.txt contains the data for the most recent exception.

The picture below shows the exception report for an access violation exception. The error shown
below is artificial and was deliberately caused to allow this picture to be taken.

If you see this dialog, please copy the data and send it with a description of what you were doing with
Lua Bug Validator to support@softwareverify.com so that we can fix the bug that caused this error.
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Lua Bug ¥alidator Unrecoverable Error %ﬂ

A unrecoverable ermor has ocoured. Lua Bug Yalidator iz unable to continue.
Fleaze zend the repaort below to support@softwareserty. com with a description of
the activites vou were performing when the emor occured.

& copy of thiz report can be found in o:hevILBWE sceptionF eport. bat

Lua Bug'falidator %0.04 [512] =
Exception cade: COO0O005 ACCESS_MIOLATION
|Fault addrezs; 00487CH7 [baze 00400000] E: WOk AChBUgy alidatorhtabserehF

Registers:
EAx: 00403223
EBX:00000000
ECx:00000000
EDi:FCI0ERS4
ESI:00502E00
ED:00000007
CS:EIP:001B:00487C57
S5:ESF:0023:001 2FEF0 EEF:0012FFO0
DS:0023 ES:O022 FS:0038 GS:0000
Flags: 000710202

StackTrace

CAWINDOWS hepztemn32AMFCA20 DLL © 0x728330000 : 027284256

w
4 | b

Copy ko Clipboard | Cloze I

4.5 Installing DbgHelp.dll
Windows File Protection and DbgHelp.dll

Microsoft constantly upgrade DbgHelp.dll to provide an improved, richer debugging API. Software
Verification use DbgHelp.dll to provide debugging information about the application under test. Some
of

the APIs we use are only available in more recent versions of DbgHelp.dlII.

On Windows 2000 and Windows XP, Windows File Protection comes into play. How straightforward
the installation,

depends on your machine and how it is setup. If your machine does not have the backup operating
system files on it, ready for a

reinstall, then you will not have problems. If your machine does have the backup operating system
files on it, you will encounter

problems.

Windows NT

DbgHelp.dll is not installed by default on Windows NT. Windows NT does not have Windows File
Protection.

Consequently, installing DbgHelp.dll on Windows NT is straightforward.

Copyright © 2005-2007 Software Verification Limited



67

Lua Bug Validator Help

4.6

Windows 2000

On Windows 2000 machines, the current version of DbgHelp.dll needs to be upgraded as it does not
have all the APlIs required by

our debugging tools. As such the comments on this page may apply to you if you are installing our
software tools on a Windows 2000

machine.

Windows XP

On Windows XP machines, the current version of DbgHelp.dll does not need to be upgraded. At
present installations of our software

on Windows XP machines is straightforward - DbgHelp.dll does not need to be upgraded.

Installation

We have modified our license program to check for the correct version of DbgHelp.dll and to
deliberately overwrite the

c:\windows\system32\dlICache\dbgHelp.dll copy of dbghelp.dll so that Windows File Protection
cannot restore

c:\windows\system32\dbgHelp.dII.

When Windows notices that both the files have changed, it asks you for the installation media
(CD/DVD) so that it can restore the files.

You can choose to cancel the restoration so that the more recent version of DbgHelp.dll is used.
Unfortunately when your machine

has the backup installation files already on the hard disk, no installation media is needed and
Windows silently restores the

files without asking you if this is what is desired.

We have modified our products so that for systems where the above situation happens, the correct
version of DbgHelp.dlil will

always be used, o long as your application is not stored in the Windows System directory</B>. Even if
a manual inspection of c:\windows\system32\dbgHelp.dll shows that c:\windows\system32\dbgHelp.dll
has not been upgraded, our tools will still use the correct dbghelp.dll version installed with the product.

Microsoft DbgHelp.dll downloads

Updating DbgHelp.dll is an obvious thing to do. However, even Microsoft's own Debugging tools
download fails to upgrade DbgHelp.dIl.

Microsoft's most recent Debugging tools download is available from
http://www.microsoft.com/ddk/debugging/installx86.asp.

This is a rare occasion where the technology designed to prevent "DLL Hell", actually causes it by
preventing you from upgrading DbgHelp.dll in the system directory (where it is most likely to be
loaded from for any given application). DbgHelp.dll is completely backwards compatible, so we are
confused as to why Windows File Protection prevents this file from being upgraded.

How do | create a Power User on Windows XP?

Windows XP provides Power User accounts but does not make it easy to create a user with Power
User privileges. To create a user with Power User privileges do the following:

¢ Create a Limited User account (we will call it "Test Limited User").

Open Control Panel and set to Classic View.

¢ Open Administrative Tools.

¢ Open Computer Management.

¢ In the left hand pane expand Local Users and Groups.
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In the left hand pane select Users.

In the right hand pane select the user account you created above ("Test Limited User").

Right click on "Test Limited User" and choose Properties from the context menu.

Select the Member Of tab.

Click Add. A dialog box will be displayed. In the bottom edit box type Power Users. Click OK.
Select the Users entry. Click Remove. Click OK.

Close the Computer Management window.

Your Test Limited User is now a member of the Power Users group. Now is a good time to rename
the account to something more appropriate.
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